UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3

CpaBHeHMe BO3MOXKHOCTEM
mexxcetesoro aKkpaHa UKC ®CTIK
n war3a 6esonacHoctn UKC

B 3TOM AOKYMEHTe npeacTaBieHo AeTa/ibHoe CpaBHEHME BO3MOXKHOCTEN ABYX NPOAYKTOB
«UNHTepHeT KoHTponb CepBep»: MEKCETEBOro 3KpaHa M wato3a 6esonacHocTn. Oba peweHus
pa3paboTaHbl 418 3aWMUTbl CETU, KOHTPOAA TPadMKa, HACTPOMKN MapPLLPYTU3ALUM U YAANEHHbIX
NOAKNOYEHUN.

UKC ®CTIK — ceptudmumpoBaHHbI mexkceTeBon akpaH (Ne 4832 OCTIK ot 02.08.2024) ana
3aLLUTbl KOPMOPATUBHbBIX CeTeN, COOTBETCTBYOWMI TpeboBaHUAM perynaTopos. Noaxoant gns
rocyypexaeHnin n KOMNaHuM ¢ XKECTKMMM CTaHAapPTaMu 6€30MacHOCTY.

LWnto3 6e3onacHoctu UKC — rmbpuaHoe peweHne, obbeamHatowee mexceTeBon akpaH u SWG ¢
mopynem IP-tenepoHnm n noytoBbiMm cepepom. MNogxogut gns 6M3Heca, KOTOPOMY HYKHO «BCE-B-

OAHOMY.
UKC
BO3MOXHOCTU UK
O3MOXHOC ®CTIK C
CootBercrBUe TpGﬁOBaHMﬂM perynatopos
MmnoprosamelleHue
UmeeT 3anmncb Ne 322 ot 08.04.2016 r. B EguHOM peecTtpe + _I_

pOCCVIl‘;ICKVIX nporpamm anAa sNeKTPOHHbIX BbIMUCNNUTENbHbIX
MaLLMH 1 6a3 AaHHbIX.

MimeeT rocyaapcTBeHHbIN peecTp cepTUOULMPOBAHHbIX CPeaCTB
3aWmTbl MHPOPMaALUK.
Ceptndukat Ne 4832 OCTIK ot 02.08.2024r.
CootsetcTByeT TpebOBaHUAM SOKYMEHTOB:
e TpeboBaHua goBepua (No 4 ypoBHIo),
e [lpodunb 3awmtbl M3 Tna «A» 4eTBepTOro Ksacca
3awmTsl (UT.M3.A4.1M3), +
o [lpodunb 3awmnTbl M3 TKN «b» YeTBEPTOro Kaacca 3alnTbl
(MT.M>3.64.N3),
o [lpodunb 3awmTbl COB ypoBHSA CeTU YETBEPTOro Knacca
3awmTbl (MT.COB.C4.M3),
e 3apaHue no 6esonacHocTy.
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UHTterpauusa s UC

Ha ¢u3smuecKkoi rpaHmue cetn

MerKceTeBOM 3KpaH TMNa «A» NpUMeHAeTCA Ha GU3NYECKon
rpaHuue (nepumeTpe) UHPOPMALMOHHOM CUCTEMbBI UNU MEXKAY + +
bU3NYECKMMM FPAHULLAMM CEFMEHTOB MHPOPMALMOHHOM CUCTEMDI
N MMeeT TO/IbKO NPOrPaMMHO-TEXHUYECKOE NUCMOIHEHME.

Ha noruueckoii rpaHuue cetmn

MesKceTeBOM 3KpaH TUNa «b» NPUMEHAEeTCca Ha I0rnYecKkom
rpaHuue (nepumetpe) MHGOPMALMOHHON CUCTEMBI NN MEXKAY + +
NIOFNYECKMMM TPAHNLAMM CETrMEHTOB MHPOPMALMOHHOMN CUCTEMDBI
N MOKET MMEeTb NPOrPaMMHOE UM NPOrPAMMHO-TEXHUYECKOE
NCMNONHEHME.

3awmTa ot HeCaHKUUMOHUPOBAHHOIO A0CTYyMNa, OT BHEWHUX U BHYTPEHHUX YIrpo3

MexceTeBoOi 3KpaH

MerKceTeBOM 3KpaH 3alMLAET CeTb OPraHM3aLmMm OT BHELHMX
Yrpo3 M KOHTPOAUPYET AOCTYN NO/b30BaTeNel 3a Npeaesbl CeTU.

Bo3morKHOCTM:
o 3awmuaeT ceTb OPraHM3aLUnm OT Pa3NNYHbIX BHELLIHNX
yrpos;
o KOHTpoOnnpyeT ABUKeHMe TpaduKa Ha ypoBHe IP-aapecos 1 + +
nopToB;

e [lo3BonAeT HaCTPOMUTb 3anpelLuatoLne 1 paspeLlatoLmne
npasuna, ykasatb NPUOPUTETDI;

e OrpaHuYMBaEeT KOANYECTBO NoaKatoveHn K UKC;

e [logaeprKa NAT ¢ BO3MOXHOCTbIO ynpaBaeHUA
npasuaamm.

Cuctema npepoTBpalleHuA BTop>KeHuii IDS/IPS

BnokunpyeT NoNbITKM HECAHKLMOHUPOBAHHOIO A40CTyNa,
3KCNA0MTbI, 60THETbI, DOS-aTaKku, BUPYCHYIO aKTUBHOCTb B CETH,
spyware, TOR, aHoHMMal3epbl, TenemeTpuio Windows un + +
CKOMMNPOMETMPOBaHHbIe IP-aapeca. Bo3MOXKHOCTb CO34aHMUA
cobCcTBEHHbIX NPaBu BIOKUPOBKKU U UCKIOYEHWI. BepeHne
KYPHAMPOBAHMA NHLNAEHTOB MHGOPMALMOHHOM 6e30MacHOCTH.
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Cuctema npefoTBpalleHuA BTop>KeHuii IDS/IPS

dononHutensHbln moaynb Kaspersky Suricata Rules Feed -
HaZleXXHble 1 NpoBepeHHble Npasuna ana pewenHnin IDS/IPS, ana -l-
0bHapyXeHUa HOBENLLNX N Hanbonee COBEPLUEHHbIX Yrpos3 ¢
Le/bto 3alnTbl N0b30BATENEN MU KOMMAHWUA.

KoHTponb npunoxxeHui

bnoKkunposKa ocywecteasetca nogcmctemoit Application Firewall. I I
OTcnexunsaHune n 610KMPOBKA TpaduKa Nonb3oBaTeNEN Ha
OCHOBaHMW KaTeropuin 6ubnmotek nDPI.

KOHTponb npunoxeHui

OTcnexmBaHue U 610KMPOBKa TpadmKa Nosib3oBaTesiel Ha
OCHOBaHMM CeTEBbIX COEANHEHMUI NONb30BaTENEN, KOTOpbIe + +
aBTopusytoTca Ha MKC yepes cobcTBEHHYIO pa3paboTky — yTUAUTY
Xauth. Arent XAUTH: Applmage gns Linux n msi ans Windows.

3awmTa Beb6-pecypcoB

BnokunpoBKa ocywecteanetcs nogcucremoit Web Application
Firewall (WAF). OTchexkmBaHue 1 61okuposKka scero HTTP/HTTPS-
TpadurKa OT yCTaHOBNEHHbIX BEO-NpunoxeHnn Ha UKC nau B +
JIoKanbHow ceTu. MpeaoTepalleHne aTak, KOTOPble OCHOBaHbI Ha
HeJoCTaTKax 3aWmTbl Beb-npunoxkenuit (SQL-mHbekumn,
MEXKCaMTOBbIM CKPUNTUHT (XSS).

MoTOKOBbIN aHTUBUPYC

MOTOKOBbLIN aHTUBMPYC OTBEYAET 32 MPOBEPKY NOYTOBbLIX NUCEM, A
Takxe HTTP- n HTTPS-Tpaduka. B UKC BcTtpoeH aHTusmupyc ClamAvV
n Kaspersky Anti-Virus. Kaspersky Anti-Virus nposogut +
CUTHaTYPHbIN N 3BPUCTUYECKUI aHAIN3, CKAHUPYET MHOTOKPaTHO
3anaKoBaHHble apXMBbl U NOLAEPXKMBAET MHOTOMOTOKOBYHO
06paboTKy AaHHbIX.

3awuTa cepBucoB OT bpyTdopc-aTaK

F + +

a

i

3awmTa cepBucoB oT 6pyTdopc-aTak
Cepsucobl

F OTCYTCTBYIOT +

a
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CoeguHeHMe C BHELWWHUMU peLueHUuamm

Bo3amoxHOCTb coeanHeHunA no npoTokoy ICAP co CTOpOHHUMU
DLP-cuctemamu, aHTUBMPYCAaMM U pPeLUEHNAMM 417 KOHTEHTHOM I I
dunbTpaunn. CoeguHenme c SIEM no npotokony syslog.

KoHTponb goctyna

ABTOpUM3auua nonb3osarenei

AsTopu3sauma no IP- u MAC-agpecy. ABTOpM3aLmnA JOMEHHbIX
nonb3osartenen no npotokonam Kerberos u NTLM. ABTopusaums + +
Captive Portal: yuepes Be6-6pay3sep no NOrMHY 1 Naponto, Yepes
sms (B T.4. ans WI-FI). VPN-aBTOpM3aums.

ABTOpM3a uma non b3oBarteneu

AsTopusauma Captive Portal no 3BoHKy.

BO3MOMHOCTb CUHXPOHM3ALLMKN N aBTOPM3aLMM NOMb30BaTENEN + +
yepes LDAP.
MNoaaep»kKa Active Directory, FreelPA (ALD Pro), Samba DC.

OT1yeTtbl

BcTpoeHHbIi moaynb popMUpPOBaHMA OTYETOB AN PyKOBOAUTENEN
N CUCTEMHbIX aAMUHUCTPATOPOB A/1A OLLEHKWN CTENEHMN + +
NCNONb30BaHMA COTPYAHMKAMU UHTEPHET-pecypcoB. Moaynb
nossonseT GopmMmnpPoBaTb CTaHAAPTHbIE OTYETbI M CO34aBaTb
cobCTBEHHbIE MO UHANBUAYA/IbHON HACTPOMKE.

dKcnopT oT4eToB B popmaTax csy, txt, xls, pdf. -I-

YnpasneHue Tpadpukom

MapuwpyTtusauma tpaduka

MNoaaepKa BuptyanbHbix 802.1q VLAN-nnHtepdeincos, PPTP, L2TP,
PPPoE-uHTEpdEiCOB.

MapLpyTmM3aumns cTaTUYeCcKas u yCIOoBHas. + -I-

BO3MOHOCTb CO34aHMA MapLUPYTOB C YKa3aHNEM METPUKM.
YcnoBHble MapLIPyTbl NO3BOAIAKOT YKa3aTb aZpec U NOPT UCTOUYHMKA
M Ha3HaYyeHus, BbIGPATb MPOTOKO/ U HAaNpaB/ieHWe TpaduKa.
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Mapu.lpymaau,vm Tpacbm(a
AnHamnuyeckana mapLpyTmM3auma ¢ nogaepkkom npotokonos OSPF +
n BGP.

MopgknioueHue K npoBaiigepam

MoaaeprKKa HECKO/IbKMX KaHaN0B NPOoBalnaepoB U HECKOMbKUX
BHELUHUX ceTen.

MepeHanpasneHne TpadurKa B pasHble noacetn. banaHcMposKa
TpaduKa MeXK Ly HECKONIbKMMU UHTEPHET-KaHAaMMU. + +

ABTOMaTUYeCcKan NPoBepKa CBA3M C NPOBaAEPOM U
nepekatoYeHne Ha aAbTePHaATMBHOIO NpPoBanaepa, B cayyae
HeobxoaumocTu. MoaKaUYeHNe K NpoBakaepy No NPOTOKoAaM
PPTP (VPN), L2TP u PPPOE, cTaTuyeckuit n aguHammyeckuu IP.
banaHCMpOBKa KaHa/10B U ynpaB/ieHue NosI0CoM NPonycKaHuA

B MKC npeaycmoTtpeHa banaHcMpoBKa TpaduKa mexay
HECKONIbKMMU UHTEPHET-KaHaNamMun 1 ynpasaeHne noiocomn + -I-
NpPOonycKaHusA. BO3MOXHOCTb NpUcBanBaTb 0o4HOMY BUAY Tpadumka
60onee BbICOKNIM NPUOPUTET HAL APYTUM.

KawwuposaHue Tpaduka n DNS-3anpocos

BcTpoeHHbI NpoKcu-cepsep KawmpyeT TpaduK NonynapHbIX
pecypcoB A4N1A YCKOPEHUA A0CTYNa K HUM. -|- -|-
DNS-cepsep Kawmnpyet DNS-3anpochkl, 4TO TaKKe no3soaseT
YCKOPUTb JOCTYN K pecypcam.

Ny6aukauua pecypcos Reverse Proxy

Bo3morkHOCTb Nyb6aMKaunm Beb6-pecypcos ¢ nomoLbio obpaTHoro + +
MPOKCH.

Ny6aukauua pecypcos SMTP relay

My6avKauma NoYTOBOro cepBepa C MOMOLLbIO MOYTOBOrO penes
MO3BO/IAET MCNO/Ib30BATb BCE BO3MOXKHOCTU PUAbTpaLmm +
noytosoro TpaduKa Ha NKC 1 3aMTUTb BHYTPEHHMI NOYTOBbIM
cepBep OT aTaK U cnama.

Arperauusa KaHanos

Mo3BonseT 06beANHUTL HECKO/IbKO PU3MYECKUX KaHaN0B B OAUH
noruyeckuit B pexknumax: failover, lacp, loadbalance v broadcast. + +
Takoe o6beanHeHMe NO3BONAET YBE/INYMBATL NPOMNYCKHYIO
CNOCOBHOCTb M HaZIEXXHOCTb KaHana.
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Multicast-npokcu

Multicast-tpaduk (rpynnosas nepesaya NakeToB) NCNONb3yeTCA
ANA nepefaym NOTOKOBOrO BUAEO, KOraa He0bXoANMMO AOCTaBUTb
BUAEO0-KOHTEHT HEOrPAHUYEHHOMY YMUCNY aDOHEHTOB, HE +
neperpyras cetb.

3710 Hambonee YacTo MCNONb3YyEMbIN TUN Nepesayn AaHHbIX B IPTV-
CeTAX, KOr4a O4HY U Ty »Ke Nporpammy cMoTpaT 6onbluoe Yncno
aboHeHTOB.

DHCP-cepBep

OTBeyvaeT 3a aBTOMaTUYECKOEe Ha3HadyeHue IP-agpecos + I
YCTPOMCTBAM B JIOKA/NIbHbIX CETAX, B TOM YMC/€e NPU UCMOIb30BAHUM
DHCP Relay areHTos.

YpaneHHble NOAKNIOYEHUA

YaaneHHble oducel u punmansi/nogknioueHue VPN tuna site-to-
site

MNoapepxmBaroTca npoTokonbl: IPSec, OpenVPN, WireGuard, GRE,
G

N

Mo6unbHble coTpyaHuku/noakniouenmne VPN tuna client-to-site*
MoaneprkmBatoTca npoTtokonsl: L2TP/IPSec, PPTP, PPPOE,
* Ona MKC ®CTIK gucTaHUMOHHOE agMUHUCTPUpPOBaHUe M3aenmna f0MKHO BbINOMHATLCA Yepes

BblAeNEeHHbI ceTeBoi MHTepdelic ¢ BblaeNeHHOro paboyero mecta afMMHUCTPaTOpa B Npeaenax
KOHTPOMPYEMOW 30HbI KCMJIyaTUPYIOLLEN OpraHU3aLLmMu.

Mo6unbHble coTpygHuku/noaknoueHmne VPN tuna client-to-site +

OpenVPN c noaggepxKoi Data Channel Offload

Hactpoiika mHorogakropHoi ayteHTuduKauum gna VPN

[ByxdaKTopHasa ayTeHTUPUKaLMM Nonb3oBaTenel yepes Telegram. _I_ _l_
MoaaeprkmBatoTca npoTtokonbl: L2TP/IPSec, PPTP, PPPOE,

KoHTeHTHaa ¢punbrpayms

PacwmnpeHHbIN KOHTEeHT-PpunbTp UKC

KoHTeHT-dmnbTp MKC — 3710 cobCcTBEHHAA pa3paboTka KoMmnaHum -I- -|-
nHpopmaLumMm No ciioBam U BblpaKkeHUAM. OBHOBIEHWE CMINCKOB
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MMUHIOCTa U MaKCMMabHO BbICTPOE pearnpoBaHue Ha
BO3HMKaloLLMe Yyrpo3bl.

BnaokupoBKa ¢aiinos

Co3paHue KaTeropuii Tpadumka c BO3IMOXKHOCTbIO 6IOKMPOBKM NO I I
agpecam, Knoyesbim cnosam, MIME-Tuny namn paclwumperuo
danna.

DekoguposaHue u nposepKa HTTPS-TtpaduKa

SSL bump nnbo dunbTpaumnsa 6e3 nogmeHbl ceptTudmMKaTa C + +
nomoubto SNI 1 aHanM3a gaHHbIX cepTudmKaTa.

Be6-¢punbtp Garnet

CosmecTHOe ncnonbsosaHne UKC c mogynem Kateropmsaumm
TpadmKa o03HaYaeT NnpumeHeHne 3pPeKTUBHbIX METOA0B
GNOKNPOBKN HEKENATENBHOIO KOHTEHTA.

CobcTBeHHble KaTeropum Tpaduka Garnet No3BONAIOT onpenensitb
KaTeropuu caiTa Ha OCHOBE aHa/In3a TEKCTOBOTO COAEPHKMMOTO +
npv NOMOLLM aArTOPUTMOB MaLlLMHHOTrO 0byyeHus. bnaroaapa
HenpepbiIBHOMY 0OYYEHUNIO HEMPOCETU N aHANU3Y KaXKa0ro canTa,
Ha KOTOPbIV UAET 3anpoc, NPOUCXOANUT peryasapHoe obHOoBNEeHNE
KaTeropwui.

MouTtoBbi SMTP-cepBep

Bo3amoxKkHOCTU

e [loNHOUEHHbIN NOYTOBbLIN CEPBEP C BOSMOXKHOCTbIO
paboTbl B po/n BXogALEro nan ucxogawero SMTP-
penes.

e PyHKUMA PunbTpaymm, YepHble 1 b6enblie CNUCKK
MoYTOBbIX aApecoB, noaaeprKka greylisting, cbopLumk
noYTbl, Nepegaya NnMcem no 3awmnPpoBaHHOMY KaHany +

e BO3MOXHOCTb HAaCTPOMKN MEPECHIIKU NUCEM, B TOM
Yymncie NOYTOBbIX PACChI/NOK.

e B0O3MOXHOCTb OrpaHMyYeHns pasmepa NoYToBOro
AlLMKa, NpeaocTaBneHme oblLero 4ocTyna, py4yHoe u
aBTOMaTU4ecKoe yaaneHue nMcem no aaTe.
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MoapepKa NpOTOKONOB

MpoTokonbl: IMAP, POP3, SMTP.
LndposaHHble npoToKosnbl: POP3S, IMAPS. -l—
Bce npoToKO/bl UCNONBb3YIOTCA C MAaKCMMaIbHO KPUNTOCTOMKMMU
anropuTMamm WnppoBaHuA.

Beb6-kKnueHT

: +

C

AHTUCNam

BcTpoeHHble 6ecnnatHble aHTUCNAaM-moaynm SpamAssasin u
Rspamd, a Tak»Ke nnatHbin moaynb Kaspersky Anti-Spam.
AHTUCNAaM-MOAYNM 3aLMLLAIOT NOYTOBbIN CepBep OT NOAKAHYEHUN -I-
60T10B, cnama n DoS-atak. Cnam-¢punbTp NPoBEPAET COOTBETCTBUE
SPF-3anucu n KoppekTHocTb DKIM-nognucu cepsepa.
MNoaaep:kKa Greylisting (cepble cnucku).

Beb-untepdeiic

ObecneuynBaeT 6e3onacHbIN yaaeHHbIN AOCTYN NO/b30BaTeNIeN K -|-
NnoYTe M COAEPKUT OBLLYIO N NOJIb30BATENbCKYIO aPECHbIE KHUTU.

IP-Ttene¢poHusn

MonHoueHHasa supTyanbHaa ATC

BkntoyaeT B ceba 3BOHKM, BUAeOKOHPpepeHUMH, IVR-meH!to,
BCTPOEHHbIN Beb-codpTdoH Xphone, HacTponKkm ovepeam n -I-
nepeagpecaunm 3BOHKOB, r0I0COBYHO NOYTY, 3aN1Cb Pa3roBOpPOB,
BbIFPY3Ky CTaTUCTUKM, daKc.

Beb-untepdeiic +
BcTpoeHHbiit Beb-codpTdoH Xphone gns coBeplieHmsa 3BOHKOB.

JABBER-cepBep

XMPP-npoToKon

Mepepnayva coobuieHMin N panioB B PEKUME pPeabHOro BPEMEHMN.
Poctep ana otobparkeHns y4eTHbIX 3anuceid. Hactpoiika +
KOPMNOpaTMBHOIO YaTa, KOMHaTbl 4N1A jabber-koHpepeHLUMiA.

ABTOpM3auma nonb3oBaTtenen Ha Jabber-cepeepe no nornHy m
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naponto MKC nnun yepes LDAP. SSL-cepTuduKart ana cosgaHums
3alMLLEHHOrO COeANHEHUA KKIMEHT-CEPBEPY.

dainoBbin cepBep

CeteBoii ¢aiinoBbii cepsep

Mo3BonsaeT pasmewaTtb Ha cepsepe Gparibl U NPefoCTaBAATb K HUM
[ocTyn no cetu. MNogaepKMBaeT aHOHMMHbIM BXOZ, U aBTOPU3aLLUIO + +
Nno NOTMHY U Napoato. BO3MOXKHOCTb pasrpaHUYmMBaTb Npasuia

poctyna. MogKkntoueHue K pannosomy xpaHuauuy vepes WebDAYV,

CeteBoii ¢aiinoBbii cepsep

MogKkntoueHue K pannoBomy xpaHuauuy vyepes FTP.

ynpaBneHMe n MOHUTOPUHT

KoHconbHblit HTEepdeiic

Mcnonb3yeTtca Ana nepBoHavYanbHON HAaCTPOMKK ANA BXOAA B
cuctemy. MpepoctaBneHme yganeHHoro Aoctyna (root-goctyn no + -I-
3anpocy) AN NOAKAYEeHUs K cepsepy no SSH 1 BbinoaHeHWe
KOHCO/IbHbIX KOMaHA.

Beb-untepdeiic

EAVHBIN MHTYUTUBHO NOHATHbLIN UHTepdelic. Yepes Hero -I- +
OCYLLEeCTBNAETCA NOMHOE ynpaB/ieHne U KOHOUTIypUpOoBaHMe.

OTKasoycToiumBana KoHdpurypauua

KnacTep oTkasoyctonumBocTh (paboTaeT B pexume + _I_
active/standby). Bo3moHOCTb genatb CHUMKK $hainnoBoi
CUCTEMBI.

OTKa3oycroiumMBan KoHpUrypauma

Py4yHOe 1 aBTOMaTMYecKoe pe3epBHOe KONMMpoBaHMe HaCTPoeK
cuctembl, GanioB CTaTUCTUKK, MOYTbI (C BO3MOMKHOCTbIO YKa3aHuUA

OTAENbHbIX MOYTOBbIX AOMEHOB U ALLMKOB), 3anNuceli 3BOHKOB, 6a3 +
AaHHbIX BEB-pecypcoB 1 coaep:knmoro ¢paiinoBoro cepeepa.
OTnpaBKa pe3epBHbIX Konuii no FTP 1 Ha ¢dnew HakonuTensb.
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UHTepHeT
KoHTponb
Cepsep

00O «A-Pean KoHcanTuUHr»
WNHH 7606047112, KMM 760201001, OFPH 1037600807122

150044, r. Apocnasns, yn. MonywkuHa Powa, 16, cTp. 67a, od. 3

MKC

BO3MOXHOCTU ®CTIK

NKC

Tenerpamm-60T1

Telegram-60T — 3TO cepPBUC, KOTOPbLIN AAET BOSMOXKHOCTb I
ynpaenatb UKC yganeHHO npu nomoLy KOMaHAa 1 NoayyaTb
yBeAoM/IeHMA 0 paboTe cuctemMsl.

Zabbix-areHT

Mo3BonseT cobnpaTb C YyCTPOMCTBA TaKME AaHHble, KaK
ncnonb3oBaHne CPU, namATn ANCKa U ceTeBbIX NHTEPENCOB.

BapuaHTbl NOCTaBKMU

MporpammHo-annapaTHblii KOMMNJIEKC

MpumeHaeTca Ha dusnYeckom rpaHmue (nepumerpe)
MHOOPMALMOHHON CUCTEMBI AU MeXAY U3NYECKMMU
rPaHMLAMN CETMEHTOB MHPOPMALMOHHOM CUCTEMDI

Tun «A»

MporpammHbiii

BO3MOXHO YCTaHOBUTbL Ha COBCTBEHHYIO annapaTHyto naaTthopmy.
Takke MKC nogaep»kmBaeT yCTaHOBKY Ha c/iegytolme CuctTemol
BUPTYa/IN3aLMM:

VMware Workstation n VMware ESXi

Astra Linux cuctema Buptyanmsaumm "bpect”

B0O3MOXHO BOCNO/b30BaTbCA 06pa3omM BUPTYaNbHOW MawwuHbI (virtual

Tun «b»

XapaKkTtepuctuka annapatHou naatpopmbl UKC

MoapobHoe onucaHue ¢ poTorpadmamm moaenei npeactaBaeHbl Ha Halem cainTe:

ans MKC ®CTIK

OnepaTtueHaa namaTtb: 16 'b DDR4 ECC
écTtkum amck: SSD 256 ', HDD 1 Tb
CeTeBble uHTepdeiicsl: 4 x RJ-45, 1 Tbut/c

0o 300 nonb3oBaTenemn Bnok nutanuma: 1 x 220W Single PSU

Pasmep (MxLLxB): 321 x 438 x 44 mm

Mpoueccop: 6 agep, 12 noTokos, yactoTa 3.7 My, (ao 4.7 Mu)

@ 8 800 555-92-97 @ +7 901 052-77-19 @ hello@a-real.ru o t.me/xservers o vk.com/internet_control_server

e xserver.a-real.ru


https://xserver.a-real.ru/ics-hardware/

UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3

MponyckHas cnocobHOCTb:

MeskceTeBoM aKpaH: 6 [6/c

MHcnekTnposaHue SSL: 2,1 MB/c

IPS: 1,7 IB/c

MesKceTeBOM 3KpaH, MHcNeKkTupoBaHue SSL, IPS: 1,2 TB/c

MaKcMMmanbHOe KONIMYeCcTBO OAHOBPEMEHHbIX coeguHeHnin (CC):
40 2 000000
MaKcMMmanbHOe KoIMYecTBO HOBbIX ceccuit B cekyHay (CPS): 15 000

Mpoueccop: 4 Aapa, 4 noToKa, Yactota 1.91 My,
OnepaTtneHaa namaTtb: go 8 b DDR3L
HécTkmin gmck: SSD M.2 no 256 I'b

CeTeBble UHTepdelickl: 3 x RJ-45, 1 but/c
bnok nutaHma: 25w

Pasmep (MxLWxB): 137 x 130,4 x 31,5 mm

MKC RF50
10 50 nonb3osaTteneil MponyckHaa cnoco6HOCTb:

B Peectpe MuHNpOMTOpPra MesxceTeBol akpaH: 0,9 T6/c
Poccum WHcnektnposaHue SSL: 0,2 TB/c

IPS: 0.2 TB/c
MesKceTeBOM 3KpaH, MHcneKTupoBaHue SSL, IPS: 0.2 TB/c

MaKcMMmanbHOEe KOIMYeCcTBO OAHOBPEMEHHbIX coegmnHeHnin (CC):
£,0 400 000
MaKcMMmanbHOe KOIMYeCcTBO HOBbIX ceccuin B cekyHay (CPS): 2 500

Mpoueccop: 2 Aapa, 4 noToKa, yactota 2.1 IMu (a0 4.2 NMu)
OnepaTtnsHaa namaATtb: 16 6 DDR4

eécTkuim gmck: SSD 256 I'b

CeTeBble UHTepdeiichl: 8 x RJ-45, 2.5 Fbut/c

bnok nutaHma: 36W

Pasmep (MxLLUxB): 440 x 127 x 44 mm

MponycKkHaa cnoco6HOCTb:

MeskceTeBol akpaH: 1,3 Ib/c

MHcnekTnposaHue SSL: 0,3 MB/c

0,3T6/c

MesKceTeBOM 3KpaH, MHcneKkTupoBaHue SSL, IPS: 0,3 B/c

MKC S100
00 100 nonb3oBaTenem

MaKcMManbHOEe KOIMYeCTBO OAHOBPEMEHHbIX coeamnHeHuin (CC):
Ao 800 000
MaKcnmanbHOE KoJIMYEeCTBO HOBbIX ceccuii B cekyHay (CPS): 10 000

MUKC RF300 Mpoueccop: 4 agpa, 8 noTokos, YacTtota 3.3 My,
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UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3

[o 300 nonb3oBatenem OnepaTtneHaa namATb: 16 'b DDR4
MécTkuim guck: SSD 480 I'b
CeTeBble UHTepdelichl: 7 x RJ-45, 1 Tbut/c

MponyckHasa cnocobHOCTb:

MeskceTeBol aKkpaH: 5,2 Ib/c

MHcnekTnposaHue SSL: 2,3 IB/c

IPS: 1,9 TB/c

MesKceTeBOM 3KpaH, MHcneKkTupoBaHue SSL, IPS: 1,1 IB/c

MaKcMMmanbHOe KOIMYeCcTBO OAHOBPEMEHHbIX coegmHeHnin (CC):
no 1500000
MaKcMMmanbHOe KoIMYecTBO HOBbIX ceccuit B cekyHay (CPS): 25 000

Mpoueccop: 6 agep, 12 noTtoKos, 3.4 Iy,

OnepaTtueHaa namatb: 32 6 DDR4 ECC

écTtkuim amck: SSD 480 I'b, HDD 2 Tb

CeTeBble UHTepdeiichl: 6 x RJ-45, 1 Tbut/c

BAOK NUTaHMA: cABOEHHbIN, C U3ObITOYHOCTBIO U ropAYen 3aMeHon (2x650W)
KomMnaeKT gna MoHTaa: penbCbl C peryimpyemoin gamHom (660 mm ~ 838 mm)
Pasmep (MxLLUxB): 660 x 438,5 x 43,5 mm

MKC S700

MponyckHas cnocobHOCTb:
no 700 nonb3oBatenen

MeskceTeBol aKkpaH: 4,6 Ib/c

MHcnekTnposaHue SSL: 1,2 IB/c

IPS: 0,98 Ib/c

MesKceTeBOM 3KpaH, MHCNeKTupoBaHue SSL, IPS: 0,98 I'b/c

MaKcMMmanbHOe KONIMYeCcTBO OAHOBPEMEHHbIX coeguHeHnin (CC):
40 1500000
MaKcrmanbHOE KOJIMYECTBO HOBbIX ceccuii B cekyHay (CPS): 17 000

Mpoueccop: 12 agep, 24 noToKa, Yactota 2.1 My,
OnepaTtueHaa namatb: 32 6 DDR4 ECC
Kéctkmin guck: SSD 480 I'b, HDD 2 Tb

CeTeBble uHTepdeiickl: 7 x RJ-45, 1 Tbut/c

MponycKkHaa cnoco6HOCTb:

MeskceTeBol aKkpaH: 13 Ib/c

MHcnekTnposaHue SSL: 6,3 I6/c

IPS: 3,7 Ib/c

MesKceTeBOM 3KpaH, MHCNeKTupoBaHue SSL, IPS: 2,4 B/c
MaKcMManbHOEe KOIMYeCTBO OAHOBPEMEHHbIX coeamnHeHuin (CC):
£0 3500000

MaKcnmanbHOEe KoJIMYEeCTBO HOBbIX ceccuii B cekyHay (CPS): 75 000

MKC RF1000
[o 1000 nonb3oBatenen

KnsHeHHbIN UHUKA NPOrpaMmmHoOro obecneueHusn
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UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3

MpaBo MCNoAb30BaHMA NporpammHoro obecneveHns «MHTepHeT KOHTPOIb
Cepsep» (nMueH3us) npuobpeTaeTca y aBTOPU30BAHHbIX MAapPTHEPOB
npaBoobnaaatens. B nepsbivi rog UCNONb30BAHUA NNLEH3UM
6e3B03Me34HO NpeaoCcTaBAAETCA JOCTyN K 06HoBAeHMAM 0 1
TexHM4yeckon nogaepxke. MNoctaska MKC — anektpoHHasa, MKC ®CTIK — Ha

MpuobpeTeHne 1 NOCTaBKa

CpoK 4encTBmA NMLEH3UN JNlnueHsus gencreyet beccpoyHo.

Mogaynb «TexnogaepxKa» npnobpeTaeTcs y aBTOPM30BaHHbIX NAPTHEPOB
O6HoBNEHMA U MOAYNb npaBoobnagaTens co BTOPOro rofa 1crnoib30BaHUs NLEH3IUMN.

«TexnoageprKka»
ALEP B moaynb «TexnogaepKa» BKAKOYEHbI: 0OHOBAEHUA; 6a30Bbie CMUCKK

CNOB, CAaTOB KOHTEHT-GMIbTPA U NX OOHOB/IEHUS; TEXHUYECKan
noaJeprKa.

Cpok aencteua moayna «Texnogaepxka» (MNT) - 1 roga.

CToumocTb Mmoayna «TexnoaaepiKKka» paccynTbiBaeTca No npacy,
AENCTBYIOWEMY Ha MOMEHT NPOAJIEHNA, U COCTABAAET:

o Ana UKC PCTIK n UKC: 40% OT UeHbl NMLUEH3NU - NPU
npuobpeteHnn MMT g0 OKOHYaHMA NpeablAyLLENA NOANUCKN U B

NpoaneHune TeyeHun 3 mecALeB C MOMEHTA €e OKOHYaHMA.

o Ana UKC PCTIK n UKC: 60% OT UeHbl NMUEH3NU - NPU
npuobpeteHnn MIMT B TeyeHue 1 roga C MOMEHTa OKOHYaHUS
npeablayLien noanmucku.

e Ana UKC: 80% OT LeHbl INLEH3UM - ecnun npoaneHne MIMNT
OCYLLLECTBNAETCA NO3XKe, YemM yepes 12 mecALeB C MOMEHTA
OKOHYaHWA Npeaplayuen NoanmncKu.

Cny»xba TeXHUYECKOW NoaAep KM BKIOYaEeT B cebs nomoLb
No/b30BaTeNIAIM B HACTPOMKE, IKCMNIyaTaLMm CUCTEMbI, YCTPAHEHUM
HencnpasBHocTen. MoaaeprKKa OCyLLECTBAAETCA HA OCHOBAHUM
TexHnyeckaa noaaepxka YTBEP}KAEHHOro pernameHTa.

Moaaep»Ka AOCTYMHa B TUKETHOM cucteme obpatleHuit, no tenedoHy, B
OHNanH-yate ¢ 7 o 19 yacos no MOCKOBCKOMY BpeMeHU B ByaHWE AHU U C
9 no 17 yacos no cyb66otam.

Onsa camocTosTenbHon HacTpolikm MKC goctynHbl basa 3HaHui,

OKYMEHTauunA o
A y 4 ObyuyaroLnii BUAEOKYPC.

OueHunte Bo3amorxkHoctu UKC
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UHTepHeT
KoHTponb 000 «A-Pean KoHcanTuHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3

BecnnaTHbIl TecToBbIli Nnepuopg 14 aHeid —oueHuTe Bce BoamoxkHocTu MKC. Ha atane TectpoBaHus
peicteyeT 6becnnatHasa TexnogaepKKka. CkayaTb 06pas Bbl MOXKETE C Hallero camTa.

[OemoBepcua oHNaliH — U3yynTte MHTepdeinc Npsamo ceiyac 6e3 ycTaHOBKM Ha calTe.
CBAXMTECb C HAMMU

Moura: hello@a-real.ru
TenedoH: +7 800 555-92-97

Mbl B couManbHbIX CETAX:

0000

@ 8 800 555-92-97 g +7 901 052-77-19 @ hello@a-real.ru o t.me/xservers o vk.com/internet_control_server @ xserver.a-real.ru


https://xserver.a-real.ru/download/
https://xserver.a-real.ru/
https://rutube.ru/channel/15812044/
https://dzen.ru/id/5e7cb6737db4c675dfe9d33f
https://vk.com/internet_control_server
https://t.me/internet_control_server

