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000 «bepuoepy MKK)»



1. OBIIME MOJIOKEHUA

1.1. Hacrosmas namsTka pazpaborana B cootBeTctBuu ¢ [lonoxxennem banka Poccum ot 20
anpenst 2021 1.Ne 757-I1 «O06 ycTaHOBIIEHWM OOS3aTENBHBIX IS HE KPEIUTHBIX
(UHAHCOBBIX OpraHm3aluii TpeOOBaHWK K OOECIEYEHUIO 3alIUThl WH(POPMALUU IPH
OCYIIECTBIICHUH JIEITEIHLHOCTH B c(pepe PUHAHCOBBIX PHIHKOB B LEJSIX MPOTHUBOACHCTBHS
OCYILIECTBJICHUIO HE3aKOHHBIX (PMHAHCOBBIX omnepauuit» s kineHToB OO0 «bepubepy
MKK».

1.2. Hacrosmme mamsatka pasmeriaercs Ha odpummanbHoM caiite OO0 «bepubepy MKK»

www.beriberu.ru.
2. OCHOBHBIE IOHSATHUSA

2.1. H®O — «O011ecTBO ¢ OrpaHUYEHHON OTBETCTBEHHOCTHhIO MUKPOKpEIUTHAS] KOMITAaHUS
«bepubepy», sBuftOLIEECS] HEKPEIUTHOM (PUHAHCOBOM oOpraHU3aluell, OCYHIECTBIISIOMIEN
(uHaHCOBBIE OIIEpallU BCOOTBETCTBHHU €O CT. 76.1 denepanpHoro 3akoHa ot 10 uromnst 2002 .
Ne 86-®3 «O LlentpansHoMm O6anke Poccuiickoit @enepannu (banke Poccun)y.

2.2. KiuueHT — TpeThe JIMIO, B OTHOIIEHUU KOTOPOTO OCYIIECTBIIAIOTCS MEPHI MO 3AIIUTE
nHpOpMaNIUK, TOJTy9aeMOM, TOJroTaBIMBacMoOi, o0O0padaThiBaeMOM, TepeaaBacMol |
XpaHUMOW B aBTOMAaTU3HPOBAHHBIX CUCTEMAX, HCIOab3yeMbIx HDO.

2.3. BpenoHOCHBI KOI - NPOrpPAMMHBIA KOJ, NPHUBOJAIIMNA K HAPYIIEHHUIO IITATHOTO
(YHKIIMOHUPOBAHUS CPEACTB BHIYMCIUTENBHON TEXHUKH.

2.4. YCTpOHCTBO — CPEICTBO BBIYMCIUTEILHONW TEXHUKH, HCMOJIB3YEMOE KIMEHTOM M
OTAEJIEHHOE OT aBTOMAaTU3HPOBaHHOUN cucTteMbl HPO, B KOTOPOUN COAEPKUTCA 3allMIiacMas
nHpopmalusg U KOTOpoe Hcrnojib3dyercs KiumeHToOM ¢ 1enpio ocyliecTBIeHUS (UHAHCOBBIX
onepanuii (MOOMIBHBIN TeledOH, TEPCOHATBLHBIN KOMIBIOTEP | T.1I.)

2.5. HecaHKIMOHMPOBAHHBII JOCTYNm — J0CTYyn K WHWHOOpPMAIMKU WIH JCHCTBUS C
nHpopMaluel, Hapymaromue O0e30MacHOCTh  3alluiiaeMor  HWHQPOpMaluH, C  IENbI0
OCYyILIECTBIIEHUSI (MHAHCOBBIX OMNEpaluil JUIaMH, HE OO0JaJalolMMH MPaBOM  HUX
OCYILIECTBIICHUSI.

3.  HEJHX U INOPAAOK IPUMEHEHUA MEP

3.1. Hacrosmas namsTka pa3paboTaHa B CIEAYIOIIUX LESIX:

3.3.1. UndopmupoBanne  KmumentoB HPO o0  BO3MOXHBIX  pHCKax  MOJy4eHUs
HecaHKuMOHMPOBAHHOrO JOCTyHa K 3alllMIlaeMoid MHGPOpPMALUU C LENbI0 OCYILECTBICHUS
(MHAHCOBBIX ONEpALii JHLaMU, He 00JIaAlOUMH [TPABOM HUX OCYILECTBIICHUS;

3.3.2. UndopmupoBanue Kinenros H®O 0 Mepax o NPEIOTBPALEHUIO
HecaHKIMOHMPOBAHHOIO JOCTYyNA K 3allMIIaeMOM MH(POPMaLUK, B TOM 4YHCIE IPU yTpare
(motepe, xumenun) Kinuentom YcTpolcTBa, ¢ UCNONB30BAaHUEM KOTOPOIO MM COBEPLIAINCH
JeWCTBUS B LIEIISX OCYIIECTBICHUS (PUHAHCOBOM olepanuy;

3.3.3. UadopmupoBanue Knrentos HOO o mepax no KOHTPOIIO KOHPUrypaluu Y CTpoicTBa,
C HCIOJIb30BaHHEM KOoTOporo KimeHToM coBepiiaroTcs AEHCTBUS B LENSIX OCYLIECTBIICHUS
(uHaHCOBOH olepanuy;

3.3.4. InpopmupoBanue KimuentoB HPO o mepax 1o CBOEBpPEeMEHHOMY OOHapyXEHHIO
BO3JIeficTBUS BpenoHocHoro xoxa;

3.3.5. UudopmupoBanue KnuentoB HOPO o pexomeHmauusx Mo 3amure HUHGOpMAIMU OT
BO3JICHCTBUS ~ NPOrpaMMHBIX  KOJOB,  NPHUBOJAIIMX K  HApyUIEHMIO  IITaTHOIO



(YHKIMOHMPOBAHUSL ~ CPEACTBA BBIYUCIUTENBHON TEXHUKH, B MEISAX HPOTUBOACHCTBHS
HE3aKOHHBIM (PMHAHCOBBIM OTIEPAIIHSIM.

3.4. MuHMMH3aLUsl PUCKOB MOJydeHHS HecaHKIIMOHMPOBAHHOTO JOCTYNa K 3allUIAeMOM
nHGOpPMAIUK TOCTUTACTCS IyTeM KOMIUIEKCHOTO MOAX0Ja: Kak co ctoponsl HPO, Tak u co
croponsl Knuenra. HOO npuHrMaeT Mepsl 1o 3amuTe THPOPMALIUU B COOTBETCTBUU CO CBOUMH
BHYTPEHHUMU TOKYMEHTaMH.

3.2. KumeHT npuHHMaET MEpBHI 10 3aIUTe HHPOPMALIUU B COOTBETCTBHHU C HACTOSIICH
MTaMSITKOM.

4. BO3MOKHBIE PUCKU NOJYUYEHUSI HECAHKIIUIOHUPOBAHHOI'O
JIOCTYTIA K 3AIIUIAEMOIl THOOPMALIUU

4.1. K oOuum npuyrMHaM BO3HUKHOBEHUS PUCKOB ModydeHus HecaHKIIMOHUPOBaHHOTO

JIOCTyTa K3aluiaeMoi "HPOpMaIui OTHOCSTCS:

4.1.1. HeorpaHN4YeHHBIN TOCTYI TPETHUX JIUI K Y CTPOUCTBY;

4.1.2. HeorpaHu4eHHbIN JOCTYN TPETHbUX JMIl K MH(GOPMAIMU O MApoJiiX M JIOTHHAX,

HCIOJIb3YEMBIX UIABX0Ja B HHPOPMAIIMOHHBIE PECYPCHI;

4.1.3. Hecobmonenne pexnma KOH(GUICHIIMATLHOCTH B OTHOIICHUM 3allHIIaeMOn
nHpopmanuu  BHUH(OPMALMOHHO-TEIIEKOMMYHUKAIIMOHHOM ceTn «IHTepHEeT»;

4.1.4. Ytpara (noteps, xumienue) Kinuenrom YerpoiicTsa;

4.1.5. OTcyTcTBUE HAAIEKAIIETO TPOTPAMMHOTO 00ECIICUCHUS;

4.1.6. OTcyTCTBHE HAJICKAIIETO aHTUBHUPYCHOTO TIPOTPAMMHOTO 00CCIICUCHHS;

4.1.7. Hecobmonenune KimmeHToM pekoMeHIalnii HaCTOSIIECH MaMsATKH 110 3alIuTe WHPOPMAIIUH.

4.2. TlepedyeHb mpUYMH BO3HUKHOBEHUSI pUCKOB NOTydeHUs] HeCaHKIIMOHMPOBAHHOTO TOCTYyMa

K 3ammuiaeMond uHdopmaiuu, omnpenesieHHbpld 1. 4.1 HacTosmeld NaMsATKH, HE SBISETCS

rcuepnsiBaomuM. [I[pHurHbBl BOBHUKHOBEHHS PHUCKOB MOJy4deHUs: HecaHKIIMOHUPOBaHHOTO

JIOCTYTIa K 3aIlUIAeMOMMH(POPMAIIUH 3aBUCAT OT KOHKPETHOM CUTYAlIUU.

5.  PEKOMEHJALMHA 11O IPUMEHEHHWIO MEP 110
NPEJOTBPAIIEHUIO HE CAHKIHHMOHHUPOBAHHOI'O
JOCTYIIA

5.1. B umemix mnpenorBpamieHuss HecaHKIMOHMPOBAHHOTO JOCTyNAa K  3alllUIaeMOM
uHdopmalud, B TOM 4Yucie Npu yrpaTe (morepe, xumienun) Kmnmenrtom YcTpoiictBa, c
HCI0JIb30BAHHEM KOTOPOTO MM COBEPIIATHMCH JEHCTBHS B LIENAX OCYLIECTBICHUS (PUHAHCOBOM
onepauun, HOO pekomennyer:

5.1.1. OrpaHuuuTh JOCTYHI TPETHUX JUI K Y CTPOMCTBY, B TOM YUCIIE:

—  HE OCTaBIIAATh YCTPOMCTBO O€3 MpUCMOTPa;

—  He mepeaaBarb Y CTPOMCTBO TPETHUM JIALIAM.

5.1.2. OrpaHu4uTh JOCTYN TPETHHUX JHI] K MHPOPMAIIMH O MAPOJISAX U JOTHHAX,
WCIOJIb3YEMBIX JJIsl BX0Ja BUH(OPMAIIMOHHBIE PECYPCHI, B TOM YHCIIE:

— HCII0JIb30BAThH MAPOJI, COCTABJICHHBIC U3 6YKB pa3JIn4HoOro perucTpa, I_[I/I(i)p " 3HAKOB
NMpCIIMHAHUA,

—  HCIOJIb30BaTh pa3HbIC MAPOJIH U JIOTHHBI JIJIS BXOJIa B pa3Hble HH(YOPMAIIHOHHBIE
pecypcsl;
—  XPaHUTb JIOTUHBI ¥ NIAPOJIU B TAHHE OT TPETHUX JIHI;



—  HE 3alKCHIBaTh ¥ HE XPAaHUTH JIOTHHBI ¥ MAPOJIH JIJIs BXOJa B UH(DOPMAIIHOHHBIC

pecypchl Ha OyMa)KHOMHOCUTEIIE;

—  HE UCHOJIb30BaTh (YHKIIMIO 3aTIOMHHAHUS JIOTUHA U TIAPOJIsl IPU BXOJEC B
MH(OPMALIMOHHBINA PECypC;

—  HE UCINOJIb30BaTh B KAa4€CTBE MapoJisi MMEHA, MaMATHBIE AaThl, HOMEpa TeledOHOB U

IPYTyIOHH(POPMAIUIO, KOTOPasi MOKET OBITh TIOJy4eHa TPETHUMHU JIUIIAMHU.

5.1.3. CoOmroiath peXuM KOH(MDUICHIIMAILHOCTH B OTHONICHUHW  3alllHIAeMON
nHpopManuKu BUHPOPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHOU ceTh «THTepHeT», B TOM

qucie:

—  OrpaHU4MBaTh JIOCTYIN K YCTPONCTBY pecypcaMm B MH(POPMAIIOHHO-
TEJIEKOMMYHUKALIMOHHON CHCTEME

«IHTEepHET»;UCIOJIb30BATh TOJIKO HAJIE)KHbIE  paloune ITOPTAJIbI JUTSt
nH(pOpPMaLlMOHHOTO  OOMEHa BUH(QOPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHON CETH
«HTepHEeTY;

—  TIPOBEPATH AJPEC IEKTPOHHOM MOYTHI OTIPABUTENS IIEPET IPOCMOTPOM MMHCHMa;

—  BHHMATEJIBHO aHAIIM3UPOBATh CCBIIKH;

—  HE OTKpBIBaTh NHCbMAa W BIIOKEHUS K HUM, MOJYYEHHBIE IO JJEKTPOHHOW IOYTE,
OT HEU3BECTHBIXOTIIPaBUTENEH;

—  HE NEepexXOJUTh 0 aKTUBHBIM CCHUIKAM, MOJYYEHHBIM IO 3JEKTPOHHOM MOYTE, OT
HEWU3BECTHBIXOTIIPABUTEIICH;

—  He paspemiarhb JOCTYN MporpaMMaM, CKauuBaeMbIM U3 HH(POPMALIMOHHO-
TEJIEeKOMMYHUKAIIMOHHON CEeTH

«MHTEepHETY, K M3NUIITHEH HHHOPMAIIHH;

—  HE MOJKJIIYATHCS K MyOInYHbIM OectpoBoaHbM ceTsiM Wi-Fi, He3ammueHHbIM
OECTIPOBOTHBIM CETSIM.

5.1.4. TlpenoTBpatuTh HecaHKITMOHMPOBAHHBINA JOCTYN K 3allviiaeMold WH(pOpManuu mpu
yrpate (motepe,xuiienun) Kinrenrom Ycrpoiicta, B TOM YHCIIE:

—  He3aMeIJIUTEIBHO cOOOmUTh 0 ¢akTe yrpathl YcTrpoiictBa HOO,;

—  HEe3aMeIUTMTEIHLHO COOOUIUTH CBOEMY OINEPAaTOPY COTOBOW CBA3H O (haKTe yTpaThbl
YerpoiictBa nzabmokupoBats SIM-kapty;

—  00paTUThCS B IPABOOXPAHUTEIBHBIC OPTraHbl.

5.2. B mensx xkoHTpoJisi KOHGUTYpauuu Y CTPONUCTBA, C UCIOIB30BAHUEM KOTOPOTO
KnuentoM coBepiiaroTcsieicTBUS M0 OCYIIeCTBICHUIO (pruHaHcoBoM onepanuu, HOO
pEKOMEHYET:

5.2.1. YCTaHOBHUTH COOTBETCTBYIOIIIEE TPOTrPAMMHOE 00ECTIEYeHHE, B TOM YHUCIIE:

—  OCTaHOBHUTH CBOIl BEIOODP HA JIUIIEH3HOHHOM MPOTrPAMMHOM O0ECTICUeHUY;

—  CBOEBPEMEHHO YCTaHaBJIMBATh JIOCTYITHbIE OOHOBJICHUS OTIEPAIMOHHON CUCTEMBI;

— 3arpyxaTtb U yCTaHaBJIMUBATh IIPOIr'PaAMMHOC oOecrieueHne TOJIBKO U3 MMPOBEPCHHBIX
HCTOYHHUKOB.

5.3. B mensx cBoeBpeMeHHOTo 0OHapyxeHus Bo3zelcTBus Bpenonocnoro koga HOO
PEKOMEHAYET:

5.3.1. YcTaHOBUTH COOTBETCTBYIOIIEE AHTUBUPYCHOE IIPOTPaMMHOE OOecTiedeHre, B TOM YHCIIe:

—  YCTaHOBUTb AaHTUBUPYCHYIO 3aLIUTY;

—  YCTaHOBUTb aBTOMAaTHYE€CKOE OOHOBIIEHUE aHTUBUPYCHBIX 0a3;

—  OCYUIECTBJIATH PETYJSAPHBINA KOHTPOJIb AaHTUBUPYCHOM 3aILIUTHI.

5.3.2. CoOmo1aTh peKOMEHIALNU HACTOSAIIEH NaMATKH 110 3alUTe HHPOPMALIUH.
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