HAMATKA JlVIA K/IHEHTOB 110
SAIHTUTE HHO®OPMAITUH
000 «/la-kpeoum MKK)



1. OBILIME ITOJIOXKXEHUSA

1.1. Hacrosmas mamstka paspadborana B cootBeTcTBrH ¢ [Tonoxxennem banka Poccun ot 20 ampens 2021 r.
Ne 757-I1 «O6 ycTaHOBIeHHH O0A3aTENBHBIX IJIS HEKPEIUTHBIX (DUHAHCOBBIX OpraHU3alUil TpeOOBaHUI K
00ECTIeYCHUIO 3alIUThl UH()OPMAIMK TIPU OCYIIECTBICHUU JEATEILHOCTH B cdepe (GUHAHCOBBIX PHIHKOB B
HENsAX MPOTUBOJACHCTBUS OCYIIECTBICHHIO HE3aKOHHBIX (PMHAHCOBBIX omepauuii» mia kimeHToB OO0 «/la-
kpeaut MKK».

1.2. Hacrosmme mamsaTka pasMeniaercs Ha odummamsHoM caiite 00O «/la-kpemutr MKK» —
http://davaka.ru/.

2. OCHOBHBIE ITIOHATHUA

2.1. H®PO - «OO0mecTBO C OrpaHUYECHHON OTBETCTBEHHOCThIO MUKpokpeauTHas kommnauus «J/la-kpeaut
MKK», sBistonieecss HEKpEAUTHOW (UHAHCOBOM OpraHM3aluei, OCYIIECTBISIONICH (UHAHCOBBIC OTepaIliy B
COOTBETCTBHM cO cT. 76.1 DenepanbHoro 3akoHa or 10 urossg 2002 r. Ne 86-®3 «O llentpanbHom OaHke
Poccuiickoit @enepamnu (banke Poccun)y.

2.2. KumeHT — TpeThe IHUIO, B OTHOIIEHHUH KOTOPOTO OCYLIECTBISFOTCS MEpBI MO 3alIuTe MH()OPMAIUH,
HOJIy4aeMoM, MOAroTaBIMBaeMoOM, o0pabaTbiBaeMoOi, nepeJaBaeMoil M XpaHMMOM B aBTOMAaTHU3MPOBaHHBIX
cucreMax, ucrnoibzyeMbrx HOO.

2.3. BpenoHocHbI# KO - TPOrPaMMHBIN KOJ, MPUBOASAIINNA K HAPYIIECHHIO IITATHOTO (PYHKIIMOHHUPOBAHUS
CPEZCTB BBIYUCIUTEIbHON TEXHUKH.

2.4. YcTpolcTBO — CpPEICTBO BBIYUCIUTEIBHON TEXHHKH, HCIIOIB3yeMOE KIHEHTOM M OTAEJICHHOE OT
aBToMaTH3upoBaHHON cuctemMbl H®O, B KOTOpOH coaepkuTCs 3amuiiaemas WHPoOpMalus U KOTOPOe
ucnosb3yercs KimeHToM ¢ Ienplo  OCyIIeCTBICHHs (DMHAHCOBBIX omepanuid (MOOWIBbHBIN TenedoH,
NEPCOHAJIbHBIN KOMITBIOTEP U T.J.)

2.5. HecaHKIMOHMPOBAHHBI AOCTYN — JOCTYH K HHQOpMAnMu WM JAEUCTBUS C HHpOpMaIuei,
Hapymaromue 06e30IMacHOCTh 3alMIaeMoi MH(pOpMAIKH, C IeJbI0 OCYIECTBICHUS (PUHAHCOBBIX OINEpaIUi
JHMLaMU, He 00J1aIal0NIMMU TPABOM MX OCYIIECTBIICHUSI.

3. IOEJA 1 HOPAJOK IPUMEHEHUSA MEP

3.1. Hacrosimas namsTka pazpaboTaHa B CISIyIONINX EIsAX:

3.3.1. UadopmupoBanne KnmentoB HDPO o0 BO3MOXKHBIX pHCKax TMoiydeHUs HecaHKIIMOHHMPOBaHHOTO
JOCTyINa K 3aIlMIiaeMod MH(GOpPMAIMM € LENbI0 OCYIIECTBICHHs (MHAHCOBBIX ONEpaluil JUIaMH, He
00J1aJar0IMMH ITPABOM HUX OCYIIIECTBIICHUS;

3.3.2. Uadopmuposanue Kmuenro HOO o mepax mo nmpenoTepaniennio HecaHKIIMOHUPOBAHHOTO JIOCTYIA K
3ammiaeMo MHpopManuu, B TOM 4YHcie Npu yTpare (morepe, xumeHun) Kimenrtom VYcrpoiicta, ¢
UCTIOJIB30BAaHHEM KOTOPOTO UM COBEPUIATHMCH ACUCTBHS B LENAX OCYIIECTBICHHS (DMHAHCOBON ONEpaIiH;
3.3.3. UadopmupoBanne KimentoB HDPO o0 wmepax 1O KOHTpPOIO KOHHUrypamuu YCTpoiicTBa, ¢
UCTIOJIb30BaHNEM KoToporo KimeHTOM coBepiiaioTcsi OeHCTBUS B LENSIX OCYIIECTBICHHS (PHMHAHCOBOM
oreparuy;

3.3.4. UadopmupoBanne KimentoB HOO o Mepax mo CBOEBPEMEHHOMY OOHApY)KEHHUIO BO3JICHCTBHS
BpenonocHoro kozna;

3.3.5. UadopmupoBanne KimmentroB HOPO o pexoMenpanmusx mo 3amure WHGOpMAUM OT BO3IEHCTBHUS
NPOrPaMMHBIX ~ KOZOB, TMPHUBOJIIIMX K HAPYIICHWIO INTATHOTO  (PYHKIMOHMPOBAHWS  CpPEICTBA
BBIYMCIIUTEIFHONU TEXHUKH, B IIEIISX MPOTUBOACHCTBHS HE3aKOHHBIM (DMHAHCOBBIM OTICPAITHSIM.

3.4. MuHuUMH3aIUs PUCKOB TNOJy4YeHUs] HecaHKIIMOHMPOBAHHOTO JOCTyNa K 3alluinaeMod HH(pOpMaIuu
JOCTUTAETCA ITyTeM KOMIUIEKCHOTO MoAxoAa: Kak co ctopoHsl HPO, Tak u co cropons! Knuenra.



3.2. H®O mnpunumaer Mepbl Mo 3amuTe HWHPOPMALMU B COOTBETCTBHHM CO CBOMMH BHYTPEHHHMH
JIOKYMEHTaMH.
3.3. KumeHnt nmpuHuMMaeT Mepsl 10 3amuTe HHHOPMAIMU B COOTBETCTBUU C HACTOSILEH MaMATKOM.

4.  BO3MOHBIE PUCKH MOJTYYEHUS HECAHKIIMOHUPOBAHHOT'O JJOCTYIA K
3AIIMIAEMON UHOOPMALIMH

41. K o0muM mnpuyrHAM BO3HUKHOBEHHUS PHCKOB TMoOiydeHHss HecaHKIMOHMPOBAaHHOTO JOCTyHa K
3aIUmaeMoi nHpopMaIruu OTHOCSTCS:

4.1.1. Heorpanu4eHHBIH JOCTYN TPETHUX JIUL K Y CTPOMCTBY;

4.1.2. HeorpanudeHHBIA JTOCTYI TPETHUX JIMI K WHPOPMAIMKM O IMAPOJIIX U JIOTHHAX, MCIOIb3yEeMbIX IS
BXOJ1a B HH(OPMALIMOHHBIE PECYPCHI;

4.1.3. HecoOmonenrne pexuma KOHPUACHIMAIBPHOCTH B OTHOIICHWHM 3allMiaeMol HWHGOpMaluu B
UH()OPMALIMOHHO-TEIEKOMMYHHUKAIMOHHOU ceTn «IHTepHeTY;

4.1.4. Vtpara (noteps, xuuenue) Kiuenrom YcrpoiicTa;

4.1.5. OTcyTcTBHE HAUIEXKALIETO IPOrPAMMHOI0 00ECTIEUEeHUS;

4.1.6. OTcyTcTBHE HAJIEKAIETO AHTUBUPYCHOTO IMTPOrPAaMMHOTO 00ECTICUeHHS;

4.1.7. Hecobmoaenune KineHToM pexoMeHIaIuii HaCTOAIISH MaMATKH IO 3aIIuTe HHPOpMAaIHH.

4.2. TlepeueHb mNpPUYMH BO3HUKHOBEHHUS PHCKOB TOJNy4YeHUS HecaHKIIMOHMPOBAHHOTO JOCTyHma K
3alUmaeMoil HHGOpPMaLuK, OnpeaeseHHbI 1. 4.1 HacTosIIed MaMATKH, HE SBISETCS HCUEPIIIBAIOIIUM.
[IpyuuHBl BO3HUKHOBEHHWS PHUCKOB TONyueHUs HecaHKIMOHMPOBAHHOTO JOCTyNMa K 3allUIIaeMOM
UH(OPMAIIUH 3aBUCAT OT KOHKPETHOM CUTYyaIlWH.

5. PEKOMEHJALIMU 11O IPUMEHEHHWIO MEP 11O IIPEJOTBPAIIEHHUIO
HECAHKINIMOHUPOBAHHOI'O JOCTYIIA

5.1. B nensx mpenorBpamiennss HecaHKIIMOHMPOBAHHOTO JOCTyNMa K 3alIUIaeMoil WH(GOpMAaluu, B TOM
yycie mnpu yrpare (morepe, xuiieHuu) KimeHtom VYcerpolcTBa, € HCHONb30BAaHMEM KOTOPOTO UM
COBEPIIAINCH JICHCTBUS B LIEJSIX OCyIecTBIeHUs puHaHCOBOH onepanmu, HOO pexomenayert:

5.1.1. Orpann4uTh JOCTYN TPETHUX JIUI K Y CTPOMCTBY, B TOM YHUCIIE:

—  HE OCTaBJATh Y CTPOHCTBO O€3 MPUCMOTpa;

—  He nepenasaThb Y CTPOMCTBO TPETHUM JIMLIAM.

5.1.2. OrpaHu4uTh IOCTYM TPETHHX JIUI K MHGOPMAIMK O MAPOJSAX W JIOTUHAX, UCIOJIB3yEMBIX ISl BXOJA B
MH(POPMAILMOHHBIE PECYPCHI, B TOM YHUCJIE:

—  HCIOJIBb30BaTh MapoJiv, COCTaBJICHHbIE U3 OYKB pPa3IMYHOIO perucTpa, uudp 1 3HaKOB NPENUHAHUS;

—  HCIIONIB30BATh Pa3HbIC MAPOJHU U JIOTUHBI IJIS BXOJIa B pa3Hble HH()OPMAIIMOHHBIE PECYPCHI;

—  XpaHUTh JIOTUHBI ¥ IAPOJI B TAlfHE OT TPETHHX JIHII;

—  He 3alMChIBATh U HE XPAHUTH JIOTHHBI M ITAPOJTH JIJISl BXOAa B MH(DOPMAIIMOHHBIE PeCypChl HA OYMaKHOM
HOCHUTEIIE;

—  He UCTIONB30BaTh (PYHKIMIO 3aIIOMUHAHMS JIOTHHA U TIAPOJIS TIPH BX0J1e B MHPOPMAIIMOHHBINA pecypc;
— HE WCIONBb30BaTh B KayecTBE Mapoisl HWMEHa, MaMATHBIE IaThl, HOMepa Tele(OHOB U IPYTYIO
nHPOPMAITHIO, KOTOPAst MOKET OBITh IMOJTy4eHA TPETHUMHU JIUTIAMHU.

5.1.3. CoOmoiath  pexuM  KOH(GUIACHIMAILHOCTH B  OTHOIICHMM  3alUINaecMoi  WHQPOpMAIlMu B
WHPOPMAITMOHHO-TEJICKOMMYHHUKAIMOHHOM ceTn «IHTEpHET», B TOM YHUCIIE:

—  OTpaHWYMBaTh JOCTYIl K YCTPOHCTBY pecypcaMm B MH()OPMAIMOHHO-TEIIEKOMMYHHUKAIITHOHHOW CHCTEME
«HTEpHETY;



—  HCIOJB30BaTh TOJBKO HAaJEXkKHbIE padoune TopTanbl Uil HMHQOpMAnUMOHHOrO oOOMeHa B
UH()OPMALIHOHHO-TEIEKOMMYHHUKAIMOHHOU ceTn «IHTepHeTY;

—  TIPOBEPATH AAPEC FMEKTPOHHOH MMOUTHI OTIPABUTEIS TIEPE IPOCMOTPOM MTUCHMA;

—  BHMMATEJIbHO aHAJIM3UPOBATh CCBUIKH;

—  HE OTKpbIBaTh NHCbMa M BIIOKEHHsI K HUM, IOJIyY€HHbIE IO JIEKTPOHHOM IOYTE, OT HEU3BECTHBIX
OTITPaBUTEIEH;

—  HE IepexXoAuTbh I10 AKTUBHBIM CChUIKAM, IOJYYEHHBIM IO 3JEKTPOHHOM IOYTe, OT HEU3BECTHBIX
OTITPaBUTEIIEH;

—  HE paspeuiats JOCTYIl IPOrpaMMaM, CKa9YMBaeMbIM U3 HH()OPMAIIMOHHO-TEJIEKOMMYHHUKAIIIOHHOHN CeTh
«VHTEpHETY, K M3HITHEH HH(OPMAIINH;

—  HE HNOJKJII0YaThCs K MyOJndHbIM OecripoBoaHbIM ceTsiM Wi-Fi, He3atuimeHHpIM OECTIPOBOIHBIM CETSIM.
5.1.4. IlpenorBpatuth HecaHKIIMOHMPOBAHHBIM JOCTYN K 3allUAIAeMON MHpOpMaUu NpHu yTpare (moTepe,
xuienun) Kimentom YctpoiicTa, B TOM yuce:

—  He3aMeJUIUTEIHHO COOOUTH 0 (akTe yTparhl ¥YcrpoiictBa HDO;

—  HEe3aMeJIUTENIbHO COOOIIUTH CBOEMY OIEpaTopy COTOBOM CBsi3u O (akre yTpaThl YCTpoiicTBa U
3abnokupoBath SIM-kapry;

—  00paTUThCS B IPABOOXPAHUTEIIbHBIE OPTaHBI.

5.2. B mensx KOHTpoJs KOH(UTypaluu Y CTPOICTBA, C UCTIOIBb30BaHUEM KoToporo KimmeHTom coBepiiaroTces
JEHCTBUSI TT0 OCyIeCTBICHUIO (prHaHcoBol oneparwu, HOO pexomenmyeT:

5.2.1. YcraHOBUTH COOTBETCTBYIOILEE IPOrPaMMHOE 00ecieueHUe, B TOM YHCIIe:

—  OCTaHOBUTb CBOW BHIOOpP HA JIMIIEH3MOHHOM IIPOIPaMMHOM 00€CIIeUeHHH;

—  CBOEBPEMEHHO YCTAHABJIHMBATH JIOCTYITHbIE OOHOBIICHHUS ONEPAMOHHON CUCTEMBI;

—  3arpyXartb M yCTaHABJIMBATh IPOrPaMMHOE 00ECTIeYeHHE TOIBKO M3 MPOBEPEHHBIX HCTOYHHUKOB.

5.3. B memsax cBoeBpeMeHHOro 0OHapyx eHus Bo3jeictsus Bpenonocnoro koga HOO pekomenyer:

5.3.1. YcTaHOBUTH COOTBETCTBYIOIEE aHTHBUPYCHOE IIPOrpaMMHOE 0OecIieueHe, B TOM YHCIIe:

—  YCTaHOBHTbH aHTUBHPYCHYIO 3aILUTY;

—  YCTaHOBUTbH aBTOMAaTH4YECKOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

—  OCYUIECTBJISTH PETYJSIPHBINA KOHTPOJIb AHTUBUPYCHOM 3aIUTHI.

5.3.2. Cobmo1aTh peKOMEHIAIMH HACTOSIIIEH MaMATKH 110 3aluTe HH)OpMAIHH.



