-

“ SOLAR PocTtenexkom

Rostelecom

Bonpockl knbepbe3onacHOCTM B MEHAOLLLENCH
3N1EKTPO3HEPreTUYECKON OTPaCN.

Bnagnmup KapaHtaes

K. T. H. MBA

skcnept IEC, IEEE, CIGRE
+ 7915 221 15 96

YEBEOKCAPDI 25 Anpens, 2019



O630p A0OKNaAOB wMCCNeaOBaTENbCKUX KOMWUTETOB
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Bonpockl knbepbe3onacHOCTU B MEHSIOLLENCSA NEKTPOIHEPreTUYECKOW OTpacu.

MpuHAT 1 pabotaer desepanbHbii 3akoH OT 26
MioHa 2017 N2 187 « O 6e30MnacHOCTM KPUTUUYECKOM
MHOOPMALMOHHOMN  UHOPACTPYKTYpbl  Poccnmckou
Gepepauynm».

YyTBEpPXAEHA pacnops>xeHnem [lpaBuTenbCcTBa
Poccnmnckon ®epepaunn ot 28.07.2017 N2 1632p
nporpamma «LndpoBas 3KoHOMMKa Poccmmckon
Gepepauymn».

YtBepxaeHa 21.12.2018 cosetom aupektopos [MAO
«Poccetn» koHuenuusa «LUnepposaa TpaHcdopmayms

2030.

ObwemmpoBasa TEHAEHLUMA: peanm3auma KOHLenunm
«Industry  4.0», pasButns 1 BHEAPEHUH
COBOKYMHOCTM TEXHONOT N, Ha3blBaeMbIX

NHaycTpuanbHbln - MHTepHeT  Bewen  (Industrial
Internet of Things)».




Bonpocbl knbepbe3onacHOCTV B MEHAIOLLENCS 31eKTPOIHEPreTUUYEeCKON OTPacIN. . Pocreneiom

Rostelecom

2017

PacnopsxeHne TAO «Poccetu» ot 30.05.2017 N°
282p «O6 yTBEpXAEeHUM TpeboBaHUW K BCTPOEHHbIM
CpeAcTBaM 3alnTbl MHGOPMaL MM aBTOMATU3NPOBAHHbIX

cucTem TEXHOJIOTMYECKOrO ynpasneHus
3/1IeKTPOCETeBOro  komnaekca [pynnbl  KOMMNaHWI (‘ POCCETH
«PocceTtun»,

2019

29 mapta 2019 roaga npunkasom NMNAO «Poccetn» N2 64
yTBEpPXAeHbl CTaHAAPThbI:

CTO 34.01.-21-004-2019 «Llndposoun nutarowmm
LEHTP».

CTO 34.01.-21-005-2019 «Linopposas anektpnueckas
ceTb».



B oL Bonpocbl knbep6e30nacHOCTV B MEHAIOLLENCA INEKTPOIHEPTreTUUECKO OTPacIn.
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ﬁ‘i‘ POCCETH NYYLUME MUPOBbIE NPAKTUKU LIM®POBO TPAHCOOPMALIMM 3NTEKTPOCETEBOMO
KOMMNNEKCA N0 COCTOAHMIO HA 2018 rog* U MECTO KOMIMAHWUMK «POCCETU»

TEPCO Enel ENEDIS (EDF) NationaGrid eoen
Anowua  WranuAa  OpaHuwMAa Benuxo- Hopes
BpuTaHuA P

1. TexHonorum Lmdposoit @ IneMenTL! LGPOBLIX
noacTaHLmu (M3K 61850) NOACTAHUMA

2. MHTeNNeKTYanbHBIe . . O .
CUCTEMbI y4eTa
3. «Llndposoit aneKTpoMoHTED» 0 Q 0 O

PocceTw

-
P | mmmes
D

B 2018 rogy EHegpeH MHAEKC
TEXHWYECHOD COCTOAHMA

obopynosanma

4. PUCKH-0pWeHTMPOBaHHaA . . .
MOLIENb yTIpaBneHnaA

9. ViHTennexTyansHble CUCTEMbI '
ynpasneHua (ADMS) 0 0 \’

6. ABTOMaTU3MpOBaHHGIE
CUCTEMbI NPEOVKTMBHOD O O (.

dHanM3a

D
7. KubepbesonacHocTs O 0 O . O @ ?ﬂu:uﬂguymuumenwm
o @ D D DD | P enmewsason

npoexktuposaHuA (CAMP) L )

* Weenenosanua PoccyidcHoro 3HEpreTMUEeCcHoro areHcTea, aHanuTuyeckue Matepmansl Ernst and Young (2017, 2018)
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= APXUTEKTYPA LM®POBOU CETU

YpoBeHsL aHaNH3a U NPUHATUA CTPATErHYECKHX PeLleHHH
AHAMNMTHES, ONEPETHEHO-WHDOpMALMOHHLIA komnneks (OWK) B vactu
CAEMBI CETH

YpoBeHb BeieHWA X03ANCTBEHHOW AEATENLHOCTH
HEIHHI:IE M3 TEXHONOMAYECKME CHCTEM WHTEMDHDYHITCR

8 ERP cucTeme! kopnopatueHoro ypoexa [30 (cucTema ynpasneHus
NPOM3IBOACTEEHHBIMA akTeami (CYTIA), SAP, 1CuT.a.)

?Pﬂﬂﬂllh onepaTHBHO-TEXHONOMM4YeCKoro
ynpaeneHWA e dunuane 430 scemu NC 1 nuHrAMK
anexTponepenayM (M3M), pasMelLeHs BoeX WHIDOPMELMOHHLIX
cuctem (ADMS, reorpadu-ecme WHIDOPMaLMOHHEIR CHCTEMEI
(TUC) mTp.)

YpoBeHL 0NepaTMBHO-TEXHONOMMYECKOrD YNpaBneHWA
No:NCw N3N 35B; P3C: 6-20/0.4 kB

YaaneHHLe aBTOMATHIMPOBaHHLIE paBodme mecTa (APM)
IWCTIETYENOE B PAMKEX 30HE 0GCTyRUBAHHA

YpoeeHb nony4yeHUA HHOpMaLUHK ¢ 0BbeKToB:
cOop OanHEX ¢ AaTYMKOB: TENEMEXHHEN, TENeYTIPaENeHMA,
TEXHHYECKOND W KOMMEDMECKDID YHeTa.
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MPOM 3800 CTEEHH LIS

Moxa3IaTeE MM

MNpoi3BONCT BEHHE S NOKAIATENH

Oneparyes) TeXHONONMeman oD May R

POCCETH

WA — HEnonHETEMsHSE SNnapaT

030 — nouepHie W aaancHmee ofiuecres

PCE — pacnpaaenvrantHeId CETEE0R EOMNNEKE
N0 - NpoMIBAALTEARHDS OTAANEHKS

P3AC — pafoH snesTpmuacki cETaRl

OME — onepaTieH0-EMEHTEMSHSE KIMIN ST
EBS — ansan nehOpuEIMoHHAR WK

THC — reosHbopMALMOKHER CHETEME

Bl - Bnox asantism

ERP — cvCTEMa ONTHMIIAIMA pECYPCoa
NPEnNpKATHR

AN — ps RN BT YEMEHSE YHET

SCADA — cHcTEMa QRoNETHEpCROM
YNpABNEkAA M cHopa fAksLX

DMSIADMS — ciCTEME YNOAENSHAR DACNDEIANEHBEM

EMS — cwcTesa onepaTMEHON yNpaEnese
DEMMMEN CHTH

OMS — ypaEnatme CETAMA B S83PIAHIM
DERMME

Big Data — maxnonosus ympaansHus
Sonmedmay ofbauaay OarHel

CRM— Cucresa ynpasnaqis
S3IMMO0THOWEHMRMH © KIHEHTaMM

UL f — damaury mowa, HanpRReHUR o m.d

THITC - yempodeman meneLamspsHLR
MENSCURHANLEALUL

THITH — meneynpaanaxued MemaMaraqu3ayus

APM — aamomamuanpoast-oe paiioues Mecma

HHK HBEI — uRchopManLioRsa-
LAWEDUM L HLAT KOMAMIBWE,

L0 DM B UOHHO-E R MG UTE LA I
FOMTINGEKE: AMESATIDONGITIEH DS

TIT, PIT— mparcdopuamoptas i
pacnpedenumenspa e nodemanyuy

LindpoBas cucrema ynpaBneHus «nepemectuna» ueHTp ynpaesnenua ¢ P3C Ha yposeHb hounuanos PCK
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eeeeeeeeee

nT2 (PS 2): HOBbLIE TMPOBJIEMbl KWMBEPBE3OINMACHOCTHU
B MEHAIOLWENCA SJIEKTPOSHEPTETUHECKOU OTPAC/IN

[Mpobnembl KnbepbeszonacHOCTM NPU  UCNOAb30BAHUW  UHTEPHETA
Bewen, 6oNbWNX AaHHbIX M 06AaUHbIX NAATGOPM.

[Mpobnembl knbepbesonacHOCTW, CBA3aHHble C pacnpefeNeHHbIMU
3HepropecypcaMmm n ob6beANHEHNEM HOBbIX MPOBANAEPOB «TMOKOCTU.

BoiagneHne yrpos knbepbesonacHOCTM € NOMOLLbIO aHanm3a 6onbLIKX
AAHHbIX 1 MAlLMHHOIo 0byueHuns.
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B5-213_2018: «Design, Concept, Commissioning, Maintenance, Cyber Security of a
IEC61850 Process Bus Brown Field Application».

D2-306_2018: «Research and application of deep security protection technology in
power industrial control systemn».

D2-309_2018: «Network and Data Cybersecurity Strategy of the Electrical Power
Systemn».

D2-201_2018: «Substation Virtualisation: An Architecture for Information Technology
and Operational Technology Convergence for Resilience, Security and Efficiency».

B3-305_2018: «Problems of Information Security in Energy Object Control Systems».

D2-301_2018:«Building a Secure Network Policies, Architecture and Incident
Responses CASE CHESF»

D2-313_2018: «Approach to Maintaining Secure Operation of Various Systems in
Japanese Electric Companies»
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Pe3ynbrathl pabotel WG D2.38 nsgaHHaa TexHmueckaa 6powtopa 698 ( Thb
698).

Title: «<Framework for EPU operators to manage the response to a
cyber-initiated threat»

10



Rostelecom

C.
“ SOLAR Poctenekom

O630p TeExXHUYECKOM BbICTaBKU Ha 47 ceccumn CUTP2.

HYEBOKCAPHI 25 Anpens, 2019



l.".é‘

B oL Bonpocbl knbep6e30nacHOCTV B MEHAIOLLENCA INEKTPOIHEPTreTUUECKO OTPacIn.
7 rosecm RTK-SOLAR

[1lporHo3 Gartner Ha 2018 roa

* Key OT Security Categories
Enterprise <3 Corporate g
Zone 4 s
o o
------------------------ > - -
o v 2 9 ® 3
------------------------ €9 > © Y -
Operations and 3 o8 e © £3
Control e 3 n Y
———————————————————————— - 3 k= - -
c® o a 52
2 < s [l 2 2=
Control Area 1 2 = 3
Zone(s)

Layers 0 REEH:

ID:- 341425 © 2018 Gartner, Inc
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Advantech+Stormshield
Next-Gen UTM Firewalls:Stormshield

Phoenix Contact
FW:mGuard

13
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Bonpockl knbepbe3onacHOCTU B MEHSIOLLENCSA NEKTPOIHEPreTUYECKOW OTpacu.

Kaspersky Lab: KICS for Nodes

14
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INDUSTRIAL SECURIT
INCIDENT MANAGEF

NEXT GENERATION
INDUSTRIAL CYBERSECURITY

Ptsecurity.com

Positive Technology: PT ISIM

Kaspersky Lab: KICKS for Networks

15
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Cyber Security nogxoa Siemens

‘ Bonpockl knbepbe3onacHOCTU B MEHSHOLLENCS 3eKTPO3HEPTETUYECKONW OTPaC/W.

Evolution in Substation Automation — SIEMENS
SIPROTEC 5 - the core of Digital Substation 4.0 lngenuity for Life

1%t generation — 2d generation — Point- to-point 3rd generation — Digital Digital Substation 4.0 -
Standard cabling connections since 1985 Station bus since 2004 Process bus and loT Connectivity

Mimic board Control Center Control Center IEC 61850 Control Center Apps and Data Analytics

g BB OES  @em

I I
Substation Substation
l Il controller controller
Other bays g Station bus 9% loT Interface|
° 011010 | 011010011010 010011010 011010
©o
5 10
Sska A D 01 o
connection Station bus =

1 o
1
01
10 1 0
Process
bus

I ||| CETT=

Parallel wiring  Digital and Digital
analog Merging |
Merging Unit Unit ‘

Parallel wiring Parallel wiring

Unrestricted © Siemens AG 2018
Page 26
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Bonpockl knbepbe3onacHOCTU B MEHAIOLLENC 3NeKTPO3HEPTETUYECKONW OTPaCIN.

SIPROTEC -

Synonym for the world’s leading protection technology

More than 1.6 Mill. devices installed therein >500,000 with IEC 61850

First use of
electro-
magnetic
relays

First digital
application
in
Wouerzburg,
Germany

Unrestricted © Siemens AG 2018

Page 3

@ 1980

The digital
age begins
for
protection
relays

SIPROTEC 4
multi-
functional
relay series

!

_ Siemens is
honored by
Frost &
Sullivan for
the imple-

IEC 61850

SIPROTEC
Compact—
compact

- and
outstanding
functionality

May 2018

mentation of

More than one
million
SIPROTEC
devices in
operation

0900

SIPROTEC 5
4 benchmark
| for
protection,
automation
and
monitoring

Si

EMENS
lug,u/\uify for Ufe

==\ SIPROTEC 5
» | integrated

N / End-to-End
~ Cyber Security

. SIPROTEC 5
d_@ process bus
5 and digital

substation

SIPROTEC 5
loT connectivity
to MindSphere

Cloud based
applications for
SIPROTEC

Automation Products

17
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SIPROTEC 5 - SIEMENS

Integrated Cyber Security — Overview lngenuity for Ufe
Secure development

Mutually authenticated and encrypted communication line Patch management

between DIGSI 5 and the SIPROTEC 5 device Antivirus compatibility

Device-side support for role-based access control including"\"*-\-_,_i_\
central user management and emergency access
Recording of security-relevant events and alarms
over Syslog and in non-volatile security log in device

Confirmation codes for safety-critical operations Product hardening

Independent testing

Crypto-chip for secure information

SIPROTEC 5 hl nati
'ﬁi storage and transmission

Device uses key stored in crypto-chip to allow
only firmware signed by Siemens to load

Bay level . Separation of process- and management communication

u u n n . Secured access for HMI interactions and web-based
device monitoring
Unrestricted © Siemens AG 2018
Page 10 May 2018 Automation Products
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Cyber Security noaxoa Siemens

SIPROTEC 5 -
Integrated Cyber Security

SIEMENS
’hg-%ui‘y{or“{t

Role-based Access Control (RBAC) with central user + Use (your existing) centrally managed

management

All user logon attempts are
logged as security events
inside the device and via the
Syslog protocol

Unrestricted © Siemens AG 2018
Page 11

PRADNSp= = SonsogooSonsnss | Adtive
i) Diesciony
o, BTN o o

—

Userrequests accessto IED with usemname and password
Authenticationrequest with usemame, password via RADIUS
Authentication & Authorization (Role) response from RADIUS

Success/Fail Response from device to user

Role-based usersession initiated/denied

Access Control Operation A Operation B Operation C Operation ..
Roles Mapping
x x
x x

Role 1
Role 2

user accounts and passwords for
secured SIPROTEC 5 access

Works with existing RADIUS servers
e.g. Microsoft Active Directory
Network Policy Server (NPS)

Roles and rights adhere to standards
and guidelines e.g. IEC 62443, |IEC
62351, IEEE 1686, BDEW
Whitepaper

Access control even when RADIUS
server connectivity is disrupted

Feature supported for all forms of
interaction: DIGSI 5, Web browser
and on-site operation panel

Audit trail of security-relevant user
actions

19
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Cyber Security noaxog Siemens

SIPROTEC 5 -
Integrated Cyber Security

SIEMENS
Ihg.u\uifyforu{e.

Digitally signed firmware

+ Device-firmware is protected against
manipulation

Central logging of
security-relevant events

Control Center level Monitoring DMZ
Siemens can be loaded and

= SIEM/SOC
/0 S e
Control Center j-—_x-'
Trusted zone = ‘
processed

Trusted zone + This is ensured via an integrated
! S ! Syslog crypto-chip with secured key
storage and signature technology

& -l“
Crypto-Chip 7

Digitally Signed Firmware

+ Only firmware digitally signed by

Unrestricted © Siemens AG 2018
Page 12 May 2018 Automation Products 20
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A Bonpockl knbepbe3onacHOCTU B MEHSIOLLENCSA NEKTPOIHEPreTUYECKOW OTpacu. tpocrenexou
Rostelecom

i it In? PR ; ; 4 SIEMENS
Where does SICAM GridPass Flt' e bishment fense-in-Depth Powered by OT PKI i
S e Ne\.A‘l/Rt"-:o‘fU""»bls, i ‘ Is:‘lec;‘la\M GridPass is Based on International Standards i

Server Certificate
anms Manager Control center /n.

7 AU i =RO. = ] Manages standard
N T . X 509 digital certificates
CECd & ‘ f | Authent T
—— o ) R = Revoke

i Check identity and
d publish T 0w .
2/' l?s,,‘tagfer::okgg > SICAM authenticity of automated

SR st £ certificates GridPass signing requests
AD Server . SICAM A sys =
GridPass  Router | | PC’

= Certificate Manager
: el i installed ! ; for Substations

jigel]

Issue
Renew Sign certificates auto-
Renew certificates matically or manually

Supports automated CA activities

using Est' protocol acc. IEC 62351-9

i M ) i il 1 EST: Enroliment over Secure Transport protocol, IETF Standard RFC 7030 (internet link)
Unrestricted © Siemens AG 2018 ) { . =— S=—= =—=—=—
Page 15 Judy 2018

Unrestricted © Siemens AG 2018
Page 7 July 2018

Energy Management — Digital Grid

21
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Migration 1 3 cypos —
toa e
sUbstation Cybersecure

Backup and restore

mens AG 2018
CIGRE 2018

22
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Bonpockl knbepbe3onacHOCTU B MEHSHOLLENCS 3eKTPO3HEPTETUYECKONW OTPaC/W.

ssuring security at every level of your digital grid Journey g%

y Analytics

Integrated CSOC

Secure Edge control systems

@ i e

e connected products

Cloud-connected

Light S i < 3
X fecycle services
meanin%cs @ Lifecych

Secure system operations and mainten

» Assess * Oesgn
Oparationss =l vie |~ emerenia: 24x7

23
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KnbepbeszonacHocTb B cootBeTcTBUM C IEC
62351m [EEE 1686-2013:

« RBAC

Secure keys

Physical and logical port disabling
CyberSecurity event log

Securing of management protocols

24
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Cyber Security nogxoa Sprecher Automation

ISO/IEC 27000 series (i. e. ISMS), IEC 62351
and IEC 62443

SPRECON devices support VPN tunnelling
for all IPbased services and protocols.

VPN connections — as wusual for various
projects — can be used for telecontrol or for
communication with SCADA systems and
may also be applied to secure
communication between SPRECON devices.

Full hardening is achieved through
encryption of network services such
as NTP.

25
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Cyber Security nogxoa Sprecher Automation

SECURE COMMUNICATION WITH SPRECON

s
[ MAHAGEMENT
|
o D -
‘Cariral Losar sriminisiea bon mﬂ
IRADwIS) e
m BECURE ZOME -
— Uasr mansgeTeni
HMP'.'I — _@
e agerrsnl l-hu'l:l-ie-
Dx - e
- FPaxa mansgeTeni N
Fhm:-rr-ﬂ-*:- p— =,
(1, ) o
R AR 3¢
e
| S p. vy

I'T SECURITY WITH SPRECON

ENCRYPTION

SECURITY FOR
LEGACY SYSTEMS
« Notwork segmentation

* AB connections 10 legacy system
mnnmw‘:-;

ROLE-BASED ACCESS  actwmissen sener
CONTROL (RBAC)

* Secured service acoess (deactivatabie)
U MENre SN 3 CONPATING COTCORNTS.

+ Enonprion of petwor conrection ¥a TLS
Uses asenecarion seo e kacal sccens (serisl)

ol / uaee adminTasan ..

+ Eaanprion v WTTS
+ okl { s sckmeaton

[ = |
_1

DEFENSE-IN-DEPTH

Logging & Monitoring: Syslog, SNMPV3, Audit Logs

ed Access Control: local or external via RADIUS

: IPSec or OpenVPN for all IP connections

26
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 CnepoBaHMe Ny4YlWMM NpakKTUKam UAKM 3aasBieHue npowussoamtenen ACY/ACY TM/P3A o cooTBeTCTBUM
HOPMATUBHO-TEXHUYECKMM U HOPMATUBHO-MPABOBbIM TPebOBaHUAM.

NERC CIP 1 FERC Order No. 693

IEC 62351 Security Standards for the Power System Information Infrastructure

IEEE 1686-2013 IEEE Standard for Intelligent Electronic Devices Cyber Security Capabilities
ISO 27001 is a specification for an information security management system (ISMS)

|IEC 62443 Industrial communication networks - Network and system security. Security for industrial
automation and control systems

IEC 62541 OPC Unified Architecture standard series

« Pa3spaboTka v npeanoxeHme Ha PbiHKE CUCTEM aBTOMATU3aLMKU, MOCTPOEHHbIX NO NpuHUMiy Secure
by Design, Built-in Security, Security for safety.

e Co

CTOPOHDI rnobanbHbIX BEHAOPOB CUCTEM aBTOMaTM3alnin CCI)OpMI/IpOBaHO KOMIMIEKCHOe

npeasoXeHne Ans  3anajHOro U CEBEPOAMEPMKAHCKOTO  PbIHKOB MO obecrneyeHuto
KnbepbesonacHOCTM OO6BEKTOB M CUCTEM 3aKa34YMKOB: NMPOAYKTbI, CEPBUCHI.

* [loBblweHWe 3KcnepTHOro nHTepeca k Secaa$, Cloud iISOC.

27
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Y, SOLAR Wil an | BOMPOCH OPMMPOBAHNA NEPCMNEKTUBHBIX HOPMATUBHO-TEXHUUECKMNX TpeboBaHuin no 3awwnte NHdopmaumm ACY TN o6bekToB
N DNeKTpO3HepreTnkm

HopmaTMBHO TEXHMUECKOEe peryimpoBaHme
KnbepbezonacHoctn ACY TI

TexHuueckue getanu

TexHuyecKkue acneKTbl

MCO/M3K 15408& NCO/M3K 18045
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Bonpockl knbepbe3onacHOCTU B MEHSIOLLENCSA NEKTPOIHEPreTUYECKOW OTpacu.

Heobxoanmo

| rAapMOHU3MPOBaTL  OTpacieBble  JOKaJbHO-HOPMAaTMBHbIE  aKTbl
Cy6beKTOB 3/1EKTPO3HEPreTUKN C AEUCTBYHOWMMN TpeboBaHMAMM
HOPMaTMBHO-NPAaBOBbIX aKTOB

|a|<T|/|BHee dopmMuMpoBaTb OTpac/ieBble HOPMATUBHO-TEXHUUECKME
TpeboBaHus

paccMoTpeTb 3ajayn no rapMoHusaumm B PO mexayHapoAHbIX
cTtaHgaptos M2K:

*  M3K 62351 YnpaBneHuve 3HepretMyeckMMn cMcTeMaMum M CBA3aHHbIM C 3TUM ObOMeH
nHbopmaumen. besonacHOCTb AaHHbIX N KOMMYHMKALMIA

« IEC 62443 Network and system security for industrial-process measurement and control

- IEC 62056 Electricity metering — Data exchange for meter reading, tariff and load control

« IEC 62541 YunounumposaHHasa apxutektypa OPC

4 Pocrenexkom
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