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TODAY'S TOPIC

SMART GRID DEVICE MANAGEMENT SYSTEM

AN INTEROPERABLE SYSTEM
THAT MANAGES REMOTELY
SMART GRID DEVICES
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THE FUTURE DISTRIBUTION NETWORK
SMART GRID DEVELOPMENTS IN FRANCE
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CHALLENGES TO ADDRESS:
MANAGE THE INCREASING NUMBER OF SMART GRID DEVICES BEING
DEPLOYED ON THE FIELD WITH A VERY HIGH LEVEL OF CYBERSECURITY

400 000 SMART GRID DEVICES
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Security

DSO ,«”“" _\;1 DSO . Operating Centre
Control & o&M '

Center ‘f .- - T - T =" Office

~ 40 GW OF DER WILL BE
CONNECTED TO THE
FRENCH MV AND LV
NETWORKS BY 2025

=
b
o
3
=
[))
=z
>
I
1

S 20/kV MV Network (Switch, reclosefi

4 "' - .
N

LV Network (400 V) w TT/T

i T «
~'SeDF



SMART GRID DEVICE MANAGEMENT SYSTEM : ANEW
SYSTEM TO MANAGE IEDS

Information
Systems
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IEC 61850 NETWORKS BY 2025
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MAIN REQUIREMENTS ?

. - Smart Grid Core Standards
An Interoperable solution  [TEC| Z&" e sossn)
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e A ScC alable SOlut|On Transmission  Distribution DERs Microgrids EVs

+ new Smart Grid functions

A Cybersecured solution
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SMART GRID DEVICE MANAGEMENT SYSTEM IS
ONE PIECE OF ABIGGER PUZZLE...

Enterprise
Smart Grid Device Smart Grid Device
Operation Management Configuration
System

Station
Field
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SMART GRID DEVICE MANAGEMENT SYSTEM
BETWEEN THE PROCESS AND THE DATA ANALYTICS

Cyber defense Crisis Predictive
Data Analytics App Y Management maintenance

4 )
- - ~ ~ ]
Asset :Q =Q 't\‘oeptt‘;\llogl; 'Q Unstructured Asset =Q =Q measures
Data Lake Management . ' . ' history .- 1 Data (phot: ) supervision . ' . ' history
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Smart Grid Device SCADA
Management/configuration
\ System )
61850-90-2 (MMS) orl104
- Information retrieve for the
SCADA system (TM, TS)
- Request dispatch or set points
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FUNCTIONAL SCOPE

SMART GRID ADMINISTER RTU
DEVICE

MANAGEMENT CONFIGURE RTU
SYSTEM

RTU 1 RTU 2
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FUNCTIONAL SCOPE

SMART GRID ADMINISTER RTU SMART GRID
DEVICE DEVICE
MANAGEMENT CONFIGURE RTU CONFIGURATION
SYSTEM SYSTEM

GENERATES
CONFIGURATION 'E‘E
FILE
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FUNCTIONAL SCOPE

SMART GRID ./ ADMINISTER RTU SMART GRID
DEVICE DEVICE
MANAGEMENT ‘/ CONFIGURE RTU CONFIGURATION
SYSTEM SYSTEM
GENERATES
CONFIGURATION f‘g
FILE
<
PUSH THE e

CONFIGURATION
FILE INTO THE RTU
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FUNCTIONAL SCOPE

ASSET MANAGEMENT

SMART GRID INFORMATION SYSTEM
DEVICE
MANAGEMENT
SYSTEM ADMINISTER RTU

CONFIGURE RTU

PROVIDE RTU DATA TO DIFFERENT
S INFORMATION SYSTEMS

RTU 1 RTU 2
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FUNCTIONAL SCOPE

SMART GRID
DEVICE _— @ —

MANAGEMENT
SYSTEM
ADMINISTER RTU
CONFIGURE RTU
% PROVIDE RTU DATATO DIFFERENT

INFORMATION SYSTEMS
SUPERVISE RTU

RTU 1 RTU 2
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MANAGEMENT FUNCTIONS TO BE STANDARDIZED

¥ B NN NN N BN BN B .y
| | |
. ==
W
- 3 S
Automation functions Telecommunication functions Cybersecurity functions

Supervision /
Maintenance

Supervision /
Maintenance

Supervision /
Maintenance

Administration

Administration

Administration

Configuration

Configuration Configuration

Asset Management Asset Management
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Need to standardize in coordination with the IEC
61850 standard - IEC Task Force SM, hosted In the
WG17 of the IEC TCh57
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|IED LIFE CYCLE AND USE CASES IDENTIFIED BY THE IEC
TASK FORCE SM

Configuration Use Cases Administration Use Cases
Update configuration files - Update IED Firmware
Set online configuration parameters ’ - IED files upload management

Synchronising configuration update along a
feeder/in the same substation

Asset Management Use Cases Supervision & Maintenance Use Cases
Introducing a new component + Manage logs,
Replacement of an existing component « Retrieve disturbance measure files
Store and provide asset information on an from an IED
IED * Restartan IED

Decommissioning

Smart Grid Device Management
A
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THE SMART GRID DEVICE MANAGEMENT SYSTEM : A
DESIGN TO MANAGE DIFFERENT TYPES OF FUNCTIONS

SMART GRID
DEVICE
MANAGEMENT
SEEY
The Smart Grid Device Management
System will address different types of
functions in a consistent and uniform way.
—V
« Automation functions
« Telecommunication functions
'ﬂl‘ * Cybersecurity functions
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\ These functions may be integrated in one
or several RTUs

RTU
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v Automation functions
v Telecommunication functions
v Cybersecurity functions
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