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Overview

Tools Evolution — where we are today

Ease of Use
Performance

Tools Integration
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GOOSE Hex Dumps

Protocol analyzers

Plug-ins

ca. 2002
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Frame | Time Src MAC Addr | st MAC Addr | Protocol | Description

z 1._734000 3COM OECECE EFFFFFE1OO001 GOOSE IEC Goose PDU: Oxal
3 1.741000 3COM OECECE EFFFFFEZOOO01 GOOSE IEC Goose PDU: Oxal
4 3734000 3COM OECECE EFFFFFE1OO001 GOOSE IEC Goose PDU: Oxal
5 3741000 3COM OECECE EFFFFFEZOOO01 GOOSE IEC Goose PDU: Oxal
3 5 _590000 3COM OECECE EFFFFFEZOOO01 GOOSE IEC Goose PDU: Oxal
7 5 _593000 3COM OECECE EFFFFFEZOOO01 GOOSE IEC Goose PDU: Oxal
g 5_&gl0000 3COM OECECE EFFFFFEZOOO01 GOOSE IEC Goose PDU: Oxal
] 5_734000 3COM OECECE EFFFFFE1OO001 GOOSE IEC Goose PDU: Oxal
10 &._010000 3COM OECECE EFFFFFEZOOO01 GOOSE IEC Goose PDU: Oxal

<] |

epFrame: EBase frame properties
qpETHEPFNET: S0Z.32 Length = 123
qpLLC: UI DEAP=0xF5 S3AP=0xF5 R
=GO0%E: IEC Goose PDU: Oxal Length = 104 (0xg8)
=CGO0SE: PDU = Goose PDU
FOOBE: (ogse TId: Y8JE3_01YSJE3_01/LLNO.GOOZE CTRL
B : PBefere : 11 SLLNO.
qpGO0SE: Timestamp (UTC): Sat Dec 31 23:00:04 1923
GOORE: Status Mumber: 1
GOOSE: Secuence MNumber: &4
GOOSE: Config. Revision Mumber: &
GOOSE: Hold Interwal: 40058
qpGO0SE: List of Data: Length = & (0x08)

]

DO0o00O00 1 T.@ 'Of.m] |
oooooolo YERC"TETER. 017ET
0o000o0z0 £%.01/LLNO_GOOSE
00000030 CTRL =GR
00000040 0Ll/LLHO. G
00000050 1a B 4T —clid
0o0000&0 0l 26 87 01 05 84 . Uée. | 400apsophs
00000070 01l Soliae 20 Bod

[ |

|IEE GO0SE Header |F1¢: 336
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IEC 61850 Browser & Test Client
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Generic Expert Tools vs. Application Oriented Tools

IEC 61850 Select-before-operate

2 IEDScout Licensed to Fred Steinhauser, OMICRON electronics

(SBOw)
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Browser Simulator

C =R

=y

Start Clear = Auto Set Dump &
scroll time  analyze
Capture Analyze
Messages
v|[Q
Time Relative time | Source
ma 14:12:34.737018 1.988400 192.168.0.163:52479
ma 14:12:34.754765 2006147 192,168.0.163:52479
H | 141235159178 2410560 192.168.0.163:52479
E | 141235253112 2504404 192.168.0.163:52479
ma 14:12:35.304675 2.556057 192.168.0.163:52479
E$ 14:12:35.350879 2602261 192.168.0.163:52479
Ea 14:12:35.398953 2650335 192.168.0.163:52479
E | 141235444122 2695504 192.168.0.163:52479
H | 1412:36.053278 3.304660 192.168.0.163:52479
ma 14:12:44,098745 11.350127 192.168.0.163:52479
E$ 14:12:55.155049 22407331 192.168.0.163:52479
ma 14:12:55.315867 22567249 192.168.0.163:52479
Ea 14:12:55.366791 22618173 192.168.0.163:52479
| 141255464752 22716134 192.168.0.163:52479
ma 14:13:07.201581 34452963 192.168.0.163:52479
m 14:13:07.401484 34652866 192.168.0.134:102

| [14:1307.850293 [ 35101675 | 192.168.0.163:52479 | 192.168.0.134:102

Ea 14:13:08.050693 35.302075 192.168.0.134:102
m 14:13:08.050693 35.302075 192.168.0.134:102
m 14:13:08.250515 35.501897 192.168.0.134:102

¥ Information «

) =
BB B EH M d g
Import Export Copy IED  GOOSE Report C/5 Protocol
= = error
Import/Export Filter

Destination

192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102
192.168.0.134:102

Description

Associate with 192.168.0.134

GetServerDirectory (Logical Devices)

GetBRCBValues of ISIO_BF28EKCB/LLNO...
GetDataValues of ISIO_BF288KCB/LPHD1...
GetDataValues of ISIO_BF28BKCB/XCBRL...
GetDataValues of ISIO_BF288KCB/XCBR2...
GetDataValues of ISI0_BF288KCB/XCBR3...
GetDataValues of ISIO_BF288KCB/XCER4...
GetDataValues of ISIO_BF288KCB/GGIOL...
GetURCBValues of ISIO_BF288KCB/LLNO.urcb01
SetURCBValues of ISIO_BF288KCE/LLND.urcb01.Resv
SetURCBValues of ISIO_BF288KCB/LLNO.urcb01.DatSet...
GetURCBValues of ISIO_BF288KCB/LLNO.urcb01
GetURCBValues of ISIO_BF288KCB/LLNO.urcb01
SelectWithValue of ISIO_BF288KCB/GGIOL.SPCSO1.5B0Ow

192.168.0.163:52479 | ISIO_BF288KCB/LLNOSRPSurcb01 (DataChange)

Operate of ISI0_BF288KCB/GGIO1.SPCS01.0per

192.168.0.163:52479 | CommandTermination
192.168.0.163:52479 | ISIO_BF288KCB/LLNOSRP$urcb01 (DataChange)
192.168.0.163:52479 | ISIO_BF288KCB/LLNOSRP$urcb01 (DataChange)

Eli Operate of ISI0_BF288KCB/GGIO1.SPCS01.0per | &
4 Details

ACSI model class CONTROL

ACSI model service Operate

Destination IP address 192.168.0.134
Destination port 102

Source IP address 192.168.0.163

Source port 52479

Time 2016-08-18 14:13:07.790
Duration 0.058810 s

4 Request

Success: true
Timestamp: 2016-08-18 14:13:07.790
Paths:
Path: ISIO_BF288KCE/GGIOLSPCS01.Oper [CO]
Values:
Sequence: 6 items
Boolean: true
Seguence: 2 items
Integer: 2
OctetString: x'13D5C007
Unsignedinteger: 0
UtcTime: 2016-08-18 14:13:07.801
Boolean: false
BitString: 11

4 Response

Success: true
Timestamp: 2016-08-18 14:13:07.850

WiteResults:
Success

20/819 captured messages.

Decoded
IEC 61850
service
related
information
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Ease of Use

Efficiency
e Gentle learning curve
* Get your job done quickly

Obviousness
* See clearly what is going on
* Avoid errors
* Get it right the first time

%Y
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Use Terms and Language of the User

Currents, voltages, binary signals ...

[oni=)] @
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Scaled values with real units
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Performance

Speed of execution
* Parsing of SCL files
e Simulating many IEDs
* Connecting to many IEDs

Measurement dCCUuracy

* Timing measurements
* Process bus

%Y
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Contributors in Timing Measurements

Influencing factors

* Time behavior of device under test
* To be measured

* Time behavior of test equipment
* Should be superior to be of minor influence

* Time behavior of test environment

* Should be minimized

Error propagation
* Combines influencing factors

%Y
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Classical GOOSE Ping-Pong Test

Test Set
Test o tout,TS
Application >
Communi-
tRT cation
v tin,TS
€
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Network

Z-/\/et
Stimulus

Z-/\/et
Response

Device Under Test

tfH,DU T

Commun
cation

tout,DUi

GOOSE Performance Calculation Summary
Average value { and standard deviation &
Calculating DUT performance:

2
O rr 2
Opur = \/ _2 —Org

Calibrating the test set:

_ { =
_ kR
Lpur = —pg;

_ Opr
i
2

= IRy
lrs = T

Confidence interval: [f— k-o,t+k-o ]
k~4 for 99.99% confidence
k=~ 2.6 for 99% confidence
Maximum rating: £ + k - &
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Wide Area Timing Measurements

key

.,_-Syvia

Northwestern
NU Passages Greenland
1 -l
NT|  172.22.176.230 — 172.22.22.22 HOUSTON (BAD4OE) - A KLAUS (A1010D) - 8 !
2014-09-05 16:35:29.955 2014-09-05 16:35:29.816 Min 7977 ms|!
Max 91.49 ms
100
<o Avg 82.00 ms
% StdDev 677.33 ps
C 0 Packets 1000
5_
~ 72—
WA
1 1 | | [ | 1
oR 70.00 ms 96.20 ms
172.22.22.22 — 172.22.176.230 KLAUS (AJ010D) - B HOUSTON (BAOAOE) - B *
2014-09-05 16:35:29.816 2014-09-05 16:35:29.955 82.68 ms
96.03 ms
100 A
S04 83.57 ms | e
895.77 ps
20— ]
- 1000 ¢
5_
2_
1 III I [ L 1
70,00 ms 96.20 ms
—_—— Guyana &
Colomb|a s Sumame Gulf of & %

Mitinas

Map data © 2014 Google. Draft Logic distance calculator © 2014 draftloglc com
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Guaranteed Performance through dedicated Hardware
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Tools Integration with Open Interfaces

COMTRADE
——>

PCAP, ...

Tool A Tool B
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Tools Integration
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4 [v] COMTRADE
4 [] local (AN24D) 2014-12
» v Analog
k % Traffic

4 ¥l Remote (BADZEE) 2014-1

b ™ Analog
’ = [raffic
4 [v] PCAP
4 Local (AN24D) 2014-1
V1A
B

4 Remote (BADZBE) 2014-1

¥l B

-4

2-04 De:57:46.458

2-04 D&:57:45.749

2-04 0E:57:46458

Calsers\freste00\Documents\OMICRON\DANED Control

COMTRADE

Filename 2014-12-04-06-57-45
Data file type Binary v

[ ] Resampling v
Open exported files

[] Open COMTRADE in TransView

[ ] Open PCAP in IEDScout
[] Open PCAP in SVScout

[] Open PCAP in Wireshark
[] Open folder in Windows Explorer

%%
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Summary

Ease of Use is not just nice — it means efficiency

Performance is essential for test & measurement tools

Tools Integration provides additional value
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Thank You for Your Attention !

fred.steinhauser@omicronenergy.com

ﬁ www.linkedin.com/in/fredsteinhauser
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