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REAL THREATS?
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HOW TO PROTECT?
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CURRENT SOLUTIONS

BDEW Security 

Whitepaper

IEC 62351

IEC 62443

IEEE 1686

ISO 27019

BSI Grundschutz

ENISA Guidelines
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SNMPV3

Encryption

Security Monitoring

Network Management

Patchmanagement
RADIUS

Network 

Segmentation

Authentication

Role-based

Access Control 

(RADIUS)

Hardened System

COMMON BUILDING BLOCKS
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EXAMPLE: NETWORK SECURITY FOR IEC 61850 

SUBSTATIONS
IEC 62351

IEC 62443

…

IEC 61850 Station LAN

Substation

User 

Management

Security

Monitoring

Substation Zone

Remote Maintenance Control Center Zone Security Management Zone
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IEC 62351

IEC 62443

…

IEC 61850 Station LAN

Substation

User 

Management

Security

Monitoring

Substation Zone

Remote Maintenance Control Center Zone Security Management Zone

EXAMPLE: RBAC AND SECURITY MONITORING

?

!



8

Secure IEC 61850 Substations

Standardisation 
& Legislation

Corporate 
Security

Security 
Enhanced 
Products

CONCLUSION
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THANK YOU FOR YOUR ATTENTION !

Any liability regarding the correctness and completeness of any information and/or specifications in the presentation is 

excluded. All rights are reserved to alter specifications, make modifications, or terminate models without prior notice. 

The specifications of a model may vary from country to country.
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