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Bo3MOXHbIN yaarneHHbIU AOCTYN K HEKOTOpbIM cuctemam N3C
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Kaspersky Industrial CyberSecurity
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KICS FOR NETWORKS
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ABB SPA-Bus
Allen-Bradley EtherNet/IP
CODESYS V3 Gateway
DNP3

Emerson DeltaV

FTP

General Electric SRTP

IEC 60870-5-104

IEC 61850: GOOSE, MMS (BKAnto4an
MMS Reports), Sampled Values

Mitsubishi MELSEC System Q
Modbus TCP
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OPC UA Binary

PacwmpeHHan noaaeprKKa npoTOKO/10B

Siemens Industrial Ethernet
Siemens S7comm™, S7comm-plus
Yokogawa Vnet/IP

Penematnka BDUBus

Mopgudukaumsa npotokona MMS
ans ycrtponcts ABB AC 800M

Moandukauyma npotokona Modbus
TCP pna yctponcts DKPA 243
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PacwmpeHHana nogaepXKa obopyaosaHusa: MNJK

« ABB™ AC 800M e Siemens™ SIMATIC™ cepuun
* Allen-Bradley® ControlLogix® S7-300, S7-400, S7-1500, S7-
5570 1200
* Emerson DeltaV cepuit MD, * Yokogawa cepuit AFV10,
MD Plus, MQ AFV30, AFV40
e General Electric RX3i * [JIK c cuctemomn UCNONHEHMA
 Mitsubishi System Q E71 ans CODESYS V3

* OMRON cepuu CI2M

* Schneider Electric cepuun
Modicon: M580, M340,
Momentum



Cuctema
obHapy>xeHus
BTOPXXEHUN

Ceommmmns care:

CeHcopbl cUCTEMBI
oBHapyxeHus
BTOPXEHUN

CpeactBa 3awmThbl OT
HeCaHKLMOHNPOBAHHOTIO

Tyn
CpencrtBa Aoctyna
aHTUBMPYCHOW
3aLmThI Cuctema KoHTpons

CbEMHbIX HOCUTENEN

[r——

KASPERJKY#2



Ponb KICS B peanusauumn tpedbosaHumn npukasa PCTIK 239

- YactuyHo - YactnyHo
PearnpoBaHue Ha MnaHupoBaHue
- YactnyHo KOMIMbIOTEPHbIE - WctouHuk ana SOC/SIEM MeponpusTMii No
VHLUMOEHTbI obecneyeHuto Nb
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WpoeHtudmkauusa n ObecneyeHune

ayTeHTUUKaums OOCTYMHOCTU



OpraHusauus 3awuTbl Ha ypoBHe APM, cepBepoB U1 MOHUTOPUHT
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PeweHue Kaspersky Industrial CyberSecurity (KICS)
pa3spaboTtaHo «J/labopaTopmeit Kacnepckoro» ans
3aLWMTbI CIOXKHbIX NPOMBILWEHHbIX cpes U obecneyeHms
HenpepbIBHOCTM TEXHONOTMYECKUX MPOLLECCOB
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KICS ansa xoctoB

KICS for nodes — npombILWAEHHbIN aHTUBMPYC C
paclnMpeHHbIMMY BO3MOXKHOCTAMM

KICS for networks — MOHUTOPUHI aHOMa/IbHOW
AKTMBHOCTU B NMPOMbILI/IEHHbIX MPOTOKO1axX

MMKPOKOHTPONAEPbI
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PeweHune

1. 3awwuTa nepumetpa
TEXHOMNOMMYECKON CETH

2. 3awwuTa ot BpegoHocHoro MO APM
N cepBepoB

3. OGHapyxeHne aTak BHyTpU CETU
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Kaspersky Industrial Cybersecurity Conference

Industrial
Cybersecurlty
Safeguardmg

https://ics.kaspersky.com/conference/
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