l MOHUTOPWUHI N OAMarHoCcTuKa
GOOSE-noTokoB Ha base
Ethernet-kommyTaTtopa

MOK61850

GOOSE CHECK

JlonyxoB UBaH
Moxa.lnc
2019 Uwonb

MOXANA

Reliable Networks a Sincere Service




ConepxaHue

KomMmyHukaumm

GOOSE Detalls
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GOOSE CHECK

« GOOSE Tampering
« GOOSE Time-Out
SMART ALARMING

COMMUNICATION WITH SCADA
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MOK-61850 apxuteKkTypa 1 npoToKonbl
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GOOSE npobnemMbl KOMMYHUKaLUKn

Bad / No GOOSE reception
* Network setting issue?

» |ID settings issue?

* Other?

GOOSE
Publisher

GOOSE
Subscriber

5 Confidential MOX/\



IDS, Firewall n kommyTaTop Ha
noacTtaHuuu
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Cybersecurity provided via
powerful traffic content
analysis.

Inspection of mirrored traffic
by central hosts.

Analysis realized by computers
(hosts) with scanning software.
Deep-packet and traffic pattern
analysis.

Learning capabilities via artificial
intelligence.

6 Confidential Confidential MOXANA

* Real world substation IT
networks are dominated by
switches

« Switches have limited CPU
power and memaory resources

 Switches are in immediate
vincinity of end devices (IED,
station computers, gateways)
from Station to Process level



GOOSE cneuunduka

Publish
« Multicast Message (Layer 2)

* No confirmation of message reception

=> repetition strategy =

1B

GOOSE

Publish /

Subscribe

—
Pub. GOOSE1 Pub. GOOSE2 Pub. GOOSE3
Sub. GOOSE2 Sub. GOOSE1 Sub. GOOSE2
Sub. GOOSE3
Relay A Relay B Relay C
Subscribe

Typical parameters used for subscription

(depends on implementation):

* Application ID

 Destination MAC Address

« GOOSE ID

7
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GOOSE d¢dopmaT coobLueHus

=

Frame 1 (132 bytes on wire, 132 bytes captured)
Ethernet II, Src: 34:08:04:2a:ad:d8 (34:08:04:2a:ad:d8), Dst: Iec-TcH7_01:01:ff (01l:0c:cd:0Ll:01:ff)
802.10 virtual LAN, PRI: 4, CFI: 0, ID: O
GOOSE
APPID: Ox3fff (16383)
Length: 114 -ﬁ‘ﬁ‘“‘“‘*‘--—-___ﬁ_ﬁ___ﬁ_ﬁ‘*
Reserved 1: 0x0000 (0Q) . . .
Reserved 2: 0X0000 €0) They are unique in one substation.

= goosepPdu
gochref: IEDSCOUL/LLMNO$GO$EVaAT
timeallowedtoLive: 300
datSet: IEDSCout/LLNO$Eval_Dataset
goID: GOOSEID
T: 531D36ACODB33C00
sTMum: &1
sgNum: O
Test: False
confrev: 1
ndsCom: False
numbatsSeteEntries: 3

= allpata: 3 items

# Data: boolean (3)
# Data: integer (5)
B Data: hit-string (4)

+ [+

o
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GOOSE MOHUTOPUHT - HTEepdenc
GOOSE Status

GOOSE monitoring

APPID

Destination Address (DA)

IED Name
VLAN ID
Ingress Port
Rx Counter

10

 Health
« Tampered
 Time-out

GOOSE Check

¥ Enable

Add Static GOOSE Address
APP ID 0x
GOOSE Address 01

Meonitoring Table

APP | - 0OSE Address IED Name = Status
1D Port Counter

- 0c - cd - 01 - |

Update Interval: every 5 secs

| 01:0c:cd:01:00:00 || BC_CONTCTRL

| Health Static

(o] 1 ] | |

[ O || 2 1 || 01:0c:cd:01:00:01 || BC_CONTCTRL | 1 12| | Health |Dynam|c|
[O] 3 |[ 1 || 01:0c:cd:01:00:02 | BC_CONTCTRL || 1 |[ 12 || 85 | Timeout |[Dynamic|
[ ][ 4 | 1 | 0t0ced01:0003 || BC_CONTCTRL | 1 || 12 | 8 | Health | Dynamic|
[ O] s | 1 |[ot0ccd0t:0004 || BC_CONTCTRL | 1 |[ 12 |[ 8 | Health | Static |
[ =] & | 1 | 01:0ced01:00:0s | BC CONTCTRL || 1 || 12 | 8 | Health | Dynamic|
[ O] 7 ][ 1 | ot0cedot0006 | BC CONTCTRL || 1 || 12 | 8 | Tampered| Static |
[ O] 8 |[ 1 | ot0cedot0007 [ BC 27 1CTRL || 1 || 12 | | Health || Dynamic| -

Confidential

MOXAN



GOOSE cmeHa nopTa

GOOSE Packet

Monitoring Table

Update Interval: every 5 secs

APP | GOOSE Address IED Name oo Status
1D Port Counter

a | 01:0ccd0101F IEDScout Health || Dynamic
T s

Behavior if we change the cabling?

N
GOOSE Packet mmypam i~~~

[
_ [
3 Faman (11T TR TR T I 1T R

Monitoring Table

H AII[:]P GOOSE Address IED Name m

a || 01:0c:cd:01:01:5 IEDScout || 1

Update Interval: every 5 secs

Rx
Counter

64 Health || Dynamic

o] sersone |

11 Confidential

Status Type

GOOSE Ingress port* is
automatically learned by
the switch

* Trunk port is also supported

Ingress port is updated
accordingly (no Alarm)

Note: same mechanism when
network topology changes

MOXAN



GOOSE noameHa nakerta

Confidential



GOOSE noameHa

3rioHaMepeHHas aTaka

Tap and duplicate
same GOOSE packet

with different state

L L
node node
LN LN LN LN
FTRC FTRC
XCBR RREC XCBR RREC

LN LN

rIOC PIOC

t U Proces t U Frocess bus
1 Ghps 1 Ghps

[IVEITAY i3) (6) Ethernet LAN () SMv [E3) (6) Ethernet LAN

Current measure Circuil trip Circuit close Current measure Circuit trip Circuit close
High=valtage line g / ! !I l High-valtage line g / ! !I l
Currant Currant
transforme Breaker transform Breaker
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OOHapyxeHne NCTOYHUKA

Duplicated
GOOSE

In case of tampered GOOSE, only the
switch where “Duplicated GOOSE” is
connected may detect the alarm

The said switch is the one that issues
L | . —a N AL the alarm making easy the diagnosis
- of the fault location
(I

L) SMV
Current measure
ligh-voltage line < / s -
| § Al
Current = o
transformaer Breaker

14 Confidential MOX/\



TpeBora no hakty ooHapyxXeHus

GOOSE Packet

Monitoring Table

Update Interval: every 5 secs

APP | C0OSE Address IED Name Ingress Status
1D Port Cou nter

a | 01:0c:cd:01:01:ff IEDScout (K 12 Health H Dynamic

e e T

« Description
« The same GOOSE message from different source ports
* Only Reset action can clear Tampered Event

GOOSE Packet Tampered GOOSE Packet

Monitoring Table

Up-date Interval: every 5 secs

APP Ingress

a || 01:0c:cd:01:01:5f H IEDScout 1 || 1-2 234 || Tampered || Dynamic |

——— e
15 Confidential MO/



He-3noHamepeHHada noameHa GOOSE

Simulation feature introduced with IEC61850 Edition 2

Simulation Feature

> Simulation of GOOSE and SV...
> not from the real process
> bit in the Ethernet Frame

> |ED in simulation mode
> LPHD.Sim = True

o2l | GolD=1 GolD=1
Simulation = FALSE Simulation = TRUE

\|

Subscribe GolD=1

LPHD.Sim = FALSE
LPHD.Sim = TRUE

IED
@ OMICRON

Academy OMICRON

Example of IEC61850 Test with Omicron test equipment
16 Confidential Mox,\“



GOOSE -3apepXku
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GOOSE npuynHbI 3agepxekK

The GOOSE messages transmitted in the network can be influenced by
noise, traffic, or human error, resulting in the packets not being received
within a certain time frame.

When it happens, switches will issue a Time-Out Alarm
It may happen:

« When CRC is wrong
 When next GOOSE is received after “maximum delay”

18 Confidential MOX/\'



GOOSE 3apepxkKa (time out)

U3-3a nnoxou cpeabl

External noises or

Relay
Lexgical
niode

PFTRC

LN
mMocC

1

(L SMV
Current measure

aging component

lead to CRC wrong

Relay
Logieal
node
LN LN
FTRC
XCBR RREC
LN
PLOC
t ” Process bus
T “— 1 Gbps
Ly SMV 3 6] Ethernet LAN
Current measune Cireuit trip Circuit close

High-vaoltage line E /

19

High-vaoltage line E / ! Il l
Current
tran

Confidential

Packet with wrong CRC is
discarded and so it is not
forwarded to next switch

Switch discovering wrong
CRC issues Time-Out alarm
(no need waiting for next
switch to flag the time-out)

MOX/N\



GOOSE 3apepxkKa (time out)

lNMeperpyska Tpacpmkom

p IEC 61850-8-1 defines timeAllowedtoLive
8 Suten 8 (TATL) for each GOOSE message, which
IS the maximum validity period for a
GOOSE message

Frame 1 (132 bytes on wire, 132 bytes captured)
# Ethernet II, Src: 34:08:04:2a:ad:d8 (34 (R
802.1q wvirtual LawM, PRI: 4, CFI: 0, ID:
= GOOSE

poele: QarTE e Time Allowed To Live: TATL

Reserved 1: 0x0000 (0)

Relay Switchgear Ralay Reserved 2: 0x0000 (Q) (mS)
Logieal = gooserdu
v LN N gochRref: IEDSCout/LLNO$GO$EVaT
FTRC NCBR RIEC timeallowedtoLive: 300
datset: IEDScout/LLNO$Eval_Dataset
goID: GOOSEID
LN t: 531D36ACODB33CO0
MOC STNUm: 61
sgnum: 0
test: False

t ” confrev: 1
Process bus ndscom: False
T = 1 Gbps .
) numpatsetentries: 3
. (L) SMV . l.s.] ) . lc?. ][ﬂmvnek LAN = allpata: 3 Stems
’ Nt il Uit L close
urrent measure ircuit trip ircuit close ® Data: boolean (3)
High-voltage line / L & pata: integer (5)
é_ dn ® pata: bit-string (4)

Cuprent —
transformer

20 Confidential MO/



[TOUCK UCTOYHUKA 3a0ePXKKN

SWi1 SW2 SW3

In case of GOOSE Time-out, several ! |
i GOOSE stream

switches along GOOSE path may detect i >

1
:
1
1 1 . 1
. i Time-Out |
the same Time-Out alarm ! D ictected !
P GOOSE Time-Out 1 1
il ifi i 1 1
GOOSE stream ! Notification ' GOOSE stream !
| L «MNolssue » Noffication o Time-Out
I (Or no response) t detected
SW3 Time-Out : (tay _ I
SW2 Time-Out detected | ——cOSElmecut
detected : : :
! I _ «Issue already detected 3}
: . Notification .
' ' ®
1 1
Swl | | i
No Issue ! ! !
detected I I |
” ) v v vtime
i (t) Time-Out Alarm sent to SCADA

w @ No Alarm

) | <+— |nter-switch
| o - --% communication

Smart Alarming mechanism ensures that only the first
switch that detects the issue, raises the alarm. Time-
out root cause is obviously nearby to the said switch

(3]
Cus t measure. ireuit trip Ci
High-voltage line o ﬁ T
| AR
Current )
o EBreaker
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NHTerpauma B SCADA cucrtemy
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SNMP Manager

TRAP

DO

\§
Q Mgy =

. =R : TRAP

SNMP Manager

23

= E gooseCheck
b gnuseCheckEtatus

=- E guuseCheckEntw
‘ﬁ? gooseAddress
- appld
G:u iedkame
B vid
-8 port
,;% t'ﬁ"F'E

- e Trans

GOOSE state is not available through SNMP

gooseCheckTrap
“GOOSE Timeout: Port 1-2 0x0001 01:0c:cd:01:00:00”
“GOOSE Tampered by Port1-4: Port1-4 0x0001 01:0c:cd:01:00:00”

Trap examples consider below GOOSE message

APP | -0OSE Address IED Name L e Status
1D Port Counter
85 |

1 | 01:0c:cd:01:00:00 | BC_CONTCTRL | 1 Health Static

Confidential MO/



IEC 61850 moaenb AaHHbIX

24

Moxa proprietary logical Node LGOC

Data object name

GoApld

GoAddr

ledName

Vid

InPort

RxGoCnt

GoStatus

Common
data class

INS

VSS

VSS

INS

VSS

BCR

ENG

Logical Node LGOC

Data Data

Attribute format

stVal Long

stVa Vstring255

stVal Vstring255

stVal Long

stVal Vstring255

stVal Int64

stVal Enum
Confidential

Description

GOOSE APPID

Multicast address

IED name

VLAN ID

Ingress port

Rx GOOSE counter

GOOSE status.
O=health,
1=timeout,
2=tampered

MOXAN



Peanusauna B kommyTtatopax Moxa
MOK 61850-3 Layer 2 and Layer 3 ynpaBnsieMbi KOMMyTaToOp

IEEE 1588 Gigabit PR = Power / Derault Profile
and PTP Sync LED nHavkauns

PT-G7728/G7828

* LV: 24/48 VDC (18 to 72 VDC)
* HV: 110/220 VDC/VAC
* External PoE (720W)

« 2 x 10/100/1000 BaseT(X) and 6 slots, each slot can choose
2 x 100/1000 BaseX SFP port * 4 x 10/100/1000 BaseT(X), PoE/PoE+
* 4 x 100/1000 BaseX SFP slot

25 Confidential MOX/N\



MoHuTtopuHr Goose cerogHsi U 3aBTpa

Today
e Enhanced Cybersecurity

e Node-based, distributed detection anomalies in
IEC-61850 communication

e GOOSE fingerprinting

Tomorrow
e Integration in host-based systems for
— GOOSE counter analytics

- Buffering of anomalous GOOSE packets
— GOOSE event log

- GOOSE communication scheme (matrix)
verification

MOXAN



Jlonyxos UBaH Banagumumnposuy
MeHeaKep no paboTe c KAKYEBbIMU
KMEeHTamMmu

NpeactasutensctBo Moxa Inc. B Poccuu

Tel : +7 (495) 287 09 29 ext. 208
Skype id: ivan_lopukhov

ivan.lopukhov@moxa.com

MOX/N

Reliable Networks a Sincere Service

© 2018 Moxa Inc. All rights reserved.
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