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CBepeHuna. metoabl KommyHukaumm B MOK 61850

KnneHt / CepBep cepBuChl Real-time cepBucobl

> LleHTp ynpasneHus < yctpomnctea (SCADA)

>  OTYETbl, KOHTPONb, W.T.A.
> He KpUTUYHbI KO BpEMEHMU

> CoeagnHeHne ogHOro ¢ O gHUM
(Two-Party-Application-Association)

== Data
Get, GetDef, ... —
h <3HayeHue>
) B
Set, Operate, <3HayeHue> =
P > 3
) noaTBepXxaeHne
= - R
OT14eT <3HauyeHune>
: g 2
KrnneHTbl Cepsep
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>  bBbICTpas KOMMyHUKaUUS Mexay
ycTpoucTBamu 1 nepepadya SV
> GOOSE n Sampled Values
> KpuUTUYHBI KO BpEMEHU
> CoegunHeHne 0gHOro Co MHOXECTBOM
(Multicast-Application-Association)
= Data
Data multicast Data
— P <3Ha4deHune> —
NcTouHumK
- nyénukaumn
—_— Publisher
MNognucymku
Subscribers
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CBepeHunna . kommyHukaumm KnueHt/CepBep

SCADA Cucrema IEDScout / Test Universe
B - TCP coeanHeHmne TCP coeaonHeHmne -
KnneHt KnneHt
| u u e
Cepsep | Cepsep
I — — I
Nayi N3y2 N3y3 NoYy4

%%
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CBepeHusA . KOMMyHMKaumn Multicast

SCADA Cuctema IEDScout / Test Universe

= B L

— TCP coegnHeHne TCP coeavHeHune

° | ] : - | .
N3Y nocbinaer GOOSE kak — - e
LUMPOKOBELLaTENIbHbIE CUTHarbI s—
(OIHO YCTPOMCTBO — MHOXECTBO | T T T
No4NUCYNKOB) l
|
) - 2 i
nNavyil Nay2 nNays nNavy4a
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l CBepeHua:. ucnbitaHna ¢ MIK 61850 B cpaBHeHUM co

cTapbiMu cnocobamwu
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PeweHue: TectoBbin Pexxum

> TecTunpoBaHue Kaxaoro normnyeckoro yana (logical node) kak
PROTECTION.PDIS1

> TecTnpoBaHMe KaXXgoro norndeckoro ycrpomnctsaa (logical device) kak
PROTECTION

> bonee 4eMm NpoOCTON «TECTOBbLIN PEXNMY:
> on; on/blocked; test; test/ blocked: off

HeBepHbIe

> 4
¥ HeBepHble

0’ *
* *

onQ
£ (Oon-blocked
3 & Tect  BXoaOHble OaHHbIE,

BxoaHou curHan |@ >@.- »O > o6paboTaHHble

: KakK BEpHble

v ‘O test-blocked
offQ, T,

"~.‘ % BepHble
HeobpaboTaHHble

%%
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CnoxHble B3aUMOCBA3U, onpeaenéHHble B cTaHAapTe

LNMode LDMode NBeh (read only) LNBeh
KXXX Mod LLNO.Mod X.Beh Value
on on n 1
on on-blocked on-blocked 2
on test test 3 .
on test/bocked test/blocked 4
Function behind LN ON on off off 5
on-blocked on on-blocked 2
Output to the Process (Switchgear) via a non- on-blocked on-blocked on-blocked 2
IEC 61850 link for example wire (typical for X...,Y... YES on-blocked test test/blocked 4
and GGIO LNs) on-blocked test/blocked test/blocked 4
on-blocked off off 5 | ===
Qutput of FC ST, MX value is relevant valuei| test on test 3 nt
(issued independently from Beh) q is relevant qistf poct on-blockad test/blocked 4 d
test test test 3
Response to (Normal) Command from Client at test test/bocked test/blocked 4
(a+ [ a- acknowledge ment) pos. ack. pot| tact off off 5
Response to TEST Command from Client a- Estfblocked - tesifblocked i
(a+ / a- acknowledgement) neg. ack. ne¢| test/blocked on-blocked test/blocked 4
test/blocked test test/blocked 4 —
Inceming data with validity=good AND Processed as Proce test/blocked test/blocked test/blocked 4 |
test=false AND operatorBlocked=false valid v| test/blocked off off 5
off on off 5 | —
Incoming data with validity=questionable AND Processed as Proce| off on-blocked off 5
test=false AND operatorBlocked=true questionable ques off test off 5
Incoming data with validity=good AND Processed as proce| Off test/blocked off 5
test=true AND operatorBlocked=false invalid in| off off off g
Incoming data with validity=questionable AND Processed as Processed as Processed as Processed as Not Processed
test=true AND operatorBlocked=true invalid invalid questionable questionable
Incoming data with validity=invalid AND Processed as Processed as Processed as Processed as Not P ed
test=don't care AND operatorBlocked=don't care invalid invalid invalid invalid at Process
Mon;LE:i:nt;Ls.s:ll:sltr:.:r:..(:l:ﬂ;:::::ﬂ;?:::‘and Processed Processed Processed Processed Mot Processed
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UHaukauua mopgenupoBaHuna ¢ GOOSE n Sampled Values

> Kak oTnnunTb «pearlibHble» CUrHanbl OT SMyJ'IVIpOBaHHbIX?

> BoicTaBnset Becb N3JY (“pusnyeckoe ycTponcTeo”) B pEXUM IMYNSLUN
LPHD.Sim = True

__
voy .. Ef| Goib=1 GolD=1
l amynauma = FALSE amynauma = TRUE
oo

I

MNoanucka GolD=1

LPHD.Sim = FALSE
N3y |LPHD.Sim = TRUE

%%
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l 3ayem ncnonb3oBaTb KnneHT/cepBep Npu TeCTUPOBaHUM

> Pabotaet nu cea3b co SCADA
cucremon?

> YcTaHoBKka N3Y B pexmm
(test test/blocked off on on/blocked)

> OTnpaBnAlTCA NN OTYETHI B
SCADA cucremy?

> BcTpauBaeTtca B WabnoH ans
ncnoitaHnn P3A. lNoarotoska
TECTUPOBAHUA/OLIEHKN.

N3y
BbIKNtoYaTens

| » BblKNo4aTenb
Y —

Merging
unit

> Y10 nponcxoguT B MOAENN JaHHbIX
N3y?

Moaynb knueHT/Cepsep [ = \

%%
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HoBble Bo3aMoxxHoCcTH ¢ moaynem KnueHt/CepBep

SCADA IED IED

/

Substation network
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L
o) A
G 3
) S -
MU DANEO 400 1510 200
Qooto Breaker
N ‘ IED
1 [
V, |, binary signals Binary signals
) PN
= *
VI T Circuit breaker Primary power system
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Bawwu BbIroasbl:

> [lpoBepka cBa3n ¢ SCADA B cuctemax 3aluunTbl
> YnpaeneHue pexumamu (test test/blocked off on on/blocked)
> ABTOMAaTU4yeckas noarotoBka TeCTUPOBaHUS & OLEHKN

> HoBble BO3MOXXHOCTW: UCMNOMNb30BaHME NOSTHOWN MOAENU OaHHbIX ONS
NCMbITaHNA 3alUUT

%%
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TexHu4yeckasn peanusauus

> Mogynb KnneHt/Cepeep M3OK 61850 npeanaraet MHOrO HOBbIX BO3MOXHOCTEN
Onga NPMMEHeHUs

> [10 Test Universe cBAa3biBaeTca Hanpsmyto ¢ Y

Ethernet/USB

B

J Cetb N3Y

KommyHukaumsa N3Y S J Tok & HanpsiokeHuve
———————————————— H mmy

A

[ o B
! |

A

%%
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UcnbiTauna Knmnent/CepBep ¢ moaynsamu MO TU

Cetb NJY

el

KommyHukaumm N3Y

il
il

- oo

> YcTaHOBKa TeCTOBOIO pexuma u
noseaeHuns

>  OTyeThl
aKTUBUPOBAHbI/OTKITHOYEHbI

>  WM3BelleHunst otyeTa
>  YTeHume 3HayeHumn



Moaynb KnueHt/CepBep B Aetansx

—= Import —
=)

SCL file

Ol
«« 30O

0oo|
0oo!
0oo|
[u[u[u]
s [JOO

* YCcTaHOBKa TECTOBOIO pexuma u
noseaeHns

Output
C/S Response

Output
C/S Response

Output
C/S Response
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Reset IED il

OTtyeThl adKTUBUPOBaAHbI

Wy,
S © TOKM U HanpshXeHus

> |[/13BeLleHnsa otyeTa
& > YTeHune 3Ha4YeHUn

« CB6poc TECTOBOrO pexuma u
noBeAeHus

e OTYeTbl OTKITHOYEHbI %%
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LLar 1: napameTtpupoBaHue NJY

File Home States View
& &

L] 1 ¥ Status Hist o
& Tv s RELIDS
it 4 Overload Monitor | —
Manage Apply Test Detail Time Signal Phasor Assessment Report ) |!|i Secomiar}r|
Views™ layout | View View  View  View  View  \View /S Monitor -
ut ivate Views nits
Layol Acti Vi Show Uni

Test View: IEC61850_SIPS.ocs

Set IED
Prefault 1
Fault 2
Postfault 3
Reset IED

YcTtaHoBKa peXnma nocre 4YTeHns

~ O X il Detail View: Set IED >~ 0O
Settings |
—Set Modes and Simulation Flag
Name Set to Read +
1 Application.LLNO.Mod 3 [tesf] 1 [on]
X

—Enable Reparts

+
Report: Application.LLMO.Protection01
1 DataSet: S75J86Application/LLNOSDataSet ' 4
Trigger on: DataChange

&

AkTnBauma ot4eéToB KoMMyHuKaumm co SCADA cuctemonm
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LLUar 2: HasHa4YyeHMe 3Ha4YeHNU aBapPUNHbIX PEXUMOB U
oXuaaembliX pe3ynbraToB

Detail View: Fault 2 > 0Ox

3HayeHUs aBapUMHbIX PEXXUMOB | setongs | 5

rRead from IED
Mode: DA subset |~

Detail View: Fault 2
AEN01JPROT.PIOC1.Str.general
Settings | Cfs AE001JPROT.PIOC1.Op.general

][] [

A 4

Fault values j
L1-E  |[=]
10,00 WV 0,00 * 50,00 H=
2,000 A -30,00 ® 50,00 H=
80,00° rStop Condition
EOnTrigger

|AEUUUPROT.PIOCLOp.generaI=True | |

[

O)KI/Iﬂ,aeMble 3Ha4YeHNA B MOoAdeS1N AaHHbIX
%%

© OMICRON Page 16 OMICRON

S




Ucnonb3oBaHue uHhopmauum UIJY ona tectupoBaHus

| Filter...

575)86

IP address: 192, 168.0.31
SCL Path: C: \Users \Tho5ch...

b DataSets
4 Data Model
» Application

LDf:3t
CBl_Fundame...
[pa

D2

LD[l=!

[Ln

Ln1_5051NOC...
LLNO Ltho
GAP(C3 GarC
ND_PTOC...
ND_PTOC...
NLPTOCL ...
PTRC4 FTAC

» [MELn1_50510C3...
e M1 A7MErOE2

kb v v v v w w

# show descriptions

575186 » Data Model » Lnl_5051NOCandAl « NI_PTOC1

Time overcurrent

MName Description Value

3 EMDd EMC Mode

3 EEEH EMZ Behavicur

» @Health EMZ Health

4 EStr ACD Start
mgeneral [5T] Logical "or" of the phase ...
mdirﬁenera...[ﬂT] General direction of the f...
mq Quty  [5T]  Quality of the attnibute(s) ...
Et [5T] Timestamp of the last ch...

» By Op AT A Operate

» EBII( 5PE Dynamic blecking of fun...

b [ ActDynSet =7

> @BIkaDITm 5P5

3 @Inactive =

b B3 InrshBlkOp AT

b [ DySgRcl CAc 575

[ e | P = P T

ABapuiHble yCTaBKn
HanpasneHHOCTb
3emMmngaHasa 3awmTta
3amepeHHble

BEJTMYNHbI
PIMH
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®PuHuw: copoc NJ3Y

File Home States Vi

% O StatusHistory i primary

Overload Monitor

%%

Manage Apply Test Detail Time Signal Phasor Assessment Report 1l Second
Views~ Layout™ | View View View View View View C/S Monitor u|
Layout Activate Views Show Units
Test View: IEC61850_SIPS.ocs ~ O = W Detail View: Reset IED ~>»0Ox
Setti
# setED ettngs |
[=] Prefault 1 —Reset Modes and Simulation Flag
E Fault 2 Name Reset to Read
E Postfault 3 1 Application.LLNO.Mod 1 [on] 1 [on]
5 [y ResetED
Cbpoc,
BO3BpaLLaLLINN
nepBoHa4valribHble
rDisable Reports
SHa"eHA
Report: Application.LLNO Protection01
1 DataSet: S7SJ85Application/LLNOSDataSeat
Trigger on: DataChange
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[MpocmoTp ocuunnorpammbl

Busyanusauunsa getanen cobbitus (OTYETHI)

Time Signal View: IEC61850_SIP5.0cs

- [ =

I Cursor1 0,000 8 | <none= nia
[ Cursor2? 11,84 8 | <none> nia
Cc2-C1 1184 = néa

-100 . 5
VLIE —— VI2E VL3E
VA :
27 43 50 51 52 53 54 55 56 57 58
ﬂ_ '
_z.u__ E

Relative Time: 0,405 s

Report control block ref.  575J86Application/LL...

] l 1 Configuration revision 1

Report ID 575J86/Application/L...
DataSet name 575)86Application/LL...
Reason for inclusion Data Change

Trigger Yes

(Name __ ____Jvawe |

Lnl_50510C3phal.PTRC3.5tr.... True
Lnl_50510C3phAl PTRCS.5tr.... |0 [unknown]
Lnl_50510C3phal.PTRC3.5tr.... True
Lnl_50510C3phAl.PTRC3.5tr.... 0 [unknown)]
Lnl_50510C3phAl PTRC3.5tr.... | False
Lnl_50510C3phAl PTRC3.5tr.... |0 [unknown]
Lnl_50510C3phal.PTRC3.5tr.... False
Lnl_50510C3phAl PTRCS.5tr.... |0 [unknown]
Lnl_50510C3phAl.PTRC3.Str.g 0000000000010
Lnl_50510C3phAl.PTRC3.O0p.... False
Lnl_50510C3phAl.PTRC3.0p.q 0000000000010
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OueHkKa n npocmoTp MoHuTopa KnmneHt/CepBepa

ABTOMaTun4yeckas oueHka gaHHbIX ([Tony4YeHHbIN OTYET)

Assessment View: IEC61850_SIP5.ocs

Name State Parameter Expected Dev- Devs Actual Dev. Aszess..
1 Assess. 2 Fault 2 DS Member: Ln1_S0510C3phA1 PTRC3.5tr.general True True o
“ Aszess 3 Fault 2 Application.LLMO.Protection01 Received Received o

|
C/S Monitor: IEC61850_SIPS.ocs

Time

| Relative Time| Description

wp 2016-01-28 13:10:35,639
—| 2016-01-28 12:10:36,647
|4=2016-01-28 13:10:36,778
4 HEDIE-DI-ES 13:10:37,190
= 2016-01-28 13:10:37,191
=4 2016-01-28 13:10:37,254
|4=2016-01-28 13:10:37 377

0,031 s
1,000 s
0,000 s
0,405s
0,405 s
0,419 s
0,000 =

[Prefault1] Read operation Lnl_5051NOCgndA1.MD_PTOCL.5tr.dirGeneral = 0 [unknown].
[Prefault 1] State ended.

[Fault 2] State started.

[Fault 2] Report Motification received Application.LLMO.Protection01 (Data Change).
[Fault 2] Trigger condition Application.LLMO.Protection01 = Received has occurred.
[Fault 2] State ended.

[Postfault 3] State started.

© OMICRON

B NMPOTOKOJ1 NCNbITaHUA MOXHO 006aBUTb Bonblle aeTanen
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MMpocmoTp NnpoToKona

Report View: IEC61850_SIP5.0cs

- O =
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Assessments
Name State Parameter Expected |Dev- Actual Assessment | Date/Time
Agzsess. 2 |Fauk2 DS Member: Ln1_S0510C3phA1.PTRC3.Str.general | True True + 28-Jan-2016 13:10:37
Agzsess. 3 |Fauk2 Application. LLMO.Protection01 Received Received + 28-Jan-2016 13:10:37
Aszzezz: + . Passed x .. Failed o .. Mot asszessed
Modes and simulation flag
Set IED Reset IED
Name - :
Old Value ‘Hew Value Old Value ' New Value
Application. LLNO.Mod | 1 [on] 13 [test] 3 [test] 1 [on]
Set |[ED Timestamp: 28-Jan-2015 13:10:30
Rezst |ED Timestamp: 28-Jan-2018 13:10:38
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Knnent/CepBep MIK 61850

> TecTunpoBaHue KommyHukauum cuctem P3A co SCADA cucremamu
> YnpaBneHue pexumamm (test test/blocked off on on/blocked)

> ABTOMaTu4yeckasa nogrotoBka Tect/OueHKa

>

HoBble BO3MOXHOCTU: UCNONIb30BaHMe NOJfIHOU MoAaenuvu AaHHbIX AnS
UCNbITaHUA perieMHoON 3almnThbl

%%
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