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l Automation and Control Testing ld

PROTECTION, AUTOMATION & CONTROL WORLD

> Protection Testing: lots of improvements in the last 20 years
> Tools for Automated Testing
> Standardized Test Plans reduced efforts dramatically

> But what happened in the...

acworld

> Testing Automation and Control Systems:

Manual procedures in a Conventional Hardwired Substation
Increase complexity with Communication

Use of Logics, Interlockings

SCADA, Gateways, RTUs

Firmware and Patch Updates due to Cybersecurity requirements

Py
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\Y/

Still using the same Manual Testing Methods...

%%

Page 2 OMICRON



l IEC 61850 Substations

> Data Models
> Client/Server (Reports), GOOSE, Sampled Values
> System Configuration Language (SCL)

Gnd Control

Engineering clock

supervisory level

ul
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bay bay bay

primary equipment
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l Engineering of IEC 61850 with SCL

> |EC 61850-6
> Configuration of overall communication system

> |Interoperability between Engineering Tools

System Specification Description IED Capability Description
SSD System
Configuration Tool
(SCT)
E m |m

[ID Instantiated IED Description

o - /

SCD

. SST Substation . ICT

Configuration
Description  configured IED Description
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SCL Scope

> SCL uses XML-based files

> An SCL file contains following information:

N |
| Substation !
|
! . Conductive Subequip. !
! Substation | Voltage Level | Bay —> . — P :
! Equipment Phase !
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| IED —> Server —»] Logical Device Logical Node | Data |
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> |EDs: Data Models and Configuration of Reports, GOOSE, SV
> Correlation between Switchgear and Functions to IED Logical Nodes

> Communication links between IEDs
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New Test Approach

> Based on SCL Information

> Visualize and Test entire Substation Automation System

> Automated Test Plans

Gnd Control

#1 Monitor and Test

Communication SCADA

supervisory level

Engineering

A station bus = | | '

#2 ldentify errors

bay level

process bus

#3 Test Logic

primary equipment

Vertical communication (MMS)

%D
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#4 Simulation (e.g. FAT)
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New Test Approach

> Testing the SAS during its entire Lifecycle

. Engineering Commissioning

> Test Plan
> Test sequence 1:
> Set LPHD.Sim

4

> Send GOOSE with QB1 closed

> Test sequence 2:
> Set Mod/Beh
> Adapt protection parameters
> Inject SV with fault values

> Reset Mod/Beh
> Test sequence 3:
> Start simulation of IED1
> Activate trip in simulated IED1
> Assess status shown in HMI

> Assess CILO status (asclient) ——
>

> Assess trip signal in GOOSE and Report ———|—

> Assess Bay controller GOOSE message —— — |

v

>

Test Report

Maintenance
Security

Updates

Simulated equipment Testing with real equipment

> Automated Test Plans

Requirements for Efficient Testing:

- Optional IED Features

- Quality SCD file!
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Test Mode and Simulation Flag

> Test Mode: what are the DUT

GOOSE data IED Output to process
g.test = FALSE Beh = ON processed
Beh = TEST not processed
> Simulating Messages with Test Set
—
| GolD=1 GolD=1 Test Set
@% Simulation = FALSE Simulation = TRUE -

[/

Subscribe GolD=1

LPHD.Sim = FALSE
LPHD.Sim = TRUE

IED

%%
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SCD Substation Section

> Substation Topology in SCD

<Substation desc="Munich" name="AAl" sxy:x="1" sxy:y="5">
<PowerTransformer name="TAl" sxy:y="9" type="PTR">

<PowerTransformer name="TA2" sxy:x="15" sxy:y="9" type="PTR">

<VoltageLevel name="D1">
<Voltage multiplier="k" unit="V">380</Voltage>
<Bay desc="TFl" name="QO01" sxy:x="1" sxy:y="2">

<LNode iedName="AA1D1Q01Q1l" 1dInst="C1lQO01lF1l" InClass="PDIS" lnInst="1"/> Substatlon
<LNode iedName="AA1D1Q01Q1l" 1dInst="C1lQOlF1l" 1nClass="PTOC" lnInst="1"/>
<LNode iedName="AA1D1Q01Q2" 1dInst="T3S1S1" I1nClass="ATCC" InInst="1"/> VOItage Level
<LNode iedName="AA1D1Q01Q2" 1dInst="T3T1Pl" 1lnClass="YLTC" lnInst="1"/>
<LNode iedName="AAlD1Q01Q2" ldInst="T3T1P1l" InClass="YPTR" InTnst="1" E;Eﬁy
<LNode iedName="AA1D1Q01Q1" 1dInst="C1QO1F1" lnClass="pTRc /!~ Munich
<LNode iedName="AA1D1Q01Q1" 1dInst="ClQO01lF1l" InClass="RBRF
<LNode 1lnClass="MMXU" lnInst="1"/> =D1- 380V
<ConductingEquipment name="BCl" sxy:y="4" type="CTR"> -Qo1 -Q02
<ConductingEquipment name="QAl" sxy:y="5" type="CBR"> "
<INode iedName="AALD1QO1Q1" 1dInst="C1QO2QA1l" 1nClass="C Hi t 3 Q, t
<LNode 1edName="AA1lD1QO01Ql" 1dInst="C1lQO02QAl" InClass="X Ql Q81 QB2 -al Q31

<LNode iedName="AAlD1Q01Q1l" ldInst="C1lQO02QAl" 1lnClass="C

<Terminal bayName="Q01l" cNodeName="L11l" name="L11l" subst
<Terminal bayName="Q01l" cNodeName="L12" name="L12" subst

</ConductingEquipment>

QA1

Bl

/s

-Q2 1

R v

IED

QB9

|||-({|-

Breaker Qco

Testing Tool L]
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SCD Substation Section

> Association between Switchgear and LNs

<ConductingEquipment name="QAl" sxy:y="5" type="CBR">
<LNode iedName="AAl1lD1QO01Q1l" l1ldInst="C1lQ02QAl" 1nClass="CILO" lnInst="3"/>
<LNode iedName="AA1lD1QO01Q1l" ldInst="C1QO02QAl1l" InClass="XCBR" lnInst="1"/>
<LNode iedName="AA1lD1QO01Q1l" 1ldInst="C1lQ02QAl" InClass="CSWI" lnInst="3"/>
<Terminal bayName="QO0l1l" cNodeName="L11l" name="L11" substationName="AAl" vo
<Terminal bayName="QO0l" cNodeName="L12" name="L12" substationName="AAl" vo

</ConductingEquipment>

B [ (| |
h  oQ ==
...ROTECTOR HMI RTU1

Iy

AA1 - Munich

=D1 - 380k

R L I

R |sv] %
m[m Y

o

RTUZ Communication

ity Sending
» @ LD0/LNO.GCB switchgear

» 2 LDO/LLNO.Switchgear _stauts01
» 2 LDO/LLNO Switchgear _stauts02
2 LDO/LLNO. Switchgear _stauts03
2 LD0/LLNO Switchgear_stauts4
2 LDO/LLNO. Switchgear_stauts05

=Q01

-

QB2

Breaker
and
IED

Associated signals

QAT: Interlocking

QAl: Enable Close
True

©o05:14:48

QAT: Enable Open

True © 05:14:48
QAT: Switch controller
1 QAT Circuit breaker / switch position

Q©o0514:48

QAT: Circuit switch
1 QAT: Switch position
L

Q 06:07:11

Associated
Signals
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SCD: Signal Descriptions

> “desc” attribute of Data Objects should be present in SCD file
> |EC 61850 allows to hide 61850
> |nstead of Complex Addresses, use signal names from Engineering

> |f unavailable, use smart names from Standard

T W UDIEE
S o i
QAT Switch position

Value: Open % QA1 Switch position s
Quality: A Invalid \i‘ A t]\.j QO 05:04:54
Time: 2019-03-21 06:04:54.595Z
Accuracy = 10 ms (T0) QAT: Block opening
- - False | O 05:14:48
Meas g | A -

%%
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Describing GOOSE connections
> Subscriptions defined in SCD

<GSEControl name="GCB_switchgear" type="GOOSE"
<IEDName>BB_ PROTECTOR< / IEDName>
<IEDName>AA1D1Q02Q1</IEDName>

<IEDName>AA1D1Q03Q1l</IEDName> AA1 - Niflheim

<IEDName>AA1D1Q04Q1</IEDName>

<IEDName>AA1D1Q05Q1</IEDName> —D1 - 380kV
</GSEControl>

> Use of LGOS
> Logical Node for GOOSE Subscription
> One per Subscription
> Enable Monitoring of Receive Status

\f I
QA1

= I

-F2 Qc1

> Benefit > Check of GOOSE links:
> Verify Publisher
> Verify mismatches by comparing traffic with SCD
> Verify Reception with Subscribers LGOS

%%
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Report Configuration

> Reports used for SCADA Communication

> One-to-one connections between IED and Clients

> Reports can be reserved

(i [ [ oo
> “Owner” attribute QA (=) (=l L
> Described in SCD ..ROTECTOR HMI RTU1 RTU2

<ReportControl name="Measurments" buffered="true" bufTime="100" & &
<TrgOps dchg="true" gchg="true" dupd="true" period="true"
<OptFields segNum="true" timeStamp="true" dataSet="true"
<RptEnabled max="5">
<ClientLN iedName="HMI" ldInst="none" lnInst="1" 1lnClass="IHMI"
<ClientLN iedName="RTU1l" ldInst="none" lnInst="1" InClass="ITCI
</RptEnabled>

< trol> i
/ReportControl AA1 - Munich

=D1 - 380
=Q01 =Q02

QB1 QB2

> Benefit > Check Report links:
> Verify “Owner” is the Client defined in the SCD

%%
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Dynamic Reports

After going online StationScout reads the report
communication partner from the RCBs "Owner" field

E [ [ [ [
Qo Qo Qo Qo . : .
BBPROT  HMI  PCPSI  RTUI RTU2 resulting in the additional arrows:

i
=D1 - 380kV
ot T T e i ——
= I Y = Y
- QB1 QB2 -1
3
QA1 I
4 g g
o o
RTLN RTUZ

S ———————

=D1 - 380kV
=Qo1 1 ----------------
1 1 1
By Y Y
- QB QB2 QB2
*
)
Qa1
%%
Page 14 OMICRON

© OMICRON



Dynamic DataSets

ﬁ% AATD1QO0401
(V%" Transformer bay Q04

Status: Connection to IED estab...
IP address: 192.168.1.155

Vendor: ACME

Model: PROTEC 400

Details

Simulation

Control

QAT: Circuit breaker

QB2: Circuit switch 1

QC1: Circuit switch 2

QB1: Circuit switch 4

Interlocking

QB2: Interlocking 1 All allowed
QC1: Interlocking 2 All allowed
QB1: Interlocking 3 All allowed
QAT Interlocking 5 All allowed

© OMICRON

signal_import.txt

AAID1QO4Q1LDO/PTOC1.0p Time overcurrent - Trip
AA1D1QO4Q1LDO/PTRC1.S5tr Trip conditioning - Start
AA1D1QO®4Q1LDO/PTRCL.Tr Trip conditioning - Trip
AA1D1Q04Q1LDO/XCBR2.Pos QA1 - Position
AA1D1QO4Q1LDO/XSWI1.Pos QB2 - Position
AA1D10Q040Q1LDA/XSWIZ.Pos QC1 - Position
AA1D1Q04Q1LDO/XSWI4.Pos QB1 - Position
AA1D1QO4Q1LDO/XSWI5.Pos Reference does not exist in IED
AA1D1QO4Q1LDO/ATCCL.CLLV
AA1D1Q©4Q1LDO/ATCC1.Parop
AA1D1Q04Q1LDO/ATCTR4.AmpSY
AA1D1Q04Q1LDO/BTCTR1.AmpSY
AA1D1QO4Q1LDO/CTCTR2.AmpSY

AAIDIQO4Q1LDA/MMXUL. A

AA1D1QO4Q1LDO/MMXUL.Hz

AA1D1QO4Q1LDO/MMXUL.PPV

AA1D1QO4Q1LDO /MMXUL.PPV

AA1DIQO4Q1LDO/MMXUL. PPV

AA1D1QO4Q1LDO/MMXUL.PhV

AA1D1QO4Q1LDO/MMXUL.TotW

AA1D1QO4Q1LDO/MMXUL.W

AA1DIQO4Q1LDA/SPTR1.CGALM
AA1D1Q04Q1LDO/SPTR1.HPTmpClc
AA1D1QO4Q1LDO/YLTC1.EndPosL
AA1D1QO4Q1LDO/YLTC1.EndPosR
AA1D10Q0©4Q1LDO/YLTC1.0pCnt
AA1D1Q04Q1LDO/YLTC1.TapChg
AA1D1Q04Q1LDO/YPTR1.0pTmh

%%
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Dynamic DataSets

+  AAIDIQ04QILDO/PTOCI.Op.general Time overcurrent - Trip - general

+  AAIDIQO4QILDO/PTOC!.Op.phsA

Time overcurrent - Trip - phsA

+  AAIDIQ04QILDO/PTRCI.Str.general Trip conditioning - Start - general

+  AAIDIQO4QILDO/PTRCI Str.dirGeneral Trip conditioning - Start - d al

+  AAIDIQO4QILDO/PTRCI.Tr.general Trip conditioning - Trip - general

New signals with names

Trip conditioning - Trip - phsA

+  AAIDIQO4QILDO/PTRCI.TrphsA
#  AAIDIQO4QILDO/XCBR2.Pos.stVal QA1 - Position Switch position

Rename eXiSting Signals :‘ #  AAIDIQO4QILDO/XSWILPos.stVal QB2 - Position Switch position 1

#  AAIDIQO4QILDO/XSWI2 Pos.stVal QC1 - Position Switch position 2

#  AAIDIQO4QILDO/XSWI4. Pos stval QB1 - Position Switch position 4

Invalid reference

V) AAIVIQUSU LU AICL LUV ey

+  AAIDIQO4QILDO/ATCCI.ParOp.stVal

+  AAIDIQO4QILDO/ATCTRA.AmpSv.instMag

New signals with default names
+  AAID1QO4QILDO/BTCTR1.AmpSv.instMag

4+  AAIDIQO4QILDO/CTCTR2. AmpSv.instMag

2
+ 32 newsignals
© 1invalid signal

4 updated signals Delete selected signals

36 signals will be imported

e
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Network Design Considerations

> Testing Requirements should be considered for Network Design

> Clear Access Points for Testing considering:
> Topology: Station Bus and Process Bus
> Traffic Control: VLAN and Multicast Filtering
> Redundancy: RedBox

Grnid Control
*

SCADA Engineering

supervisory level

clock

firewall

stationbus =

T ul

|
communication (8-1 GOOSE)

Vertical communication (MMS)

n
2 —+I ED
"]
"]

bay level § —
1 IED

primary equipment
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Example: Testing Interlocking Logics

=002

‘?53 ”’?& Bﬁ
qQel QB2 -

]

Qa1

¥ =2
aCl -2

C B G v §
- B 8

2 ¢
-1 [a]:1] QB2
$
QA1
2 [t
-02 acn

%Y
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l Interlockings

> CILO LN shows interlocking logic result for each switch

v Jest case QO01-1
Simulation
QBl: —~- QB2: —t QAl:—%
Assessments

QB1-CILO: close-locked
QB2-CILO: open-locked
QA1-CILO: unlocked

» Test case Q01-2

%%
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l Example: Troubleshooting

> Tracing Signals through the SAS

IEDQB1

%%
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‘ Test Report

GOOSE passed
Reporti ng passed

Test modes  passed
Interlocking  passed

¥

Before firmware
update

Firmware
update

—

Page 21

GOOSE passed
Repo rti ng passed

Test modes  passed
Interlocking  passed

¥

After firmware
update

OMICRON

l Example: Re-testing after Security Updates
‘ Test Report

%%



l Conclusion

> SCL is a very powerful aspect of IEC 61850

> Benefits go beyond engineering:
> Testing / Monitoring
> Cybersecurity
> Documentation

> Save Time and Increase Efficiency Using what SCL Offers

> Challenges:
> Some features are Optional
> Lack of Tools

> Requirements to be considered during System Design and Engineering

> Enable New Test Methods for entire SAS Lifecycle
> Automated Test Plans
> Simulation during Design and FAT Phase
> Re-test after Security Firmware/Patches Updates

> Enable Functional Security Monitoring of the SAS

%%
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Thank you!

el
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