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Bo3MOXXHOCTU HacTpouku cHuddepa WireShark
npMMeHnMO K Hanaake o6bekToB LINMC
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I CoaepxaHue

OnpepneneHus

Pa3HoobOpa3sune ceTeBbiX aHanmM3aTopoB Ha pbiHKe. OTnn4yms
WireShark. BoamoxxHoCT 1 npenmyLlecTsa

dunetpaumsa no nportokoriam M3K 61850 8-1 n MOK 61850 9-2
Kagp GOOSE

Kagp SV

MMS B WireShark

[Tpnmepbl

©oNOOAWDNRE

BbiBOAbI
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Il CTpykTypHasi cxema LINC

Wxadp
HapYXHOI
YCTaHOBKK
€ Moy nAMM
SAMU » YCO

g’ Yerponcrsa P3A
C NOANEPXKKON

M3K6&1850-8-1 »
MIK61850-9-2LE

HAPYXHOM

YCTaHOBKM
¢ mMoaynem
YCO

TepmuHans: P3A
6-35 kB

C NOANEPXKKOM LR)
MIK61850-8-1

8 ayeikax KCO

; :
Cucrema

EAMHOTO
BPEMEHM

4



Il OnpeneneHud

GOOSE (Generic Object-Oriented Substation Event) —
NPOTOKOI nepeaayn gaHHbIX, NpegHasHavYeHHbIn 4nsa obmeHa
NHoOpMaLMEN MeXOY UHTENNEKTYyaNnbHbIMU 3NEKTPOHHbBIMU
ycTpomncTesamm B LMPPOBOM BUAE, ONMUCAHHLIN B rnase 8-1
ctaHgapta MOK 61850. B penenHon 3awimte B OCHOBHOM
NCnonb3yeTca Ansg nepenaydm COCTOAHUA OUCKPETHbLIX CUTHANoB
B ABonyHoMm Buae (0 unm 1).

SV (Sampled Values) — npoTtokon nepegayun gaHHbIX,
npeaHasHayeHHbIN Anga nepegavn oundpoBaHHbIX MIHOBEHHbIX
3Ha4YeHN TOKOB N HaNpPAXXeHUW, onnucaHHbIX B rnase 9-2
ctaHgapta MOK 61850.
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Il OnpeneneHud

CeteBou aHanu3saTtop (cHuddep)— ceteson
aHanusartop Tpaduka, nporpamma nnm nporpaMmmMmHo-
annapaTHoe YyCTPOWCTBO, npeagHasHavYyeHHoe Ans
nepexsaTa v nocriegyroulero aHanumsa, nMbo TonbKo
aHarnusa ceTeBoro Tpadwuka, npeaHasHa4eHHOro Ans
OpYyrux y3nos.
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1111 Pa3Hoo6pasne CETEBbIX aHaNM3aTopPOB

;  3IKEAR



1 WireShark

Haunbonee pacnpocTpaHeHHbIM UHCTPYMEHTOM OJ14
paboTbl C ceTeBbIM TPAPUKOM Ha LIMPPOBON NOACTAHLUNN
aBnsgeTca cHuddep nnu ceteson aHanusartop WireShark,
KOTOPbLIN NO3BONAET aHannM3npoBaTth NnepegaBaeMble
nakeTbl gaHHbIX Hanpumep GOOSE nnun SV.
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L Bo3amoykHocTM WireShark

1. HacTpanBaembin noa nonb3oBaTena rpauyeckuin
NHTEep@eunc.

2. 3axBaTt 1 aHann3 BCEro nepegaBaemMoro no cetu
TpaduKka B peasribHOM BPEMEHMW.

3. CoxpaHeHne ¢ BO3MOXHOCTbLIO domnnsTpauum
NakeToB AaHHbIX N3 CETM.

4. OTOobpakeHne B NOHATHOW NOMb30BaTESO
CTPYKTYpeE NtobbIX CETEBLIX MPOTOKOMOB.

5. CBobogHoOEe pacnpocTpaHeHMe Nporpammebi.

9 JKAA



Kaap GOOSE

=

.pcapng
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

a2 ® o] B Re=m=EF L= aaqaqn
[ [goose
No. Time Source Destination Protocol Length Info > Frame 10505: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bits) on interface ©
Vv Ethernet II, Src: OooNppEk_©0:a7:aa (©0:26:57:00:a7:aa), Dst: Iec-Tc57_01:01:65 (0©1:0c:cd:01:01:65)
505 2.621754 OOONppEk_00:a7:aa  Iec-Tc57_01:01:65 GOOSE 132 V Destination: Iec-Tc57 _01:01:65 (01:0c:cd:01:01:65)
Address: Iec-Tc57_01:01:65 (0©1:0c:cd:01:01:65)
.9 . . .... = LG bit: Globally unique address (factory default)
< - . = IG bit: Group address (multicast/broadcast)
Vv Source: OooNppEk ©0:a7:aa 190 26:57:00:a7:aa)

Ban 91 ©c cd ©1 91 65 00 26 57 00 a7 aa 88 b8 00 61  ..... e.& W....... Address: OooNppEk_00:a7:aa (00:26:57:00:a7:aa)
@ele oo 70 80 00 00 00 61 66 80 15 49 45 44 31 4c 44 .p....af ..IED1LD ° - LG bit: Globally unique address (factory default)
ea2e 2f 4c 4c 4e 30 24 47 4f 24 47 53 45 4f 75 74 81 /LLN@$GO $GSEOut. TtrtotTEonrte ° ° °
oe56 82 12 c5 82 14 49 45 44 31 4c 44 2f 4C 4cC de 30 ..... IED 1LD/LLN® ceer 2ee@ el elee co.. oo.o = IG bit: Individual address (unicast)
waan R4 47 4f 4f 53 45 4f 75 74 83 Oc 47 4f 4f 53 45 $GOOSEOu t..GOOSE Type: IEC 61850/GOOSE (9><88b8)
ease 5f 73 74 72 65 61 6d 84 ©8 5b 76 a2 ab 93 74 be _stream. .[c...t. VvV GOOSE
Leyelals) Pa 85 01 01 86 01 24 87 01 ff 88 01 ©3 89 01 00 $. . APPID: ©x0001 (1) YucnoBol udeHmupuxkamop

ea7e a @01 03 ab 09 83 01 060 83 01 00 83 01 00 01 f3
aase © 76 88 fb

o
o
'q__) 1 WunpokoBewaTenbHbli MAC-agpec notoka
= 2 MAC-aapec UCToOYHMKa
g 3 MpoTokon nepegayvyu AaHHbIX
© 4 Goose
- 5 Moaynb AaHHbIX npoTokona (Pdu)
V‘ 6 JaHHble

‘ *Ethernet
Qaiin  Pepaxtmposanmne [pocmortp  3amyck  3axy

A0 0 IDRB e
(W [goose]

No. Time Souwrce

8988 2.246281 OooNppEk_©0:el:1a

Length: 112  AnauHa
Reserved 1: ©x8000 (32768) [losle KOHMPOsaLHOU CYMMbl
Reserved 2: ©x0000 (9) [lose KoHmMposasbHOU Cymmbl
Vv goosePdu
gocbRef: IED1LD/LLNO$GO$GSEOuUt MmMA KoHmMposibHozo 6r10Kka 6 sio2udeckom y3nellLNO
timeAllowedtolive: 4805 [IpedencHoe Bpemsa oxudaHus npuema coobweHus
datSet: IED1LD/LLNO$GOOSEOut Wma Datset
goID: GOOSE_stream CmpokoBeiii udeHmupuxkamop
t: Aug 17, 2018 10:25:47.575999259 UTC Bpemsa nyb6aukayuu coobuyeHus 6 cemo
stNum: 1 CuemyuKk u3MeHeHUs KOHpuzypayuu
sqNum: 36 ULuknaudeckuili cyem4uk nyb6aukayuu coobueHul
test: True Pexum mecmupoBaHus
confRev: 1 Cuyem4uk KoHpuzypayuu
ndsCom: False Heob6xodumocms KoHpuaypupoBaHua
numDatSetEntries: 3 KosauyecmBo memb6epoB
Vv allData: 3 items
Vv Data: boolean (3) Tun OaHHbIX
bollean: False 3HayeHue 6ysauHa
Vv Data: boolean (3)
bollean: False
Vv Data: boolean (3)
bollean: False

. ¥ boolean {goose.boolean), 1byte

|| Padkets: 3

0 3KARA



Kagp SV

File Edit View Go Capture Analyze Statistics Telephony Wireless Teols  Help
A m A ERE]Re==F 85 [ Q QK
(W sv
Mo. Time Source Destination Protocol Length Info Frame 10316: 127 bytes on wire (1016 bits), 127 bytes captured (1016 bits)
Vv Ethernet II, Src: OooNppEk_00:a7:7c (©0:26:57:00:a7:7c), Dst: Iec-Tc57_04:00:01 (©1:0c:cd:04:00:01)
Vv Destination: Iec-Tc57_04:00:01 (01:0c:cd:04:00:01)
Address: Iec-Tc57_04:00:01 (01:0c:cd:04:00:01)
.0. .... = LG bit: Globally unique address (factory default)
10300 2.571727 0O0ONppEk_00:a7:7c Iec-Tc57_04:00:01 IEC61850 Sampled Values 127 .1 ... = IG bit: Group address (multicast/broadcast)
Vv Source: OooNppEk 00 a7 7c ngi_§é§_‘ggi§zé1g)
Address: OooNppEk 00:a7:7c 100 26:57:00:a7:7c)
. .. . ... = LG bit: Globally unique address (factory default)
. - B . .... = IG bit: Individual address (unicast)
Type: IEC 61859/SV (Sampled Value Transmission (©x88ba)
Vv IEC61850 Sampled Values
< APPID: ©x4000 YucsnoBoli udeHmupukamop
ooodf 01 6c cd 04 00 01 60 26 57 00 a7 7c 88 ba 40 00 Length: 107 Aauna .
co1o @0 6b @6 G0 00 G0 60 61 80 ©1 61 a2 Sc 30 5a 80 Reserved 1: ©x0000 (@) [lose KOHMPOALHOU Cymmbl
co2ofl @9 53 56 S5F 73 74 72 65 61 6d 82 02 03 80 83 04 Reserved 2: ©x0000 () llose KOHMPOALHOU Cymmbl
GE508 00 00 00 01 85 01 ©2 87 40 00 00 OO 00 00 00 00 Vv savPdu
GE100 00 00 00 OO 00 00 OO 0O ©O 00 00 ed 41 00 00 00 noAsDU: 1
GE501 00 00 00 ©d 41 00 00 20 00 00 00 02 ff 00 00 00 vV segASDU: 1 item
“OG5CN 0a 00 00 0O 00 0O 00 0O OO 0O OO 0O dO 00 00 00 v ASDU
ae7eQ 00 £f ff fe b4 00 00 00 00 03 79 a0 71 88 fb svID: SV_stream CmpokoBuiii udeHmugpuxamop
smpCnt: 896 Cuem4yuxk Bbl6OPOK
confRef: 1 C4yemyuk KoHpu2ypayuu
smpSynch: global (2) Tun cuHxpoHusayuu 6BpemeHu
e 1 WnpokoseuwatenbHblii MAC-agpec noToKka VvV PhsMeasl
'C_)_ 2 MAC-agpec MCTOYHUKaA value: @ MeHoBeHHOe 3Ha4YeHue moka ¢asel A, MA
<5} 3 MpPOTOKON NepesadUn AaHHbix > quality: Ox00000000, validity: good, source: process, test
s 4G value: @
@ oose > quality: Ox00000000, validity: good, source: process, test
Q | 5 Mopaynb AaHHbIX NpoTokona (Pdu) Tue: 3393 ’ ’ ’
© 6 JaHHble vanue . idity: .
[ — > quality: 0x00000000, validity: good, source: process, test
VL value: 3393

oy
m

Edit

View Go

.

> quality: ©x00000000, validity: good, source: process, test, derived

value: 767

> quality: 0x00000000, validity: good, source: process, test
value: ©

> quality: Ox00000000, validity: good, source: process, test
value: 208

> quality: Ox00000000, validity: good, source: process, test
value: -332
> quality: 0x00000000, validity: good, source: process, test

@ 7 Textitem (text)

|| Packets: 10324 - Displayed: 10312

11 JKAA




icnonb3oBaHne PUNLTPOB
(ncxooHble AaHHbIE)

M *Ethernet _ %
®aiin  Pegeknposanne [pocmotp  3amyck  3axear  Awanws  Cratwcraka  Tenedowns  Becnposogroii  MucrpymenTsl  MMomowe
Am i@ [IMRE Re=2=ZF &5 ] Q QK
(A [goose] B -] Bopawerwe...  +
No. Time Source Protocal  Length Info > Frame 8988: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @
¥ Ethernet II, Src: OooNppEk @@:el:la (@@:26:57:0@:el:la), Dst: Iec-TcS57_01:00:01 (@1:8c:cd:81:00:01)
8988 2.246281 OooNppEk_B@:el:la  lec-Tco/ 81:@@:81  GOOSE 118 Vv Destination: Tec-Tc57_B1:88:81 (81:8c:cd:81:80:01)

‘ *Ethemnet
Qaiin  Pepaxtnposanne

4An @

Mpocmorp 3anyck 3Sad

- RE

[h

(M [goose]

Address: Tec-Tc57_@1:80:01 (B1:8c:cd:B1:08:61)

P
¥ Source: OocolppEk @@:el:la (@@:26:57:0@:el:1a)
Address: OooNppEk_@8:el:1a (88:26:57:0808:el:1a)

PRI - I . .
IEC 61850/GO0SE (@x38b3)

.. . = 16 bit: Individual address (unicast)
Type:
v GOOSE
APPID: ©x@881 (1)
Length: 1@4
Reserved 1: @x880@ (8)
Reserved 2: @x@eee (@)
v goosePdu
gocbRef: IED37227LD/LLN@IGOSGSEOUL
timeAllowedtolive: 48@5
datSet: IED37227LD/LLN@IGOOSEOUt
goID: 1
t: Apr 22, 2819 @84:31:16.748999221 UTC
sthum: 1
sqhum: 4377
test: False
confRev: 1
ndsCom: False
numDatSetEntries: 1
v allData: 1 item
~ Data: boolean (3)
boolean: True

. = LG bit: Globally unique address (factory default)
. = 16 bit: Group address (multicast/broadcast)

. . . = LG bit: Globally unique address (factory default)

No. Time

8988 2.246281

Source

OocoNppEk_©@0:el:1a

<

O 7 GOOSE (goose), 104 Baiitel

|| Maeror: 157763 - Moxasar: 26 (0.0%) - MoTepsivo: 0 (0.0%)

|| Mpodwmns: Default

12
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1111 icnonb3oBaHne PUNLTPOB
(ncxooHble gaHHbIe 1 YCTPOUCTBO)

M *Ethernet - X
Gaiin  Pepaktuposanne Mpocmotp  3anyck  3axear  AWanws  Cratuctuka  Tenedonma  Becnposogroi  Weorpymenter  Momows
dm e [ MREBRes=2FiE|Eaqaam

1 | goose [X] -] Bopamerme..  +

No. Time Source Destination Protocol  Length Info > Frame 8988: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @
~ Ethernet II, Src: OoolppEk_©@:el:la (@8:26:57:00:el:1a), Dst: Iec-Tc57_@1:00:81 (@1:0c:cd:@1:00:01)
v Destination: Iec-Tc57_91:8@:81 (@1:0c:cd:81:08:01)

Globally unique address (factory default)
B B : Group address (multicast/broadcast)
Vv Source: OocNppEk _@@:el:la (@@:26:57:00:el:1a)
Address: OoolppEk_@@:el:la (8@:26:57:00:el:1a)

- : Globally unique address (factory default)
: Individual address (unicast)

Type: IEC 6185@/GOOSE (@x88b8)
v GOOSE
m——
APPID: Bx@@el (1)
—
Length: 184
Reserved 1: 8xB880 ()
Reserved 2: @x@ee@ (@)

¥ goosePdu
gochRef: TED37227LD/LLNBSGOSESEOUL
timeAllowedtolive: 4885

datSet: IED37227LD/LLN@$GOOSEOUL
gelD: 1
T Apr 22, 2019 ©4:31:16.749999221 UTC
sthum: 1
sqNum: 4377
test: False
confRev: 1
“Mdstom: ralse
numDatSetEntries: 1
- v allData: 1 item
‘ Ethemnet Tt ()

boolean: True

Qaiin  Pepaxrmposanmne [pocmortp  3amyck  3axy

4Am @ mRE ]

C—Ipd 000 Bl Bc cd @1 98 @1 @@ 26 57 @@ el 1la 88 b3 88 81

o010 00 68 00 0o EJEE 61 Se 80 19 49 45 44 33 37 32 -h--[la* --1ED372

7 GB26 32 37 4c 44 2f 4c 4c 4e 30 24 47 4F 24 47 53 45 27LD/LLN 8$60$GSE
No' ﬂm SOL'G o030 4f 75 74 81 ©2 12 c5 82 18 49 45 44 33 37 32 32 OQut----- -IED3722
545 37 4c 44 2f 4c 4c 4e 30 24 47 4f 4F 53 45 4F 75 7LD/LLN@ $GOOSEQu
G656 74 83 @1 31 84 88 5c bd 43 94 bd b2 26 2a 85 81 .
CooZ el 86 @2 11 19 87 @1 @@ 88 @1 el 89 @1 0@ 8a Bl

8988 2.246281 OooNppEk_00:el:1a o0 o33 62 43 o 1 =

< >

O 7 Reserved 2 (goose.reservel), 2 baiTel H MakeTel: 157763 - Mowkazane: 26 (0.0%) - MoTeparo: 0 (0.0%) H Mpodmne: Default

3 3AKARA



1111 icnonb3oBaHne PUNLTPOB
(ncxogHble gaHHbIe 2 YCTPOWUCTBO)

M *Ethernet - X
Gaiin  Pepaktuposanne Mpocmotp  3anyck  3axear  AWanws  Cratuctuka  Tenedonma  Becnposogroi  Weorpymenter  Momows

dm e [ MREBRes=2FiE|Eaqaam

1 | goose [X] -] Bopamerme..  +

No. e Source Destination Protocol  Length Info > Frame 5495: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface @
~ Ethernet II, Src: OmicronE_0@:15:e9 (20:b7:c0:00:15:e9), Dst: Iec-Tc57_@1:00:82 (@1:0c:cd:@1:00:02)

Globally unique address (factory default)
B PN B : Group address (multicast/broadcast)
V¥ Source: OmicronE_@@:15:29 (20:b7:c0:00:15:e9)
Address: OmicronE_0@:15:e9 (20:b7:c@:00:15:e9)
: Globally unique address (factory default)
: Individual address (unicast)

Type: IEC 6185@/GOOSE (@x88b8)
v GODSE

—
APPID: Bx@@ (2

Length: 82

Reserved 2: @x@ee@ (@)
v goosePdu

e EOCBNET: GOOSE_STM_1
timeAllowedtolive: 8192
datSet: DataSet
0ID: 2
t: Apr 22, 2819 87:16:06.486459551 UTC
sthum: 1
sqNum: 266
test: False
confRev: 1

anCom: FaIse

numDatSetEntries: 4

boolean: False

p— ~ Data: boclean (3)

boolean: False
[—Ipd 00C0 8l Bc cd @1 88 82 20 b7 c@ @@ 15 =9 88 b3 88 82
0930 65 74 83 @1 32 84 @8 5c bd 63 36 7c 88 a2 Ba 85

‘ 'Etheme* v allData: 4 items
®ain  Pepaxmmposammne [lpocmorp  3Sanyck  3axd ¥ Data: boolean (3)
8\ 1§ boolean: False
o010 o0 52 00 oo [ENEE 61 48 80 @b 47 4f 4f 53 45 5
0040 @1 @1 86 62 @1 @a 37 @1 0 53 1 61 89 01 08 a

~ Data: boolean (3)
boolean: False
<
Adn 0 [ IPRE
= ~ Data: boclean (3)
Nol nm SMQ 0026 53 49 4d 5 31 81 @2 20 @@ 32 @7 44 61 74 61 53
0058 81 84 ab @c 83 @l @@ 83 @1 @8 83 @1 @@ 83 @1 #e

8988 2.246281 OooNppEk_©00:el:1a

< >

0 7 Reserved 2 (goose.reservel), 2 baiTel H MakeTel: 157763 - Mowkazane: 26 (0.0%) - MoTeparo: 0 (0.0%) H Mpodmne: Default

14 3AKAA



icnonb3oBaHne PUNLTPOB

(noeHTndukatopskl golD, mac-agpec)

M *Ethernet
Gaiin  Pepaktuposanne Mpocmotp  3anyck  3axear  AWanws  Cratuctuka  Tenedonma  Becnposogroi  Weorpymenter  Momows
Adm e [ BREes=F 35 Elaqaar

- x

[X] '] BoipaXeHre...  +

[ [ @oose.golD== "1} && (eth.dst==01:0C:C0:01:00:01)

> Frame 8988: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @

No. Time Source Destination m Length Info
v Ethernet II, Src: OoolppEk_©@:el:1la (@8:26:57:00:el:1a), Dst: Iec-Tc57_01:80:81 (@1:8c:cd:@1:00:01)
....... 16 bit: Group address (multicast/broadcast)
“ Source: OoclppEk_@8@:el:la (@@:26:57:80:el:la)
Address: OoolppEk_@@:el:1a (88:26:57:00:el:1a)
wees 2Bl iiet tiie wev. ... = LG bit: Globally unique address (factory default)
....... @ vvvs vivs wews wa.. = IG bit: Individual address (unicast)
Type: IEC 6185@/GOOSE (Bx88b3)
¥ GOOSE
APPID: @xb@@l (1)
Length: 184
Reserved 1: @x@eed (@)
Reserved 2: @x@008 (8)
v goosePdu
gocbRef: TED37227L0/LLNB3GOSESEOUL
timeAllowedtolive: 4885
datSet: IED37227LD/LLN@$GODSEQUL
goID: 1
t: Apr 22, 2019 84:31:16.748999221 UTC
sthum: 1
- sqNum: 4377
‘ Ethemet test: False
confRev: 1
1 1 N ndsCom: False
®ain  Pepaxrmposamme [lpocmorp 3anyck  3ax e 1
~ allpata: 1 item
= —
AR 20 [IBRB QAo Yo
- — ! S C_—m booclean: True
-
[ | (goose.goID== "1") && (eth.dst==01:0C:CD:01:00:01)
No. Time Source
opee 8l Bc cd @1 88 @1 @@ 26 57 @8 el la 88 b3 @8 A1 EERRRT - | R
esle @0 68 0@ 00 s 61 S5e 80 19 49 45 44 33 37 32 -h--.a" - -IED372
0026 32 37 4c 44 2f 4c 4c 42 3@ 24 47 4f 24 47 53 45 27LD/LLN @$60$GSE
op0 4f 75 74 81 82 12 5 82 18 49 45 44 33 37 32 32 Qut----- -IED3722
0048 37 4c 44 2T 4c 4c 4e 30 24 47 4T 4F 53 45 4F 75 7LD/LLNG $GOOSEOU
0858 74 83 @1 31 84 @3 5c bd 43 94 bd b2 20 23 85 @1  t--1--\- C--- *--
Gecse @1 86 @2 11 19 87 @1 @@ 88 @1 81 89 @1 @@ 8a A1 °
o678 8l ab @3 83 @1 ff
<
H MakeTel: 157763 * Mokasanb: 16 (0.0%) * MoTeparo: 0 (0.0%) H Mpodwns: Default

O 7 Reserved2 (goose reserve?), 2 BaltThl

15
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1111 icnonb3oBaHne PUNLTPOB
(noeHTndukatopsbl applD, mac-agpec)

M *Ethernet - X
Gaiin  Pepaktuposanne Mpocmotp  3anyck  3axear  AWanws  Cratuctuka  Tenedonma  Becnposogroi  Weorpymenter  Momows

dm e [ MREBRes=2FiE|Eaqaam

11 | (goose. appid == 0x0002) && (eth.dst==01:0:C0:01:00:02) [X] -] Bopamerme..  +
No. Time Destination Protocal  Length Info > Frame 5495: 06 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface @
~ Ethernet II, Src: OmicronE_0@:15:e9 (20:b7:c0:00:15:e9), Dst: Iec-Tc57_@1:00:82 (@1:0c:cd:@1:00:02)
v Destination: Iec-Tc57 91:808:082 (@1:8c:cd:B1:80:02)
Address: Iec-Tc57_01:00:02 (@1:@c:cd:01:00:02)
..... : Globally unique address (factory default)
B PN B : Group address (multicast/broadcast)
V¥ Source: OmicronE_@@:15:29 (20:b7:c0:00:15:e9)
Address: OmicronE_0@:15:e9 (20:b7:c@:00:15:e9)
: Globally unique address (factory default)
. .. PR : Individual address (unicast)
Type: IEC 6185@/GOOSE (@x88b8)
¥ GOOSE
APPID: BxBBB2 (2)
Length: 82
Reserved 1: @xB880 ()
Reserved 2: @x@ees (@)
v goosePdu
gocbRef: GOOSE_SIM 1
- timeAllowedtolive: 8192
‘ Ethernet datSet: DataSet
- gelD: 2
®anin Pwunnpuumne npD(MOYP 36!1)’(( Jaxgar  Arnen t: Apr 22, 2019 87:16:06.486459351 UTC
- stNum: 1
‘ [, @, @ g E q & = sqilum: 266
test: False
. confRev: 1
I | (goose.appid == 0x0002) 84 (eth.dst==01:0C:CD:01:00:02) e otse
" —— numDatSetEntries: 4
No. Time Source Destinatior| v allData: 4 items
~ Data: boolean (3)
boolean: False
“ Data: boolean (3)
boolean: False
~ Data: boclean (3)
boolean: False
~ Data: boclean (3)
boolean: False
9020 @81 8c cd @1 @0 82 28 b7 c@ @@ 15 e9 88 b3 Coeeees .
0610 @@ 52 0@ 00 90 @@ 61 43 30 @b 47 4f 4f 53 45 5 aH - +-GOOSE_
0026 53 49 4d 5 31 81 @2 20 @@ 32 @7 44 61 74 61 53 SIM_1-- ---DataS
2030 65 74 83 @1 32 84 88 5c bd 63 36 7c 88 a2 Ba 85 et--2--\ -j6|----
G645 @l 8l 86 @2 @1 Ba 37 @1 00 33 @1 @1 89 @l 8@ 3a o0 o
0058 81 84 ab @c 83 @l @@ 83 @1 @8 83 @1 @@ 83 @1 #e
< >
0 7 aPPD {goose.appid), 2 baiTol H MakeTel: 157763 - Mokasane: 10 (0.0%) - MoTeparo: 0 (0.0%) H Mpodmne: Default
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1111 icnonb3oBaHne PUNLTPOB
(ngeHTndukatop datSet)

- x

M *Ethernet
Gaiin  Pepaktuposanne Mpocmotp  3anyck  3axear

A e mRB Res=F i Eaaq®

Ananws  Cratuctuka  Tenedonma  Becnposogroi  Weorpymenter  Momows

[X] '] BoipaXeHre...  +

> Frame 8988: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @

(W Jgoose.datSet == IED372271D/LLNOSGOOSEQUL"
No. Time Source Destination Protocol  Length Info
v Ethernet II, Src: OoolppEk_©@:el:1la (@8:26:57:00:el:1a), Dst: Iec-Tc57_01:80:81 (@1:8c:cd:@1:00:01)
¥ Destination: Tec-Tc57_@l:@@:81 (@1:0c:cd:@l:08:01)
Address: Iec-Tc57_01:80:81 (@1:@c:cd:@1:080:81)
LG bit: Globally unique address (factory default)
IG bit: Group address (multicast/broadcast)
“ Source: OoclppEk_@8@:el:la (@@:26:57:80:el:la)
Address: OoolppEk_@@:el:1a (88:26:57:00:el:1a)
wees 2Bl iiet tiie wev. ... = LG bit: Globally unique address (factory default)
....... @ vvvs vivs wews wa.. = IG bit: Individual address (unicast)
Type: IEC 6185@/GOOSE (Bx88b3)
¥ GOOSE
APPID: @xb@@l (1)
Length: 184
Reserved 1: @x@eed (@)
Reserved 2: @x@@0@ ()
v goosePdu
gocbRef: TED37227L0/LLNB3GOSESEOUL
timeAllowedtolive: 4885
datSet: IED37227LD/LLN@$GOOSEQUt
goID: 1
t: Apr 22, 2019 84:31:16.748999221 UTC
sthum: 1
sqNum: 4377
test: False
confRev: 1
ndsCom: False
numbDatSetEntries: 1
‘ *Eth Ernet ~ allpata: 1 item
“ Data: boolean (3)
boolean: True
~
®ann Pepaktuposanme [lpocmoTtp  3anyck
Am [ ® MRAE R @@= =
- opee 8l Bc cd @1 @8 @1 @@ 26 57 @8 el la 88 b3 @8 A1 EERREEET 1 ' R
[_. |goos-E|daSet == .IEDSmnDﬂLNomOOSEOUt el @@ 65 @@ 60 88 BB 61 S5e B8 19 49 45 44 33 37 32 -h----a* --IED372
0026 32 37 4c 44 2f 4c 4c 42 3@ 24 47 4f 24 47 53 45 27LD/LLN @$60$GSE
ee3e 2
ea4a
2858 b2 2@ 2a 85 @1
Gecse @1 86 @2 11 19 87 @1 @@ 88 @1 81 89 @1 @@ 8a A1
o678 8l ab @3 83 @1 ff
< 2>
H MakeTel: 157763 * Mokasanb: 16 (0.0%) * MoTeparo: 0 (0.0%) H Mpodwns: Default

O i VisibleString (goose.datSet), 24 BaiiTs!
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a1 MMS B WireShark

B cBexunx Bepcusix cBo0OOOHO pacnpocTpaHAEMOro
nporpammHoro cHudpdepa ceteBoro Tpaduka
WireShark BoO3MOXHO nosiBneHne npobnemsl ¢
noeHtTndgunkaunen MMS-tpadumka. 3To MOXET
BbIMAOETb TaK

434 143.940778 192.168.1.100 192.168.1.102 244 T, 125 * [(malformed Packer]

435 143.942848 192.168.1.102 192.168.1.100 216 1,125 [malformed Packet)

- 0.243381 192.168.1.100 192.168.1.102 $4 TCP 64185-3389 [ACK] Seqel Ack«54 win=65106 Len=0

6 1.255408 192.168.1.100 192.168.1.102 54 TCP 64185-3389 [ACK] Seqe=l ACk«107 win=65093 Len~0

8 2.269378 192.168.1.100 192.168.1.102 54 TCP 64185-3389 [ACK] Segel Ack=160 Win=65079 Len=0

0N 2 IRISIA 192 AR Y 1N 162 AR Y 1 s Tre ALATRSL2IRA Tarw) Sanel arke?13 WwindASOAA 1| ana
m

Frame 434: 244 bytes on wire (1952 bits), 244 bytes captured (1952 bits)

Ethernet 1I, Src: 10:0b:a9:eb:0d:4c (10:0b:a9:eb:0d:4¢), DOst: 00:01:2e:4f:de:c8 (00:01:2¢:4f:de:c8)
Internet Protocol version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 192.168.1.102 (192.168.1.102)
Transmission Control Protocol, Src Port: 49284 (49284), Dst Port: 102 (102), Seq: 23, Ack: 23, Len: 19
TPKT, Version: 3, Length: 190

IS0 8073/X.224 COTP Connection-Oriented Transport Protocol

MULTIPOINT -COMMUNICATION-SERVICE T,125

[Expert Info (Error/Malformed): Malformed packet (Exception occurred)]
[alformed Packet (Exception occurred))
[Severity level: Error)
[Group: malformed)

18 JKAA



MMS B WireShark

BmecTo naketoB MMS cHudpdep pacno3HaeT naket
npotokona T.125, ctartyc naketa 3Ha4ymntca “Malformed” —
HEKOPPEKTHbIU, CHUAOJdOEP NPU STOM He BblOeNnAaeT Nnons
BHYTPEHHEN NHOPMaLMOHHON CTPYKTYpPbI NakeTa.

[na peweHnsa npobrnembl Heobxogmo yaanutb 1.125 ns
CnncKa aHanm3npyembix NPOTOKOSIOB

Protocol

Synergy
Syscall
Sysdig Ewent
SVSEX

Syslog

T.124
t124_t125
T.125

[] t125_cotp
[] t125_cotp_is
T.30

T.38
TACACS
TACACS+
TALI

tali_tcp
TANGO
TAPA

tapa_ip
TAPI

TC-MV

TCAP

TCP

TCPCL
TCPENCAP
ipsec_tcp
TCPROS

[[1 TCPROS tcp

U EHEREY

~

¢
0 EEEREN HE HERRE

~

Description
Synergy

Systern Call

Sysdig Systerm Call

MIDI System Exclusive

Syslog message
GEMERIC-COMNFEREMNCE-COMNTROL T.124

T.124 ower T.125
MULTIPOINT-COMPUNICATION-SERVICE T.125
T.125 owver COTP

T.125 ower COTP (inactive subset)

T.30

T.32

TACACS

TACACS+

Transport Adapter Layer Interface w1.0, RFC 3094
Tali ower TCP

Tango Dissector Using GIOP API

Trapeze Access Point Access Protocol

TAPA ower IP

Microsoft Telephony API Service

TuinCAT MW

Transaction Capabilities Application Part
Transmission Control Protocol

DTH TCP Convergence Layer Protocal

TCP Encapsulation of IPsec Packets

TCP Encapsulation of IPsec Packets

TCP based Robot Operating System protocel (TCPROS)
TCPROS over TCP

Dissbling & protocl prevents higher lsper protocois fom being displeyed

Search:

Enable all

OK

Disable All Invert

OTMeHa Crpaska

19 JKAA



Il MMS B WireShark

Ecnn WireShark nocrne npogenaHHbIX MaHUNynaumn He
pacno3HaetT MMS-Tpaduk, To cnegyeTt Npon3BECTU
OOMNOMHUTENBHOE KOHMUIrypmpoBaHMe B crieayoLlem
pasnene “Edit/Preference/Protocols/PRES

£ . PRES Users Context List

Context Id  Syntax Mame OID
3 1.0.9506.2.1

+ | = | |m| |~ w B

20 JKAA



11 e

B ntore WireShark gomxeH Ha4yaTb KOPPEKTHO
obpabartkiBath naketel MMS-Tpadomka

Ne. Time Source Destination Frm Len  Protocol Info
427 143.010807 192.168.1.102 192,168.1.100 107 TPKT continuation
428 143.210730 192.168.1.100 192.168.1.102 54 TCP 64185-3389 [ACK] Seqel Ack=8956 wir
429  143,929256 192,168.1.100 192.168.1.102 66 TCP 49284-102 [SYN] Seqe=0 win«8192 Lens
430 143.930701 192.168.1.102 192.168.1.100 66 TCP 102-49284 [SYN, ACK] Seqe0 Ackel wi
431  143.930754 192.168.1.100 192.168.1.102 54 TCP 49284-102 [ACK] Segel Ackw=l Wine17!
432 143,.930789 192.168.1.100 192,.168.1.102 76 CoTP CR TPDU src-ref: Ox000f dst-ref: O»
433  143.933848 192.168.1.102 192.168.1.100 76 CoTP CC TPOU src-ref: Ox000f dst-ref: O»
434 143.940778 192.168.1.100 192.168.1.102 244 mvs initiate-Requestrou
435  143,942848 192.168.1.102 192.168.1.100 216 MMS initiate-Responserou
436 144,024795 192.168.1.102 192.168.1.100 107 TPKT continuation
437 144.148776 192.168.1.100 192,.168.1.102 54 TCP 49284-102 [ACK] Seqw213 Ack=185 wir
438 144,.223764 192.168.1.100 192,168.1.102 54 TCP 64185-3389 [ACK] Segel Ack=9009 wir
439 145.038874 192.168,1.102 192.168.1.100 107 TPKTY Continuation
440 145,238758  192.168.1.100 192,168.1.102 54 TCP

¥ Frame 434: 244 bytes on wire (1952 bits), 244 bytes captured (1952 bits)
7 Ethernet II, Src: 10:0b:a%9:eb:0d:4c (10:0b:a9:eb:0d:4¢), Dst: 00:01:2e:4f:de:c8 (00:01:2e:4f:de:c8)
| Internet Protocol version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 192.168.1.102 (192.168.1.102)
Transmission Control Protocol, Src Port: 49284 (49284), Dst Port: 102 (102), Seq: 23, Ack: 23, Len: 190

) TPKT, version: 3, Length: 190

¥ IS0 8073/X.224 COTP Connection-Oriented Transport Protocol

] IS0 8327-1 0SI Session Protocol
| ISO 8823 OSI Presentation Protocol

IS0 8650-1 OSI Association Control Service

] MMS

64185-3389 ACK] Seos1 Ack=9062 wir
n

3IKPA



View Go Capture Analyze Statistics

1@ MRE Re==EF

Telephony  Wireless
]

Tools Help

= EHaaqan

GOOSE

Time Source Destination

Protocol

Length Info

105085 2.621754

|OooNggEk 00::7:aa| Iec-Tc57 ©1:01:65 || GOOSE 132

70 80 @0 @0 0@ 61 66 80 15 49 45 44
2f 4c 4c 4e 30 24 47 af 24 47 53 45 af 75 74 81

@1 @c _cd @1 e1 SSIOO 26 57 00 a7 aa|88 bs|ee @1
ee 31 4c 44

©2 12 c5 82 14 49 45 44 31 4c 44 2f 4c 4c 4e 30 .....

cecec@ & Woraoaan
.p-...af ..IEDILD
/LLN@$GO $GSEOut.
IED 1LD/LLNE

24 47 af 4f 53 45 4f 75 74 83 @c 47 4f 4f 53 45  $GOOSEOu t.

sf 73 74 72 65 61 6d 84 @8 Sb 76 a2 74 be -[v...t.

©a 85 @01 @1 86 @1 24 87 o1 ff 88 01 81 08 LColTT¥C Llieans

8a @1 @3 ab @9 83 @1 @@ 83 01 0@ 83 0L P ceenicce cncesean
o050 ae 76 88 fb RV

DMU MapameTpsbl Ethernet Cesa3mn u nporokona M3K 61850

MapameTp ] Tekyulee 3HaveHne
[@3I] MAC agpec 00265700A7AA
[@3] 1P agpec 10.224.1.165
[@1] MpoTokon 61850 ectb
[UI] Wms ycTpolicTBa no MAK 61850 IED1
[U3] Mms norudeckoro ycTpoiictea no MOK61850 LD
[¥I] Macka noaceT 255.255.255.0
= .. .
('EU [U1] KopoTkve umena no 61850 He ucnonbayeTtcs
g_ DMU. Ucxopasiwee GOOSE coobuweHue
O | NapameTtp | Tekywiee anauerme
E [@1] PaspeweHve Ha nepenadyy GOOSE ecTb
I |[BI rpynnosoit MAC aapec 010CCDO010165
g [9I] NMpuopuTter VLAN 4
© Homep VLAN ceTtun 0
= [O1] Yncnosoi naeHTedukaTop GOOSE coobuieHns Appld 1
= [[B1] Crpokosbii naeHTudukaTop GOOSE cooblyeHns Gold Goose_stream
o EI Homep koHdurypaumm confRev 1
g‘ EI Mepuoa nepegayn GOOSE coobLieHni Npy OTCYyTCTBUMN U3MEHEHWIA, C 2.4
o |[F1] No6asnenve nons kavectsa Q K BLIXOAHLIM CUrHaNam HeT
EI BbiBoa Ha BbiIxogHOW curHan GOOSE1L 1 MasoBas 3awmTta
EI BbiBoa Ha BbixogHoW curHan GOOSE2 2 Masosasa sawmTta PrNH
EI BbiBoa Ha BbixogHoM curHan GOOSE3 90 KCT
@ BbiBoa Ha BbixogHoW curHan GOOSE48 -

DMU. TecTupoBaHue

MapameTp

| Tekyuiee snaverme

[@1] Pesxum Tecta
[U3] KoHTponbHbiit BbIXOA

ha

> Frame 10505: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bits) on interface ©

Vv Ethernet II, Src: OocoNppEk_©0@:a7:aa|(00:26:57:00:a7:aa

Dst: Iec-Tc57_01:01:65 [(@1:0c:cd:01:01:65)]

Vv Destination: Iec-Tc57_01:01:65 |[(©
Address: Iec-Tc57_01:01:65 [(@1:0c:c

1:01:65) |
+... = LG bit: Globally unique address (factory default)
. = IG bit: Group address (multicast/broadcast)
v Source: OocoNppEk_@@:a7:aa [(©@:26:57:00:a7:aa) |
Address: OooNppEk_©00:a7:aa [(00:26:57:00:a7:aa)|

cese aael ... .- .

eeves 22@. L... .ttt 2eee ... = LG bit: Globally unique address (factory default)
sois saa® saas ssae ases sssas = IG bit: Individual address (unicast)
[Type: IEC 61850/GOOSE (@x88b8) |

Vv GOOSE

APPID: ©x0001 (1)

Length: 112

Reserved 1: @x800@ (32768)

Reserved 2: oxeeee (0)

Vv goosePdu

gocbRef: IED1LD/LLN@$GOSGSEOuUt
timeAllowedtoLive: 4805
datSet: IED1LD/LLN@$GOOSEOuUt
goID: GOOSE_stream |
t: Aug 17, 2018 10:25:47.575999259 UTC
stNum: 1

sqNu: 36

ndsCom: False

numDatSetEntries: 3

Vv allData: 3 items

Vv Data: boolean (3)
boolean: False

Vv Data: boolean (3)
boolean: False

Vv Data: boolean (3)
boolean: False

1 MAC-agpec NCTOYHUKA

2 WupokoBewaTtenbHbit MAC-agpec notoka
3 CtpokoBbI naeHtudukaTop GolD

4 Yucnosout naeHtudukatop ApplD

5 Homep kKoHuUrypauum ConfRev

6 NpoTokon nepepgayn aaHHbix GOOSE

7 Pexxum TectmposaHua

MapameTpsbl

= @ 7 boolean (goose.boolean), 1byte

|| Packets: 3
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Sampled values

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 1@ BB Re==F a8 aaan
(W]sv
Mo, Time Source Destination Protocal Length Info || » Frame 18316: 127 bytes on wire {1816 bits), 127 bytes captured (1016 bits)
~ Ethernet II, Src: OooNppEk_@@:a7:7c[(@@:26:57:88:a7:7c)| Dst: Iec-Tc57_@84:00:01 |(81l:8c:cd:84:808:81)
~ Destinaticon: Iec-Tc57_©4:80:01 [(81l:8c:cd:@4:80:81)
Address: Iec-Tc57_04:88:81 |(8l:8c:cd:84:80:01)
wesse 22Be tiie wuss waws wa.. = LG bit: Globally unique address (factory default)
wewe w2l Llo Lo.. ... ... = IG bit: Group address (multicast/broadcast)
[ ] ] [ “ Spurce: OooNppEk_@@:a7:7c|(88:26:57:88:a7:7C)
Address: OQooNppEk_@@:a7:7c|(@@:26:57:808:a7:7c)
. e = LG bit: Globally unigque address (factory default)
waae w2a® siis waes waws aw.. = I6G bit: Individual address (unicast)
|Type: IEC 61858/5V (Sampled value Transmission (@x88ba)
w || IEC61850 Sampled Values
< > IAPPID 0)(4999'
L h: 187
coo0 |8l Bc cd o4 e pllee 26 57 66 a7 7c| 88 Weol..@- engt g1
5016 @@ 6b 6 BB BB 60 68 61 80 1 81 a2 Sc ....\Bz. Reserved 1:|@x00a80 (@)
o220 @9 53 56 5 73 74 72 65 61 6d 82 82 83 am Reserved 2: @x@ees (@)
oos0 [0 eo ee a1 85]e1 @2 87 46 oo eo eo 6o @- v savPdu
G442 B0 G0 B0 00 OO 00 B0 G2 B0 08 88 6d 41 -c noASDU: 1
050 B0 62 60 6d 41 60 60 20 00 00 00 82 TT 80 88 80  ....A.. ........ ¥ seqgASDU: 1 item
BREE 90 60 90 00 0P DO PO BB PO GO 6P 68 dO BB BB BB . ....... ........ ~ ASDU
ae7e e ff ff fe ba @0 80 @@ @0 83 79 a0 71 88 b - svID: SV_stream
smpCnt: 896
AMU. NapameTpkl Ethernet CBasun n nporokona M3K 61850 confRef: 1
MNapameTp Tekyliee aHaueHue smpSynch: glebal (2)
[@1] MAC agpec 00265700A77C ¥ PhsMeasl
[F1] Wms ycTpoircTaa no MAK 61850 IED1 value: @
[52] Vims norveckoro yeTpoiicTea no MK 61850 MUO1L > quillty: exeeeee000, validity:|good,| source: process,| test
wvalue: @
o |[AMEE HacTpoiiku 9-2 > quality: @x@@eeeeee, validity:|good,| source: process,| test
'3—: MapameTp Tekywee sHayeHne wvalue: 3393
< [b1 Buouurs notok ects > quality: @x@pe8eee0, validity:|good,| source: process,| test
Q.  |[Ug LWnpokosewaTenbHbIN MAC-agpec noToka 010CCD040001 wvalue: 3393
E [ > quality: ex@eee20ee, validity:|good,| source: process,| test,|derived
S | [FT Pesepeuposanve PRP-1 value: 767
g [ Hamuane VLAN wer > quality: exeeeeeees, validity:|good,| source: process,| test
= |[@1 Npuoputer VLAN 4 value: 8
m Hp pVLAN » quality: @x@eepeesd, validity:|good,| source: process,| test
g omep o wvalue: 288
s ApplD 16384 » quality: @x@eeesees, validity:|good,| source: process,| test
© [ confREV 1 wvalue: -332
E_ Koppekuus yrna BeKTopos curHanos, ° -1.20 > quality: exeeeeeeee, validity:|good,| source: process,| test
(@) EI Qi xopoLuee
oy, [ 3a -
Aepkka notoka (B BblGopkax Ha 4 KI'Ly) 1
= 1 MAC-agpec CTOYHUKA
[U1] BbictaBuTs 61UTH CUMYNALMK B pEXUMe TECTUPOBAHWA | HeT -
5 2 WnpokosewaTtenbHblit MAC-agpec noTtoka
AMU. TecTupoBaHue o
&? 3M6TP . Tekywee 3HaueHne 'q__, 4 Yvcnosoi nageHtudbmkatop ApplD
PCTaHOBKa CUrHanoB Ha pene 6roka NUTaHus Her = 5 Homep KoHdurypaumm ConfRev
KSWM recra Aa 8 6 MpoToKon nepeaayin aaHHbx SampledValues
OHTPONEHBIN BIXOA - © 7 PEXUM TECTUPOBaHUA
eHep.aAnCKp.cob. HeT [ —

8 but cumynaumm
9 None KauecTBa

@ P Textitem (text)

|| Packets: 10324 - Displayed: 10312

23
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[IpMeHeHne HOBbIX MPUHLUMMNOB Nepeaayvn AaHHbIX Ans
yctpouctB P3A (nepenada aHanoroBbiX U AUCKPETHbIX
CMIHasIoB Mo LUKHEe npouecca), C NCnoJsib30BaHNEM
KOMMYHUKALMOHHOIro 060pyZ10BaHNS Ha 0bbeKTax
3MEKTPO3HEPreTUKU, ABNSAETCH NPUYMHON BO3HUKHOBEHUS
NOMNOJSIHUTENbHbLIX TPEOOBAHMM K HaBblkaM U KBanuduKaLmnm
NHXXEHEPHOro NnepcoHana.

3HaHWE OCHOB CETEBbIX TEXHOMOMMN, YMEHNE HAUTU U
NMPUMEHUTb MPOrpaMMHbIE U NPOrpaMMHO-annapaTHbIe
KOMMJIEKCbI, BbIMNOHAOLWMNE PYHKLUMM aHan3a CETEBOIO
TpaduKa, ABNSETCA HEOTbEMNEMbIM TPEDOBAHNEM K UHXKEHEPY
paboTatoemy c obopyanosaHuem LIMC.
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bnarogapio 3a BHUMaHue!
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COXPAHAA SHEPI UNIO
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