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KpaTtko o 3agadax Data Fusion

B npouecce aTtaku
[MoameHsem y 10 TpaH3aKUun KaXXgoro rnosib3oBaTtens mcc Kog v Cymmy
TpaH3aKkuum (B 4ONyCTUMbIX paMKax Af19 HOBOro MccC Koga U TeEM e 3HaKOM, YTO U

ncxogHaa TpaH3akums)

B npouecce 3amThbl
3awmiaemM Kak MOXHO Iydule Mogernb OT NHOObIX UCKaKEHUN OaHHbIX |
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[lononHeHne Npo AaHHbIe Data Fusion

4200 nonb3oBaTenen Ana ataku
7080 nonb3oBarternien ¢ pasamMeTkon ans 4oodyvyeHna 3aWmThl

CyMMbl HEMHOIO OTNMYAKTCA OT pearibHbIX
Y Kaxgoro nonb3oatens rapaHTmpoBaHHO 300 TpaH3akumn
Bpemsa anga Bcex TpaH3akuum ognHakoBoe (BHE 3aBUCUMOCTM OT YaCOBOIo nosica)
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Kak obpabaTbiBaloTCA AaHHbIE? Data Fusion

.dropna() — B 4aHHOM crny4ae nepexuTtok npownoro, NaN B Balumnx gaHHbIX HET

df_transactions =
pd.read_csv
source_file

=[

.dropna
.assign
X: X.transaction_dttm.dt.hour
X: X.transaction_dttm.dt.dayofweek
X: X.transaction_dttm.dt.month

X: X.transaction_dttm.dt.day
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Kak obpabaTbiBaloTCA AaHHbIE? Data Fusion

nn_bins — ccpopmmpoBaH Bo BpeMs TpeHuposku. [1ns cymmbl — 100 6akeToB (KBaHTUNN), OCTanbHOE —
HWKaITbHble 3HAYEHUS

process_for_nn(transactions_frame, features, nn_bins, *, need_padding= )is
transactions_frame = transactions_frame[transactions_frame .notna()]
(nn_bins.keys()) <= t (transactions_frame.columns)

digitize_cat(df):

dense_col nn_bins.keys():
dense_col ==
df[dense_col] = pd.cut(df[dense_col] =nn_bins[dense_col] = ) .astype(int)
df[dense_col] = pd.cut(
df[dense_col].astype t).astype =nn_bins[dense_col] =

) .astype(int)

df

after_digitize = transactions_frame.pipe(digitize_cat)
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Kak obpabaTbiBaloTCA AaHHbIE? Data Fusion

Ob6pesaem gaHHble 1 genaem nagavHr o 300 TpaH3akumm
Cenyac 910 He HYXXHO, T.K. AN KaXX40ro norb3oBaterns rapaHTupoBaHHo ecTb 300 TpaH3akumn

num_transactions =
need_padding:
num_transactions =

(

after_digitize.groupby [features]
.apply X: x.values.transpose()[:, -num_transactions:].tolist
.apply X: np.array([list(i * int(num_transactions -

.reset_index

.rename




User source data
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MaTtepuanbl 3afjaum ATaka a— @

1. HepaameueHHble TeCTOBble JaHHble A5 aTaku sample_submission.csv (57 MB)  pata Fusion
2. ®aitn c IMMUTaMM Ha U3MEHEHHbIE CyMMbI TpaH3akuuii no MCC kogaM quantiles.json (32 KB)
3. Mpumep HamBHoro baseline peleHnsi naive_submission.csv (55 MB)

4. ApxuB C KOZJOM HauMBHOro baseline pelleHus Ans BOCNpoU3BeAeHNUs y4aCTHUKAMWU naive_baseline.zip (1 MB)

sample_submission.csv — MmeHAeM 3TOT hann

quantiles.json — gonyctMmMble CyMMbI 419 KaXX40ro mcc_code, Ucnosib3yeTcs npu
npoBepke orpaHnyeHun Ha 6rogxeTt (check budget.py B naive baseline.zip)
naive_submission.csv — n3 HoyTbyka B naive_baseline.zip

naive_baseline.zip paccmoTpum ganee

Ccbllka Ha CTpaHuLLy ¢ JaHHbIMU HA ataky



https://ods.ai/competitions/data-fusion2023-attack/Dataset

Rl
naive baseline.zip Data Fusion

model.py — npeankT Moaenu Ha TpaH3akumsx (.csv dpann). Ha Bbixoge .csv hann
check_budget.py — npoBepka 6rogxeta ataku. icnonb3yeTca BHYTPU CUCTEMBI
quantiles.json — rpaHuubl O4nga Kaxagoro mcc_code

quantiles ], gquantiles

(8.145073890686035, 45117.690601)

nn_bins.pickle, nn_weights.ckpt — dannel gna pabotbl npegobyveHHON
Moaenu



naive baseline.zip — naive _submission.ipynb  pata fusion

CTpaTterns npMmMepHo creaytoLlas:

1) Kpadptum ataky

2) NpoBepsieMm dyHKuMen check budget BanngHOCTL aTaku
3) OueHunBaem Hackonbko ypoHunu ROC AUC

4) Kpytoun pesynerat? OTtnpasnsem!

e MeTpuka copeBHoBaHuss — ROC-AUC Diff mexxay pe3ynstaToM MOAENU Ha UCXOAHbIX AaHHbIX U ee pe3y/lbTaTOM Ha BalleM peLleHuMn.

json

numpy np
pandas pd

tgdm tgdm
random

model predict

check_budget check_budget
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Kak coenatb ataky?
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Npesa 6ensnanHa atakum Data Fusion

- bBepyTca camble apkne npeactasutenn 0 u 1 knaccos
- bBepyTca nx nocnegHue TpaH3akumm
- [MoacTtaBnsaTCS OocTanbHbIM B KOHeL, (C Y4eTOM 3HAKOB)

[1ntockl: npocTo

MuHyCbI: NpOCTO




naive baseline.zip — naive _submission.ipynb  pata fusion

Kak npenaem araky?

— [Nony4vyaem pasmMeTKy U3 mogenu
— bepem camoro spkoro npeacrasmtens n3 0 n 1 knaccos

— bepém y HMX nocnenHue TpaH3akuun,
— Ons Tex, y Koro knacc 0, noactaBnsiemM TpaH3akumm krnacca 1 u HaobopoT

— YYUUTbIBAEM 3HAK TpaH3aKunn MCXOOAHOIo nosib3oBaTesid

WARNING: npu cmeHe 3Haka cneguTte 3a cobnogeHmnem orpaHnyeHuni. Jlydue
cpasy caenaTb reHepaTop BanuMaHbIX CYMM 15 MCC Koga U 3Haka



naive baseline.zip — naive _submission.ipynb  pata fusion

npaBI/IM TPaH3aKunn and KaxXagoro rnosib3oBartesd

user tgdm(users):
user one_users:

copy_from = poor_user
copy_from hero_user

idx_to = df_transactions.index[df_transactions.user_id == user][-BUDGET:]

idx_from = df_transactions.index[df_transactions.user_id == copy_from][-BUDGET:]

sign_to = np.sign(df_transactions.loc[idx_to ].values)

sign_from = np.sign(df_transactions.loc[idx_from ].values)

sign_mask = (sign_to == sign_from)

df_transactions.loc[idx_to[sign_mask = df_transactions.loc[idx_from[sign_mask
].values

df_transactions.loc[idx_to[sign_mask = df_transactions

.loc[idx_from[sign_mask ].values

df_transactions.to_csv(output_path



g=

Yrniydwaem 6ensnanH ataku Data Fusion

- HyxHOo ocBexunTb B NnamMaTu kak pabortaet Bidirectional GRU

- PasHble nocrnegoBatesibHOCTU AN pasHbIX TUMOB MoNnb3oBaTenemn
- WMwem naTTepHbl KaXaoro nonb3oBarters

- Cpenatb reHepartop CymMm




Kyoa konaTb ganbLie Data Fusion

EcTb ABa Tuna ctarten npo aTaky:

- White-box — 3HaemM apXuUTeKkTypy, €CTb AOCTYN K napameTpam

- Black-box — mooenb HemnaBecTHa, BUOMM TOSIbKO NPeauKTbl

How?

PekomeHayem:

e FGSM Sampling Fool n nx sapnauyum
e FGSM onga pekyppeHTHOU cetu
e OnucaHue Apyrmx BUOOB aTtak U 3alluT



https://arxiv.org/pdf/2106.08361.pdf
https://arxiv.org/pdf/1604.08275.pdf
https://spiral.imperial.ac.uk/bitstream/10044/1/96749/3/Liu-YL-2021-PhD-Thesis.pdf
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MaTepuanbl 3agaum 3almTa ' _.=

Data Fusion

1. MpuMep pelleHns sample_submission.zip (1 MB)

2. MpuMep pelwleHuss submit_defence.zip (1 MB)

sample_submission.zip — npumep Kak Hago
submit_defence.zip — Haw 6en3nanH 3aWmTbl — pacCCMOTPUM ganee

Ccblka Ha CTpaHuLy ¢ AaHHBIMW Ha 3aLLUTY



https://ods.ai/competitions/data-fusion2023-defence/dataset
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Smeit_defence.Zip Data Fusion

— metadata.json — kakon obpa3s B3sTb U Kak 3anyCTUTb CKpUMT

K
— model.py — cKpunT, KOTOPLIN caenaeT NPeaukr.

Ha Bxoa umsa .csv goavna gnga npegukra u nms
BbIXOOHOIO .CSV (panrna c pesynsratoMm paboThl

— nn_bins.pickle nn_weights.ckpt — dpannbl, Heobxoanmbele ana paboThbl
bensnanHa



submit_defence.zip — metadata.json MEE @

— metadata.json — kakon obpa3s B3sTb U Kak 3anyCTUTb CKpUMT

|

}

ByaoyT BbI30BbI BaLLEro ckpunta no tuny

python -u model.py attacked.csv out.csv

N mbl oueHnm out.csv

CTpyKTypy pe3synbrata cMOTpeTb B sample_submission.zip
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submit_defence.zip — model.py Data Fusion

— model.py — ckpunT, KOTOPbLIN coenaeT npeaukTt. Ha Bxog nms .csv dpanna angd
npeankTa u M4 BbIXO4HOMO .CSV dpainna ¢ pesyrnsraTtoM paboTbl Moaenm

Obuwasa cTpykTypa:

main():
source_file, output_path = sys.argv[1:]
bins_path =

model_path =

result = reliable_predict(source_file, bins_path, model_path)

result.to_csv(output_path = )
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Data Fusion




Noea 6ensnanHa 3awmThbl

Test-time augmentation

- Cemnnupyem 90% TpaH3aKuum KaXkgoro rnosib3oBaTens
- [enaem npeaukr

- [Henaem Ttak 9 pa3s

- YcpeaHsiem pesynbstaTt Ansa Kaxaoro nonb3oBaTtens




submit_defence.zip model.py noArotoBKa patafusion

reliable_predict(source_file, bins_path, model_path, random_seed=
REPETITIONS =

pl.seed_everything(random_seed)

df_transactions =
pd.read_csv
source_file

=[

.dropna
.assign
x: X.transaction_dttm.dt.hour
X: X.transaction_dttm.dt.dayofweek
X: X.transaction_dttm.dt.month
X: x.transaction_dttm.dt.day




submit_defence.zip model.py noArotoBKa patafusion

(bins_path

bins pickle.load(f)

features bins.pop(

model = TransactionsRnn()
model.load_state_dict(torch.load(model_path))
model.to(device)

model.eval()
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submit_defence.zip model.py HaunHKa Data Fusion

results = []
Tk (REPETITIONS):

df = process_for_nn(df_transactions.sample =random_seed+1
features, bins)

dataset = TransactionsDataset(df)

dataloader = get_dataloader(dataset, device

preds []

users = []
data, target dataloader:
y_pred = model(data)
preds.append(y_pred.detach().cpu().numpy())
users.append(target.detach().cpu().numpy())

preds = np.concatenate(preds)

users = np.concatenate(users)

results.append(pd.DataFrame ({ : users : preds|[: 11))

results [ ] = np.mean([x.target.values results] =0)

results[0]




Yrniydwaem 6ensnanH 3awmThbl Data Fusion

- [ooOyunTte Ha Tex AaHHbIX, KOTOpble Mbl Aanu
-  MoxHO ocTaBUTb MOAENb HEMHOIO HEAOOOYYEHHOM, MOXXEPTBOBAB TOMHOCTLIO
- [MonpobynTe A000Yy4YMTb MOAENb HA AaHHbIX C ayrMeHTauuen
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Kyoa konatb gansiie Data Fusion

1) O6pabaTbiBaem navku (nonlocal denoising method), a He kaxayto
KOHKPETHYIO TpaH3aKLNIo

2) Knéeso pelaem 3agayy atakm U TpeHUpyemMcsa Ha aTakoBaHHbLIX JaHHbIX
(adversarial training)

3) PasHble noaxoabl K 3awmTe (ypesaem npocTpaHCTBO ounyen, genaem
aHcambnb, obydyaem GAN, onpeaensiem adversarial npumep u 1.4.)

4) [puvHumaem pellieHne No-Apyromy (CIMMMAUHF + Bbibupaem | ==X
Kak-HMOyab No ocobomy Kracc)
5) A-nsg y4ebHUK No TOMY, Kak MPOTUBOCTOATb pa3HbIM atakam

6) MOoXHO 0By4nTL OApYryto Moaerb



https://arxiv.org/pdf/2206.12685.pdf
https://escholarship.org/uc/item/3k2780bg
https://arxiv.org/pdf/1901.09963.pdf
https://arxiv.org/pdf/2205.01714.pdf
https://spiral.imperial.ac.uk/bitstream/10044/1/96749/3/Liu-YL-2021-PhD-Thesis.pdf
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Bonpockl, obcyxaeHune
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