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3awmTa MHTepHeT-W3a U hunbTpaumsa ceTeBoro Tpadmka KOpNnopaTMBHOW CeTH

AHHOmMauyus. B cmambe paccmompeHb! peanusayusi mexHonoauu unbmpayuu ceme-
8020 mpaghuka 8 KopriopamugHol cpede ¢ romowbto nDPIl u npumeHeHue npasun
iptables 0ns 3awumel cepsepa.

Knroyeeble cnoea:. uHgopmayuoHHas 6e3ornacHoCmb, 3KOHOMUYecKass 6e30ornacHocme,
KoMrbomepHble cemu, ¢unbmpauyus cemegoao mpacdpuka, linux, adMuHUcmpuposaHue
cepeepos.

Pa3den: (04) sakoHOMUKa.

KopriopatuBHas ceTb 4acTo UCMbITbIBAET TPYAHOCTU C MPOMYCKHOM CMOCOOHOCTHIO BHELL-
Hero KaHana, a Takke 6e30nacHOCTbIO NOKanbHOW ceTy nNpeanpuatTua B Lenom. Heobxoammo
crneountb 3a 6e30MacHOCTbIO M Harpyskonm ceTwu. [ns opraHmsaumm 6e3onacHOCTU, a Takke
unbTpaumMm Tpaduka cnegyet MCMnosnb3oBaTb MHOXECTBO CpedcTB 3awmTbl. OCHOBHbBIM
CpeacTBOM 3alMThLl BCE XXe CTOMT cumtaTb Bpangmayap, Hanpumep, B Debian ucnonbayertca
iptables, a Takke unbTPaLUIO KOHTEHT-PUNBTPOM HeXeraTeNbHbIX PECYPCOB.

Ha cepBepe, KOTOpbIN BbIMOMHAET (PYHKUUIO CETEBOrO LUM03a, YCTaHOBMNEHa onepa-
uMoHHas cuctema Debian Linux 7.8 ¢ npokcu-cepsepom Squid.

Llenb pabotbl — 3abnokupoBaTtb Tpaduk peer-to-peer. Peer-to-peer coeavHeHUss uc-
Nnonb3yKT NPOBPOC MOPTOB HAa HanMune OTKPbITbIX M MPOU3BOAAT nepefadvy gaHHbIX. Jaxe
NPV OTKPbITUXN OCHOBHbIX MOPTOB BESIMKa BEPOATHOCTb NOMaZAaHUs Ha 3TU NOPTbl TOPPEHT-CO-
eOnHeHnn. PaccMoTpuM NporpaMMHYyH0 peanusaumio aHanmsa n 6roknMpoBKM NakeToB.

[ns 6noknpoBKn naketa B cpene onepaunmoHHon cuctembl Debian Linux ncnonbay-
I0TCS NpaBuia mexceTeBoro akpaHa netfilter, TouHee, ero HagcTporika — iptables, koTopas
npeacraBfieHa B BMAE KOHCOMbHOW yTunutbl. Kaxxgoe npaBuio — 3TO CTpoKa, coaepxa-
was B cebe kpuTepuu, onpefenstowme, nognagaeT nv naket No4 3agaHHOe MpaBusio, U
AencTBeme, KOTopoe HeobXxoaUMO BbIMOMHUTL B Criydae BbIMOMHEHUA KpuTepus. B obuwem
BMAe npasuna 3anncbiBatoTCs MPUMEPHO Tak:

iptables [-t table] command [match] [target/jump]

Ecnun B npaBuno He Bkntoyaetcs cneuudukatop [-t table], To no ymonyaHuio npea-
nonaraeTcsa ucnonb3oBaHne Tabnuupl filter, koTopas cnyxut ona punbTpaumm Tpaduka,
TO eCTb paspeLleHnNd 1 3arnpeLleHnst NakeToB N COeANHEHUN.

B Tabnuue filter cogepxaTtca uenoyku:

INPUT — obpabaTbiBaeT Tpaduk, KOTOpPbIN NOCTYNaeT HENOCPEACTBEHHO XOCTY.

FORWARD - oTBe4vaeT 3a BO3MOXHOCTb (puSibTpaLmu TPaH3UTHOIO Tpaduka.

OUTPUT — BO3MOXHOCTb (hurnbTpaummn Tpadmka, ncxogsawero ot XocTa.

Hencteus, sasnsowmecsa gonyctumeimum B Tabnuue filter:

ACCEPT — nponyck nakeTta. NakeT nokngaeT Tekywyo 6a30By0 LIENOYKY U cnegyet
AanblLue No NOTOKOBOW Auarpamme.
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REJECT - 6nokupoBka naketa n coobuieHme ero uctouHuky ob otkase. 1o ymonya-
HUO 06 oTKase coobulaeTtca oTnpaskon otBeTHoro ICMP-nakeTa “icmp-port-unreachable”.
OpHako aTo AencTBue NOAAEPXKMBAET onuuio --reject-with, koTopas no3BonsieT ykasblBaTb
dopMynmnpoBKy cooblieHna o6 oTkase (BO3MOXHble 3HadeHud: icmp-net-unreachable,
icmp-host-unreachable, icmp-proto-unreachable, icmp-net-prohibited, icmp-host-
prohibited). Ons npotokona TCP Bo3MOXHa noggepxkka oTkaza B )OpMe OTNpaBKu
RST-nakeTa (--reject-with tcp-reset).

DROP — GnokupoBka naketa 6e3 coobLueHns UCTOYHKKY 06 oTkase. ABnaeTtcst Hanbo-
nee nNpeanoYvTUTENbLHOM NpY hunbTpaumn Tpadmka Ha nHTepdencax, KOTopble NOAKIHYEHbI
K IHTepHeTy (13-3a NOHWXKEHUS MHAPOPMATUBHOCTU CKAHUPOBaHUS NMOPTOB XOCTa 3/10yMblLL-
neHHukamu) [Iptables — BuknyuebHuk: [canT]. http://ru.wikibooks.org/wiki/lptables].

Ecnu xe npeanonaraetcs ucnonb3oBaHve Apyron tabnuubl, To 3To TpebyeTcs yka-
3aTb sBHO. Cneundukatop Tabnuupbl Takke MOXeT ObITb yka3aH B N0OGOM MecTe CTPOKU
npaBuna, HO Npu 3TOM CTaHOAPTOM cYMTaeTcs ykasaHue Tabnuupbl B Ha4ane npasuna.

Hanee cpasy 3a uMeHeM Tabnuubl JOMMKHA HaxoauTbCs koMaHga. Ecnu cneunduka-
Topa Tabnuubl HeT, TO KOMaHOa Bcerga OOoSfbkHa CToATb nepBon. Komanaa onpepenset
Aenicteue iptables, Hanpumep: BCTaBka npasuna, gobasneHne npasuna B KOHEL, Lenoyku
UNu yaaneHue 3Toro npasuna u T. 4.

Paspen match 3apaet kputepun npoBepku, onpegensiolme nognagaHve naketa
noa OenctBue 3Toro npasuna. 3gecb MoryT ObiTb yKasaHbl pasnuyHble Kputepuu: IP-aa-
pec UCTOYHMKA nakeTa unu ceTn, IP-agpec mecta HasHavyeHus, NOpT, NPOTOKON, CETEBOW
WHTEepgenc n T. a.

CneuudumkaTop target ykasbiBaeT Ha TO, Kakoe AencTBMe HeobXoaUMO BbIMOMHUTL B
crny4vae BbIMOMHEHUS KpUTEpMEB B Npasune. 34eCb MOXHO 3aCTaBuUTb S4PO nepefaTb na-
KeT B ApYrylo LenoyKy npasur, 3abnokmpoBaTb nNakeT v 3abbiTb NPO Hero, BblAaTb Ha UC-
TOYHUK coobLueHne 06 owmnbke n npoyee.

Hwxe npmBefeHbl HEKOTOPblE OCHOBHbIE NPaBuna Ang MHTEepPHEeT-LWUA03a.

BkntoyeHre NonMTUKM N0 yMON4YaHuio — TpadmK Ha LWM3 3anpeTuTb, NCXOOALWMN CO
LI03a — paspeLwlnTb, TPaH3UT — 3anpeTuTb:

# iptables -P INPUT DROP
# iptables -P OUTPUT ACCEPT
# iptables -P FORWARD DROP

PaspelunTtb Tpaduk nokansHOn NeTnu:

# iptables -A INPUT -i lo -j ACCEPT
# iptables -A OUTPUT -o lo -j ACCEPT

Hanee Heobxoanmo paspewntb DNS-, http-, HTTPS-npoTokonbl ans gocryna:

# iptables -A INPUT -i ethO -p tcp --sport 53 -m state --state
ESTABLISHED, RELATED -3 ACCEPT

# iptables -A INPUT -i ethO -p udp --sport 53 -m state --state
ESTABLISHED, RELATED -3 ACCEPT

# iptables -A OUTPUT -o eth0 -p tcp --dport 53 -m state --
state NEW,ESTABLISHED -3j ACCEPT

# iptables -A OUTPUT -o eth0O -p udp --dport 53 -m state --
state NEW,ESTABLISHED -3j ACCEPT
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# iptables -A OUTPUT -p tcp --dport 80 -m state --state
NEW, ESTABLISHED -3j ACCEPT

# 1iptables -A INPUT -p tcp --sport 80 -m state --state

ESTABLISHED, RELATED -3 ACCEPT

# iptables -A OUTPUT -p tcp --dport 443 -m state --state
NEW, ESTABLISHED -j ACCEPT

# iptables -A INPUT -p tcp --sport 443 -m state --state
ESTABLISHED, RELATED -3 ACCEPT

[anee Heobxogumo HacTpamBaTb NAT ons Kaxgoro uHTepdgenca unm BHyTPEHHEN
ceTn, Hanpumep:

# iptables -t nat -A POSTROUTING -s 10.0.0.0/8 -o eth0 -j MAS-
QUERADE

Cneaytowmm warom dyget npumeHeHue TexHonormum DPI.

PaHee cyuiecTBoBanu HaaCTPOMKM LN MEXCETEBOro akpaHa, Takme kak L7-filter n
ipp2p. OHM no3Bonsanu hunbTpoBaTh onpeaeneHHbl Tpaduk, aHannanpys nHpopmaumto,
B TOM 4ucrne u Ha npuknagHom ypoBHe OSI. OTM MexaHu3Mbl Nernn B OCHOBY MNpoekTa
OpenDPI, pacnpoctpaHaemoro no nuueHsnn LGPLv3 1 NoCTpOeHHOro Ha Koge KoMmmep-
yeckoro npoaykra PACE komnaHum “Ipoque”. OpenDPI asnsanca mogynem ans iptables u
Mor bunbTpoBaTh OONbLUIOE KOMMYECTBO PasfM4YHbIX TUMOB NakeToB. [MpoekT npekpaTtun
cBoe cyuiectsoBaHue B 2011 r., HO NnosiBUNacbk KOMMNaHusa ntop, KOTopasa crana UCnosnb30-
BaTb ucxogHukn OpenDPl kak ocHOBY ANsi CBOMX MPOAYKTOB. OTOT MPOEKT HasbiBaeTCH
nDPI. PaspaboTtumku, kKoTOopble Ha oOcHOBe wucxogHukoB nDPI cosgann moaynb Ans
iptables, Taknm obpasom BoccTaHoBunmM npoekt OpenDPI.

B onepauunoHHon cucteme Debian Linux yctaHoBneHo sgpo linux-kernel-3.2, koto-
poe He nopgaepxmBaetca nDPI. Ona yctaHoBkn nDPl Heobxogumo nepecobpaTtb s4po
onepawmoOHHON CUCTEMbI.

Bce gencteusi BbINOSTHAKTCA OT UMEHM Cynepnonb3oBaTens.

S sudo su

[na Havana yctaHaBnuBaeM nakeTbl Ans coopku agpa fakeroot, kernel-package,
libncurses5-dev:

# aptitude install fakeroot kernel-package libncurses5-dev
lMepexoanm B anpekTopwuto /usr/src/:

# cd /usr/src

CkaumBaem c kernel.org agpo 3.17.1, pacnakoBblBaeM:

# wget https://www.kernel.org/pub/linux/kernel/v3.x/linux-
3.17.3.tar.xz
# tar xf linux-3.17.3.tar.xz

Cospgaem CUMBOJIbHYIO CCbIJIKY Ha CKa4YaHHble NCXOOHble KOObl AApa.

# if [ -d linux ]; then rm linux; fi; 1ln -s linux-3.17.3 linux
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Konupyem HacTponku ctaporo sgpa:

# cp /boot/config-3.2.0-4-amd64 .config
Ckaumaem nDPI 1 pacnakoBbiBaeM €ero:

# wget http://devel.aanet.ru/ndpi/nDPI-1.5.1.r8636 v3.tar.gz
# tar xf nDPI-1.5.1.r8636 v3.tar.gz

nepeXOp,l/lM B KaTarsior Co CKa4yaHHbIM AOPOM:
# cd linux

KoHgurypmpyem qgpo  u  Bknwoyaem  nogaepxky NAT B netfilter n
NF_CONNTRACK_LABELS:

# make menuconfig

> Networking support

-> Networking options

-> Network packet filtering framework (Netfilter)

-> IP: Netfilter Configuration

->> IPv4 NAT [M] (BkIOUaEM)

->> IP tables support (required for filtering/masq/NAT) [M]
(BKJIIOUGEM)

->> iptables NAT support [M] // (Bxyouaewm)

> Networking support

-> Networking options

-> Network packet filtering framework (Netfilter)
-> Core Netfilter Configuration

-> *** Xtables matches **x*

-> "connlabel" match support [M] // (BxiwouaeMm)

CoxpaHsieM KoHUrypaumo sgpa v BbIXOguUM:
[Save] [Exit]

Mpuctynaem k cbopke (peBusna sapa (3gecb ato 01ndpi10012015) gomkHa Haywm-
HaTbCS C LMUpbI).

# make-kpkg clean

# fakeroot make-kpkg --initrd --revision=01ndpil0012015
kernel image

CobupaeMm BCE B deb-nakeTw

# fakeroot make-kpkg --initrd --revision=01ndpil0012015
kernel headers

# fakeroot make-kpkg -—-initrd --revision=01ndpil0012015
kernel manual

# fakeroot make-kpkg -—-initrd --revision=01ndpil0012015
kernel doc

# fakeroot make-kpkg --initrd --revision=01ndpil0012015

kernel source
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Tenepb ycTaHaBnvMBaeM naketbl:

# cd /usr/src

# dpkg -i linux-doc-3.17.3 01ndpil0012015 all.deb

# dpkg -i linux-headers-3.17.3 01ndpil0012015 amdé64.deb
# dpkg -i linux-image-3.17.3 01ndpil0012015 amd64.deb

# dpkg -i linux-manual-3.17.3 01ndpil0012015 all.deb

# dpkg -i linux-source-3.17.3 01lndpil0012015 all.deb

[Mepesarpyxaem mMaLlUnHy:
# reboot

Mepexoanm B aupektoputo /usr/src/nDPI-1.5.1.r8636_v3/ndpi-netfilter n komnunupy-
eM iptables-extension n moayne aapa:

# cd /usr/src/nDPI-1.5.1.r8636 v3/ndpi-netfilter
# make
# make install

Ecnu make install He cpaboTtan, To MOXHO Bocnonb3oBaTbes yTunuton checkinstall n
nameHnTb pemanto netfilter Ha 01 n yctaHoBuTb deb-naker:

# make modules install

Tenepb MOXHO NPUMEHATb NpaBuna ¢ ucnonb3osaHmem nDPl — HeobxoaMmo BblI-
OpaTb HYXHbIN NPOTOKOST M CO34aTb Ha ero OCHoBe NpaBuno B iptables:

# iptables -A FORWARD -m ndpi --bittorrent -j DROP

# iptables -A FORWARD -m ndpi --steam -j DROP

# iptables -A FORWARD -m ndpi --gnutella -3 DROP

# iptables -A FORWARD -m ndpi --edonkey -3 DROP

# iptables -A FORWARD -m ndpi --battlefield -j DROP

# iptables -A FORWARD -m ndpi --quake -j DROP

# iptables -A FORWARD -m ndpi --halflife2 -j DROP

# iptables -A FORWARD -m ndpi --worldofwarcraft -j DROP
# iptables -A FORWARD -m ndpi --warcraft3 -j DROP

# iptables -A FORWARD -m ndpi --world of kung fu -3j DROP

B naHHoM ctatbe GbiM pacCMOTPEeHbl OCHOBHbIE NMPUHLMMbI 3aLLUMTLI cepBepa C NMoMo-

Wwbto 6paHamayapa iptables, a Takke TexHonorus DPI n ee peanusaumnsa Ha CETEBOM LUMO3E
nog, ynpaeneHnem onepaumoHHon cuctemsl Debian. bbin caenaH BbIBOA4 O TOM, YTO UCMOSb-
30BaHue TexHosormn DPIl nossonsieT agMUHUCTPaTOpPy 3HAYUTENbHO CHU3UTbL Harpysky Ha
WHTepHeT-KkaHar, obecrnevms KOMOPTHYIO paboTy BCeM NOMb30BaTENSM OpraHn3aLum.

Ha npakTtuke 6bina npomsseaeHa nepecbopka sigpa onepaumoHHon cuctemsl Debian
Linux ¢ uenbto ncnonb3oBanua naketa nDPI. NMaket nDPI aensetca cBobogHO pacnpo-
CTpaHAeMbIM nporpamMmMHbiM obecrneyeHneMm, criegoBaTefibHO, He TpebyeTca 3HauuTenb-
HbIX PMHAHCOBLIX 3aTpaT Ha ero HaCTPOWKY U fanbHenllee UCMNoSb30BaHue, 4YTo SABMseT-
Csl O4AHUM U3 ero OCHOBHbIX MPENMYLLIECTB Nepen NiaTHbIMU PeLLEHUSIMU CTOPOHHUX MpPo-
n3soguTenen peweHnn onga punsTpauum ceteBoro Tpadguka.
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