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Cbinayee AHOpell KOpbesuy,

KaHOudam topuduyecKux Hayk, cmapuwul rperodasamesib Kaghedpbl ornepa-
MUBHO-pa3bICKHOU OessimesibHoCmuU U OornepamugHO-mexHUYeCKUX Meporpusi-
muti opeaHo8 eHympeHHuUx denn ®IKOY A0 « TroMeHcKul uHcmumym roebi-
weHus keanugukayuu compyoHukoe MB/] Poccuuy, 2. TromeHb
brig094@mail.ru

OCHOBHbIe cNOCO6bLI XULEHUN C UCNOJNIb30BaHMeM ceTn UHTepHeT

AHHOmMauyus. B cmamee paccmampusaromcsi Hauboriee pacrnpocmpaHeHHbIe 8UObI XULeHUU
yyK020 UMywecmsa unu npuobpemeHus rnpas Ha 4Yyxxoe umyu,ecmeo nymem obmaHa umnu
3r10ynompebneHusi dogepuemM ¢ UCMob308aHUEM cemu IHmepHem, a makxe yka3aHbl npu-
YUHbI HEAOCMAamOYHO 8bICOKOU 3ghchekmusHocmu dessimesibHocmu rioopa3soesnieHuli opaaHo8
8HYMPEHHUX Oes1 Mo packKpbIMUK U paccriedo8aHuro yKa3aHHbIX 8U008 rpecmyrneHud.
Knroyeenie croga: KOMbOMEPHbIE NpecmynieHusi, UHmepHem MoWeHHUYecmeo, obmaH
unu snoynompebneHue dogepuem.

Pa3den: (03) cbunocogbusi; coyuosioausi; noaumoroausi; npasosedeHue; HaykogeoeHue.

KayecTBeHHble nokasaTenv, Xxapakrepusyrome CoBpeMeHHY NpecTynHocTb B Poc-
cunckon degepavmm, roBopsiT O TOM, YTO OHa aKTUBHO OCBamBaeT N UCMNOSb3yeT A0CTUXKE-
HUS TEXHUYECKOro Nporpecca 1 HoBbIX MHAOPMALMOHHBLIX TeXHOMNOrMn. Hambonbluen pac-
NPOCTPAHEHHOCTLIO B NOcneaHee BpeMs Mofb3yeTcsl MHTEPHET-MOLLUEHHNYECTBO U XMLLE-
HUE OEHEXHbIX cpeacTB ¢ HaHKOBCKUX CHETOB OU3NYECKMX NULL C MOMOLLIbIO KOMMNpPOMeTa-
LM CUCTEM OUCTaHLMOHHOIO GaHKOBCKOro obcnyxunsaHus?,

PaccmoTpeB psig BblleyKka3aHHbIX NPECTYNNEHNA, MOXHO cAenaTb BbIBOA O TOM, YTO
B OONbLUMHCTBE CrnyyaeB AaHHble MPECTYNMEHNA OCTalOTCS HE3asiBNEHHbIMM, TakK Kak npe-
CTYMHMKWN, COBEPLUAs XMLLEHNE OEHEXHbIX CPEACTB, B OCHOBHOM MOXULLIAIOT HE 3HAYUTENb-
Hble ANd rpaxkgaH cyMMmbl. [103TOMy B KaXX4OM BTOPOM Crlydae rpaxgaHe npocTo He 3ame-
YalT Nponaxy AeHEXHbIX CPeacTB CO CBOe HaHKOBCKOW KapTbl, a faXe ecnv U oBHapyxu-
BalOT TAKOBYIO, TO TONbKO ABOE U3 AecAT obpaluatoTcs B nonuumto unm 6aHk. Takke Heob-
XOOUMO OTMETUTb, YTO Kaxkgoe YeTBepToe NpecTynneHne CoBepLUEHO NULaMun, He JOCTUr-
LWMMK OBaALATUNATUNETHErO BO3pacTa, Tak Kak OHU aKTUBHO U3y4yarT MHAOPMALNOHHbIE
TEXHOMOrMM 1 KOMMbIOTEPHbBIE NPOrpamMMbl, NOSb3YHTCA MOBUNBbHLIMK TenedoHaMu ¢ pas-
NNYHLIMWU ONepaLMOHHbIMU CUCTEMAMM, MIAHLLIETHBIMU U NOPTATUBHLIMU KOMMNbOTEPAMMU.

Takoe cocTosiHMe Aen B oMepenHomn pa3 nogHMMaeT Bonpoc 06 adhdekTUBHOCTM pocC-
CUIACKOW NpaBONpPUMEHUTESNIbHOM CUCTEMbI B OTHOLLEHUW NMPECTYNfeHnA B chepe KOMIMbIo-
TEPHOW MHopMaLMn, NO3ITOMY B AHHOW CTaTbE€ Mbl PACCMOTPUM OTAENbHbIE BUAbI XULLIE-
HWI Yy>KOro UMyLLLECTBa UIM NpMoBpeTeHnst NpaB Ha YyXX0e UMYLLIECTBO NyTeM obmaHa mnm
3rnoynoTpebneHns OBEPMEM C UCNONb30BaHMEM ceTu IHTepHeT.

K Hanbonee pacnpocTpaHeHHbIM BUAaM yKa3aHHOrO MOLLEHHUYECTBA MOXHO OTHECTMU:

—  UCNonb30BaHMe NOTEPSHHbIX/YKpaaeHHbIX 6aHKOBCKMX KapT, Koraa srageneL unm
BGaHK CBOEBPEMEHHO MX He BnokunpyeT;

1 KomnpomeTauua — akT A40CTyna NOCTOPOHHEro Nuua K 3alimiiaemMoin nHdopmaumm, a Takke nogospeHve
Ha Hero. Yallle Bcero paccmaTtprBaloT KOMNPOMETAaLMIO 3aKPbITOro KkoYa, 3aKpbITOro anroputma, g poBoro
cepTudmKaTa, y4E€THbIX 3anuceit (Naporneit), aGOHEHTOB UMK APYrUX 3alULLaeMbIX 3NTIEMEHTOB, MO3BOMAOLLIMX
YOOCTOBEPUTb NIMYHOCTb y4acTHMUKa oBMeHa MHdopmaLlmen.

1


http://e-koncept.ru/2015/

Coinayes A. HO. OcHogHble criocobbl xuwjeHull ¢ ucronsbzosaHuem cemu YIHmep-

Hem // KoHuyenm. — 2015. — Ne 10 (okmsa6ps). — ART 15349. — 0,4 n. 1. — URL:
http://e-koncept.ru/2015/15349.htm. — ISSN 2304-120X.

H3Y4HO-METOANHECKUIA
SAEKTPOHHBIN dKyPHaA

—  3anucb NOMNy4YeHHOW HE3aKOHHbLIM NyTeM MH(OPMaLIMN O YYXXON KapTe Ha MarHuT-
HYI0 Noriocy noanensHON Unu NOASIMHHOW KapThbl;

— 3aKa3 pasfuyHbIX TOBApPOB W YCIyr C WUCMNOMb30BaHWEM AaHHbIX GaHKOBCKOM
KapTbl, NMULOM, HE ABNAIOLWMMCS ee BrajerbLem;

—  MCMNONb30BaHME Yy)Xoro 6aHKOBCKOro cyeTa kpeguTHon nnmn aebetoBon KapTbl Nn-
LOM, MOSYYMBLUMM AOCTYM K 3TOMY CHETY HE3AKOHHbLIM NyTEM,;

—  Mcnonb3oBaHne BaHKOBCKUX KapT, HE MOMyYeHHbIX ee BragernbLuamm (Hanpumep, Xu-
LLieHMe HOBOW M NOBTOPHO BbIMYLLIEHHOW KapThbl NPY NEpPechIsike ee 3aKOHHOMY AepaTernto);

—  yKasaHue NOXHbIX AaHHbIX B 3asBN€HUM Ha MOnyyYeHne KapThl,

—  [ABOMHYIO NPOKaTKy KapT (CroBOp TOProBO-CEPBUCHLIX NpeanpusaTui, npegycmat-
puBalLMMA MHOFOKPaTHYIO MPOKAaTKY MMaTeXHOW KapTbl C NONyYEeHMEM OO0MOSTHUTENbHbIX
KOMWI CNNNOB?, UCMOMb3yeMbIX BNOCINEACTBMN B MOLLEHHUYECKNX LIENsiX);

—  UCMNOMb30BaHME PEKBU3UTOB KapTbl, NOSTyYEHHbIX HE3aKOHHbLIM NyTeM, Ans TpaH3ak-
U B BUpTYyarnbHon cpege. Homep kapTbl MOLLEHHMKN NOMYyYatoT pasnnyHbIMU NyTAMU, BKIHO-
Yyasi Kpaxxy 13 KOMMNbOTEPHOW CUCTEMbI TOProBOM TOYKN B ceTU VIHTEPHET, HE NMEtOLLIEN HEOD-
XO0AMMbIX cpeacTts 6e3onacHOCT ANna NpefoTBpaLLeHNa HeCaHKLUMOHMPOBAHHOIO AOCTYyNa.

Takke He06X0aNMO OTMETUTb M TaKOW BUJ MOLLEHHMYECTBA, Kak pulumHre. Ero uenbto
ABMSETCA nosiydeHne 4OCTyna K KoOHpuaeHumManbHbIM AaHHbIM Nofb3oBaTenen — normHam
n naponsam. OH gocTuraeTcs NyTém NpoBeeHNA MaCCOBbIX PACCHINIOK 9NIEKTPOHHbIX MUCEM
OT MUMEHU NONYNsPHbIX TOProBbIX MApPOK, KOTOPblE B NpeAcTaBfieHMn noTpedbutensa umerT
onpeerieHHble XxapaKkTepHble LeHHble CBOMCTBA M aTpubyThl, @ Takke NMUYHbIX COOBLLEHNI
BHYTPU pasfnyHbIX CEPBUCOB, HaNpUMep, OT UMeHN BaHKOB UIM BHYTPU CoLMarnbHbIX ce-
Ten. B nucbMe 4acTo COLEPXUTCSA MpsiMasi CCbiflka Ha CalT, BHELUHE HEeOT/IMYUMbIA OT
HacTosiwero, NMbo Ha canT ¢ peaupekTom*. Mocne Toro Kak nonb3oBaTenb nonagaeT Ha
nogaenbHy CTpaHULy, MOLUEHHUKU NbITATCA PasfUYHbIMU NCUXOSTIOrMYECKUMU NPUE-
Mamun nobyauTb nonb3oBaTensd BBECTU Ha NoAaernbHOM CTpaHuLe CBOM NOMMH U Napofib,
KOTOpble OH UCMNosb3yeT AN JOCTyna K onpedesiéHHOMY CanTy, YTO NO3BOJSISET MOLUEHHU-
KaM Nosy4nTb AOCTYM K akkayHTaM® 1 GaHKOBCKUM cYeTaM.

CambIM pacnpocTpaHeHHbIM BUAOM (PULLIMHIOBbLIX CaUTOB SBMSIETCA CO3AaHne Konum 6aH-
KOBCKMX canToB. CxeMbl NPECTYNSIEHUIN B TaKMX CRyvasX BbIMMAASAT CreaytoLwmm obpasom:

1. KnuneHT 6aHka, NbiTasiCb 3aMTK Ha cauT OHNanH-6aHkKa, kak NpaBuno, NonagaeT Ha
CTpaHuULYy, Ha KOTOPOW yKa3aHo, YTO B AaHHbIN MOMEHT Ha calTe BeayTCHa TEXHUYECKMe pa-
0OTbI 1 €ro NpocAT BBECTU CBOM HOMEP TenegoHa BMeCcTo SMS-NoATBEPXKAEHMS.

[Mocne aToro emy HavmMHatT NpuxoanTb SMS-coobLLeHns o0 nepeBoae CPEeACTB C ero
BGaHKOBCKOW KapTbl, 3aTEM 3BOHAT AKOObI M3 TEXHUYECKOW NOAOEPXKKN AaHHOrO 6aHka 1 co-
o0LLaT 0 TOM, YTO NPOU3OLLIIM OLUMBOYHbIE Onepauuu, U NPOCAT NPOLAMKTOBATb JNIOMMH, Na-
ponb 1 SMS-koa onst OTMeHbl onepaumn. KnveHT npegocraBnsaeT Heobxoanmyo MHAOP-
MaLno, U MOLLEHHWKM NOMyYaloT AOCTYN K ero 6aHKOBCKOMY CYETY.

2 Cnun — OOKYMEHT (YekK), NoaTBepXkaaroLLmMin npoBeeHne No 6aHKOBCKOWM kapTe ornepaumii, COBEPLUEHHbIX C
NMOMOLLIbIO MexaHnyeckoro yctponcTtea. O6blMHO MpeacTaBnsieT cobow TPexCrnonHble caMOoKOonupyoLmecs
OnaHku.

3 OUWKWHF — ogHa M3 Pa3HOBUAHOCTEN CoLManbHOW MHXEHEPUN, OCHOBaHHAas Ha HE3HaHUK Mofb30BaTENsIMU
OCHOB ceTeBOW 6€30MacHOCTU: B YaCTHOCTU, MHOTME HE 3HAOT MPOCTOro dhakTa: CEPBUCHI HE pacchbinatT nu-
ceM ¢ npocbbamu coobLnTb CBOM YY4ETHbIE AaHHbIE, Maponb 1 T. M.

4 PeaupekT — aBToMaTU4YecKoe nepeHanpasnieHne nonb3oBaTernei ¢ 0gHOro canta Ha apyron. Beirnsgut ato
cnegyrowmm obpasom: nonb3oBarternb HabnpaeT B agpecHom cTpoke Gpaysepa OavH agpec, a OKasbiBaeTcs
Ha caiTe, agpec KOTOpPOro COBCEM ApPYron.

5 AKKayHT — XpaHMMas B KOMMbIOTEPHON CUCTEME COBOKYMHOCTb AaHHbIX O Nofb3oBaTtere, Heobxogumas Ans
€ro ono3HaBaHus 1 NPefoCTaBNeHNs AOCTYNa K €ro JIMYHbIM AaHHbIM U HACTPONKaM.
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2. KnueHT 6aHkKa, Haxo4aCk Ha KONUM canTa, BbINOMHSET pasnuyHble onepaumm (Hanpu-
Mep, NorosiHeHne cyeta aboOHEHTCKOro HOMepa, onnarta pasfuyHbIX YCNyr, NepeBod AeHeX-
HbIX CPEACTB Ha Apyron cyeT u T. n.). [locne BBoga CBOMX fIOrMHa 1 Napons, KOTopble OH UC-
nonb3yeT A58 A0CTyna, OHY CTAHOBATCS M3BECTHbI MOLLEHHUKaM, NOCMEeAHUE Xe, B CBOKO OYe-
peab, Noy4atT BO3MOXHOCTb CMNCAHNS OEHEXHbIX CPeACTB C 6aHKOBCKOM KapThbl.

PaccmMoTpuM HECKOMNbKO BapvaHTOB COBEPLUEHUS XULLIEHWUIA OEHEXHbIX CPeacTB C UC-
nonb3oBaHnem cetn NHTepHeT:

Bapuarnm 1

3MoyMbILLNIEHHUK COBEPLLAET psif, 3BOHKOB HA MOBUIbHbIE NTMBO CTaumoHapHble HoMepa
(0BbIYMHO AaHHbIE OENCTBUSA COBEPLUAOTCA NyTEM CrydanHoro Habopa HOMepoB, BbIOMpaeTcs
kof ropofa, Hanpumep 8-3452, nanee cnenyet psid HOMepPOB 22-22-22, 22-22-23, 22-22-24 v
T. A4.). Janee mMoLleHHVK NpeacTaBnsaeTcsi CoTPYAHUKOM NOMMLUMK 1 COOBLLaET, YTO POACTBEHHMK
NOTEHUMANbHON KEPTBbI COBEPLUMIT Kakoe-nMbo npaBoHapyLLEHWEe U NPecTynneHe n ons
TOro, YTOObI PeLNTb BOMPOC, CPOYHO HYXHbI AEHbIN. Takke OH MOXET NpeacTaBnsATbCs ChblIHOM
U1 JOYepbI0 NOTepPreBLUEro N COOBLLMTL, YTO Y HEro (Her) HENPUSATHOCTU N eMy (ei) CPOYHO
HYXXHbl JeHbM. B OCHOBHOM 3IOYMBbILLNIEHHUK, YYUTLIBAA MCUXOSIOMMI0 YerioBeka, CoBepLuaeT
3BOHKM B HOYHOE BpEMSl, TaK Kak YerioBeK, MoslyumMB B Takoe BpeMsi MHpOpMaLMIO O TOM, YTO
6nnsknin Yenosek nonan B 6efy, Ha4YMHaAET cpasy e coBepLlaTb AENCTBUS MO NEPEYNCIIEHNIO
nmMbo msnyeckon nepegave AeHEXHbIX CPeacTB U LEHHOCTEN.

B maHHOM npecTynneHunn y NpecTynHyKa eCTb ABa BapyaHTa XULLEHUS OeHEXHbIX CPEACTB:

—  3M0YMBbIWSEHHVK nNpenaraeT noTeHunanbHOW XepTBe OTNpaBUTb AEHEXHble
cpenctBa Yepea 6aHkomaT nMbo TepMuHan onnatbl HAa yKa3aHHbIN UM aOOHEHTCKUIN HOMEDP,
HOMEP NMLIEBOro cyeTa, HOMEP OHMaMH-KOLLIENbKA;

—  3MOYMbILLNEHHWK NpeanaraeT nepeaarb emMy AeHeXHbIe CpeaCcTBa B yka3aHHOM MeCTe.

Kak npaBuno, coBepluasi TpaH3akUumio® OeHEXHbIX CPeACTB, 3MOYMbILNEHHUK MblTa-
eTCS CKPbITb AaHHble AEHEeXHble cpeacTBa Ha 3apybexHbix nuueBbix cyeTax. Hanpumep,
NOXULLIEHHbIE AeHeXHble cpeacTBa Oblnin HanpaeneHbl NOTepPNeBLMM Ha aBOHEHTCKUA HO-
mep 8-908-999-22-33, ¢ 4aHHOro abOHEHTCKOro HoMepa AeHeXHble cpeacTBa HanpasseHb!
3M10YMBbILLMIEHHUKOM C UCMNONb30BaHNEM MOBUIBbHOrO BaHKa Ha OHMNanH-Kowenek nnn dax-
KOBCKMI cueT 2222 3333 4444 5555. Nocne 3Toro Ha kakom-nmbo canTte npnobpeTeH ToBap
Ha MOXULLEHHYIO CYMMY; fanee 3M0yMbILUNEeHHUK co cueTa 2222 3333 4444 5555, Ha koTO-
pbii paHee ObInn NepeBeaeHbl AeHEXHbIE CPeACTBa, NepeBoanT X Ha CYEeT canTa, C KOTO-
poro oHm nepexoadat npogasuy. OgHaKo CornacHoO yCrnoBMsiM Takoro npnobpeTeHns ToBapa
B TEYEHME yKa3aHHOro BpeMeHM nNokynaTenb BnpaBe 0Tka3aTbCs OT HEro, YEM U NOSb3yeTcs
3M0YMbILMEHHMK, OTKa3blBasiCb OT TOBapa. 3aTeM OH yKa3blBaeT CYET, Ha KOTOPbIA HeOb-
XOOMMO NEPEBECTU AEHEXHbIE CPeACTBa, NEepeYnNCrieHHbIe UM paHee 3a ToBap 5555 6666
7777 8888.

Taknm obpas3om, NPeCTYNHUK MOXKET MONYyYNTb NOXULLEHHbIE AEHEXHbIe CPeacTBa B
Bnae 6GaHKOBCKOro nepesoja Ha CBOM c4eT Nnbo NOBTOPMB AaHHYKO onepaunto ¢ NoAcTaB-
HbIMW cHeTamu Ba pasa un bonee.

Bo BTOpOM paccmaTpvBaeMoM BapuaHTe OaHHOrO MNpecTynfieHns OEeWCTBUSA 3510-
YMbILLNEHHMKA HE U3MEHSIIOTCH 3a UCKITIOYEHNEM TOrO, YTO NMOXULLIEHHbIE AEHEXHbIe cpes-

6 TpaH3akuua — onepauus AepxaTtens GaHKOBCKOW KapTbl C WCMOMb30BaHWEM 3MEKTPOHHOro cyeTa.
TpaH3aKumsi OCyLLECTBNAETCA AepXKaTeneM aNekTPOHHOM KapTbl M NMpeanonaraeT npoLecc onnaTbl cyeTa, ne-
peBoAa AEHEXHbIX aKTUBOB UM NOSMYYEHNUs HanNUYHbIX OeHer.
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CTBa NnoTepnesLwnn nepeaaeT NocpeaHUKY (Hanpumep, Korga oTkasbliBaeTcsl IMYHO nepe-
YUCNATL OEHEXHble CpeacTBa, MOTUBUPYS TEM, YTO HE YMeEeT Nofb3oBaTbCA BaHKOMaTOM
nmbo TepMUHANOM, UK NX OTCYTCTBMEM). B AaHHOM cryvae MOLUEHHMK 3aKa3blBaeT TakCu
Ha YKa3aHHbIV >XepTBOW afpec, Nocne Yero BOAUTENb TaKCK, NOSTyYnB AEHEXHbIe CpeacTBa,
YBO3UT UX B yKa3aHHOE 3/1I0YMbILLSIEHHMKOM MECTO 1 COBepLUAeT onepauuio no nepeduncne-
HWUIO JEeHEeXHbIX CPEeACTB 3a OTAeNbHOe Bo3HarpaxaeHne nubo 6e3 TakoBoro.

BapuaHm 2

Mpexge 4em paccMOTpeTb MNPECTYNNEHUs, CBSA3aHHblE C XULEHUEM [OEHEXHbIX
cpeacTB ¢ BaHKOBCKMX KapT, HEOOXOANMO OTMETUTb, YTO COTPYAHMKM Pa3NNYHbIX OpraHu-
3auun, a Takke gepxarenv 6aHKOBCKUX KapT caMu co3fatoT bnaronpusTHble ycroBusa ong
npecTynHuKa (HanpmumMmep, BO MHOMMX OpraHmM3aumsx cylecTByeT 6ecnnaTtHoe NoAaKoYeHne
K ceTn IHTepHeT, He Tpebylowee pernctpaumm, Takke HabnogaetTcsa HebpexxHoe OTHoLLe-
HWe 1 HecobnogeHne mep 6e30MacHOCTU NPU UCNONBb30BaHUKN FpaxgaHamn 6aHKOBCKMX
kapT). MoaTomy B psage criyyaes Npu NPoOBEAEHUN MEPONPUSATUIA, HanpaBneHHbIX Ha pac-
KpbITWE 1 paccnefoBaHue JaHHOro Buaa npecTynieHnin, CoOTpYaHUK Nonmuum 3a4acTyo Mo-
XeT NonyyYnTb OTBET, YTO 3MOYMBbILISIEHHWK COBepLUan BbIXxo B ceTb VHTepHeT ¢ ucnonb-
3oBaHMeM Wi-Fi-coeguHeHus B kakoM-nnbo kadge unm B HenocpeacTBeHHoOM Bnmn3octu ot
Hero Ha paccTosiHui curHana Wi-Fi-poyTepa’; B 4aHHbIX Cryyasix MPUXOAMTCS NMPOBOAUTL
AO0NOJSTHUTENbHbBIE MEPONPUATUS, MPU ATOM, KaK Mbl YXXe OTMeYanu paHee, Bpemsi pabotaet
Ha NpecTynHuKa.

PaccMoTprMm BapuaHT XMLLEHUS OEHEXHbBIX CPeACTB ¢ 6aHKOBCKOM KapTbl, KOTOpasi UMeeT
npuBA3Ky K aBOHEHTCKOMY HOMEpY, C y4acTueM NoTeHUManbHON XepTBbl 1 6e3 TakoBO.

Ansa xyweHna geHexHbIX cpeacTB ¢ 6aHKOBCKOW KapTbl 3MTI0YMbILUNIEHHWK, KakK 1 B Ji0-
ObIX Apyrnx cnydasix, 6yaeTt BbliHYXXAEeH BOCMONb3oBaTbCca VIHTepHEeTOM. Y npecTynneHuin
AAaHHOro Tuna nmeeTcss 0COBEHHOCTb: 3M0YMbILLNIEHHNKY HEOOXOANMO 3HaTb NULEBOMN HO-
Mep GaHKOBCKOM KapTbl, B J@HHOM Clyyae, Kak 1 Oblflo HaMn OTMEYEHO paHee, bnaronpu-
ATHbIE YCNOBUSA CO34al0T caMm cogepkxaTenu 6aHKOBCKUX KapT (Hanpumep, yTpayeHHas, Ho
He3abnoknpoBaHHaa GaHKOBCKasi kapTa, OCTaBfieHHasi B MarasvHe unv B H6aHkomate n
T. A4.). Nocneayowmne AeicTBUS 3N0YyMbILLUNIEHHWKA HACTOMNBKO NPOCThI, YTO XULLIEHWNE OH MO-
XeT COBepLINTb B TeYEHME NATU MUHYT MOCIe TOro, Kak nony4mn Homep 6aHKOBCKOM KapTbl.

3noyMbILNEHHNK OCYLLECTBIISIET MOKYMKY TOBapoB B ceTn VHTepHeT, ykasbiBas npwu
3TOM Homep HaHkoBckon kapTbl (PIN-ko4 ANA BbINOMHEHUS AaHHOW onepauun He Tpely-
eTcs), B NocrneaytLlemM OH OTKasblBaeTCa OT TOBapa M HaYMHAET TPaH3aKUUI0 OEHEXHbIX
cpencTB Mo (PUKTUBHO CO34aHHbIM cHeTaM UM MOBUMbHBIM CYeTaM, KOTOpble B CETU He
3aperncTpmMpoBaHbl.

[Mpn coBepLUEHUN XULLEHUS HAaNPAMYIO Yepes OHNarH-MarasuHbl Bnagensly 6aHkoB-
CKOW KapTbl noctynaet SMS-yBegomrieHne, 0 TOM, 4YTO 3aKas onjlayeH Ha caunTe.

HeobxoanmMo oTMeTUTb, YTO UMEHHO MOAKNIYEHNe abOHEHTCKOro Homepa K 6aHKoB-
CKOWN KapTe SBNSeTCs yAa3BMMbIM MECTOM, YeM B BONbLUMHCTBE Cry4aeB 1 Nofb3yeTcs 3M0-
YMbILLNEHHUK.

Hanpumep, MOLWIEHHUKN MOAENUPYIOT 3BOHOK aBTOMH(OpMaTopa, NOoy4nB KOTOPbLIN
aepxartenb KapTbl Nonyd4aeT MHpopMaLnio O TOM, YTO C €ero KapTon NPOM3BOASATCA MOLLEH-
HU4eckne AencTena n HeobxoaAMMo HeMeaNeHHO Nepe3BOHUTL MO ONpeaeNneHHOMY HOMEpY.
3NOYMBbILWNEHHUK, MPUHUMAIOLLMA 3BOHKM MO YKaszaHHOMY aBTOMHAOPMAaTOpOM HOMeEpY,
npeacTaBnaeTcs COTPYAHUMKOM Kakon-nnbo (pvHaHCOBOM OpraHusaumm, NpoCUT MPOWTU
CBEpPKY [aHHbIX U BBECTU 16-3HaYHbIN HOMEpP KapTbl C KnaBuaTypbl TenedoHa. Kak Tonbko

7 PoyTep — crneunannavMpoBaHHLI CETEBOM KOMMNbIOTEP, UMEIOLLMIA ABa U 6onee ceTeBbIX MHTepdelca 1
nepecbinawLwmii NakeTol JAHHBIX MEXAY PasfnnyYHbIMWU CETMEHTAMU CETU.
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H3Y4HO-METOANHECKA

SAEKTPOHHbBIZ XKYPHaA
HOMep BBEAEH, 3NOYyMbILLNEHHNK CTaHOBUTCA obnagaTtenem Bcen Heobxoanmon nHgopma-
unmn (Homep TenedpoHa, NosHoe uUMs, agpec), 3atem, UCNOoMb3ysa 3TOT 3BOHOK, MOXHO CO-
6paTb 1 AoNONHUTENbBHY MHOopMaunto, Takyto kak PIN-koa, cpok AencTBUS KapThbl, Aata
poXaeHusi, Homep 6GaHKOBCKOro cyeTa u T. n.

B nocnegHee Bpems, ncnonb3yst 6asbl aHHbIX KOMNaHWA MOOGUNBHOW CBA3W, 3M0-
YMBILLMIEHHMKN MacCoBO paccbinaT SMS npumepHo cnefyrowlero cogepxaHus: «Bawwa
KapTa 3abnokupoBaHa. [1na pa3bnokmpoBkM HEOOXOANMO NO3BOHUTL NO HOMEPY....», eCTe-
CTBEHHO, yKa3blBaeTcs HoMep TernedoHa MOLLeHHMKa. HekoTopble rpaxxaaHe, BMECTO TOro
4yTO 6bI Cpasdy obpaTnTbCsa B Grivkanwmnm oguc ceoero 6aHka Ana NpoBEpPKN NOCTYNMBLLEN
MHopmauumn nMbo NO3BOHUTL B CIYXOY KIMEHTCKOM NOAAEPXKKU, Nepe3BaHNBAaOT MO yKa-
3aHHOMY B SMS Homepy.

MoLUEHHWK NpeacTaBnsieTca «CoTpyaHukom 6aHka» nnu «otgena 6esonacHocTn 6aH-
KOBCKOM CMCTEMbI NnaTexen n nepeBoaoB». [Noa npeanorom pa3brnoknpoBaHus KapTbl 3M10-
YMBILLMEHHUK BbIACHAET Y rpaXaaHuHa, NOAKMYeHa nn K ero cyety ycnyra «MobunbHbin
OaHKk», W, ecnn Takas ycnyra nogkrioyeHa, MOLWEHHUK OOMaHHbIM NyTeM noryvaeT y Bra-
aenbua Homep GaHKOBCKOW KapTbl, CPOK €e AEUCTBUSA M NepcoHarnbHbIM Kog. 3aTtemM nopg
npeanorom pa3bnokMpoBaHUs U «C cornacusa» Briagernbla Ha OCyLLEeCTBNEHNE onepaLmn
no kapTe 1 Yepes NHTepHeT noxmLLaeT OeHblM C ero cyeta nytem 6es3HannyHoro nepesoja
Ha gpyrue cyeTa.

Ecnun xe ycnyra «MobunbHbii 6aHK» He NOAKMYEHA, MOLIEHHUK B Xo4e TeneqoH-
HOro pasroBopa npeanaraeT rpaxgaHuvHy nogonTn K bnvxanwemy 6aHkomaTy n ocyule-
CTBUTb PSS HEKUX onepauui, BBOAS ero B 3abnyxaeHne n nepesons AeHbrn Ha aboHEHT-
CKue Homepa TenedoHOB COTOBOM CBSA3M NUMBO Ha Apyrme 6aHKOBCKME cyeTa.

Takoe MOLLIEHHNYECTBO CTAHOBUTCH BO3MOXHbBIM TOSMbKO M3-3a TOr0, YTO MHOIME rpax-
AaHe He 3HaloT, YTO HW OofHa opraHusauus, BKIoyas baHKOBCKMe, He BrnpaBe TpeboBaTb
PIN-ko4 nnu pekBm3nTbl 6aHKOBCKOW KapThl.

PackpbITve paccmaTpuBaeMblX HaMU NPeCcTynfieHnn HEBO3MOXHO 6e3 nposeneHus
KoMnnekca onepaTnBHO-PasbICKHbIX MeponpuaTui [1], BONbLUMHCTBO M3 KOTOPLIX TpebyeT
cynebHoro caHkumMoHnpoBanus [2, 3].

B 3akntoveHne xoTenocb Obl OTMETUTb, YTO, Ha Haw B3rnsd, NPMYMHaAMKU HedocTa-
TOYHO BbICOKOWN 3(P(PEKTUBHOCTU AEATENBHOCTM NoapasaeneHnin opraHoB BHYTPEHHUX AeN
Mo PacKpbITUIO U paccnefoBaHUI0 yKa3aHHbIX BUOOB NPecTynneHnn, SBnstTCs:

—  HEKOMMNETEHTHOCTb COTPYAHMKOB MOSIMUMN B HOPUANYECKON N TEXHUYECKOW CTO-
POHE TaKMX NPecTynfeHni;

— cnabas Hay4YHO-TeXHMYeCKasa OCHALLEHHOCTb NONULMuK;

—  Hu3Kas apPEKTMBHOCTL NPOBEAEHNS OTAENBbHbBIX MEPONPUATUIA B ceTU VIHTEpHeT.
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Abstract. The paper discusses the most common types of theft of another's property or buying another's

property by deception or abuse of trust using the Internet, as well as the reasons for not sufficiently high

efficiency of the law-enforcement bodies to disclose and investigate these types of crimes.
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