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O6yueHMe nepcoHana B YCIIOBUAX OOHOBIIEHUS PErynsiTopoB
B cchepe obecneyeHnsa 6e3onacHoOCTU MHhopmaLmmn

AHHOMauyus. B cmamee paccmampugaromcsi OCHO8Hble mpebosaHusi K 06y4eHuUro nepco-
Hana 8 cehbepe uHghopmayuoHHol beszornacHocmu. ABmMop rokasbieaem 8axxHOCMb U HEOb-
xo0umocmbe OaHHO20 npouecca, npueodum rnpasusia e2o opeaHu3ayuu, Komopsbie peana-
MeHmupytomcesi gpedeparbHbIMU peayrsmopamu.

Knroyeenlie cnoga: obyyeHue repcoHara, UHgopmayuoHHas besonacHocmsb, desimerib-
HOCMb pez2yrisimopos.

Pa3den: (01) omOernbHbie 8onpockl cghepbl 06pa3osaHus.

B coBpemeHHOM Mupe Bonpocam 3aLmTbl MHpopmauun ygensetcs 6onblioe BHMMa-
HWe B cuny Toro pakTta, 4To BrageHve MHMOPMAaLUMOHHBIMKU pecypcamun, HEQOCTYMHbIMM
ANA CTOPOHHUX KOMMNaHW Ha obLLieM C opraHusaumen pbliHKe yCrnyr UM ToBapoB, MOXeET
onpeaensaTb caMoe rnaBHOe 45151 KOMMEpPYECKMUX opraHnu3aLmim — nonyyeHne goxona, a ans
rocyapCTBEHHbIX OpraHu3auun — BONpocC 3almTbl UHTEPECOB roCcy4apcTBa.

B oTHOLWEeHUN rocyaapCTBEHHbIX OpraHn3auuin BONpoc 3amTbl MHpopmauumn perynm-
pyeTcsl CO CTOPOHbI doefiepanbHbIX PErynaTopoB B JaHHOW cdepe. Perynatopbl akkymynum-
PYIOT 3HaHMS NO 3aluMTe 1 BbiNyCKalT pyKoBoAALWME OOKYMEHThI, cogepxalume Tpebosa-
HWA MO 3aLuTe rocyAapCTBEHHbIX CEKPETOB.

[aHHble 3HaHNA HeJOCTYMHbI OS5 LWMPOKOW Ny6nuku B cuny nx ocobeHHocTen. Ecnn
Takne 3HaHUs CTaHyT 00LWwenOoCTYNHbIMU, TO U 3NIEMEHTbI 3aLnTbl, ONMUCAHHbBIE B HUX, YXKE
He OyayT CTOMb akTyanbHbIMKU, TakK Kak Silobon MOXeT y3HaTb, OT Yero U Kakumm Mepamu
OyneT 3awmieH TOT NN MHOM OO BbEKT.

OpHako HekoTopasi MHhopMauma MoXeT OblTb JOCTynHa Ans obuwecTseHHOCTU 6e3
OrpaHNYEeHU U C YaCTUYHbIM OrpaHUYEHNEM. DTN JaHHbIE, HAKOMSEHHbIE NyTEM MHOrO-
neTHero onbiTa, 6yayT nonesHbl 4ns nbor opraHMsaunmn, KotTopas 3agyMblBaeTcs Hag Co-
34aHnemM cOBCTBEHHOW CUCTEMBI 3aLMThbl MHbOpMaLMnN Unu e cobrupaeTcs BHECTU U3Me-
HEHWS B YXXe CYLLECTBYHOLLYIO.

Takum obpasom, nobaa Kommepyeckas opraHM3aums MOXeT HanpaBUTb CBOEro Co-
TPYAHVKa Ha 0ByYeHne meToaam 3awmnTbl UHpopmauum, 6naro Takmx KypcoB B Halle BpeEMS
NMeeTCs OrPOMHOE MHOXECTBO, a y4ebHble LieHTpbl, 0bnagatowme HeobxoanMbIMU NNLEH-
3MAMMW, OYEHb YACTO BCTPEYalTCa B perMoHarnbHbIX LEeHTpax, He roBops yxe o 60nbLumx
ropogax Hallen cTpaHbl.

Uewm >xe cTpalwlHa notepsa nHgopmMaumm? YTtedka nHopmaumm Bo3MoXHa Besae. Apkum
NPMMEPOM MOXET CrYXUTb MHAPOPMaLMOHHBIN nopTan “WeakylLeaks”, Ha koTopoM pa3meLa-
nuck matepuans! cneucnyx6 CLUA. Bpsaa nm B AaHHbIX OpraHn3aumsx XxanaTHO OTHOCATCS K 3a-
LLUMTE MHdOPMaLMK, HO TOT (PaKT, YTO TaKune yTeUKN MPOUCXOANAT KparHe peaKo, MOXET roBOpUTb
O TOM, YTO HapyLmTenu 6e3onacHOCT, OAHaXabl Nonae B CUCTEMY, CKaYariv MakCMyM OaHHbIX
3a OQIMH 3ax0[, a He ObIBalOT Ha 3TUX cepBepax pa3 B HeAeso B NMoMcKax HOBMHOK. OTO rOBOPUT
O TOM, YTO yTeukn BbIBalOT, HO NOCTPOEHHAsS AOSPKHBIM 06Pa3oM cucTeMa 3alumTbl NO3BONSET
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H3Y4HO-METOANHECKUIA

SAEKTPOHHbBIA XXYPH3A
CBECTU X K MUHMMYMY, a T€ PUCKM, KOTOPbIX HEBO3MOXXHO M36exaTb COBCEM, MOXHO 3aCTpaxo-
BaTb UM yperynmpoBaTb NPy NOMOLLM IOPUANHECKNX NPABOK.

KoHeuHO, ecTb 3aMeyaHusi, Hanpumep OTCYTCTBME PErynMpoBaHWsS OMOBELLEHUS O
nNpoun3oLleLnX yTeykax nepcoHarnbHbIX AaHHbIX, HO YTEYKN MHOopMaLUnKn 13 nHopmaum-
OHHbIX cucTeM, obpabaTbiBalOLLMX NEePCOHanbHbIE AaHHbIE, MAanNoBEPOATHbI NPU OOMKHOM
BbIMOSIHEHUKN BCEX TPeOOBaHMI MO 3aLUMTE NEPCOHanbHbIX AAHHbIX.

B uenom B Hawem rocygapcree peanu3oBaHa 4OCTAaTOMHO NpoAyMaHHasa 3akoHoAa-
TenbHas 6a3a no 3awmrte nHgpopmauuun. CyulecTByeT psig METOONYECKUX JOKYMEHTOB, OMNn-
CbiBaOLWMX TpeboBaHMS M pekoMeHAauun no 3awurte MHdpopmaumm orpaHMYeHHOro Ao-
cTyna, (He) cogepkallen cBegeHUN, COCTaBAKLWMX rOCyaapCTBEHHYHO TanHy Poccuinckon
depepaumn. MHorne ookymMeHTbl Obinv U3gaHbl yxke OCTaTOYMHO JaBHO, ofgHako paboTa
Hag X akTyanuMsauunen He npekpawiaeTcs.

NHdopmaums yxe ycnena cratb O4HUM U3 CaMbIX LEHHbIX PECYPCOB B COBPEMEHHOM
obuiectBe. 3HaHMe TOro, YTO ANsl OCTalbHbIX SABMSETCA CEKPETOM, NO3BONSET caenatb
YCMNELLHYO Kapbepy Unn xe JobuTbCA 3Ha4YUTENbHbIX Pe3ynbTaToB B TOM UM MHOM Aene.
B cBeTe aTOro xenaHue 3almnTnTb KIYEeBYH A9 KOMNaHUM MHopMaLmio CTaHOBUTCS J10-
MMYHbIM, @ MHOTAA — XXM3HEHHO BaXXHbIM AN OpraHu3aumun.

HapyweHne koHduaeHUManLHOCTU MHAOPMaLMK MOXET BbiTb CBSA3AHO Kak C MOLUEHHU-
YeCKOM AeATENbHOCTbIO COTPYAHMKOB KOMMNaHUK, Tak 1 ¢ AeNCTBUSIMU BPELOHOCHOIO NporpamMm-
Horo obecnevYeHns UM BHELUHMX 310YMbILLSIEHHUKOB. HesaBncmo OT 3TOro 3agaya 3almThbl
KOH(bnaeHUManbHbIX AaHHbIX AOSPKHA peLlaTbCs KOMMIEKCHO: OT pa3paboTku AOKYMEHTaLuu,
npouenyp pearMpoBaH1s U OLEHKN PUCKOB 40 BHEAPEHUSA TEXHUYECKMX CPEACTB 3aLLUMTbI.

YToObl NpaBUNbHO BLICTPOUTL CUCTEMY OobecneyeHns MHopMaLMOHHON Be3onacHo-
CTW Ha NpegnpuaTumn, Heobxoaumo He 6exatb nckaTtb Npoaykt A, b nnu B, a cHavana co-
CTaBUTb CMUCOK MCXOOHbIX AaHHbIX: pellaemMble 3agaym (BKnoYvas 3almiiaemMble NpoLeccehl,
nogaepXXuBaemMble MPOTOKOMbl U CUCTEMbI, NPOM3BOAUTENBHOCTL U T. M.), OTpaXaemble
yrposbl, TpeboBaHNA HOPMATUBHbBIX aKTOB, TO €CTb OTTaNIKMBATbCA OT CLEHAPUEB MUCMOSb-
30BaHNA. M TONbKO MNOHSAB 3TO, MOXHO NEPEexXoanThb K NpoLeccy Bbibopa COOTBETCTBYHOLLETO
peleHuns (M BHOBb — HE NMPOAYKTa, @ UMEHHO peLUEHNs).

CneumanucTt no nMHgopmaunoHHon BGesonacHocTn obecneymBaeT KOHUMAeHUMarnb-
HOCTb AaHHbIX, NpeaoTBpaLLaeT YTeYKY UM HECAHKLMOHMPOBAHHBLIA JOCTYN K MHGOpMa-
LUK, NpUHMMaET HENOCPEACTBEHHOE y4acTMe B CO34aHNM CUCTEMbI 3alLnTbl MHOPMaLMK,
ee ayauTe U MOHUTOPUHre, aHanuaumpyet MH(OPMAaLUMOHHbIE PUCKW, paspabaTbiBaeT u
BHEAPSET MeponpuaTnsa No nx NpegoTepalleHunto. B ero komneTeHUMo Takke BXOAMUT yCTa-
HOBKa, HAaCTPOWKa 1 CONPOBOXAEHNE TEXHUYECKNX CPEACTB 3almThl MHopmaumm [1].

CoBpeMeHHble cneuuanucTbl AOSMKHbI BriageTb CpeacTBaMu, KOTOpble MOMOryT UM
NPOBECTM MOHUTOPUHI 6e3onacHocTu IT-cpeabl, opraHM3oBaTh 3aWMUTY NPOTUB U3BECTHbLIX
1 BHOBb BO3HMKAOLMX YrpO3, ONEepaTMBHO BbISBMAATL U COEPXKMBATDL NHOObLIE aTaku, a Takke
NPOBOAMTbL BOCCTAHOBUTESNbHbIE MeponpuaTud. MNMpu 3ToM OHM O0MKHbI 06ecneynTb CBO-
0oaHbIN 1 Be3onacHbIn AOCTYN K KOprnopaTuBHOM MHGOPMaLMM U pecypcam, opraHn3oBas
BUPTyaribHble YAaCTHbIE CETU, MOCTPOUB HECKONBbKO YPOBHEW 3alUumnTbl, 06ecneymB OTKa3o-
YCTONYMBOCTb, MOHUTOPUHTI N KOHTPOb.

B HacToswee Bpems oby4eHnIo nepcoHana yaensietca Bce 6onblue BHUMaHus. Komna-
HUM OPMUPYIOT cneumanbHble CTPYKTYPHbIE OTAENbl, KOTOpble KOOPANHMPYHOT MMEHHO 3Ty
YyacTb paboThl C NepcoHanoM, OTKpbIBaeTCs Bce 6obLUe BO3MOXHOCTEN AN 00y4yeHnsa — pac-
TeT KONMYeCTBO NOCTaBLUMKOB YCIyr 00y4eHuns, yBENMYMBAETCHA YNCIIO NpeanaraemblX KypCoB.

1 CBOMCTBO TEXHUYECKOW CUCTEMbI COXpPaHATb CBOIO pa6OTOCﬂOCO6HOCTb nocne OoTka3a OOHOro unu
HECKOJIbKUX COCTaBHbIX KOMMNOHEHTOB.
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CBSA3aHO 3TO He TOSMbKO C POCTOM BO3MOXHOCTEMN, HO N C NEPEOPUEHTUPOBAHMEM MNO-
NUTUKN KOMMAHWA OTHOCUTENbHO nepcoHana. CerogHs MHOrMe CTPeMATCHA He MNOSy4YuTb
TeX, KTO 3HaeT BCE 1 cpasy, a B3siTb MOSI040ro COTPYAHMKA 1 06yunTb «nof cebsy». KoHeyHo,
B TAKOW NONUTKKe BonbLle prcKa, HO U NOSb3bl MOXET ObITb HorbLue.

CneumanucT no 3awmrte nHgopmMaumm AoctaTouyHo BocTpeboBaHHas npodeccus, He-
CMOTpPSA Ha SIBHbIA KpU3NC Ha pbliHKe Tpyda. 1o ctatuctuke ogHoro ns HR-areHTcTB, cneum-
anuctam no uHdgopmaunoHHon 6esonacHoctn B koHue 2015 r. npeanaranu 3apnnaTty B
cpeaHeM Ha 21% 6ornblue, YeM B siHBape 2015 r. 370 ykasbiBaeT Ha TO, YTO [Jaxe B yCro-
BUSIX Kpu3uca KBanuumumpoBaHHble crneumanuctbl BocTpeboBaHbl; 6onee TOro, pbIHOK
oLlyLlaeT Ux HexBaTKy.

HenctButensHo, TeMa MHGPopMaUMoHHOM B6e30nacHOCTM CTana Kak HMKoraa aktyasb-
HOM — 3TO M Habupatowme obopoThl (MO YyPOBHIO yuwlepba n YactoTe) atakm 6aHKOBCKOro
cektopa (SWIFT, koppecnoHAEHTCKME cyeTa), U yBENNYMBAIOLLLEECSA KONMYECTBO TapreTu-
poBaHHbIX aTak (Advanced Persistent Threat, APT) n 1. a.

[axe Te kKoMnaHuK, WTaT KOTOPbIX YKOMMMEKTOBAH crneumanuctamm no nHgpopmaum-
OHHOM 6e30MacHOCTN, HY>KAAKTCSA B KBANMUUNPOBAHHOM OLIEHKE 3PENOCTU 3aLUTHBIX CK-
ctem, 6e3onacHOCTN NnepumeTpa, BEG-NPUNOXKEHN N MHBIX 9NEMEHTOB MHPACTPYKTYpbl —
nokasaTtesibHO BCE yBennumBaloLLleecsa KonmyecTBo uHuumnatopoB BugBounty nporpamm,
npuyemM cymma Bbinnat konebnetcsa ot $100 go $20000 3a ys3sumocTb [2].

3awmTta nHdopmaLmm Ons y4aCTHUKOB pbiHKA CTAHOBUTCA OOHOW U3 MPUOPUTETHBIX
3agay. ObecneunTb Takyto 3aLMTy TONBbKO aBTOMaTM3MPOBaHHBIMW CpeacTBaMM NpaKTUye-
CKM HEBO3MOXXHO. BocTpeboBaHHOCTL cneunanncToB B cdhepe nHpopmMaumnoHHon 6esonac-
HoCTU (panee — MIB) pacTeT € TOM e CKOPOCTbIO, C KOTOPOW pa3BMBaOTCA U caMun MHAGOP-
MaLMOHHbIE TEXHOMOTUN.

Mpobnema obpasoBaHMsa 1 JanbHENWero TPyAOyCTPOMUCTBA 3aKYaeTcsl B U3BEYHON
npobneme: «HeT paboTbl, MOTOMY YTO HET OMbITa, MOTOMY YTO HET PaboThl...», N YNTaTb ITY
dopasy MOXHO no kpyry 6eckoHeqHo. OBLenpuaHaHHbIi hakT, 4To AMNMom cam no cebe He
Aaet npuoputeTa. K MOMEHTY Bbinycka BonbLluas 4acTb 3HAHWUI yXKe He akTyarnbHa.

Cdpepa 3awmTbl MHOPMALMM HE UCKINIOYEHME, N NPOLECChl 0BYyYEHMSA U NOBbILWEHUS
KBanudukaumm Takke Heobxoanmbl B 3Ton obnacTtu.

B cBA31 C TEM YTO CNMCOK MOAKOHTPOSIbHBIX TOYEK AOCTAaTOMHO BEMWK U TEXHOOMN U 3Ha-
HMS HE CTOAT Ha MECTe, a TaK Ui Have MEHSIKOTCS, MOTPEOHOCTL B M3y4YEHNM HOBOTO CTOUT Bonee
Yyem ocTpo. OgHaKo NPOCTO OTNPaBUTL CrieLmanvcTa Kyga-To Ha Kypcbl OyaeT HeJoCTaTouHoO.

B HacTosiLee BpemMs He TONbKO KOMMEpPYECKMe KOMMaHun onpeaensitoT nHopmaumto,
KOTOPYIO HY)XXHO 3alumiiath, eCTb MHpopmauns, TpeboBaHNS K 3almTe KOTOPON npeabsB-
NATCS Ha rocyaapCTBEHHOM YPOBHeE.

®PyHKLMM HanNncaHUsa pekoMeHaaunn, TpeboBaHUn N NPOBEPKN BbINOMHEHNS AaHHbIX
TpeboBaHU BbINONHAT perynatopsbl. B obnactn sawmuTsl tHopmauumn B Poccun aTo Tpu
OCHOBHbIX peryndatopa: «®PefepanbHaa cnyxba nNo TeXHUYEeCKOMY U IKCMOPTHOMY KOH-
Tponto» (PCTIK), «PepepanbHaa cnyxba 6GesonacHoctn» (PCB) n «depepanbHas
cnyx6a no Haasopy B cdepe CBA3N, MHPOPMALMOHHBLIX TEXHOSTOMMIN U MAaCCOBbIX KOMMYHU-
kauwuii» (PockomHagsop) [2].

Kak 6b1no ckasaHo paHee, O4HUM U3 OCHOBHbIX HaNpaBieHUn AeATENbHOCTU perynaro-
poB ABNAeTCA hopMynupoBaHue TpeboBaHuii No 3almuTe MHOpPMaLUU?, B YaCTHOCTM, 3TO
MOXeET BbITb 1 OBHOBEHNE YXKe BbIMYLLEHHbIX paHee HOPM, U CO34aHNe COBEPLUEHHO HOBbIX
— rMaBHasi MbiCflb B TOM, YTO HOPMbI U CTaHOApPTbl C Te4EHWEM BPEMEHN OOHOBNAKOTCA U TO,

2 B paHHoW cTaTbe paccmMmaTpmnBaroTCA TOJIbKO T€ PerynAatopbl, KOTOPbIE OCYLLECTBIAIOT CBOKO OeATe b~
HOCTb B 061acTu 3aLUnThbI MH(bOpMaLI,VII/I.

3


http://e-koncept.ru/2017/
http://e-koncept.ru/2017/

Jlomosuyesa O. K. ObyyeHue rnepcoHasa 8 ycnosuax 0bHO8IEeHUA pe2ysnamopos 8

cpepe obecneveHus besonacHocmu uHgopmayuu // HayuHo-memoduyecKuli
31eKMpPOHHbIL #ypHan «KoHyenmy». —2017. — Ne V10. — 0,4 n. n. — URL: http://e-
koncept.ru/2017/171039.htm.
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SAEKTPOHHbBIA XXYPH3A
YTO ObINO aKTyanbHO paHblle, MOXeT OblTb yNpa3gHEHO B criefyowemM ctaHgapTte. A aTo,
Kak cneacteue, BnSET He NPOCTO Ha aPPeKTUBHOCTL paboTbl KOMMNAHWUM U CNeLnanucToB,
a Ha BO3MOXHOCTb BbIMOSTHEHNS TEX NN MHbIX paboT B NpuHumne. Ecnu xe pasroBop naet
O rocyapCTBEHHbIX 3aKka3ax Unv TeHgepax, 06bsaBneHHbIX Ha rocyJapCTBEHHOM YPOBHE, He-
AOCTaTOK NMULEH3NA UK NPaB Ha NPOBEeAEHNE TEX UK NHbIX paboT MOXET CUIbHO CKka3aTbCs
KaK Ha penyTaumm KoMnaHuu, Tak U Ha ee (PUHAHCOBOM MOSIOXKEHUN.

[nsa Toro 4tobbl 6bITE B Kypce akTyanbHbIX TpeboBaHW, NpeabABAsSEMbIX K 3alimTe
MHopmauumn, HeobxooMMO OTCNEeXMBaTb M3MEHEHUSA CTAaHOAPTOB U NEPUOSNYECKN MPOXO-
ANTb 00y4YeHne B CepTUPULNPOBAHHbBIX YY4EBHbIX LEeHTpaXx.

KomnaHun, obnagatouwme (obpabaTtbiBatoLime unm npocTo umerome oCTyn) MHGop-
Maumen, TpeboBaHNA Mo 3alnTe KOTOPOW ONPeAENnaTCA rocyaapCTBOM, HEBLINOMHEHME
AaHHbIX TpeboBaHWU BeJeT K cepbe3HbIM MaTepuarnbHbIM B3bICKAHUAM, a MHOTAA U K yro-
NOBHOWN OTBETCTBEHHOCTU TOMN-MEHEIKEPOB OpraHmM3aumn. He yamBuTenbHO, YTO B AAHHbIX
yCrnoBmnax Ha obyyeHnn nepcoHana NbiTalTCs He 9KOHOMUTL, 61aro B COBPEMEHHbIX pea-
NNSIX CyLLLECTBYET AOCTAaTOYHOE KONMMYECTBO Y4eOHbIX LLEHTPOB, 06ecnevmBatoLnX BO3MOX-
HOCTb BCEX XealLmnX NoBbICUTbL CBO NPOeccrMoHarnbHy rpaMoTHOCTb B Bonpocax 6e3-
ONacHOCTM N MHOpMaLMK, a TakkKe U3y4nTb akTyarbHble Ha LaHHbI MOMEHT CTaHOApPThI.
OTn 3HaHWs ByaeT nonesHbl He TOMbKO TeM, KTO 3almiiaeT MHopMaLnio, perynmpyemyro
rocyaapCTBOM, HO M TEM, KTO 3aHMMaeTcst obecneyeHmemM 3almTbl MHGOPMaLmu, onpeae-
NEeHHON B KOMMEPYECKNX OpraHn3aunsx.

B Poccun camble nonynsipHble LEHTPbl — 3TO:

- YU «MHpopm3sawmTtar (http://itsecurity.ru/);

— «CeBepo-3anagHbii LEHTP KOMMSEKCHOW 3awmTbl WHpopmauuny» (y4ebHbln
ueHTp «C3LUK3WN») (http://lwww.szckzi.ru/);

— YU «3wenon» (https://uc-echelon.ru/).

Bce ueHTpbl nMeloT HeobBXoaUMYHO akkpeanTaumio B NPOUIbHbIX CTPYKTYpax, YTo No3-
BOMSieT UM NPOBOAUTL 0BYyYeHME CneumanmcToB No MHpopMaLUMoHHOM 6e30MacHOCTU 1 Bbl-
AaBaTb HeobxoauMmble cepTUdUKaThl, a TakkKe NPOBOAUTL aTTeCTaUMIo CNeLmnanncTos.

Kak y>xe roBopunoch, obydeHne cemnyac ectb BO Bcex cpepax. Y BMecTe ¢ pasButnem
KOMMNaHUM MHopmauus, KOTopyto oHa obeperaeT, MOXeT «obpacTaTb» HOBbIMU TpeboBa-
HUAMKU NGO MaccuBbl Takon MHOPMaLMN MOTYT 3HAYMTENbHO YBENNYMBATLCA BMECTE C
KOMMNaHnen. 3To MOryT OblTb COBEPLUEHHO HOBbIE TEXHOMOMMU UM YCOBEPLLEHCTBOBAHHbIE
cTapble, HOBO€e nporpammMmHoe obecneyeHne unu cneymanbHble Npubopsl 1 T. A.

[nsa acdbdekTmBHOM paboThl B AaHHOW cdepe Mano nonyy4nTtb obpasoBaHue n Hapabo-
TaTb ONbIT, HEOOXOAUMO CBOU 3HAHUSI «OBHOBNATLY, YTOObLI BbITb BOCTPEOOBAHHLIM — AN
crneunanucTa — 1 4Tobbl AepXKaTbCsa Ha PbIHKE — AN KoMnaHuu [4].

Kak nokasbiBaeT npakTuka, To, YTO NpenofaeTcs B COBPEMEHHbIX By3ax, 04EHb CUITbHO
OTCTaeT OT COBPEMEHHOIO pa3BuTUA TexHonormn 6esonacHoctn. O6 3TOM roBOpUT U TO,
YTO, HaNpMMep, MHorne y4yebHble Nocobus, BbiNyLLEHHbIE B NOCNeAHee BpeMs nog penak-
uMen npenogasaTenien PoCCUUCKUX BY30B M PEKOMEHOOBaHHblE AN U3YYEeHUs COOTBET-
CTBYHOLUMX CNeumnanbHOCTEN, ONUCLIBAKOT TEXHOMNOMMN U NMPOAYKTbI 5—7-NeTHen AaBHOCTMW.
O coBpeMeHHbIX TEHAEHUMSIX B AaHHbIX MaTtepuanax rosoputca mano. Ho gaxe B gocra-
TOYHO aKTyarnbHbIX TEMaxX CMULLIKOM MHOrO BHUMaHUS yaenseTcs Teopumn n Tem Bonpocam,
KOTOpble Ha MNpakTUKe He MPUMEHSAITCH, Hanpumep Kpuntorpadpumn. B Poccuu npuHar
TONbKO OAMH anropuT™M LwmngpoBaHud, onucaHHbin B TOCT 28147-89, — ncnonb3oBaHue
nobbIX APYrMx anropuTMOB SBMSETCS HENErMTUMHbIM.
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Kpome atoro gaxe 3HaHue FOCT Ha npakTuKe He HYXXHO, TakK Kak nobon cneuymanncr,
paboTaoLnin B rocygapCTBEHHbIX UM KOMMEPYECKUX CTPYKTYpax, caM HUKaKUX KpunTorpa-
dunyeckmnx cuctem He paspabaTbiBaeT, OH paboTaeT c TeM, YTO NpegnaraeT emy pbIHOK cep-
TUPULMPOBaHHBLIX CPeACTB LWNdPOBaAHUS.

B ntore 6yaywemy «cneumanucty» AatoT 3HaHUS, KOTOPbIE PacLUMpPSIOT ero Kpyrosop,
HO 3a4aCTyl0 He HYXHbl B aBCONOTHOM BOMNbLUMHCTBE NPAaKTUYECKUX CUTYyaLMi, 3a UCKI0-
YeHMeM CriyyaeB, KOraa BbIMyCKHUK paboTaeT B COOTBETCTBYHOLMX BEAOMCTBAX UMK KOM-
naHuun-paspabotyuke [5].

B HacTosilwee Bpems, Kak npaBuno, oby4yeHne cneumannctoB MHALMNPYeTCa ANs Bbl-
NOSMMHEHNS TON UMW MHOW paboTbl. Pexe — B COOTBETCTBMM C NIIaHOM 00yYeHUs (TPEHWUHT-
nnaH vawe paspabartbiBaeTca Ha KpynHbIX Npeanpuatusax). Takne Mepbl NO3BOMSAOT HE
«TpaTUTb» BIOXKET OpraHn3aunmn Ha MepPonNpPUATUS, HE HecyLLMe Bbirogy, a nosyvyaTb roto-
BbIX CMeUmnanunucToB, Tak ckasaTb, «Noj KIoY», B HaWeM criydae — nog npoekT.

Momnmo obs3aTtenbHbIX TpeboBaHUIM K 3HAHWUAM CneumanucToB, BblABUraeMbiX pery-
naropamu, oby4eHne nepcoHana MoxeT ObITb He0BX0AMMO A8 y4acTus B TeHAepe Ha Bbl-
NofiHeHWe 3akasa.

[Mpn aHanu3e BO3MOXHOCTEN CBOEro nepcoHana u rnpuv BbIBNEHUM HEOOCTaTOYHOro
BNageHnsa Heobxoammon nHopmaLmen pykoBoACTBO KOMNAHUM MHULMUPYET 0ByYeHne co-
TpyOHUKa y onpefeneHHbIX npoBangepoB — B y4ebHbIX LieHTpax (Hanbonee nonynsipHble
Ha TeppuTopun P® yxxe ynoMmHanncb B 4aHHOW CTaTbe).

PaboTty npoBangepos, B CBOIO oyepedb, PEryrivpyroT, TO eCTb Bbl4AKT SIMLEH3UN U
paspeLlleHns Ha BeAeHNE TaKoro poga AeaTenbHOCTU, rocyaapcTBeHHble opraHbl: PCTIK,
®CB n PockomHagsop.

HopmaTtuBHO-NpaBoBble aKTbl, a Takke MeXOyHapodHble W OTpacneBble CTaHOapThbl
npeabaBnsaoT TpeboBaHMs K obecnedeHno MHGPOPMaLMOHHOM Be30nacHOCTU: 0B6A3YOT KoMMa-
HUW NPUHMMaTbL Mepbl MO OXpaHe KOHPUAEHUMANbLHOCTN MHPOPMAaLIMK, TakKe coaepaTt peko-
MeHZaumn No NPUMEHEHNIO OPraHMU3aLUNOHHbBIX MEP U TEXHUYECKUX CPEACTB, HanpaBfeHHbIX Ha
3aLLmTy KOHMAEHUMaNbHON MHdopMaummn (MHpopMauum orpaHUYEHHOro 4OCTyNa).

MoHATME «KOHpMOEHUNanNbHOCTb MHOPMaUUM» TPaKTyeTCcs No-pasHOMY, HO Bcerga
nogpasymeBaeT HeOb6X0ANMMOCTb NpeAoTBpaLLEHNS YTeuKkU (pasrnaleHus) nHopmMmauuu.

Taknm 0bpasom, MOXHO caenaTb BbIBOA, YTO 0ByyeHne cneumannctoB cdepbl 3a-
LWNTbI MHGOPMAaLMKM HOCUT NOpon oba3aTenbHbIN XapakTep U BblABUraeT onpeaesieHHble
TpeboBaHNA He TONbKO K caMuM cheumanuctam, HO U K nposangepam oby4veHus, T. e. K
y4yebHbIM LeHTpaM. He3HaHne onpefeneHHbIX NoCTaHOBMEHUN B paboTe ¢ 3awmaemon
MHopmaunen MoXeT NOBANATbL Ha YCNEeLWHY AanbHEeNLWY AeATEeNbHOCTb KOMMNaHUN 1
PYHKUMOHUPOBaHWE KOMMNaHUK B LienoM. M3 aToro cnegyet, 4To obyyeHne Heobxoaumo co-
rnacoBbIBaTb HE TOSLKO C TpeBOBaHMAMN KOMNaHUM (Mnn Bu3Heca), HO 1 C PerynmpyroLLmMMm
opraHamu, OTBeYarLWUMN 3a COXPaHHOCTb rOCyJapCTBEHHO BaXXHOM MHAPOPMaLUKN U KOM-
MepYeCcKOn TanHbl KOMMNaHUN.
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