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® OTUYHbIM XaKep

[ 3KCI’I€pT B ob6n1acTu TECTUNPOBaAaHMA Ha
NPOHMNKHOBEHUNE

e CoocHoBaTenb Awillix

e ABTOp TenerpamM-kaHana Just Security.




Awillix

OfoHa 13 ny4dlmx offensive-koMnaHMiM Ha pPbiHKe KMbepbe30mnacHOCTM.
Mbl 3aLLMLLAEM KITMEHTOB OT KMOEPYrpo3, BbIABAAA CITOXKHbIE YA3BMMOCTU
M CBA3aHHbIe C HUMU PUCKU. CHMMaeEM CTpaxm Bm3Heca B OTHOLLEHUM

Knbepbe3onacHOCTM U MoMoraeM adpPpeKTUBHEE PACXOO0BATb OIOOXKET,
PeKoMeHayda CaMble OMTUMarbHble peLleHuns.




88 Awillix

Kakue y Bac nepBbie MbIC/TU NpPU crioBe
Open Source?
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NMepBble Mbicnu 06 Open Source? 3

e Hepabouune pelieHnd
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e Hepabouune pelieHnd

e HebesonacHo



NMepBble Mbicnu 06 Open Source? 3
e Hepabouume pelieHUs
e Hebe3sonacHo

e HeynobHo



NMepBble Mbicnu 06 Open Source? 3
e Hepabouune pelieHnd

e Hebe3omnacHo

e HeynobHo

e HeT nmoooep>xku



Kak no ¢pakTty? 3

e MHOXECTBO pelleHMI NPaKTUYeCcKn nog
nobyto 3aga4y;

e [lOCTOAHHO ayaAMNpPYHOTCA HE3ABUCUMbIMU
nccnengoBaTenamMu;

e MOXHO M3MEHHATb MOo4 CBOU HYXAb;

e Xopollaga nogaeprkka oT pa3paboT4YMKOB
KOMMbIOHUTW;

e He nonaayT noa CaHKUUN.




NMpumMmepbl Open Source 3

e Hashicorp Vault ([MocTpoeHne nHdpacTpyKTypbl)

v 27.K 3Bé3. O 16.8K KOMMUTOB

Wazuh (3awmta MHPPaCcTpyKTypPbl U YCTPOMCTB)

v 5.6K 3Bé3[q © 28K KOMMUTOB

Nuclei (AHaNM3 3aWMLLEHHOCTU 1 ayaunT)

vv 1.7k 3BE€3L ® 3.9K KOMMUTOB
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HNasaunte noctpouM UT Ha Open Source 3

[MpuBegeM NpuMepbl 1 pasbepeM XapakTePUCTUKKM peLleHnIn ANna:

e [locTpoeHuna 6a3oBbIX NpoLeccos AT,
e 3alMTbl MHPPACTPYKTYPbI N YCTPOWUCTB;

e AHanmsa 3allMLLUEHHOCTW.
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MHODpaCTPYKTYpa

e PKI
OpenSSL
EJBCA
Vault
CFSSL

O O O O

e Buptyanmsauus
o Proxmox
o OpenStack

e VPN
o OpenVPN
o WireGuard

e Tickets /Support
o OSTicket
o FreeScout

e IAM/IDM
o Keycloak
o OpenlAM
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NpuMmep BHeapeHusa PKI

YTtOo )XXaem ot PKI:

[Noanmcb 1 WndpoBaHME COODBLLIEHMN BO BHYTPEHHEW MNMOYTE;
AyTEHTUPUKALMA NO cCEPTUDPUKATAM,;

SSL cepTndmKaTbl 419 CEPBUCOB;

CRL cnuckuy;

LLIaGNoOHbI CepTUPUNKATOB;

YOo6HbIM MHTepdenc nnun API.
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NpuMmep BHeapeHusa PKI

PeweHune CRL Beb LLIa6noHbI BbICTpbIN Y0o6cCTBO NTor
MHTepdenc aennomn

Vault 1
@ ® o o ®

EJBCA 2
o o o o

CFSSL 3

o o

OpenSSL 4

[ o o
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BbinNnycK cepTudmUKaTa

Issue Certificate

Common name

B Vault

user@exmaple.com v
Format

~

pem v

A Hide Options

DNS/Email Subject Alternative Names (SANs)
IP Subject Alternative Names (SANs)

TTL

Vault will use the default lease duration

Exclude Common Name from Subject Alternative Names (SANs)

Other SANs (O

cance!
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AyanT MHPPaACTPYKTYPbI U NMPUTTOXXEHUN

e AHaNu3 3alMEHHOCTHU e AHanNu3 Koaa
o Nuclei o Semgrep
o Nmap + Vulners o SonarQube
o OpenVAS
® MOHUTOPUHF e AHanu3 3aBUCUMOCTEMN
MHPPACTPYKTYPbI o dependency check
o Naabu o Trivy

o  Nmap
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NpuMep BHeapeHUAa aHaIMU3a
3alWUNLLEHHOCTU

YTO XOTUM OT aHaNU3a 3alUNLLEHHOCTN UHPPACTPYKTYpPbI

[TONCK N3BECTHbIX YA3BMMOCTEMWN,
[TONCK HEQOCTAaTKOB KOHPUIypaunmy;
[Taponu No yYMONYaHUIo;
Mcnonb3oBaHWe CBOUX MpaBuWi.
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NpuMep BHeapeHUa aHalIun3a

3allLIMLLIEHHOCTU
PeweHune Beb-nHtepdenc | Kactommsaums BbiCcTpoTa Y0o6cCTBO
aennosa
Nuclei
® ® ®
OpenVas ® ®
Nmap +
Vulners ® ®
Tsunami
® ®

NTor

o
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NMpuMep NoCTpoeHUs aBTOMaTU3NPOBAHHOIO NOMUCKa
YSI3BUMOCTEN U MOHUTOPUHIA
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UYto 6ypemM penartb? a
e [loCTpoMM HenpepbIBHbI MOHUTOPWHI BHELLUHWUM MHPPACTPYKTYPbI,
e CpOoenaeM NpocTon aHanm3 3alnLLEHHOCTH;

e BblaBUM TUMUYHbIE YA3BUMOCTHN.

YT1o Byaoem ncnonbsosaTb: Naabu / httpx / Nuclei / Owasp ZAP
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MOHUTOPUHT

# Monitoring (should run periodically)
naabu -1 scope.txt -silent | sort -u > services-new.out

# Opened services
join -v 1 services-new.out services-old.out | alerting

# Closed services
join -v 1 services-old.out services-new.out | alerting

cp services—-new.out services-old.out
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NMpuMmep pa6oTbl MOHUTOPUHIA

- summit
-1 scope.txt -silent | -u > services-new.out &»&

» summit
services-new.out &&

example.com:443
example.com: 80
testphp.vulnweb.com:80

- summit
services-old.out &&
testphp.vulnweb.com: 80
testphp.vulnweb.com:443
example.com: 80
example.com: 8000
example.com:443

- summit
-v 1 services-old.out services-new.out
testphp.vulnweb.com:443
example.com: 80
example.com: 8000
example.com:443




AHanu3 3allULLEHHOCTMU
MHPPACTPYKTYPDI

# Network Assessment

nuclei -1 services—-new.out -silent -nc -o nuclei.out | sort —-u | alerting
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NMpumMep paboTbl CKaHepa

-+ summit -1 services-new.out -silent -nc -o nuclei.out | -u

[azure-domain-tenant] [http] [info] https://login.microsoftonline.com:443/example.com/v2.0/.well-known/openid-configuration [c7c08208-4f4d-45f1-83cd-5e2f491ab786]
[clientaccesspolicy] [http] [info] http://testphp.vulnweb.com:80/clientaccesspolicy.xml

[deprecated-tls] [ssl] [info] example.com [t1s10@]

[deprecated-tls] [ssl] [info] example.com [tlsll]

[deprecated-tls] [ssl] [info] example.com [tls12]

[dnssec-detection] [dns] [info] example.com
[http-missing-security-headers:access-control-allow-credentials] [http] [info] http://example.com:80@
[http-missing-security-headers:access-control-allow-credentials] [http] [info] http://testphp.vulnweb.com:80@
[http-missing-security-headers:access-control-allow-credentials] [http] [info] https://example.com:443
[http-missing-security-headers:access-control-allow-headers] [http] [info] http://example.com:80
[http-missing-security-headers:access-control-allow-headers] [http] [info] http://testphp.vulnweb.com:80@
[http-missing-security-headers:access-control-allow-headers] [http] [info] https://example.com:443
[http-missing-security-headers:access-control-allow-methods] [http] [info] http://example.com:80
[http-missing-security-headers:access-control-allow-methods] [http] [info] http://testphp.vulnweb.com:80
[http-missing-security-headers:access-control-allow-methods] [http] [info] https://example.com:443
[http-missing-security-headers:access-control-allow-origin] [http] [info] http://example.com:80
[http-missing-security-headers:access-control-allow-origin] [http] [info] http://testphp.vulnweb.com:80
[http-missing-security-headers:access-control-allow-origin] [http] [info] https://example.com:443
[http-missing-security-headers:access-control-expose-headers] [http] [info] http://example.com:80
[http-missing-security-headers:access-control-expose-headers] [http] [info] http://testphp.vulnweb.com:80@
[http-missing-security-headers:access-control-expose-headers] [http] [info] https://example.com:443




AHanNu3 3alLMLLEHHOCTUN Be6- 3
NMPUIIOXeHUU

# Web Assessment

httpx -1 services—-new.out -silent -nc -0 web.out
for url in $(cat web.out); zap-baseline.py -t $url | alerting
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NMpuMep aBTOMaAaTU3UNPOBAHHOIO MOUCKa
YA3BUMOCTEMN U MOHUTOPUHTIa

-1 services-new.out -silent -nc -o web.out
for url in web.out); run --rm owasp/zap2docker-weekly zap-baseline.py -t $url -1 WARN
http://testphp.vulnweb.com
Total of 63 URLs
WARN-NEW: In Page Banner Information Leak [10009] x 3

http://testphp.vulnweb.com/sitemap.xml (404 Not Found)
http://testphp.vulnweb.com/robots.txt (404 Not Found)
http://testphp.vulnweb.com/high (404 Not Found)

WARN-NEW: Missing Anti-clickjacking Header [10020] x 12
http://testphp.vulnweb.com/ (200 0K)
http://testphp.vulnweb.com/index.php (200 OK)
http://testphp.vulnweb.com/guestbook.php (200 OK)
http://testphp.vulnweb.com/cart.php (200 0K)
http://testphp.vulnweb.com (200 O0K)

WARN-NEW: X-Content-Type-Options Header Missing [10021] x 11
http://testphp.vulnweb.com/ (200 0K)
http://testphp.vulnweb.com/cart.php (200 0K)
http://testphp.vulnweb.com/index.php (200 OK)
http://testphp.vulnweb.com/artists.php (200 OK)
http://testphp.vulnweb.com/guestbook.php (200 0K)

WARN-NEW: Server Leaks Version Information via "Server" HTTP Response Header Field [10036] x 11
http://testphp.vulnweb.com/ (200 0K)
http://testphp.vulnweb.com/robots.txt (404 Not Found)
http://testphp.vulnweb.com/sitemap.xml (404 Not Found)
http://testphp.vulnweb.com/cart.php (200 OK)
http://testphp.vulnweb.com/index.php (200 OK)

WARN-NEW: Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s) [10037] x 12
http://testphp.vulnweb.com/ (200 0K)
http://testphp.vulnweb.com/index.php (200 OK)
http://testphp.vulnweb.com/cart.php (200 0K)
http://testphp.vulnweb.com/userinfo.php (302 Found)
http://testphp.vulnweb.com/guestbook.php (200 0K)




3awmTta MHPPACTPYKTYPbl U MOHUTOPUHT
cCob6bITUMU

MOHUTOPUHI CETU U pearnpoBaHue:

e Suricata

o /ecek
e AlienVault OSSIM

e ELKSiem
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3awmTta MHPPACTPYKTYPbl U MOHUTOPUHT
cCob6bITUMU

MOHUTOPUHI KOHEYHbIX TOYEK U paccrieaoBaHue:

e \Wazuuh
e OSSEC
e TheHive
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3awmTta MHPPACTPYKTYPbl U MOHUTOPUHT
cCob6bITUMU

CeTeBad 3alymTa:

e pfSense
e OPNsens
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3awmTta MHPPACTPYKTYPbl U MOHUTOPUHT
cCob6bITUMU

BbanaHcupoBKa u 3aumTa Ha L7

e Nginx + ModSecurity
o NAXSI
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NMone3Hble CCbIZIKM ANa nouncka Open :
Source peLleHnu

github.com/Penetrum-Sec github.com/nimari/OpenSo github.com/fabacab/awesome
urity/Security-List urceCyberSecurity/blob/mai -cybersecurity-blueteam
n/Tools.md
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Cnacmb6o 3a BHUMaHue!

MnwmTe Ha noyty info@awillix.ru c Temo «<PUD»
M Mbl MPOKOHCYNbTMPYEM Bac 6ecniaTHo.

Just Security MNoanucbiBanTech Ha Hall
= ps , «— TenerpaM-kaHan @JustSecurity
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