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1. INTRODUCTION

1.1. Ksentra (trading name of LLC Ksentra, registered in Russia under OGRN 1127746162741, INN

7729705107, address: 119526, Moscow, Vernadskogo prospekt, 93/1, apt. 82, Russian Federation)

operates the website https://ksentra.com and provides digital marketing and AI services to clients

worldwide (collectively, "we", "our", "us", or "Ksentra").

1.2. We are committed to protecting the privacy and personal data of every individual who visits our

website or engages with our services. This Privacy Policy explains what personal data we collect, why we

collect it, how we use it, with whom we share it, and what rights you have in relation to your data.

1.3. As the data controller of personal data collected through https://ksentra.com, Ksentra complies with

the General Data Protection Regulation (EU) 2016/679 ("GDPR") in relation to individuals in the European

Economic Area, as well as other applicable data protection laws.

1.4. By visiting https://ksentra.com, contacting us through any channel, or engaging our services, you

acknowledge that you have read and understood this Privacy Policy. If you do not agree with any part of

this policy, please do not use our website or submit your personal data to us.

1.5. This Privacy Policy applies solely to data processed via https://ksentra.com. Our Russian-language

website https://ksentra.ru operates under a separate privacy policy in Russian, available at

https://ksentra.ru/docs/4/, in accordance with the requirements of Federal Law No. 152-FZ of the Russian

Federation.

2. LEGAL BASIS FOR PROCESSING

2.1. We only process your personal data where we have a valid legal basis to do so. Depending on the

purpose, we rely on one or more of the following legal bases under Article 6 of the GDPR:

a) Consent (Article 6(1)(a) GDPR). Where you have given us clear, specific, and freely given consent to

process your personal data for a particular purpose — for example, subscribing to marketing

communications or accepting non-essential cookies. You have the right to withdraw consent at any time;

withdrawal does not affect the lawfulness of processing based on consent before its withdrawal.

b) Performance of a contract (Article 6(1)(b) GDPR). Where processing is necessary to perform a

contract with you or to take steps at your request before entering into a contract — for example,

managing a services engagement, responding to an inquiry about our services, or preparing a proposal.

c) Legitimate interests (Article 6(1)(f) GDPR). Where processing is necessary for purposes of legitimate

interests pursued by us or a third party, provided those interests are not overridden by your interests or

fundamental rights and freedoms. Our legitimate interests include: improving our website and services,

preventing fraud and abuse, ensuring the security of our systems, and conducting business development

activities.



d) Compliance with a legal obligation (Article 6(1)(c) GDPR). Where processing is necessary for

compliance with a legal obligation to which Ksentra is subject, including tax and accounting obligations,

responding to lawful requests from public authorities, or maintaining records required by law.

2.2. Where we rely on legitimate interests as a lawful basis, you may object to such processing. Please

refer to Section 8.6 (Right to Object) for further information.

2.3. Where applicable, we will identify the relevant legal basis at the point of data collection or in

response to your inquiry.

3. PERSONAL DATA WE COLLECT

3.1. Data You Provide to Us Directly

When you contact us, request information, submit an inquiry form, or otherwise interact with us, you may

provide the following categories of personal data:

a) Identity data: first name, last name; b) Contact data: email address, phone number; c) Professional

data: company name, job title, industry; d) Communication content: the content of your inquiry, message,

or any materials you choose to send us, including any personal data contained therein; e) Contractual

data: information provided in the course of service delivery, including project briefs, login credentials for

platforms we manage on your behalf, and any other data you submit as part of your engagement with us.

3.2. Data We Collect Automatically

When you visit https://ksentra.com, we automatically collect certain technical and usage data through

cookies, server logs, and similar technologies:

a) Device and connection data: IP address, browser type and version, operating system and version,

device type (desktop/mobile/tablet); b) Usage data: pages visited, time and date of visit, time spent on

each page, links clicked, scrolling behaviour, search terms used on the site (if applicable); c) Referral

data: the URL of the page from which you arrived at our website (referrer URL), and the URL of the page

to which you navigate when leaving; d) Cookie and tracking data: data collected via first-party and third-

party cookies and similar tracking technologies as described in Section 11.

3.3. Data We Do Not Collect

We do not intentionally collect special categories of personal data (also known as sensitive data) as

defined under Article 9 GDPR, including data revealing racial or ethnic origin, political opinions, religious

or philosophical beliefs, trade union membership, genetic data, biometric data for identification

purposes, health data, or data concerning a person's sex life or sexual orientation. Please do not submit

such data to us. We also do not knowingly collect personal data from children under the age of 16 (see

Section 10).

4. HOW WE USE YOUR PERSONAL DATA

4.1. Service Delivery and Client Communication

We use your personal data to respond to your inquiries, prepare proposals and statements of work,

deliver contracted services, coordinate project activities, and communicate with you about your ongoing



engagement. The legal basis is performance of a contract or pre-contractual steps (Article 6(1)(b)

GDPR), or our legitimate interests in responding to business inquiries (Article 6(1)(f) GDPR).

4.2. Website Operation and Improvement

We use automatically collected technical data and analytics to monitor website performance, diagnose

technical issues, analyse user behaviour to improve navigation and content, and develop new features.

The legal basis is our legitimate interests in maintaining and improving our digital presence (Article 6(1)(f)

GDPR). Where analytics tools require cookies, we rely on your consent for non-essential cookies.

4.3. Marketing Communications

With your explicit consent (Article 6(1)(a) GDPR), we may send you newsletters, case studies, industry

insights, information about our services, event invitations, and other marketing content by email or other

agreed channels. You can withdraw your consent and unsubscribe at any time by clicking the

"unsubscribe" link in any marketing email or by contacting us at info@ksentra.com. We do not send

unsolicited marketing communications without prior consent.

4.4. Security, Fraud Prevention, and Legal Compliance

We use your data to protect our website and services from unauthorised access, fraud, abuse, and other

security threats; to comply with applicable laws and regulations; to respond to lawful requests from

courts, regulators, and law enforcement authorities; and to establish, exercise, or defend legal claims.

The legal basis is compliance with a legal obligation (Article 6(1)(c) GDPR) and/or legitimate interests

(Article 6(1)(f) GDPR).

5. DATA SHARING AND DISCLOSURE

5.1. Service Providers (Data Processors)

We engage carefully selected third-party service providers who process personal data on our behalf

under written data processing agreements that require them to maintain appropriate technical and

organisational security measures and to process data only on our documented instructions. Categories

of service providers include:

a) Cloud hosting and infrastructure providers (primary: Yandex Cloud, Russia); b) Email communication

tools and CRM systems used to manage client relationships; c) Website analytics platforms (Google

Analytics, Yandex Metrica — see Section 11); d) Project management and collaboration tools used in the

course of service delivery; e) Accounting and invoicing software.

We require all processors to adhere to applicable data protection law and our standards of confidentiality.

5.2. Legal Requirements and Regulatory Disclosures

We may disclose your personal data to courts, law enforcement agencies, regulatory authorities, or other

government bodies if we are required to do so by applicable law or by a legally binding judicial or

regulatory order, or where disclosure is necessary to protect the vital interests of a person, to prevent

fraud, or to protect our legal rights.

5.3. Business Transfers



In the event that Ksentra undergoes a merger, acquisition, sale of assets, restructuring, or other business

transaction, your personal data may be transferred to the acquiring entity or successor as part of that

transaction, subject to equivalent protections. We will notify you by posting a prominent notice on our

website in the event of such a change.

5.4. No Sale of Personal Data

We do not sell, rent, or trade your personal data to third parties for their own marketing or commercial

purposes.

6. INTERNATIONAL DATA TRANSFERS

6.1. Ksentra's primary server infrastructure is located in the Russian Federation (Yandex Cloud data

centres). Russia is not currently recognised by the European Commission as providing an adequate level

of data protection under GDPR Article 45.

6.2. For personal data transferred from the European Economic Area (EEA) to our infrastructure in Russia,

we implement appropriate safeguards in the form of Standard Contractual Clauses (SCCs) as approved

by the European Commission under Article 46(2)(c) GDPR.

6.3. Where we engage third-party processors located outside the EEA (other than Russia), we ensure

appropriate safeguards are in place, which may include SCCs, adequacy decisions, or other lawful

transfer mechanisms under GDPR Chapter V.

6.4. You may request a copy of the relevant safeguards applicable to any international transfer by

contacting us at info@ksentra.com.

7. DATA RETENTION

7.1. We retain personal data only for as long as is necessary to fulfil the purposes for which it was

collected, or as required or permitted by applicable law.

7.2. Client and project data (including contract data, correspondence, and records related to service

delivery) is retained for the duration of the contractual relationship plus 3 (three) years after its

conclusion, to allow for the management of any post-engagement claims, disputes, or legal proceedings.

7.3. Inquiries and pre-contractual communications that do not result in an engagement are retained for

up to 12 (twelve) months, unless you request earlier deletion.

7.4. Marketing contact data is retained until you withdraw your consent or unsubscribe, whichever occurs

first.

7.5. Website analytics data in anonymised or aggregated form may be retained for up to 36 (thirty-six)

months for statistical and trend analysis purposes.

7.6. Data retained for legal or regulatory compliance purposes is retained for the applicable statutory

limitation or retention period, which may be longer than the periods stated above.

7.7. Upon expiry of the applicable retention period, we securely delete or anonymise personal data in a

manner that prevents recovery.



8. YOUR RIGHTS UNDER GDPR

If you are located in the European Economic Area, you have the following rights under the GDPR.

Individuals in other jurisdictions may have similar rights under applicable local laws, and we aim to honour

requests where reasonably practicable.

8.1. Right of Access

You have the right to obtain confirmation of whether we process personal data about you, and if so, to

receive a copy of that data together with information about the purposes for which it is processed, the

categories of data, the recipients, the retention periods, and your other rights under the GDPR. We will

provide you with a copy of your personal data in a commonly used electronic format, unless you request

otherwise.

8.2. Right to Rectification

You have the right to request that we correct any inaccurate or incomplete personal data we hold about

you without undue delay. We will take reasonable steps to verify the accuracy of any correction and may

ask you to provide supporting documentation.

8.3. Right to Erasure ("Right to Be Forgotten")

You have the right to request the deletion of your personal data where: the data is no longer necessary

for the purposes for which it was collected; you withdraw consent on which processing is based (where

no other lawful basis applies); the data has been unlawfully processed; erasure is required to comply with

a legal obligation under EU or Member State law. This right is subject to limitations where we are required

by law to retain data or where retention is necessary to establish, exercise, or defend legal claims.

8.4. Right to Restriction of Processing

You have the right to request that we restrict the processing of your personal data (i.e., store it but not

otherwise use it) in the following circumstances: you contest the accuracy of the data, pending

verification; the processing is unlawful but you oppose erasure; we no longer need the data but you

require it for legal claims; you have objected to processing based on legitimate interests, pending

verification of whether our grounds override yours.

8.5. Right to Data Portability

You have the right to receive personal data that you have provided to us in a structured, commonly used,

and machine-readable format, and to transmit that data to another controller, where processing is based

on consent or on a contract and is carried out by automated means.

8.6. Right to Object

You have the right to object at any time to the processing of your personal data where the legal basis is

legitimate interests (Article 6(1)(f) GDPR), including profiling based on those interests. Upon receipt of

your objection, we will cease processing unless we can demonstrate compelling legitimate grounds for

the processing that override your interests, rights, and freedoms, or for the establishment, exercise, or

defence of legal claims.

You have an unconditional right to object to processing of your personal data for direct marketing

purposes at any time; we will cease processing for such purposes without requiring justification.



8.7. Right to Withdraw Consent

Where we process your personal data on the basis of your consent, you have the right to withdraw that

consent at any time. Withdrawal of consent does not affect the lawfulness of processing based on

consent before its withdrawal. To withdraw consent, please contact us at info@ksentra.com or use the

unsubscribe mechanism provided in marketing communications.

8.8. Right to Lodge a Complaint with a Supervisory Authority

You have the right to lodge a complaint with the competent data protection supervisory authority in your

country of residence, place of work, or the place of the alleged infringement. In Germany, the lead

supervisory authority is the respective state data protection authority (Landesdatenschutzbeauftragter).

You may also contact the European Data Protection Board (https://edpb.europa.eu) for guidance on the

competent authority.

We encourage you to contact us first at info@ksentra.com so that we can address your concerns

promptly.

8.9. How to Exercise Your Rights

To exercise any of the rights listed above, please submit your request to info@ksentra.com with the

subject line "Data Subject Request — [Right Name]". Please include your full name and the email address

you used when interacting with us so that we can identify your records. We will respond within 30 (thirty)

days of receiving your request. Where a request is complex or involves a large volume of data, we may

extend this period by up to a further 30 (thirty) days, in which case we will inform you of the extension

and the reasons for it. We do not charge a fee for responding to data subject requests, unless requests

are manifestly unfounded or excessive.

9. DATA SECURITY

9.1. We implement appropriate technical and organisational measures to protect your personal data

against accidental or unlawful destruction, loss, alteration, unauthorised disclosure, or access. Our

security measures include, but are not limited to:

a) Transmission security: all data transmitted between your browser and our website is encrypted using

Transport Layer Security (TLS/HTTPS); b) Access controls: personal data is accessible only to authorised

personnel on a strictly need-to-know basis, with role-based access controls; c) Data minimisation at the

infrastructure level: we avoid storing sensitive data beyond what is necessary and apply

pseudonymisation where practicable; d) Regular security reviews: we periodically review our security

practices and update them in response to evolving threats and technical developments; e) Vendor

management: we require our service providers to maintain adequate security measures and process data

only as instructed.

9.2. No method of transmission over the internet or method of electronic storage is completely secure.

While we use commercially reasonable means to protect your personal data, we cannot guarantee its

absolute security. In the event of a personal data breach that is likely to result in a high risk to your rights

and freedoms, we will notify you without undue delay and in accordance with our obligations under

applicable data protection law.



9.3. You are responsible for maintaining the confidentiality of any credentials (usernames, passwords,

access tokens) used to access any platforms or portals managed as part of your engagement with us.

Please notify us immediately at info@ksentra.com if you believe that your access credentials have been

compromised.

10. CHILDREN'S PRIVACY

10.1. Our website and services are not directed to persons under the age of 16 ("children"), and we do

not knowingly collect personal data from children.

10.2. If you are under the age of 16, please do not submit any personal data to us, use our contact forms,

or engage our services without the explicit consent and supervision of a parent or legal guardian.

10.3. If we become aware that we have inadvertently collected personal data from a child under 16

without appropriate parental consent, we will take prompt steps to delete such data from our records. If

you believe that we may have collected personal data from a child under 16, please contact us

immediately at info@ksentra.com.

11. COOKIE POLICY

11.1. Strictly Necessary Cookies

These cookies are essential for the operation of our website and cannot be disabled. They include

cookies that enable core functionality such as maintaining your session state, protecting against Cross-

Site Request Forgery (CSRF) attacks, and remembering your cookie consent preferences. Because they

are strictly necessary for the website to function, they do not require your consent. These cookies are

typically first-party and session-based (deleted when you close your browser), or may persist for a short

defined period.

11.2. Analytics Cookies

We use analytics cookies to understand how visitors interact with our website, which pages are most

visited, where visitors come from, and how they navigate through the site. This information is used in

aggregate form to improve the structure and content of our website. We currently use the following

analytics tools:

a) Google Analytics (provided by Google LLC, USA): sets cookies prefixed with "_ga", "_gid", "_gat". Data

may be transferred to Google servers in the United States. Google's Privacy Policy is available at

https://policies.google.com/privacy. Google Analytics data is anonymised at collection where IP

anonymisation is enabled.

b) Yandex Metrica (provided by Yandex LLC, Russia): sets cookies to track site usage. Data may be

stored on Yandex servers in Russia and/or other locations. Yandex's Privacy Policy is available at

https://yandex.com/legal/confidential/.

Analytics cookies are only placed with your consent (except where the data is fully anonymised at

collection and constitutes no personal data). You can accept or decline analytics cookies via our cookie

consent banner.

11.3. Marketing Cookies



Marketing cookies are used to track visitors across websites in order to display relevant advertisements

and measure the effectiveness of advertising campaigns. These cookies are only placed with your

explicit prior consent. Without consent, no marketing cookies are set.

11.4. Managing Your Cookie Preferences

You can manage, update, or withdraw your consent for non-essential cookies at any time by: a)

Accessing the cookie preference centre via the cookie banner or settings link on our website; b)

Adjusting your browser's cookie settings to block or delete cookies. Most browsers allow you to refuse

cookies, delete existing cookies, or receive a warning before a cookie is placed. Please note that

disabling strictly necessary cookies may impair the functionality of our website.

Browser cookie settings for commonly used browsers: — Google Chrome: chrome://settings/cookies —

Mozilla Firefox: about:preferences#privacy — Safari: Preferences → Privacy — Microsoft Edge:

edge://settings/privacy

11.5. Third-Party Cookies

Third-party cookies set by Google and Yandex are governed by those companies' own privacy policies,

referenced in Section 11.2. Ksentra does not control the operation of third-party cookies beyond the

initial choice to enable or disable the corresponding services.

12. CHANGES TO THIS PRIVACY POLICY

12.1. We may update this Privacy Policy from time to time to reflect changes in our data processing

practices, applicable law, or the scope of our services. The "Last Updated" date at the top of this

document indicates when the most recent revision was made.

12.2. Where changes are material — meaning they significantly affect your rights or the way we process

your personal data — we will provide appropriate advance notice by posting a prominent notice on

https://ksentra.com or, where we hold your email address and the change concerns the processing of

your data, by sending you an email notification.

12.3. The updated Privacy Policy will take effect on the date of its publication at

https://ksentra.com/docs/4/. Your continued use of our website after the effective date constitutes

acknowledgement of the updated policy. We encourage you to review this page periodically.

12.4. Previous versions of this Privacy Policy are available on request by emailing info@ksentra.com.

13. CONTACT US

For any questions, concerns, or requests relating to this Privacy Policy or our personal data processing

practices, please contact us:

Ksentra (LLC Ksentra) 119526, Moscow, Vernadskogo prospekt, 93/1, apt. 82 Russian Federation

Email: info@ksentra.com Website: https://ksentra.com

We aim to respond to all privacy-related inquiries within 5 (five) business days. For formal data subject

rights requests, we will respond within 30 days as described in Section 8.9.



If your concern relates to a potential data breach or urgent security matter, please email

info@ksentra.com with the subject line "URGENT: Security/Privacy Concern" and we will prioritise your

message.


