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Î êóðñå
Ââåäåíèå.Âðåìåííûå ëîãèêè LTL è CTL.Ìåòîä ïðîâåðêè ìîäåëåé (model 
he
king). Ñèìâîëüíàÿïðîâåðêà ìîäåëåé (symboli
 model 
he
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Âåðè�èêàöèÿÌåòîä ïðîâåðêè òîãî, ÷òî àïïàðàòíàÿ èëè ïðîãðàììíàÿñèñòåìà ñîîòâåòñòâóåò çàÿâëåííîé ñïåöè�èêàöèè (òî åñòü,îáëàäàåò íåîáõîäèìûìè ñâîéñòâàìè)×òî òàêîå ñïåöè�èêàöèÿ?Êàêîé òàêîé ìåòîä?Íå ñëåäîâàëî áû îæèäàòü, ÷òî ïîëíîñòüþ ïðîâåðè�èöèðîâàòüñèñòåìó ïðîùå, ÷åì ñîçäàòü å¼Äâîéíàÿ ðàáîòà?Ìîæåò, ïðîùå èñïðàâëÿòü îøèáêè ïî ìåðå èõ íàõîæäåíèÿ?Servi
e pa
k 1, Servi
e pa
k 2,. . .



Íåèñïðàâèìûå è/èëè äîðîãèå îøèáêèÑèñòåìû óïðàâëåíèÿ ñàìîëåòàìè, ïîåçäàìè, ðàêåòàìè. . .�îáîòû-õèðóðãè, ñòèìóëÿòîðû ñåðäöà,. . .Àïïàðàòíîå îáåñïå÷åíèåÔèíàíñîâûå ïðîãðàììûÂîåííûå ïðîãðàììû. . .Äëÿ âñåõ íèõÖåíà îøèáêè âûñîêàÑàìè ñèñòåìû (îòíîñèòåëüíî) ðåäêî ìåíÿþòñÿÑëåäîâàëî áû îæèäàòü, ÷òî ïðîâåðêå êà÷åñòâà óäåëÿåòñÿíåìàëîå âíèìàíèå



Íî ïî÷åìó èìåííî �îðìàëüíàÿ âåðè�èêàöèÿ?�Ñòàíäàðòíûé� ïîäõîä ê ïðîáëåìåÒåñòèðîâàíèåÄèñöèïëèíà ïðîãðàììèðîâàíèÿ�åâèçèÿ êîäàÑëåäîâàíèå ñòàíäàðòàìÑòðàõîâàíèå óùåðáà...



Íî ïî÷åìó èìåííî �îðìàëüíàÿ âåðè�èêàöèÿ?�Ñòàíäàðòíûé� ïîäõîä ê ïðîáëåìåÒåñòèðîâàíèåÄèñöèïëèíà ïðîãðàììèðîâàíèÿ�åâèçèÿ êîäàÑëåäîâàíèå ñòàíäàðòàìÑòðàõîâàíèå óùåðáà...È âñå æå. . .



Ariane 5 Ïåðâûé çàïóñê 4 èþíÿ1996 ãîäàÑàìîóíè÷òîæèëàñü ÷åðåç37 ñåêóíä ïîëåòàÎøèáêà ïðåîáðàçîâàíèÿ64-áèòíîãî ÷èñëà ñïëàâàþùåé çàïÿòîé â16-áèòíîå öåëîåÎäíà èç ñàìûõ äîðîãèõîøèáîê â èñòîðèè (800ìèëëèîíîâ äîëëàðîâ)



Ôîáîñ-1
Ïîòåðÿë îðèåíòàöèþ 2ñåíòÿáðÿ 1988 ãîäà ïîñëåîáíîâëåíèÿ ïðîãðàììíîãîîáåñïå÷åíèÿ



Pentium FDIV
Îïåðàöèè ñ ïëàâàþùåé çàïÿòîé â 3 ðàçà áûñòðåå 486DXÎïòèìèçàöèÿ ñ èñïîëüçîâàíèåì òàáëèöû çíà÷åíèé5 ýëåìåíòîâ îòñóòñòâîâàëî!475 ìèëëèîíîâ äîëëàðîâÅñëè áû îøèáêà ïîâòîðèëàñü, ïðîãíîçèðóåìàÿ ñòîèìîñòüèñïðàâëåíèÿ ∼2 ìèëëèàðäà äîëëàðîâ



Ïî÷åìó æå ñòàíäàðòíûé ïîäõîä íå ñðàáîòàë?�Program testing 
an be used to show the presen
e ofbugs, but never to show their absen
e!��Òåñòèðîâàíèå ïîçâîëÿåò ïîêàçàòü íàëè÷èå îøèáîê, íîíå èõ îòñóòñòâèå!�
−−DijkstraÎøèáêè ìîãóò ïðîÿâëÿòüñÿ î÷åíü ðåäêîÎñîáåííî ïðî ïàðàëëåëüíîì èñïîëíåíèè×òîáû èñêëþ÷èòü îøèáêè, íàäî ðàññìîòðåòü âñåâîçìîæíûå ïîâåäåíèÿ ñèñòåìû. . .



Ïàðàëëåëüíîå èñïîëíåíèåÒðèâèàëüíàÿ îøèáêàPro
ess A...
x := x + y ;... Pro
ess B...

y := y + x ;...�åàëüíàÿ îøèáêàÊåí ÌàêÌèëëàí îïèñûâàåò ñèòóàöèþ, êîãäà òîëüêîïîñëåäîâàòåëüíîñòü èç 13 ñîîáùåíèé ïðèâîäèëà êïðîÿâëåíèþ îøèáêè.Íå áûëà îòêðûòà íè ýìóëÿöèåé íè ðåâèçèåé äèçàéíà.



Àâòîìàòè÷åñêàÿ �îðìàëüíàÿ âåðè�èêàöèÿÔîðìàëüíàÿ âåðè�èêàöèÿ = ìåòîä ïðîâåðêè òîãî, ÷òîàïïàðàòíàÿ èëè ïðîãðàììíàÿ ñèñòåìà ñîîòâåòñòâóåòçàÿâëåííîé ñïåöè�èêàöèè, îñíîâàííûé íà ñòðîãèõìàòåìàòè÷åñêèõ ïðèíöèïàõËîãè÷åñêèé �îðìàëèçìÌàòåìàòè÷åñêîå îïèñàíèå ìîäåëè. . .Àâòîìàòè÷åñêàÿ �îðìàëüíàÿ âåðè�èêàöèÿ = �îðìàëüíàÿâåðè�èêàöèÿ ïðîâîäèìàÿ ìàøèíîé áåç âìåøàòåëüñòâà÷åëîâåêàÂ ýòîì êóðñå âåðè�èêàöèÿ = àâòîìàòè÷åñêàÿ �îðìàëüíàÿâåðè�èêàöèÿ



Ïðîöåññ âåðè�èêàöèèÌîäåëèðîâàíèåÏðåîáðàçîâàíèå äèçàéíà/àïïàðàòíîé ñèñòåìû/ïðîãðàììûâ �îðìàëüíóþ ìîäåëü. Â ñëó÷àå ïðîñòûõ ñèñòåì � ïðîñòàÿçàäà÷à. Äëÿ ñëîæíûõ ñèñòåì òðåáóåòñÿ àáñòðàêöèÿ èäðóãèå ìåòîäû.Ñïåöè�èêàöèÿÏåðåä òåì, êàê ïðîâåðÿòü ñâîéñòâà, èõ íàäîñ�îðìóëèðîâàòü.Âåðè�èêàöèÿÍåîáõîäèìû ý��åêòèâíûå àëãîðèòìû.



Íåìíîãî èñòîðèè
1960-å Îñîçíàíèå ïðîáëåìû. Âåðè�èêàöèÿ áëîê-ñõåì.Ëîãèêà Õîàðà.1970-å Àâòîìàòèçàöèÿ. Âðåìåííàÿ ëîãèêà è ðåàêòèâíûåñèñòåìû (rea
tive systems).1980-å Ïðîâåðêà ìîäåëåé (model 
he
king). Ñèìâîëüíàÿïðîâåðêà ìîäåëåé (symboli
 model 
he
king).1990-å Ïðîâåðêà ìîäåëåé îãðàíè÷åííîé ãëóáèíû (boundedmodel 
he
king). Ñâåäåíèå ê SAT.



Ìåòîä ÔëîéäàÂåðè�èêàöèÿ áëîê-ñõåì



Ëîãèêà ÕîàðàÌîäåëü: óïðîùåííûé ÿçûê ïðîãðàììèðîâàíèÿÏðèñâàèâàíèå y:=tÊîìïîçèöèÿ S1; S2If-then-else if e then S1 else S2 �While while e do S odÀðè�ìåòè÷åñêèå îïåðàöèè x + y , x/y . . .Ñïåöè�èêàöèÿ: Ñâîéñòâà ïðîãðàìì îïèñûâàþòñÿ ïðåäèêàòàìèëîãèêè ïåðâîãî ïîðÿäêà (ñ ðàâåíñòâîì, îïåðàöèèèíòåðïðåòèðóþòñÿ íàä ìíîæåñòâîì öåëûõ ÷èñåë)Àííîòèðîâàííûå ïðîãðàììû:
{P}S{Q}�åñëè óñëîâèå P âûïîëíåíî è ïðîãðàììà S çàâåðøàåò ðàáîòó,óñëîâèå Q áóäåò âåðíî�



Ëîãèêà Õîàðà: Ïðèìåð
{x1 ≥ 0 ∧ x2 > 0}
y1 := 0;
{x1 ≥ 0 ∧ x2 > 0 ∧ y1 ≡ 0}
y2 := x1;
{x1 ≡ y1 × x2 + y2 ∧ y2 ≥ 0}while y2 ≥ x1 do

{x1 ≡ y1 × x2 + y2 ∧ y2 ≥ x2}
y1 := y1 + 1;
{x1 ≡ y1 × x2 + y2 − x2 ∧ y2 − x2 ≥ 0}
y2 := y2 − x2;
{x1 ≡ y1 × x2 + y2 ∧ y2 ≥ 0}od

{x1 ≡ y1 × x2 + y2 ∧ y2 ≥ 0 ∧ y2 < x2}



Ëîãèêà Õîàðà: íåêîòîðûå ïðàâèëà âûâîäà
{P1}S1{P2} {P2}S2{P3}

{P1}S1;S2{P3}
(êîìïîçèöèÿ)

{P ∧ e}S1{Q} {Q ∧ ¬e}S2{Q}

{P}(if e then S1 else S2 �){Q}
(if-then-else)

. . .



Ëîãèêà Õîàðà: êðèòè÷åñêèå çàìå÷àíèÿ
Êîððåêòíîñòü è ïîëíîòà???Ïëîõî àâòîìàòèçèðóåòñÿÁîéåð è Ìóð ñîçäàëè ïðîãðàììó, àâòîìàòè÷åñêèäîêàçûâàþùóþ êîððåêòíîñòü ðåêóðñèâíûõ �óíêöèé íàëèñïåÍå âñå ïðîãðàììû äîëæíû çàâåðøàòü ðàáîòóÑåòåâûå êîíòðîëëåðûÄðàéâåðû óñòðîéñòâÎïåðàöèîííàÿ ñèñòåìà. . .



�åàêòèâíûå ñèñòåìû (rea
tive systems)
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done
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reset

start oven Ìîäåëü ðàáî-òû ìèêðîâîë-íîâîé ïå÷è (èçêíèãè Êëàðê,�ðóìáåðã,Ïåëåä).



Ïðîâåðêà ìîäåëåéÏî äàííîé (îáû÷íî êîíå÷íî) ìîäåëè, îïðåäåëèòü, âûïîëíåíîëè ñâîéñòâîÄîñòèæèìîñòü
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Óáåäèòüñÿ, ÷òî ñîñòî-ÿíèå, â êîòîðîì ïå÷üðàáîòàåò è äâåðöà îò-êðûòà (heat ∧ ¬close)íå äîñòèæèìî èç íà-÷àëüíîãî
Âðåìåííàÿ ëîãèêà



Ïðîáëåìû ìåòîäà ïðîâåðêè ìîäåëåé
Ìîäåëè ìîãóò áûòü î÷åíü áîëüøèìèÌîäåëè êîíå÷íû (êàê âåðè�èöèðîâàòü ïðîãðàììû?)�åàëüíûå ñèñòåìû èñïîëüçóþò ñëó÷àéíûå ÷èñëà,âðåìåííûå èíòåðâàëû. . .



Ïðîáëåìû ìåòîäà ïðîâåðêè ìîäåëåé
Ìîäåëè ìîãóò áûòü î÷åíü áîëüøèìèÑèìâîëüíîå ïðåäñòàâëåíèå, ñâåäåíèå ê SATÌîäåëè êîíå÷íû (êàê âåðè�èöèðîâàòü ïðîãðàììû?)Àáñòðàêöèÿ, èíòåãðàöèÿ ñ äåäóêòèâíûìè ìåòîäàìè�åàëüíûå ñèñòåìû èñïîëüçóþò ñëó÷àéíûå ÷èñëà,âðåìåííûå èíòåðâàëû. . .Èíòåãðèðîâàíèå ýòèõ ñóùíîñòåé â ïðîâåðêó ìîäåëåé.



Mi
rosoft Stati
 Driver Veri�er
Ïðîâåðêà ñîîòâåòñòâèÿ êîäà (íà Ñ) äðàéâåðà íåêîòîðûìóñëîâèÿìÏðîñòîé êîäÌèêðîñî�ò áîëåå çàèíòåðåñîâàí â òîì, ÷òîáû äðàéâåð íåïîäâåøèâàë ñèñòåìó, ÷åì â òîì, ÷òîáû îí âûïîëíÿë ñâîè�óíêöèèÎäèíàêîâûå óñëîâèÿ äëÿ ðàçíûõ äðàéâåðîâ (Mi
rosoftWindows Driver Model, WDM)



Mi
rosoft Stati
 Driver Veri�erÑîîòâåòñòâóåò ëè äàííûé êîä API?Àáñòðàêöèÿ, ïðîâåðêà ìîäåëåé, óòî÷íåíèå ìîäåëè
Unlocked Locked

Error

Rel Acq

Acq

Rel
do {

KeAcquireSpinLock();

nPacketsOld = nPackets;

if(request){

request = request->Next;

KeReleaseSpinLock();

nPackets++;

}

} while (nPackets !=

nPacketsOld);



Ôîðìàëüíûå ìåòîäû â ðàçðàáîòêå (1)Êðèòèêà:Ýòîò ïîäõîä ìîæåò áûòü èñïîëüçîâàí òîëüêîìàòåìàòèêàìèÎøèáî÷íûå äîêàçàòåëüñòâà? Îøèáêè â ðåàëèçàöèèñðåäñòâ âåðè�èêàöèè?Çàìåäëÿþò ïðîåêòû



Ôîðìàëüíûå ìåòîäû â ðàçðàáîòêå (1)Êðèòèêà + îòâåòû:Ýòîò ïîäõîä ìîæåò áûòü èñïîëüçîâàí òîëüêîìàòåìàòèêàìèÌåòîäû èñïîëüçóþò ìàòåìàòèêó, íî ýòî íå îáÿçàòåëüíîçíàòüÎøèáî÷íûå äîêàçàòåëüñòâà? Îøèáêè â ðåàëèçàöèèñðåäñòâ âåðè�èêàöèè?Âñå ðàâíî ìåíüøå îøèáîê. Ïîíèìàíèå âçàèìîäåéñòâèÿ÷àñòåé.Çàìåäëÿþò ïðîåêòûÌîãóò óñêîðèòü (îñîáåííî, åñëè îøèáêè íàéäåíû íà ðàííèõñòàäèÿõ)



Ôîðìàëüíûõ ìåòîäû ðàçðàáîòêå (2)
×åãî íå ñëåäóåò æäàòüÀâòîìàòè÷åñêàÿ âåðè�èêàöèÿ íàéäåò âñå îøèáêèÄåäóêòèâíàÿ âåðè�èêàöèÿ ãàðàíòèðóåò àáñîëþòíóþêîððåêòíîñòü



×òî äàëüøå?
Ñèñòåìû ïåðåõîäîâ êàê ìîäåëè àïïàðàòíûõ è (â ìåíüøåéñòåïåíè) ïðîãðàììíûõ ñèñòåìÂåðè�èêàöèÿ ïðîñòåéøèõ ñâîéñòâ (àíàëèç äîñòèæèìîñòü)Ôîðìàëèçì äëÿ âåðè�èêàöèè áîëåå ñëîæíûõ ñâîéñòâ
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