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Hanomunanune: PRG

Onpegenexne

G :{0,1}¢ — {0,1}f®), rge f(£) > ¢, naswisaercs f()-renepatopom

ncesgocny4aiinbix ducen (f(¢)-PRG), ecin gns V noann.npotusuuka A Vk
| Pr{A(G(x)) =1} — Pr{A(y) = 1}| < &,

rae BEPOSITHOCTbL BepeTcs no cayyaliHbiM Yncnam A v No paBHOMEPHO
pacnpeaenennbiv x € {0,1} n y € {0,1}10),

Teopema

31 PRG < 3 owf.

Hokakem vacTnyHo.
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PRG = owf

G — 2/-PRG = on owf.

lokazaTenbCTRO.

L

MycTb, HanpoTuB, ecTb B3NOMLLMK, KOTOpbI obpawaer G Ha gone > ;.

Pasnuuarowmnii anroputm:
> z=GHy);

» Boigate 1, ecnu G(z) = y; uHaue 0.
Ecan y € ImG, 70 BeposATHOCTL BblAaTh 1 — X0Ts Obl élk.

Ecan y pasromepHo pacnpesenén Ha {0,1}2¢, To BeposTHOCTb NpocTo

nonacts y B Im G paBHa |II;EG| < 27!, A Tem bonee — BbigaTh 1. [
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owf = PRG

Teopema

Mycte f — owp, coxpansAowas ganny, B — eé Tpyausiii but, p —
nonuHom. Torpa

G(x) = FPO(x) 0 B(x) 0 B(f(x)) o ... 0 B(fP)==1(x))

asnsietcst p(¢)-PRG.

4/13



Jokasatenscteo ans (¢ + 1)-PRG.

Wrak, G(x) = f(x) o B(x).
Myctb oH He PRG, T.e. cywecTeyeT B3nOMIWMK A, Takoll, 4TO

PHAG() =1}~ PrAY) = 1} > .

v v

a:=Pr{A(f(x) o b) =1|b = B(x)} = Pr{A(f(x) o B(x)) = 1} = v,
= Pr{A(f(x) o b) = 1|b = B(x)} = Pr{A(f(x) o B(x)) = 1}.

u—Pr{A( (ob)=1}=
=Pr{b=B(x)} -a+Pr{b=B(x)} -

— aif

5
HVO,%S*}/—V:Q—QTJ”B:M.

Mebl oTanyaem TpyAHbliA 61T oT ero oTpuuaHus!
OcTtaérca sTum hbopManbHO BOCNOAL30BATHLCA.
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DNokazatenscteo ans (¢ + 1)-PRG (okonuanue).

Hoebili B3nomwmk A’, Haxogswuii B(x) no f(x):
BbibpaTte b € {0,1} cayyaiiHbim obpasowm;
ecnn A(f(x) o b) = 1, To BblaTh b, uHaue BbigaTs b.
Torpa

Pr{A(f(x)) = B(x)} =
Pr{b= B(x)} - Pr{A(f(x) o B(x)) = 1}+
Pr{b= B(x)} - Pr{A(f(x) o B(x)) # 1} =

11 1 a-g_1 1
il “(1-R8)= - >4
ot =f =gt ==+ w
4TO NPOTUBOPEYMT TOMY, 4TO B(x) — TpyaHbiii bur. Ol
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C+ 1~ p(f)

Moka>kem, 4TO

PO~ (x) 0 B(x) 0 --- 0 B(FPO~(x)) (V)

HEOTZIMHMMO OT PAaBHOMEPHOTO pacnpejesieHns, To ecTb
fp(e)*e(x) objo---0 bp(g),g. (A)

Mpeepawaem (V) & (A):
D) _ ot (x) o B(x) o o B(FPO-1-1(x))
Dix) = FPOi() o by o ... obo Bx)o B(F(x) o ... o B(fFO~t-i=1(x)
Disi(x) = fPO=L=i=Y(x) o by o ... 0 bj o biz1 o B(x) o ... o B(fPO-=i=2(x)
b,;(g),e(x) - x ob o ° byey—s¢

Banomwwmk gonxeH pasnuyaTe u kakne-to D, Djiq.

Torpa B3nomaem u Haw cTapsiii (¢ + 1)-PRG:
Ham ganu y n b, ctpoum cTpoky, kak byato y = f(x), b = B(x):

FPO—L=i(x) o by o+ 0 b0 B(x) o B(f(x)) o -+ 0 B(FFO1=I=1(x))

M O0aém B3NOMLWUKY, oThndatrowemy D; ot Diiq. 7/13



KpnnTtocucrtems! ¢ 00LWMM KNOHOM

(cexpeTHbIM, 3aKpbITbIM, private)

» Onpegenerne — kak ¢ nybanyHbiM, npocTo E ncnonbayet e = d.
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KpnnTtocucrtems! ¢ 00LWMM KNOHOM

(cexpeTHbIM, 3aKpbITbIM, private)

» Onpegenerne — kak ¢ nybanyHbiM, npocTo E ncnonbayet e = d.
> HapéxHocTe — kak ¢ nybiinyHbIM, NPOCTO HE AaéM K/t0Ya MPOTUBHUKY:

Onpegenenve (nepectaém nucats re un 17...)

KpunTocncTema Ha3blBaeTCs HEpPa3nMHUMOIli, ecnm
Vk V napbi coobuwennii (mg, mi) nonuH.anusl V sep.nonnd.cxem C

| Pr{C(E(mo,d), mg, m) =1}—Pr{C(E(m1,d), mo, m) =1}| < #

KpVII'ITOCVICTEMa HA3bIBAETCA CEMAHTUYECKN HE],EI,E)KHOVI, ecnn

Vh Vf VC Yk 3C YM
Pr{C(E(m,d),f(m)) = h(m)} < Pr{C(f(m)) = h(m)} + X,

roe £, h, C, E, M — Bep.nonuH.cxemsl, . . .
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KpnnTtocucrtems! ¢ 00LWMM KNOHOM

(cexpeTHbIM, 3aKpbITbIM, private)

» Onpegenerne — kak ¢ nybanyHbiM, npocTo E ncnonbayet e = d.
> HapéxHocTe — kak ¢ nybiinyHbIM, NPOCTO HE AaéM K/t0Ya MPOTUBHUKY:

Onpegenenve (nepectaém nucats re un 17...)

KpunTocncTema Ha3blBaeTCs HEpPa3nMHUMOIli, ecnm
Vk V napbi coobuwennii (mg, mi) nonuH.anusl V sep.nonnd.cxem C

| Pr{C(E(mo,d), mg, m) =1}—Pr{C(E(m1,d), mo, m) =1}| < #

KpVII'ITOCVICTEMa HA3bIBAETCA CEMAHTUYECKN HE],EI,E)KHOVI, ecnn

Vh Vf VC Yk 3C YM
Pr{C(E(m,d),f(m)) = h(m)} < Pr{C(f(m)) = h(m)} + L,
roe £, h, C, E, M — Bep.nonuH.cxemsl, . . .

Ho sTo He BCs npaBga o HagéxHocTw!
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KpnnTocuctema ¢ obuimm Knro4oM Ha OCHOBE OWpP

HenpaBunbHas

Mbi Hayuuince n3 owp genate PRG ntoboii nonmHomuansHoii ainHel.
Kntou k — seed gnsa PRG, ntobasi ctpoka ns {0,1}";

E(m, k) = m®G(k) = (m®Gi(k)) o (mdGy(k)) o ... o (mpdGp(k)),

rae Gi(k) — i-it but G(k).
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KpnnTocuctema ¢ obuimm Knro4oM Ha OCHOBE OWpP

HenpaBunbHas

Mbi Hayuuince n3 owp genate PRG ntoboii nonmHomuansHoii ainHel.
Kntou k — seed ans PRG, nwobas crpoka n3 {0,1}";

E(m, k) = m®G(k) = (m®Gi(k)) o (mdGy(k)) o ... o (mpdGp(k)),

rae Gi(k) — i-it but G(k).

IlokazaTenbCcTBO.

Otnnyaem m ot m' = e3nambiBaem G:
3aKOAVPYEM CaMW U OT/IMYUM OT ‘Koga Cay4aiiHoro coobuieHus’. O
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KpnnTocuctema ¢ obuimm Knro4oM Ha OCHOBE OWpP
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KpnnTocuctema ¢ obuimm Knro4oM Ha OCHOBE OWpP

HenpaBunbHas

Mbi Hayuuince n3 owp genate PRG ntoboii nonmHomuansHoii ainHel.
Kntou k — seed gnsa PRG, ntobasi ctpoka ns {0,1}";

E(m, k) = m®G(k) = (m®Gi(k)) o (mdGy(k)) o ... o (mpdGp(k)),

rae Gi(k) — i-it but G(k).

» [OnvHa nonuHoMmansHa?
Ho HagéxHocTb — AN COOBLUEHNIA NONMHOMUANBHOI AAVHBI.

» EcTb apyras npobnewma. ..
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Kpuntocuctema ¢ obLmm KAOHOM Ha OCHOBE OWP

B3n1omM HenpaBuibHOW KOHCTPyKUMN

Ham ganmn E(0, k) n E(m, k).
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KpnnTocuctema ¢ obuimm Knro4oM Ha OCHOBE OWpP

B3n1omM HenpaBuibHOW KOHCTPyKUMN

Ham pgann E(0, k) n E(m, k).
Haligém m = E(0, k) © E(m, k).

AHaNOrMYHO MOXKHO BbIACHUTb, OQNHAKOBbLI NN i-e buThl B AByX
HEN3BECTHbIX COO6LLI,eHI/IF|X.
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KpnnTocuctema ¢ obuimm Knro4oM Ha OCHOBE OWpP

B3n1omM HenpaBuibHOW KOHCTPyKUMN

Ham ganu E(0, k) v E(m, k).
Haiigém m = E(0, k) & E(m, k).

VnpaxHenue: Moyemy He HapylaeTcst “obbivHas” HaAEXHOCTL?
Yo, HaiiTu m Mbl MOXeM, a oTan4nTe m ot 0 — Her?
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Multiple Messages Setting

OnpegeneHnsi HagEXHOCTM

Private key:

Onpegenexne

KpunTtocuctema HasbiBaeTCs HepasnMyuMoli, ecnu

Vk Y napbl nocnegoBaTenibHOCTENR (x,y) NOANH.AANHbI

coobuwennii x| ... x(*) (coorserctrenno, y(1), ... y(1)) noann.gnnmel
V Bep.nonuH.cxem C

| PH{CE(®,d, M), E(x(),d,rD), 17, x,y) = 1}—

1
Pr{C(E(y™M,d,r),.. . E(yD),d,rD), 17 x,y) =1} | <
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Multiple Messages Setting

OnpegeneHnsi HagEXHOCTM

Public key:

Onpegenexne

KpunTtocuctema HasbiBaeTCs HepasnMyuMoli, ecnu

Vk Y napbl nocnegoBaTenibHOCTENR (x,y) NOANH.AANHbI

coobuwennii x| ... x(*) (coorserctrenno, y(1), ... y(1)) noann.gnnmel
V Bep.nonuH.cxem C

| P{CE(xW, e, rM),. . E(xD, e, rl) 6,17 x,y) = 1}—

Pr{C(E(yD, e r,(__-l)),...E(y(t),e,r,(__-)),e,ln,x,y):1} | < %
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Multiple Messages Setting

OnpegeneHnsi HagEXHOCTM

Private key:

KpunTtocncrema Ha3blBAeTCS CEMAHTUHECKN HALEXHOM, eciu
Vh Vf VC Vk 3C VM

Pr{C(E(m® d,r),... E(m®, d,r"), f(mD, . .. m®)=hmD, . m

<P{C( f(mD, ... ,mD))=h(mV, . mO)}+ n—lk,

rae £, h, C, C, M — Bep.noauH.cxemsi,
npudém M(1") renepupyeT NOCNeA0BATENbHOCTb U3 ¢ COODLLEHNIA.
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Multiple Messages Setting

OnpegeneHnsi HagEXHOCTM

Public key:

KpunTtocncrema Ha3blBAeTCS CEMAHTUHECKN HALEXHOM, eciu
Vh Vf VC Vk 3C VM

Pr{C(E(mY, e,rM),... E(m® e ,rM) e f(mD, ... m"D))=hmD, . . mt

< Pr{C(e, f(mD, ... . m"D)) =h(mD ... mD)+ n—lk,

rae £, h, C, C, M — Bep.noauH.cxemsi,
npudém M(1") renepupyeT NOCNeA0BATENbHOCTb U3 ¢ COODLLEHNIA.
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Single vs Miltiple Messages Setting

Private key: HesKBMBaNEHTHbI.

Public key: sksuganeHTHbI.

JlokazaTenbcTeO.

VMmeem pa3nuyaTb KOAbl X1, ..., Xt U Y1, ...,V =

YMeeM pPasnnyaTh KOAbl X1, ..., Xj—1,Xj, Yitl,--- YVt W
Xlyoo s Xi—15Yis Yidly -5 Yt =

crenepupyem Bce kogbl E(x1), ..., E(xi—1), 54 E(yiz1), ..., E(ye),
BMECTO /-rO MOACTABNUM LaHHbIA HAM KOA HEN3BECTHOrO coBa (x; uan y;),
3anyCTMM CTaporo NpOTUBHUKA.

Ba>kHO: MOXXeM CamMu reHepupoBaTb KOAbI. [
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[TpomexxyToUHble NTory

NTak,

> KPUMNTOCUCTEMbI C OTKPbITLIM KJKOHYOM CTPOSTCS Ha ocHose tdpf;
HEBA>KHO, CKObKO COODLLEHWI;
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[TpomexxyToUHble NTory

NTak,

> KPUMNTOCUCTEMbI C OTKPbITLIM KJKOHYOM CTPOSTCS Ha ocHose tdpf;
HEBA>KHO, CKObKO COODLLEHWI;

> KPUMNTOCUCTEMbI C OBLLMM KIHOYOM JOJIXKHBI ObITh YCTORYMBLI
OTHOCUTENIBHO MHOTUX COObLLeHNT —
MPOCTasi KOHCTPYKLMS HA OCHOBE OWP He rofAnTCs;
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[TpomexxyToUHble NTory

NTak,

> KPUMNTOCUCTEMbBI C OBLLMM KIIHOYOM JOJIXKHBI ObITh YCTORYMBLI
OTHOCUTENIBHO MHOTUX COObLLeHNT —
MPOCTasi KOHCTPYKLMS HA OCHOBE OWP He rofAnTCs;

> HO Ha CaMOM fene cyliecTsoBaHusi owf goctaTouHo
— NOrOBOPUM O LPYroil KOHCTPYKLMMN Ha CAedyroLlei aekuunn. . .
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