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Íàïîìèíàíèå: PRG

Îïðåäåëåíèå

G : {0, 1}` → {0, 1}f (`), ãäå f (`) > `, íàçûâàåòñÿ f (`)-ãåíåðàòîðîì
ïñåâäîñëó÷àéíûõ ÷èñåë (f (`)-PRG), åñëè äëÿ ∀ ïîëèí.ïðîòèâíèêà A ∀k∣∣Pr{A(G (x)) = 1} − Pr{A(y) = 1}

∣∣ < 1

`k
,

ãäå âåðîÿòíîñòü áåðåòñÿ ïî ñëó÷àéíûì ÷èñëàì A è ïî ðàâíîìåðíî

ðàñïðåäåëåííûì x ∈ {0, 1}` è y ∈ {0, 1}f (`).

Òåîðåìà

∃ PRG ⇔ ∃ owf.

Äîêàæåì ÷àñòè÷íî.

2 / 13



PRG ⇒ owf

Òåîðåìà

G � 2`-PRG ⇒ îí owf.

Äîêàçàòåëüñòâî.

Ïóñòü, íàïðîòèâ, åñòü âçëîìùèê, êîòîðûé îáðàùàåò G íà äîëå ≥ 1

`k
.

Ðàçëè÷àþùèé àëãîðèòì:

I z = G−1(y);

I Âûäàòü 1, åñëè G (z) = y ; èíà÷å 0.

Åñëè y ∈ ImG , òî âåðîÿòíîñòü âûäàòü 1 � õîòÿ áû 1

`k
.

Åñëè y ðàâíîìåðíî ðàñïðåäåë¼í íà {0, 1}2`, òî âåðîÿòíîñòü ïðîñòî

ïîïàñòü y â ImG ðàâíà |ImG |
22` ≤ 2−`. À òåì áîëåå � âûäàòü 1.
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owf ⇒ PRG

Òåîðåìà

Ïóñòü f � owp, ñîõðàíÿþùàÿ äëèíó, B � å¼ òðóäíûé áèò, p �

ïîëèíîì. Òîãäà

G (x) = f p(`)−`(x) ◦ B(x) ◦ B(f (x)) ◦ . . . ◦ B(f p(`)−`−1(x))

ÿâëÿåòñÿ p(`)-PRG.
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Äîêàçàòåëüñòâî äëÿ (` + 1)-PRG.

Èòàê, G (x) = f (x) ◦ B(x).
Ïóñòü îí íå PRG, ò.å. ñóùåñòâóåò âçëîìùèê A, òàêîé, ÷òî

|Pr{A(G (x)) = 1}︸ ︷︷ ︸
γ

−Pr{A(y) = 1}︸ ︷︷ ︸
ν

| ≥ 1

`k
.

α := Pr{A(f (x) ◦ b) = 1|b = B(x)} = Pr{A(f (x) ◦ B(x)) = 1} = γ,
β := Pr{A(f (x) ◦ b) = 1|b = B(x)} = Pr{A(f (x) ◦ B(x)) = 1}.

ν = Pr{A(f (x) ◦ b) = 1} =
= Pr{b = B(x)} · α + Pr{b = B(x)} · β
= α+β

2
.

ÍÓÎ, 1

`k
≤ γ − ν = α− α+β

2
= α−β

2
.

Ìû îòëè÷àåì òðóäíûé áèò îò åãî îòðèöàíèÿ!

Îñòà¼òñÿ ýòèì ôîðìàëüíî âîñïîëüçîâàòüñÿ.

.
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Äîêàçàòåëüñòâî äëÿ (` + 1)-PRG (îêîí÷àíèå).

Íîâûé âçëîìùèê A′, íàõîäÿùèé B(x) ïî f (x):

I âûáðàòü b ∈ {0, 1} ñëó÷àéíûì îáðàçîì;

I åñëè A(f (x) ◦ b) = 1, òî âûäàòü b, èíà÷å âûäàòü b.

Òîãäà

Pr{A′(f (x)) = B(x)} =

Pr{b = B(x)} · Pr{A(f (x) ◦ B(x)) = 1}+
Pr{b = B(x)} · Pr{A(f (x) ◦ B(x)) 6= 1} =

1

2
α +

1

2
(1− β) =

1

2
+
α− β
2
≥ 1

2
+

1

`k
,

÷òî ïðîòèâîðå÷èò òîìó, ÷òî B(x) � òðóäíûé áèò.
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` + 1 p(`)

Ïîêàæåì, ÷òî

f p(`)−`(x) ◦ B(x) ◦ · · · ◦ B(f p(`)−`−1(x)) (∇)
íåîòëè÷èìî îò ðàâíîìåðíîãî ðàñïðåäåëåíèÿ, òî åñòü

f p(`)−`(x) ◦ b1 ◦ · · · ◦ bp(`)−`. (∆)

Ïðåâðàùàåì (∇) â (∆):

D0(x) = f p(`)−`(x) ◦ B(x) ◦ . . . ◦ B(f p(`)−`−1(x))
. . .

Di (x) = f p(`)−`−i (x) ◦ b1 ◦ . . . ◦ bi ◦ B(x) ◦ B(f (x)) ◦ . . . ◦ B(f p(`)−`−i−1(x))

Di+1(x) = f p(`)−`−i−1(x) ◦ b1 ◦ . . . ◦ bi ◦ bi+1 ◦ B(x) ◦ . . . ◦ B(f p(`)−`−i−2(x))
. . .
Dp(`)−`(x) = x ◦ b1 ◦ . . . ◦ bp(`)−`

Âçëîìùèê äîëæåí ðàçëè÷àòü è êàêèå-òî Di , Di+1.

Òîãäà âçëîìàåì è íàø ñòàðûé (`+ 1)-PRG:
Íàì äàëè y è b, ñòðîèì ñòðîêó, êàê áóäòî y = f (x), b = B(x):

f
p(`)−`−i (x) ◦ b1 ◦ · · · ◦ bi ◦ B(x) ◦ B(f (x)) ◦ · · · ◦ B(f p(`)−`−i−1(x))

è äà¼ì âçëîìùèêó, îòëè÷àþùåìó Di îò Di+1. 7 / 13



Êðèïòîñèñòåìû ñ îáùèì êëþ÷îì
(ñåêðåòíûì, çàêðûòûì, private)

I Îïðåäåëåíèå � êàê ñ ïóáëè÷íûì, ïðîñòî E èñïîëüçóåò e = d .
I Íàä¼æíîñòü � êàê ñ ïóáëè÷íûì, ïðîñòî íå äà¼ì êëþ÷à ïðîòèâíèêó:

Îïðåäåëåíèå (ïåðåñòà¼ì ïèñàòü re è 1n. . . )

Êðèïòîñèñòåìà íàçûâàåòñÿ íåðàçëè÷èìîé, åñëè

∀k ∀ ïàðû ñîîáùåíèé (m0,m1) ïîëèí.äëèíû ∀ âåð.ïîëèí.ñõåì C∣∣Pr{C (E (m0, d),m0,m1) = 1}−Pr{C (E (m1, d),m0,m1) = 1}
∣∣ < 1

nk
. . .

Êðèïòîñèñòåìà íàçûâàåòñÿ ñåìàíòè÷åñêè íàäåæíîé, åñëè

∀h ∀f ∀C ∀k ∃C̃ ∀M

Pr{C (E (m, d), f (m)) = h(m)} ≤ Pr{C̃ (f (m)) = h(m)}+ 1

nk
,

ãäå f , h,C , C̃ ,M � âåð.ïîëèí.ñõåìû, . . .

Íî ýòî íå âñÿ ïðàâäà î íàä¼æíîñòè!
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Êðèïòîñèñòåìà ñ îáùèì êëþ÷îì íà îñíîâå owp
Íåïðàâèëüíàÿ

Ìû íàó÷èëèñü èç owp äåëàòü PRG ëþáîé ïîëèíîìèàëüíîé äëèíû.

Êëþ÷ k � seed äëÿ PRG, ëþáàÿ ñòðîêà èç {0, 1}n;

E (m, k) = m⊕G (k) = (m1⊕G1(k)) ◦ (m2⊕G2(k)) ◦ . . . ◦ (mp⊕Gp(k)),

ãäå Gi (k) � i-é áèò G (k).

Äîêàçàòåëüñòâî.

Îòëè÷àåì m îò m′ ⇒ âçëàìûâàåì G :

çàêîäèðóåì ñàìè è îòëè÷èì îò �êîäà ñëó÷àéíîãî ñîîáùåíèÿ�.

I Äëèíà ïîëèíîìèàëüíà?

Íî íàä¼æíîñòü � äëÿ ñîîáùåíèé ïîëèíîìèàëüíîé äëèíû.

I Åñòü äðóãàÿ ïðîáëåìà. . .
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Êðèïòîñèñòåìà ñ îáùèì êëþ÷îì íà îñíîâå owp
Âçëîì íåïðàâèëüíîé êîíñòðóêöèè

Íàì äàëè E (0, k) è E (m, k).
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Êðèïòîñèñòåìà ñ îáùèì êëþ÷îì íà îñíîâå owp
Âçëîì íåïðàâèëüíîé êîíñòðóêöèè

Íàì äàëè E (0, k) è E (m, k).

Íàéä¼ì m = E (0, k)⊕ E (m, k).

Àíàëîãè÷íî ìîæíî âûÿñíèòü, îäèíàêîâû ëè i-å áèòû â äâóõ

íåèçâåñòíûõ ñîîáùåíèÿõ.
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Êðèïòîñèñòåìà ñ îáùèì êëþ÷îì íà îñíîâå owp
Âçëîì íåïðàâèëüíîé êîíñòðóêöèè

Íàì äàëè E (0, k) è E (m, k).

Íàéä¼ì m = E (0, k)⊕ E (m, k).

Óïðàæíåíèå: Ïî÷åìó íå íàðóøàåòñÿ �îáû÷íàÿ� íàä¼æíîñòü?

×òî, íàéòè m ìû ìîæåì, à îòëè÷èòü m îò 0 � íåò?
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Multiple Messages Setting
Îïðåäåëåíèÿ íàä¼æíîñòè

Private key:

Îïðåäåëåíèå

Êðèïòîñèñòåìà íàçûâàåòñÿ íåðàçëè÷èìîé, åñëè

∀k ∀ ïàðû ïîñëåäîâàòåëüíîñòåé (x , y) ïîëèí.äëèíû

ñîîáùåíèé x (1), . . . x (t) (ñîîòâåòñòâåííî, y (1), . . . , y (t)) ïîëèí.äëèíû

∀ âåð.ïîëèí.ñõåì C∣∣ Pr{C (E (x (1), d , r
(1)
E ), . . .E (x (t), d , r

(t)
E ), 1n, x , y) = 1}−

Pr{C (E (y (1), d , r
(1)
E ), . . .E (y (t), d , r

(t)
E ), 1n, x , y) = 1}

∣∣ <
1

nk
. . .
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Multiple Messages Setting
Îïðåäåëåíèÿ íàä¼æíîñòè
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∀h ∀f ∀C ∀k ∃C̃ ∀M

Pr{C (E (m(1), d , r
(1)
E ), . . . ,E (m(t), d , r

(t)
E ), f (m(1), . . . ,m(t))) = h(m(1), . . . ,m(t))}

≤ Pr{C̃ ( f (m(1), . . . ,m(t))) = h(m(1), . . . ,m(t))}+
1

nk
,

ãäå f , h,C , C̃ ,M � âåð.ïîëèí.ñõåìû,

ïðè÷¼ì M(1n) ãåíåðèðóåò ïîñëåäîâàòåëüíîñòü èç t ñîîáùåíèé.
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Êðèïòîñèñòåìà íàçûâàåòñÿ ñåìàíòè÷åñêè íàäåæíîé, åñëè

∀h ∀f ∀C ∀k ∃C̃ ∀M

Pr{C (E (m(1), e , r
(1)
E ), . . . ,E (m(t), e , r

(t)
E ), e, f (m(1), . . . ,m(t))) = h(m(1), . . . ,m(t))}

≤ Pr{C̃ (e, f (m(1), . . . ,m(t))) = h(m(1), . . . ,m(t))}+
1

nk
,

ãäå f , h,C , C̃ ,M � âåð.ïîëèí.ñõåìû,
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Single vs Miltiple Messages Setting

Private key: íåýêâèâàëåíòíû.

Public key: ýêâèâàëåíòíû.

Äîêàçàòåëüñòâî.

Óìååì ðàçëè÷àòü êîäû x1, . . . , xt è y1, . . . , yt ⇒

óìååì ðàçëè÷àòü êîäû x1, . . . , xi−1, xi , yi+1, . . . , yt è
x1, . . . , xi−1, yi , yi+1, . . . , yt ⇒

ñãåíåðèðóåì âñå êîäû E (x1), . . . ,E (xi−1),E (?),E (yi+1), . . . ,E (yt),
âìåñòî i-ãî ïîäñòàâèì äàííûé íàì êîä íåèçâåñòíîãî ñëîâà (xi èëè yi ),

çàïóñòèì ñòàðîãî ïðîòèâíèêà.

Âàæíî: ìîæåì ñàìè ãåíåðèðîâàòü êîäû.
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Ïðîìåæóòî÷íûå èòîãè

Èòàê,

I êðèïòîñèñòåìû ñ îòêðûòûì êëþ÷îì ñòðîÿòñÿ íà îñíîâå tdpf;

íåâàæíî, ñêîëüêî ñîîáùåíèé;

I êðèïòîñèñòåìû ñ îáùèì êëþ÷îì äîëæíû áûòü óñòîé÷èâû

îòíîñèòåëüíî ìíîãèõ ñîîáùåíèé �

ïðîñòàÿ êîíñòðóêöèÿ íà îñíîâå owp íå ãîäèòñÿ;

I íî íà ñàìîì äåëå ñóùåñòâîâàíèÿ owf äîñòàòî÷íî

� ïîãîâîðèì î äðóãîé êîíñòðóêöèè íà ñëåäóþùåé ëåêöèè. . .
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