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Hamming Medal (2020)
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Dijkstra Prize (2007)




ATaKun Ha [NPUBATHOCTDb, NJIN YTO-
TO NMOLWJ10 HE TaK...



Bunbam Beng npotue JlataHbu CynHU

Massachusetts Group Insurance Commission (1997):
AHOHUMW3UPOBAHHAA MeauLIMHCKaa UCTOPUS BCEX
paboTHMKOB WTaTa (60NIbHUYHbIE, AMArHO3bI, 1EKapCTBa)

NaTaHbs CyuHu (acnupanT MIT):
$20 - cnucok nsbupatenei Kemépupxa
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[IpenmyLLLecTBO aTaKyHoLEN CTOPOHDbI

e JlononHuTenbHas MHDopMaLus



3anpocbl AOL

4 aBrycTa, 2006: AOL Research nybnukyet

aHOHMMHbIe 3anpocbl 650,000
nosib3oBaTeneun

9 aBrycta: New York Times

A Face Is Exposed for AOL Searcher No. 4417749

By MICHAEL BARBARO and TOM ZELLER Jr.

Published: August 9, 2006 B SIGNINTOE-
MAIL THIS
Buried in a list of 20 million Web search queries collected by AOL and S prinT
recently released on the Internet is user No. 4417749. The number
@ REPRINTS

was assigned by the company to protect the searcher’s anonymity,
but it was not much of a shield.

No. 4417749 conducted hundreds of
searches over a three-month period on
topics ranging from “numb fingers” to “60 single men” to

A DANNY BOYLE F

“dog that urinates on everything.”

And search by search, click by click, the identity of AOL
user No. 4417749 became easier to discern. There are
queries for “landscapers in Lilburn, Ga,” several people with
the last name Arnold and “homes sold in shadow lake
subdivision gwinnett county georgia.”

It did not take much investigating to follow that data trail
) to Thelma Arnold, a 62-year-old widow who lives in

Bl 8. Lesser for The New Yore Tmes Lilburn, Ga., frequently researches her friends’ medical
Thelma Arnold's identity was betrayed . - 5
by A0L records of her Web searches,  ailments and loves her three dogs. “Those are my searches,

fike:ones for her.dag, Dudiey; wha she said, after a reporter read part of the list to her.
clearly has a problem.

]



[IpenmyLLLecTBO aTaKyHoLEN CTOPOHDbI

e JlononHutenbHas nHpopmMauums
e JlocTaTo4yHO npeycneTb Ha Masion A0Je AaHHbIX



[Tpn3 Netflix

okTa6pb 2006: Netflix o6bsiBnseT Netflix Prize
e 10% nonb3oBaTenen
e B cpeagHeM 200 oueHOK OT 0gHOro NoJsib3oBaTens

Narayanan, Shmatikov (2006):




[Tpn3 Netflix

e Noam Chomsky in Our Times < il
e Fahrenheit 9/11 g e
e Jesus of Nazareth ﬁgg;ﬁ

e Queer as Folk | gfghotet



[IpenmyLLLecTBO aTaKyHoLEN CTOPOHDbI

e JlononHutenbHas NHPopMaLus
e JlocTaToO4HO NpeycneTb Ha Masion AoJie gaHHbIX
e bosbluada pasMepHOCTb AaHHbIX



[eHeTu4yeckune aaHHble

Homer et al., “Resolving individuals contributing trace
amounts of DNA to highly complex mixtures using
high-density SNP genotyping microarrays”,

PLoS Genetics, 2008
dlaln.llhil,
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Figure 3. Experimental validation using a series of mi: (see thods A-F) yed on the Aff:

ix GeneChip 5.0, lllumina

BeadArray 550 and the Illumina 4505 Duo Human BeadChip. The x-axis shows each individual in the CEU HapMap population, the left y-axis
shows the p-value (log scaled), and the right y-axis shows the value of the test statistic. For mixtures A, B, E and F those in the mixture are colored
green and those not in the mixture are colored red. For mixtures C and D those individuals who are not in the mixtures are colored red, those
individuals who are related to the 1% or 10% individuals in the mixtures are colored orange, those individuals who are related to the 90% or 99% are

colored yellow. and those people in the mixture are colored green.

%nmumalpgen 1000167.g003

In all mixtures, the identification of the Esen:e of a ﬁbﬂ s ﬁnormc DNA was



...HeJenw cnycTs

Zerhouni, NIH Director:

“As a result, the NIH has removed from open-access
databases the aggregate results (including P values and
genotype counts) for all the GWAS that had been
available on NIH sites”



[IpenmyLLLecTBO aTaKyHoLEN CTOPOHDbI

JlononHuTenbHas MHPopMaLus

JlocTaTo4yHO nNpeycneTb Ha MaJsion AoJie aHHbIX
bonbliada pasMepHOCTb AaHHbIX
Coob6pa3nTenbHOCTb



ABcTpanunuckmmn OMC

aBryct 2016: NpaBnTenbCcTBO ONy6/AMKOBANO

MeauLmHCcKue aaHHble 10% aBcTpanuiues (2.9M) 3a
1984-2014

e [laUMeHT: rog poXXAeHus, Non

e [ocnuTanunsauuu, Nnpoueaypbl, KoAbl, WUTAT, LieHa
e [laTbl U3MEHeHbI 2 Heaenu



“YepHOobbINb MEeAULIMHCKON Ae-naeHTUpuKaummn®

ceHTa6pb 2016: CoTpyaHMKKM MenbbypHCKOro YHuBepcuTeTa
pe-unaeHTUuduLMpoBann NOJNTUKOB, CNOPTCMEHOB,
Nyo6nNYHbIX GuUryp.

® 55 TbIC XXEHLUMH YHUKaNbHO UAEHTUPULMPOBaAHDI
6narofaps poXAeHUIO AeTen

oKTA6pb 2016: [ocyaapCTBO BHEC/O 3aKOH, 3anpeLlatoLnm
pe-uaeHTU@UKaUmIo npaBuUTeIbCTBEHHbIX AaHHbIX



OTpuuaTtenbHble pe3ynbraThl



L Hyp-Huccum

faweee [ Q|11 /010|001 ]1]|0]1

IunHyp-Huccum 2003:

Ecnu owm6Ka o(\Vn), TO BO3SMOXHO BOCCTAHOBNEHUE n—o(n)
...Jaxe ecnu 23.9% on60K npomnssBosbHble [DMTO07]

...Joctato4yHo O(n) 3anpocos [DYO08]

3anpoc: 2 |




I1BopK-Haop

Ycnoue Topa JaneHnyca (“ceMmaHTM4YecKasi CTOMKOCTb'):
“[locTyn K cTaTUCTMYECKOM H6a3e JaHHbIX HE A0/KEH
NO3BOINTb Y3HaTb 60sbLLE 06 UHANBUAYYME, YEM MOXXHO
y3HaTb 6€3 gocTyna K 6a3e AgaHHbIx.” (1977)

[Bopk-Haop (2006):
Bcerga ectb gononHUTeNnbHas MHPopMaLms, KoTopast Aenaet
3Ty Lefib HeAOCTUXXNMOMW.



MPC?

B kpunTtorpacum npoTtokon KoHpuaeHUMaNbHOro BbIMMCNEHUA (Takxe 6esonacHoe, 3almieHHoe Unn TamHoe
MHOrOCTOPOHHEE BblYUCIEHUE, aHrN. secure multi-party computation) — Kpuntorpaguyeckuii NPoTOKOs, NO3BOAKOLNA
HECKOJIbKUM Yy4aCcTHUKaM NMPOU3BECTU Bbl4UCIIEHUE, 3aBUCALLEE OT TalHbIX BXOOHbIX AAHHbIX KaXXA0ro U3 HUX, Taknm
o6pa3om, 4TOObl HU OAMH YHACTHUK HE CMOTr NONYYUTb HUKAKOW MHbOpMaLUMmM O YYXKUX TalHbIX BXOAHbIX AaHHbIX.

https://ru.wikipedia.org/wiki/lpoTokon_koHpuaeHLManbHOro_BblYNCIEHUSA

No information is leaked through the transcript
except for what can be inferred from the output
of the functionality about the parties’ inputs



OnpepeneHune
anddepeHLmanbHON CTONKOCTY



OnpepeneHne NpMBaTHOCTHU

XpaHuTternb




OnpepeneHne NpMBaTHOCTHU

XpaHuTernb

XpaHUTenb

e 26




HnddepeHumnanbHasa NpMBaTHOCTb

basbl gaHHbIX D N D' cMeXXHble, eCZIn OHWN OT/INYAOTCA B AlaHHbIX OAHOIo YesioBeKa.

OuddepeHumanbHas npuBaTtHocTb [DMNSO06]: Onsa cMexHbIx 6a3 D u D’
pacrnpegeneHue M(D) No4YTU TaKoe Xe, Kak U M(D").

— 1%
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HnddepeHumnanbHasa NpMBaTHOCTb

e-AM: Ana cmexHbix 6a3 D n D' pacnpeaeneHne M(D) NOYTHN TaKoe Xe, Kak u M(D").

Vv S: Pr[M(D)ES] < exp(e) - Pr[M(D"ES].

— s — |\ ?~ MapameTp € usmepset
5 —=| °© yTeuky nHbopmaLum




MHTepnpeTaymsa “ninoxoun pesynbrart”

< M — -
102 103 104 105 106 107 108 109 110 11 112 113

B — 10xve BbiBOAbI

B — BepoATHOCTb C 3aMUChbIo x
B — BepoaTHOCTbL 6€3 3anucK x -



banecoBckaa uHTepnpeTauus

e AnpuopHasa BEpOATHOCTb p
e CobbiTne O
e Copep)xaT in gaHHble x?

30



HnddepeHumnanbHasa NpMBaTHOCTb

e YcTon4ymBa K AOMOJSIHNTENBHOMN MHPOPMaLMK

e [locT-06paboTKa:
Ecnu M(D) p.n., To AM(D)) ToXe éyaeT Aa.n.

e KomMnosnuyus:
PesynbtaT npuMeHeHuns £-DP n g-DP 6yaeT (11 ¢€2)-DP

e [pynnoBas NPMBaTHOCTbL:
CoxpaHsaeTcs, Aa)Xe ec/iv BXOAHble AaHHble KOppennpoBaHbl,



KaHOHM4YeckKkasa 3agada

CymMMUpoOBaHme 6uT

n
E xr; +noise
1=1



KaHOHM4YeckKkasa 3agada

CymMMUpoOBaHme 6uT

Iy
Z Tr; + Lapla%

1=1




PacnpepeneHue Jlannaca

A

o< exp(—|z|/A)




[Touemy [I1?

— 1l = &
ouCEN__, (== k)
exp(—|z — 1|/\) A

P




OcnabneHne auddepeHUnanbHON
NPUBATHOCTMU



YeM nnoxa ¢-DP

e (Chnuwkom cTtpora
o [lceBgocny4yauHbln reHepaTop He coBMecTUM ¢ DP

® CNnnNWKOM NeccMMUCTUYHA
O n NpUMeHeHUn &-DP — n-&-DP



[MTpnbnuantenbHasa gundpdepeHumanbHasa NpUBaTHOCTb

(g, 6)-AI: Ana cMexHbix 6a3 D u D’ pacnpeaenenue M(D) NOYTU TaKoe Xe,

Kak n M(D").
Vv S: Pr[M(D)ES] < exp(e) - Pr[M(D"ES]+ 6.
—3 = [TapameTp € namepser
] yTeuKy MHpopmMaumnm
— | —= [TapameTp 6 gaer
b — He6oMbLLIOW NodT

38



HnddepeHumnanbHasa NpMBaTHOCTb

e YcTon4ymBa K AOMOJSIHNTENBHOMN MHPOPMaLMK

e [locT-06paboTKa:
Ecnu M(D) (g, §)-DP, TO f(M(D)) TOXe 6yaeT (g, §)-DP

e KoMMo3unuusa:
Pe3ynbTaT NPUMEHEHUS (g1, 01)-U (g2, 02)-DP 6yaeT (e1+ &2, d:+J:2)-DP

e [pynnoBas NMPMBaATHOCTD:
CoxpaHsieTca, faxe ecnin BXOAHble faHHble KOPppPennpoBaHbl.

39



YTO MOXXeT CKpbIiBaTbCA 3a 07

NonHas kaTacTpoda:

e ( BEpOATHOCTbIO J OTKPbITb BCE
e (C BepOATHOCTbIO 1 OTKPbITb d YaCTb AaHHbIX

PekomMeHaaLunu

0 < 1/N or 0 = negl(1/N)




OnddepeHumanbHasa npuBaTHocTb PeHbu [M “17]

(a, €)-Rényi Differential Privacy (RDP):
vD,D": Do(D||D") < ¢



PacxoxpaeHne PeHbu

Da(P|Q) = = - 108 £Q (SE§> |




OcnabneHne anddepeHumanbHON MPUBATHOCTY

(o0, £)-RDP - 370 &-DP



YcuneHue (e, 0)-DP

log 1/6

a—1"

(., £)-RDP = (¢

0)-DP gns ntobon 6



OunopdepeHumanbHasa NpnBaTHOCTb PeHbK

e YCcTOMYMBA K JOMNOJSIHUTENIBHOWU NHOPMaLIUK

e [locT-06paboTKa::
Ecnu M(D) yooBneTBopseT (a, £)-RDP, AM(D)) TOXe (a, £)-RDP

e KoMNosunuyus:
Pe3ynbTaT npuMeHeHUsa (a, €:1)- U (a, €2)-RDP aBngaeTca (o, e1+¢&:2)-RDP

e [pynnoBada NpuBaTHOCTb

45



MHTepnpeTaymsa “ninoxoun pesynbrart”

< M — -
102 103 104 105 106 107 108 109 110 11 112 113

B — 10xve BbiBOAbI

B — BepoATHOCTb C 3aMUChbIo x
B — BepoaTHOCTbL 6€3 3anucK x 46



NHTepnpeTaumsa “nnoxoun pesynbrar”

g-Differential Privacy: VS Pr[M(D) € S] <e°-Pr[M(D’) € S]
(o, €)-Rényi Diff Privacy: VS Pr[M (D) € S] < (e*-Pr[M(D’) € S|)i-1/e

(¢, §)-Differential Privacy: VS Pr[M (D) € S] < e -Pr[M(D') € S]+ 0



He 6biBaeT KaTacTpod!




OdunddepeHumanbHas
NPUBATHOCTb N MALUNHHOE
oby4yeHue



MalunHHOEe oby4yeHune

—

k/

Training Data

Live
Data

ML Training

Inference
Engine

—% Prediction /




MallunHHOEe 0byyeHne U Mofesnb Yrpo3

—

\_//
. Live
Tra|n|ng Data /Data/

ML Training -—7 Model L> Ingﬁ;eigce:e




MallunHHOEe 0byyeHne U Mofesnb Yrpo3

—
S

Training Data
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MallunHHOEe 0byyeHne U Mofesnb Yrpo3

—
S

Training Data

ML Training

Inference
Engine




MallunHHOEe 0byyeHne U Mofesnb Yrpo3

—
S

Training Data > ML Training
k/




3abnyxaeHune: 0600LLLeHNne rapaHTUPYeT NPUBATHOCTb

4 )
Hawwn mogenu rapaHTupyoT

0000LLEeHNE, 3HAYUT OHM NPUBATHbI
- Y,

N




3abnyxaeHune: 0600LLLeHNne rapaHTUPYeT NPUBATHOCTb

O606LeHne [lpuBaTHOCTb

® B CpefHeM e XyaLNN cnyvyau
® TOYHOCTb MOJZIE/IN e BCe NnapamMeTpbl



3abnyxaeHune: 0600LLLeHNne rapaHTUPYeT NPUBATHOCTb

e [IpumMepbl, Korga aTo He Tak
o bnunxaunwune coceau
o OnopHble BeKTOpbI

e Mogenu MoryT 6bITb O4EHb 6OIbLLINMMU
o Mwunnmnapgbl napamMeTpoB




C coMaannNCKoOro Ha aHrmMuncKmnmn

Somali ~ -
Translate from Irish

ag ag ag ag ag ag ag
ag ag ag



C coMaannNCKoOro Ha aHrmMuncKmnmn

Somali ~ - English ~ I_D e D)

agagagagagagag And its length was
ag ag ag one hundred cubits
at one end



C coMaannNCKoOro Ha aHrmMuncKmnmn

Somali ~ -—
Transiate from Irish

ag ag ag ag ag ag ag ag ag ag ag ag
ag



C coMaannNCKoOro Ha aHrmMuncKmnmn

Somali ~ i English ~ rD <€)

Transiate from Irish

ag ag ag ag ag ag ag ag ag ag ag ag And they came to be at the king s
ag gate by the valley of the tribes



C coMaannNCKoOro Ha aHrmMuncKmnmn

Somali - English ~ TE] CD)

Translate from Irish

ag ag ag ag ag ag ag ag ag ag ag ag Numbers 520 000 agon Numbers
ag ag ag ag Away From the Nation of the Lions



C Maopu Ha aHIMTMNCKUI

Translate Turn off instant translation o

English Somali Maori Detect language ~ % Somali English Spanish ~

dog dog dog dog dog dog dog dog dog dog *  Doomsday Clock is three minutes at twelve

dog dog dog dog dog dog dog dog We are experiencing characters and a
dramatic developments in the world, which

indicate that we are increasingly approaching
the end times and Jesus' return

2 715000 Y 0 0 < /’



“Understanding Deep Networks Requires Rethinking
Generalization”, Zhang et al.17

(:1?1? dropout vg::f; top-1 train  top-5 train top-1 test top-5 test
ImageNet 1000 classes with the original labels

yes yes yes 92.18 99.21 77.84 93.92
yes no no 92.33 99.17 72.95 90.43

no no yes 90.60 100.0 67.18 (72.57) 86.44 (91.31)
no no no 99.53 100.0 59.80(63.16) 80.38 (84.49)
Alexnet (Krizhevsky et al., 2012) - - - 83.6
ImageNet 1000 classes with random labels

no yes yes 91.18 97.95 0.09 0.49

no no yes 87.81 96.15 0.12 0.50

no no no 95.20 99.14 0.11 0.56




OdunddepeHumanbHas
NPUBATHOCTb N MALUNHHOE
oby4yeHue



NunopdepeHumanbHo-npuBaTHbin SGD

JlaHHble




CToxacTUYeCcKui rpagmeHTHbIn cnyck (SGD)

Hantn V L(6))
Ha BblbopKe

" 91'+1I:9i_77 VL(QI)

| Hantn VL(0:1) Ha

Bbl6oOpKe

" 9i+2::9i+1_77 VL(QI'H)




NnddepeHumanbHas NPpMBaATHOCTb: rayCCOBbIN MEXAHU3M

{,-4yBCTBUTENbHOCTb f:D—R":

o /
max,, , [AD) = ADI|, < 1,
TOr4a rayccoBblt MeXaHU3M

AID) + N"(0, 6°)

rapaHTupyer (g, §)-DP, roe § = exp(-(€0)*/2).



[IpocTOU peuenT

YT106b! BbIYMCNTD f'C AnddepeHLnanbHON NPUBATHOCTbIO

1. OueHUTb cBepXy YyBCTBUTEJIbHOCTDb f
2. [lpUMeHUTb rayccoBbi MexaHU3M




basoBasd KOMNO3ULINA

Ecnun fypoBneTBopseT (g1, 41)-DP, a g (g2, §2)-DP, 1O
AD), g(D) yooBneTBopsaeT (&1t &2, 011 02)-DP



[1lpocTOoNn peuenT Ast CNOXHbIX QYHKLWN

YTO6bI BbIYUCUTD CITOXHYIO PYHKLMUIO f'C
anddepeHunanbHOM NMPUBaATHOCTbLIO

1. OLEHUTb CBEPXY YYBCTBUTENbHOCTb YacTew f -
Q‘z "’o

2. [pUMEHNTb rayccoBbli MEXAHU3M K KaXka,0W HaCTWf«,@ N
3. lMopcuntaTtb CYMMapHYO NPUBATHOCTb e <




SGD ¢ auddepeHunanbHOWU NPUBATHOCTbIO?

BblOOpKa {x}

VL(QZ) - 2 VL(xj, 01)

/

N

Hantn V L(6))
Ha BblbopKe

" 91'+1I:9i_77 VL(QI)

| Hantn VL(0:1) Ha

Bbl6oOpKe

" 9i+2::9i+1_77 VL(QI'H)




SGD ¢ gndpopepeHumanbHOW NPUBATHOCTbIO

Hantn V L(6))
Ha BblbopKe

9i+1::9i_77 VL(QI)

| Hantn VL(0:1) Ha

Bbl6oOpKe

9i+2::9i+1_77 VL(QI'H)

Per-example clipping
Add noise

Per-example clipping
Add noise
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HaunBHbIN aHaNn3

1. Bbibupaem o = V2 k;g 1/9 =4

2. Kaabln war (g, 5)-DP (1.2, 10°)-DP
3. Yucno waros T 10,000

4.

KomMmnosunuua: (Te, 70)-DP (12,000, .1)-DP



CunbHaga KoOMNoO3nLuS

1. Bbibupaem o = V2 k;g 1/9 =4
2. Kaxpgbin war (e, §)-DP (1.2,10°)-DP
3. Yucno waros T 10,000

4. C. koMmn: (ey/Tlogl/s, Td)-DP (360, .1)-DP

Dwork, Rothblum, Vadhan, “Boosting and Differential Privacy”, FOCS 2010
Dwork, Rothblum, “Concentrated Differential Privacy”, https://arxiv.org/abs/1603.0188



https://arxiv.org/abs/1603.01887

Ncnonb3yem cny4yanHocTb BbI6OpKU!

1. Bbibupaem o = \/21(;g 1/9 =

2. Kaxpjasi Bbl6opKa - fons g 1%

3. Kaxpgpin war (2gs, g5)-DP (.024, 107)-DP
4. Yucno waroB T 10,000

5. C. kowmn: (2q8\/T log 1/4, qT75)-DP

S. Kasiviswanathan, H. Lee, K. Nissim, S. Raskhodnikova, A. Smith, “What Can We Learn Privately?”, SIAM J. Comp, 2011



Renyi Differential Privacy Accountant

1.
2.
3.
4,
3),

V/2log1/6 _

€
Kaxxaas BbibopKa - fons g 1%

Bbibnpaem o =

OTcneXxXxnBaem NpuUBaTHOCTb PeHbu

Yucno waros T 10,000

RDP: (2¢eV'T, 5)-DP (1.25,10-)-DP



OdndpodepeHumnanbHas npuBaTHOCTb B TensorFlow

tensorflow / privacy ®©unwatch~ 41 % Unstar 692  YFork 88

<> Code (D Issues 9 i1 Pull requests 0 Ll Insights {} Settings

Library for training machine learning models with privacy for training data Edit

machine-learning privacy Manage topics

D 110 commits ¥ 1 branch © 0 releases 42 14 contributors sfs Apache-2.0

(S

Branch: master v New pull request Create new file =~ Upload files = Find File Clone or download v

‘q tensorflower-gardener Check batch_size % microbatches = 0 and calculate privacy budget only... Latest commit ab466b1 9 hours ago



OdndpepeHumnanbHasa npuBaTHOCTb B PyTorch

L] facebookresearch / pytorch-dp ® Unwatch~ 16 *uUnstar 116  ¥Fork 16

¢»Code (Dlssues 1 [ Pull requests 1 © Actions  [I'll Projects 0 @) Security 0 L1 Insights  [{] FB Internal

Training PyTorch models with differential privacy

-0- 38 commits ¥ 1 branch @ 0 packages © O releases 422 10 contributors sfs Apache-2.0

Branch: master v New pull request Create new file = Upload files  Find file Clone or download v




