
Cyber Security Attacks  

Malware  

Viruses  
File infectors  

Macro viruses  

Worms  
Network worms  

Email worms  

Trojans  
Remote access Trojans  

Banking Trojans  

Ransomware  
Cryptographic ransomware  

Locker ransomware  

Phishing  

Email phishing  
Deceptive emails  

Spoofed emails  

Spear phishing  
Targeted attacks  

Credential theft  

Whaling  
Targeting high-profile individuals  

Business email compromise  

Denial of Service (DoS)  

Flood attacks  
SYN flood  

UDP flood  

Distributed Denial of Service (DDoS)  
Botnets  

Traffic amplification  

Man-in-the-Middle (MitM)  

Eavesdropping  
Network sniffing  

Session hijacking  

SSL stripping  
Downgrade attacks  

HTTPS vulnerabilities  

SQL Injection  

Unvalidated input  
Extracting data  

Data manipulation  

Blind SQL injection  
Error-based techniques  

Time-based techniques  

Zero-Day Exploits  

Unknown vulnerabilities  
Software attacks  

Unpatched systems  

Advanced Persistent Threats (APTs)  
Long-term targeted attacks  

Stealth and persistence  

Cross-Site Scripting (XSS)  

Stored XSS  
Injecting scripts into databases  

Executing on user devices  

Reflected XSS  
Malicious links  

User interaction required  

Insider Threats  

Malicious insiders  
Spying and data theft  

Sabotage  

Accidental insiders  
Human error  

Lack of training  

Credential Reuse Attacks  

Reusing passwords  
Compromised accounts  

Credential stuffing  

Password spraying  
Attempts on common usernames  

Low-and-slow tactics  

IoT Vulnerabilities  

Unprotected devices  
Default settings  

Lack of updates  

Botnets  
DDoS via IoT devices  

Exploiting connected networks  

Software Vulnerabilities  

Unpatched software  
Outdated applications  

Known exploits  

Misconfigurations  
Cloud misconfigurations  

Database insecurities  

Social Engineering  

Pretexting  
Creating false scenarios  

Information gathering  

Baiting  
Offering false incentives  

Malware delivery  

Tailgating  
Unauthorized physical access  

Exploiting trust  

Network Attacks  

Packet sniffing  
Intercepting network traffic  

Collecting sensitive information  

Rogue access points  
Unsecure Wi-Fi hotspots  

Man-in-the-middle interception  

Business Email Compromise (BEC)  

Account compromise  
Email takeover  

Phishing for credentials  

Invoice fraud  
Spoofed invoices  

Directing payments to attackers  

Remote Access Attacks  

Remote Desktop Protocol (RDP)  
Brute force attacks  

Exploiting open ports  

VPN vulnerabilities  
Intercepting VPN connections  

Misconfigured settings  

Cryptojacking  

Unauthorized cryptocurrency mining  
Exploiting system resources  

Reduced performance  

Malware-based mining  
Infected devices  

Compromised networks  

Drive-By Downloads  

Unintentional installations  
Malicious code from websites  

Exploiting browser vulnerabilities  

Malvertising  
Ads downloading malware  

Targeting high-traffic sites  

Supply Chain Attacks  

Compromised vendors  
Exploiting third-party weaknesses  

Data breaches through partners  

Software dependencies  
Attacking libraries and frameworks  

Integrating malicious code  

Cloud Attacks  

Data breaches  
Insecure storage settings  

Misconfigured permissions  

Account hijacking  
Compromised cloud services  

Phishing attacks targeting credentials  

ATM Skimming  

Physical skimmers  
Devices placed on ATMs  

Capturing card data  

Carding  
Purchasing goods with stolen information  

Online transactions  

Cyber Espionage  

Industrial espionage  
Stealing trade secrets  

Competing with rival businesses  

Government-sponsored attacks  
Intelligence gathering  

Targeted nation-state threats  

Malware-as-a-Service (MaaS)  

Renting malware  
Access to sophisticated tools  

DDoS services available for hire  

Dark web marketplaces  
Selling hacking tools  

Buying and selling stolen data  

Threats from Artificial Intelligence  

AI-driven phishing attacks  
Personalized and targeted scams  

Evasion of traditional security  

Automated malware creation  
Machine learning enhancing attacks  

Rapid development cycles  

Privacy Breaches  

Data leaks  
Exposing sensitive information  

Public breaches of personal data  

Identity theft  
Compromising personal identities  

Financial and reputational damage  

Physical Security Attacks  

Social engineering for access  
Phishing physical security teams  

Manipulating visitors for entry  

Theft of hardware  
Stolen laptops and mobile devices  

Accessing sensitive information  

Credential Theft  

Keyloggers  
Capturing keystrokes  

Sending data to attackers  

Phishing for credentials  
Fake sites mimicking real ones  

Harvesting usernames and passwords  

Vulnerability Scanning  

Automated tools  
Finding exploits in systems  

Identifying weaknesses  

Manual testing  
Ethical hacking  

Penetration tests  

Endpoint Attacks  

Exploiting user devices  
Malware on mobile devices  

Attacking workstations  

Network endpoints  
Securing connected devices  

Protecting against external threats  

Application Attacks  

Web application vulnerabilities  
Targeting APIs  

Insecure coding practices  

Server-side attacks  
Targeting backend systems  

Data management flaws  

Security Misconfigurations  

Default settings  
Unchanged factory configurations  

Weak passwords  

Inadequate access controls  
Over-permissioned users  

Lack of user role definitions  

Emerging Threats  

Quantum computing threats  
Breaking encryption algorithms  

Vulnerability of secure communications  

Deepfake technology  
Manipulating multimedia content  

Misleading information campaigns  
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