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O6 aBTOpE

Sagar Rahalkar - onbiTHbIN cneymanuct no nHGopMaLMOHHOWN
6e3onacHocTy ¢ 6bornee yem 13-1€THUM OMNbITOM PAbOTbl B PA3INYHbIX
BepTMKanax nHGopmaumoHHom 6esonacHocTu. Ero cneymanmnsaums s
OCHOBHOM CBfi3aHa ¢ AppsSec, paccneoBaHMAMM KNGepnpecTynHoCTy,
OLIeHKOW YA3BMMOCTEN, TECTUPOBaHNEM Ha MPOHNKHOBeHMe 1 IT-GRC. OH
Nonyynsn cTeneHb MarmcTpa B 0651acT KOMMbIOTEPHbBIX HAYK U HECKONbKO
NPU3HAHHbIX B OTPacv cepTndrKaTos, Takux kak CISM, ISO 27001LA n
ECSA. OH 6bIn TeCHO CBA3AH C MHAMACKUMIW NMPABOOXPAHUTENIbHbIMY
opraHamu B TeyeHvie 6onee Tpex neT, 3aHMMaACb pacciefoBaHNAMM

LUNPPOBLIX MPECTYNIEHUN N COOTBETCTBYIOLLEN NOATOTOBKOW, Y OH NMOYYUI

Harpagbl OT BbICOKOMOCTABIEHHbIX AOJTIKHOCTHbIX UL, MOANLMN U
060POHHbIX opraHusaumii B IHann. OH TakXkKe ABNAETCA aBTOPOM 1
peLIeH3eHTOM HECKOMNbKMX Ny6nnKayuii.
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BBepeHune

Yncno npunokeHum pacrteT, Kak 1 YNCNO YA3BUMOCTEN MPUSOXKEHWI.
MpepnpuaTtna yogenunu 6onbluoe BHMMaHue obecneyeHnto 6e30nacHOCTM
NPUIOXeHN. XOTA CYLLeCTBYeT MHOXECTBO peLUeHUiA 1 NPOAYKTOB AnA
obecneyeHnsa 6e30nacHOCTU NPUIoXeHui, Burp Suite gencreutenbHo
ABNAETCA MHCTPYMEHTOM BblbOpa AnA MHOTUX.

Burp Suite - 3To NpoCTON, HO MOLLHBIN MHCTPYMEHT, UCNOJIb3yeMblin ANA
TeCcTMpoBaHnA 6€30MacHOCTN NPUNOXKEHU. OH LIMPOKO NCMONb3yeTcA Ana
pYy4HOro TecTupoBaHua 6e30MacHOCTU He TONIbKO BED-MPUTOXKEHNIA, HO 1
APl 1 MO6UNbHBIX NprnoXeHWiA. [na 3GdeKTBHOro TeCTMpoBaHUA
6e30MacHOCTY BEG-NPUNOXKEHNIA HEOOXOAMMO MOHMMAaTb Pa3nNYHbIe
YA3BUMOCTU BEO-NPUNTOXKEHNIA; B TO e BpeMsA HeobXo4MMO TaKKe MMeTb
rnybokoe NoHMMaHVe MHCTPYMEHTOB, UCMOMNb3YyeMbIX ANA TECTUPOBAHMA.
Ta KH/ra NOMOXeT BaM BCECTOPOHHE MOHATb Burp Suite, UTo6bl €ro MOXKHO
6b1110 MCMONb30BaTh UMEHHO A1A BbIAABNEHUA YA3BMMOCTEN.

KHura HaunHaeTca ¢ ocHoB Burp Suite 1 noMoXeT Bam HaCcTpouTb cpeay
TecTpoBaHuA. B cnegytowyx rmaBax paccMaTpuBalTCA OCHOBHble
CTPYKTYpHble 6510KM Burp Suite n nogpo6Ho paccmaTprBatoTca ero
pa3fMyHble KOMMOHEHTbI, TaKue Kak intruder, repeater, decoder, comparer,
sequencer 1 T. . B nocnegHux rnaBax mbl pacCMOTPUM ApYrue nosiesHble
byHKLMK, Takre Kak infiltrator, collaborator, scanner, extender, n
ncrnonb3oBaHue Burp Suite ana tectnposaHma 6esonacHocTy APl u
MOOUNBHBIX MPUTOXKEHNIA.
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naBa 1

BBenenue B Burp
Suite

besonacHOCTb NpUNOKEeHU B 3HAUUTENbHOWN CTeNeHN n3MeHunach 3a
nocnegHee gecatuneTne UM okono Toro. flecAtb net Hasag Hanty SQL-
VHDBEKL MY B MPUSIOXKEHMAX ObINO NpoLue, YeM cerogHaA. MpunoxeHua 6oiim
6onee noaBep»KeHbI YA3BMMOCTAM, MOCKOSbKY Obl10 MeHbLUe CpefcTB 3aLnThbl 1
MeHbLUe 0CBeJOMNEHHOCTM cpean pa3paboTunkos. OgHaKo cerofHA cUTyauums
KapAnHanbHO n3MeHunack. Pa3paboTumKkm ropasfo fyylle 3HaloT U OCO3HatoT
6e30MacHOCTU, U CPeACTBa KOHTPOSA 6€30MacHOCTU NPUMEHSIIOTCA Ha
NPOTAMEHUMN BCErO XN3HEHHOTO LMKNa pa3paboTKM NporpamMmmHOro
obecneyeHua (SDLC), uto fenaeT KOHEUYHOE NPUNIOXKEHNE CPABHUTENBHO
6e30MacHbIM.

XoTA npouecchl pa3paboTKu cTanm 6onee 6e3onacHbIMK, COBPEMEHHbIE
NPUIOXEHNA He OrPaHNYMNBAIOTCA TONbKO Beb-caTamu. CoBpemMeHHbIe
NPUNOXKEHNA NMEIOT OTKPbITblE CEPBUCHI U MHTEPdENCbl NPUKNAaAHOro
nporpammupoBaHusa (API), a Takke MOOGUIbHOE 1 061aUHOE NCMONb30BaHMe.
OTO ABHO YyBeIMUYMBAET CIIOXKHOCTb Y NAOLWWaAb aTaku.

[nAa TecTMpoBLUMKa 6€30MacHOCTY NPUNOXKEHUI, XKU3HEHHO Ba>KHO HalTU
BCE BO3MOHble YA3BUMOCTM BO BCEWN SKOCUCTEME MPUSTOKEHWI.

HekoTopble 0cHOBbI 6e30nacHOCTN BeO6-
NPUIOXeHNN

MoppobHoe onncaHne 6e30MacHOCTY NPUAOKEHWUIA N Pa3NINYHbBIX YA3BUMOCTEN
BbIXOAMWT 3@ PAMKV 3TOW KHUTW. B 3TOM KHUre Mbl CMeLManbHO COCPEROTOUUMCA
Ha TOM, KaK Haubonee 3¢pHeKTMBHO NCMOMb30BaTh MHCTPYMeHT Burp Suite.

© Sagar Rahalkar 2021
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_1


https://doi.org/10.1007/978-1-4842-6402-7_1#DOI

ImaBa 1: BBegeHune B Burp Suite

Tem He MeHee, Mbl ObICTPO PaCcCMOTPUM, B YeM 3aKoYyatoTcs obwne n
OCHOBHbI€ YA3BUMOCTY NpunoxkeHunin. CtaHgapTom ae-$paKkTo, Ha KOTOpbIN
CCbINAKTCA ANA YA3BMMOCTEN npunoxeHun, agnaetca OWASP. OWASP
pacwudpoBbiBaeTca Kak "lMpoeKT 6€30MacHOCTU OTKPbITbIX BEO-NMPUNOXKEHNIA",
MocnepgHuin cnucok Ton-10 yassumMocTen Be6-npunoxxeHuii 6bin ony6iMKoBaH B
2017 rogy. YA3BMMOCTU 3aKJ04AIOTCA B CNiefytoLem:

1. WHbeKuma — OTo BKIOYAET B cebA yA3BMMOCTY, KOTOpble
NCMONb3yTCA NyTeM OTNPABKY HEHAAEXHbIX BXOAHbIX AaHHbIX
NHTEpRpeTaTopy MO0 KaK YacTb 3anpoca, MO0 Kak YacTb KOMaHZbI.
CneymanbHo pa3paboTaHHble NpUeEMbl BBOAA 3TO TO, UTO
WHTEPNPEeTaTop NCNosNb3yeT NPY BbIMOSHEHUN KOMAHA Ui faxe
npwv NPefoCcTaBAeHNN HECAHKLMOHMPOBAHHOIO AOCTYNA K JaHHbIM.
Hanbonee pacnpocTpaHeHHbIM TUMOM MHBEKLN SIBIAETCS
NHBEKUMA 6a3bl AaHHbIX. [lpyrve TMMbl BKIOYAT NHBEKLMIO KOMaHA
onepaymoHHon cnctembl (OC) mnu nuvekumio LDAP n T. a.

2. HapyweHue ayteHTUdUKayum — 370 BKIOYAET yA3BUMOCTH,
BO3HMKaloLye 13-3a NIoxon peanun3aumy GyHKUNA ayTeHTUduKaLmm
1 ynpaBneHna ceaHcaMmu. Micnonb3oBaHme Taknx yA3BUMOCTEN
MO>KeT NPefoCTaBUTb 3/1I0YMbILLIEHHMKAM AOCTYN K MapOnaM,
YUYETHbIM AaHHbIM, TOKEHaM CeaHca, Knoyam 1 T.4.

3. PackpbiTuie KOH}UAEHUMaNbHbIX AAHHbIX — BO MHOMMX cryyasnx
NPWIOXEHNSAM He XBaTaeT CPpeACcTB KOHTPONA AN 3aluTbl
KOHOMAEHUMANbHbIX NOSIb30BATENbCKUX AAHHDBIX, TAKUX KaK IMYHAsA
nHpopmauus (Pll), BaHHbIE O COCTOSAHMM 340POBbA UK AaXKe
OVHAHCOBbBIX AaHHbIX. 3TOYMbILLIEHHUKM MOTYT YKPacTb Takne
KoHuaeHUManbHble faHHble. OTcyTCcTBUE WNdPOBaHUA JaHHbIX B
COCTOAHWY MOKOA 1 NpY Nepefaye Bbi3blBaeT O0OMbLUYIO YacTb
YA3BMMOCTEN, CBA3AHHbIX C PACKPbITUEM KOHOUAEHLNANBbHbIX
JaHHbIX.

4. BHewHune cywHocTyn XML - 370 0co6bI TUMN YA3BUMOCTHY, NPW
KOTOPOM 3/10yMbILUNEHHWK UCNOsb3yeT Ter CyLHocTn B XML-
JOKYMeHTax [nd 3anycka HECKOJbKUX aTak, TakMX Kak pacKpbITie
KOHUAEHUMANbHBIX BHYTPEHHUX $alNoB, 0TKa3 B 06Cy»KMBAHUY,
yfdaNieHHoe BbINOJIHEeHNe Kofa U T.4.



[naBa 1: BBegeHue B Burp Suite

HapyweHune KoHTpona goctyna — [laxe eciv nonb3oBaTesb
npoLuen NPoBePKy NOANNHHOCTU C AeNCTBUTENIbHBIMA
YUYETHBIMU AAaHHbIMU, MOXKET He NOTPeboBaTbCA AOCTYN KO
BCEMY MPUNOXKEHMIO. ABTOpM3aLus onpesenseT, K uemy
MOXET MOYYnUTb AOCTYN ayTEHTUPULNPOBAHHbIN
nosb3oBatenb. HapyleHHasa aBTopr3auna NnpefocTaBnsaet
3/10YMbILINEHHUKY HECAHKLMOHNPOBAHHbIV JOCTYN AN
NPOCMOTPa APYr1X yYETHbIX 3anuncen Nonb3oBaTtenen,
KOHOMAEHUMaNbHbIX GaiinoB Uan axke M3MeHeHMA JaHHbIX
ApYyrux nonb3oBaTtenen.

HenpaBunbHas KoHdurypauums 6e3onacHoCcTy -
npo6nemMbl C HENPaBUNbHOW HAaCTPOKOM 6e30MacHOCTU
Hanbonee pacnpocTpaHeHbl B 6a30BON MHPPACTPYKTYpPE,
TaKoW Kak Beb-cepBepbl. He6ezonacHble KOHGUrypauuu,
YUETHblE JaHHbIE MO YMONYaHWIo, Gaiiibl Pe3epPBHbIX KOMUIA,
HeXenaTesibHble CNyXObl, OTKPbITOe 06/1auHoe XpaHuuLLe,
OTCYTCTBYIOLLME 3aronoBKy 6e3onacHocTy 1 dnarun dpannos
cookie, a TakXe OTCYTCTBYIOLME NCNPaBeHNa 6e30MacHOCTH
- BCe 3TO OTHOCUTCA K KaTeropum HenpaBuibHOM
KOoHduUrypaumm 6e3onacHoCTU.

MeKcanToBbIl CKPUNTUHT - 5TO AeNCTBUTENIbHO
Krlaccmyeckas ya3BYMOCTb BE6 — MPUNOXKEHUI, KOTopas Tak
Jonro 6bina yactbio cnmucka OWASP. O6bIYHO 3TO
NPOVCXOAUT, KOrAa 3/I0YMblLUNIEHHUK MOXET BHEAPUTb 1
BbIMOJIHUTb CLIEHAPUIN Yepes nosie BBOAA NPUNOXKEHUs. ITa
aTaka MOXeT ObITb MCMONb30BaHa /1A 3axBaTta
MoNb30BaTENbCKMX CEAHCOB NyTem Kpaxun darnos cookie,
nopuu Be6-canToB U T.4. PacnpocTpaHeHHble TUMbl
MEXXCaNTOBbIX CLIEHapMeB BKIOYAIOT XPaHMMble, OTPa)KeHHble
1 OCHOBaHHble Ha DOM.

He6e3onacHas aecepuanusayma — 3710yMbILIEHHNKM
MOTYT MaHUMYNNMPOBaTb NPOLIECCOM Cepuanmsaunm
Jeceprann3aunmn o6beKToB AnA BHeAPEHNA BPEAOHOCHbIX
Mose3HbIX HAarpPy30K, NPUBOAALLMX K BbINOSIHEHMIO KOAA.



[naBa 1: BBegeHwue B Burp Suite

9. Wcnonb3oBaHne KOMMOHEHTOB C U3BECTHbIMW
YA3BMMOCTAMM — Pa3paboTunKky oYeHb YacTo MMMNOPTUPYIOT 1
MCNOMb3YIOT CTOPOHHUI KOA, YTOObI n3bexaTb n3obpeTeHma
Benocmnena. OgHako MHOr4a CTOPOHHUI KO CONMPOBOXKAAETCA
NPUCYLNMK emy YA3BUMOCTAMU. [TprMepoM MOXKeT CNy>KUTb
ncnonb3oBaHue 6ubnmnotekn OpenSSL, KoTopas ya3BMMa ANA
Heart Bleed aTak.

10. HepocraTouHOe BefieHUe }KypHana i MOHUTOPUHT —
[OBONBbHO YaCTO NPUIOXKEHNAM HE XBaTaeT BO3MOXKHOCTEN AnA
perncrTpauum cobbITUi, KOTopble NOMOrAN 6bl B Cllyyae
nHUuaeHTa. B oTcyTCTBMY BeieH A XKy pHana ayanta u
BO3MOXXHOCTEN OOHaPYXeHMA 3M10YMbILUNIEHHUKA MOTYT MPOCTO
NPOLOMKUTb MPOHUKHOBEHME, He ByyUYn O6HAPYKEHHBIMU UK
He Bbl3blBasA TPEBOIU.

Xota cnncok OWASP Ton-10, BepoATHO, ABNAETCA NePBbIM MECTOM,
KyZa cnepyeT o6paTUTbCA 3a YA3BMMOCTAMN BEG-NPUNOXKEHWIA, 32
npegenamu 3Toro cnmcka Ton-10 cywecTByeT MHOXKECTBO NOTeHUManbHbIX
yA3BMMOCTEN. HyKe npuBefeHbl HEKOTOpPbIE N3 HACTOATENIbHO
peKoMeHIyeMbIX CCbIIOK, YTOObI MONyUYnTb 60osee LWMPOKY KapTrHY AnA
TECTUPOBaHMA 6€30MaACHOCTY NPUNOXKEHNIA:

1. OWASP Testing Guide — 3T0 pyKOBOACTBO ABNAETCA OUYEHD
O6LINPHBIM PeCcypCcoM, OXBATbIBAOLLMM MHOXECTBO NPUMepPOoB
TecTMpoBaHUA 6€30MacHOCTH, N OYEHb NONE3HbIM
CcnpaBoYHbIM pykoBoacTBOM. OH fOCTYNeH no agpecy https://
owasp.org/www-project-web-security-testing-guide/assets/
archive/OWASP_Testing_Guide_v4.pdf

2. SANS Top 25 Programming Errors — [Momumo cnucka OWASP
Top 10, SANS ony6nvKoBan CrMcoK 13 25 cambix OMACHbIX
owmnbokK nporpammmpoBaHua. OH goctyneH no agpecy https://
www.sans.org/top25-software-errors


https://owasp.org/www-project-web-security-testing-guide/assets/archive/OWASP_Testing_Guide_v4.pdf
https://owasp.org/www-project-web-security-testing-guide/assets/archive/OWASP_Testing_Guide_v4.pdf
https://www.sans.org/top25-software-errors
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3. OWASP API Top 10 - NIHTepdeicbl npuknagHoro
nporpammupoBaHuna (API) oueHb YacTo NCNONb3YIOTCA B
HaLIM OHWU U UMEIOT HEKOTOpPbIE YHUKalbHbIE YA3BUMOCTH.
OWASP ony6nukoBan cnewmanbHblii CMUCOK YA3BUMOCTEN
Ton-10 API, koTopbii focTyneH no agpecy https://
owasp.org/www-project-api-security/

4. OWASP Mobile Top 10 - Mo6unbHbIe NPUNOXKEHUA UMEIOT
pa3nnuHble TUMbl YA3BUMOCTEN, @ HEKOTOPbIE Jaxe
pasnmyaoTca B 3aBUCMMOCTM OT TMNa nnatdpopmbl. OfHaKo
Hanbonee pacnpoCcTpaHeHHbIe N OCHOBHbIE YA3BUMOCTM
MOOUIbHBIX YCTPOWCTB AOCTYMHbI MO agpecy https://
owasp.org/www-project-mobile-top-10/

5. OWASP loT Top 10 - CerogHa gaxe 6bITOBble yCTPONCTBA
CTaHOBATCA YMHee 1 nofKoyatoTcaA. Takme ycTponcTBa
NHTepHeTa Bewwen (loT) noaBep>KeHbl MHOXECTBY
yassumocteini. OWASP ony6nnkosan cnucok 10 nyyiumx
yassumocTen loT, jocTynHbi no agpecy https://owasp.org/
www-project-internet-of-things/

KpaTkoe BBegeHune B Burp Suite

MoasneHue Burp Suite gatupyetca 2004 rogom, koraa Dafydd Stuttard
oUeHNN NOTPeB6HOCTb B HAAEKHOM MHCTPYMEHTE TeCTUPOBAHMA
6e3onacHoOCTV Be6-npunoxkeHuin. 3a nocnegHue 16 neT 3ToT MHCTPYMEHT
CTPeMUTENbHO Pa3BUBaANCA 1 J06aBNN MHOXECTBO BO3MOXHOCTEN,
KOTOpble MPUHOCAT NOMb3y CO06LLEeCTBY TECTUPOBaHUA 6e30nacHOCTL.
Burp Suite, HeCOMHEHHO, CTan NPeAnoYTUTENIbHBIM MHCTPYMEHTOM AJ1A
TEeCTUPOBaHMA 6e30MacHOCTUN BeO-NPUoxeHui. Kpome Toro, oH
3BOMIOLMOHMPOBAN TakM 06pa3om, UTO TEMepb ero MOXHO NCMNOoNb30BaTb
AnA noucka yassmmoctein B APl 1 MOOUNbHbBIX NPUNOXKEHNAX.


https://owasp.org/www-project-api-security/
https://owasp.org/www-project-mobile-top-10/
https://owasp.org/www-project-internet-of-things/
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Hy>xeH nu Burp Suite

CeropHa pbIHOK UHCTPYMEHTOB CKaHMPOBaHUsA 1 TECTUPOBAHNA 6e30MacHoCTH
npunoxeHnin 6oicTpo pacteT. CyLecTByeT Tak MHOIO AOCTYMHbIX MHCTPYMEHTOB,
Kak KOMMepUecKux, Tak 1 6ecnniaTtHbIX, OT pa3HbIX NOCTaBLYNKOB,
NOLAEPKNBAOLLMNX PA3INYHBIE TEXHONOTM 1 GYHKUUN. BONbLINMHCTBO 3TUX
WHCTPYMEHTOB OPMEHTMPOBaHbI Ha aBTOMATUYECKOe CKaHpOBaHue
nporpaMmmMHoro obecneyeHna Ansa NOUCKa ya3BMMOCTEN. ITO JOCTMraeTca 6o
nyTeMm 3anycka ckaHepa nocne o6xofa LeneBoro npunoxKeHus, nnbo nytem
WHTErpauumn ckaHepa HernocpencTBeHHO B Lukn DevOps. XoTa 370, 6e3ycnosHo,
ABNAETCA NPEVMYLLECTBOM M NOBbIWAET 3PPEKTUBHOCTb CKAHMPOBAHMA MPK
MWUHUMaSIbHOM PYYHOM BMELLATESIbCTBE, CYLLECTBYIOT ONpeaeneHHble
YA3BUMOCTU, KOTOPbIE MOXKHO JlyYLLie MOHATb U MCMOJIb30BaTb C MOMOLLbIO
PY4YHOro TeCTUPOBAHNA.

PyuHoe TecTpoBaHve B 3HAUUTENbHON CTEMEHW 3aBUCUT OT ABYX GaKTOPOB:
HaBbIKOB TECTMPOBLUYMKA 1 UHCTPYMEHTA, NCMONb3yeMOro AJiA TeCTUPOBaHNA.
TakoW NHCTPYMeHT, Kak Burp Suite, 3HaunTenbHo obneryaeT BbiNonHeHve 3aday
PYYHOrO TECTUPOBAHMA C TOUKM 3PEHNA UHCTPYMEHTOB. JTO obecneyrBaeT
MOLLHYIO 1 TMOKYI0 NnaTdhopmy, Ha KOTOPOI TECTUPOBLLMK MOXKET 3PPeKTUBHO
HaxoAWTb 1 UCMOMNb30BaTb MOTEHUMaNbHble YyA3BMMOCTU. Takum obpa3om, ana
CKAHVPOBaHUs 1 TECTUPOBAHNA 6€30MaCHOCTY NPUSIOXKEHWU NyYLLEel
cTpaTeruen 6bin0 6bl MCNONb30BaTbh KOMOMHALMIO KaK aBTOMaTUYeCKOro, TaK 1
pyuHoro TectupoBaHuA. Burp Suite obnagaeTt OTIMUYHbBIMI BO3MOMKHOCTAMM
PYYHOrO TECTUPOBAHMA HaPALY C aBTOMATM3UPOBAHHbBIM CKaHEpPOM. Taknm
06pa3om, 3TO aeT TECTUPOBLLMKY NPerMyLLecTBa PYYHOro TeCTUPOBAHNA, a
TaKXe aBTOMaTNYECKOro CKaHMPOBaHWA YA3BUMOCTEN.

N3spaHnAa

Kak 1 60MbLUNMHCTBO APYrnX MHCTPYMeHTOB, Burp Suite noctasnseTca B
pa3nunyuHbix dopmax. Y pasHbIx Nonb3oBaTenell MoryT 6biTb pa3Hble
NoTpebHOCTY, N 0AMH GOopMAT MOXKET NOAXOAUTb HE BCEM. YUMTbIBAA pa3finuHbie
noTpebHOCTY Nonb3oBaTenien, Burp Suite BbinycKaeTca B Tpex pasnyHbIX
BEpCUAX.
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Burp Suite Community Edition - 310 camana 6a3osas
BEpPCUA, KOTOPYH MOXKHO 6eCrniaTHO ckavaTb 1
ncnonb3osatb. OH NOCTaBAAETCA C OrpaHUYeHHbIM Habopom
WNHCTPYMEHTOB 1 GYHKLUMIA ANs Hayana TecTUpoBaHus
6e3onacHocTy BeO-npunoxeHuii. Ecnv Bbl coBepLueHHO
HOBMYOK B 001aCTV 6€30MaCHOCTN MPUIOKEHWI 1 XOTUTE
n3yumnTb OCHOBbI, TO Burp Suite Community Edition,
6e3yCNnoBHO, ABMAETCA OUYEHb XOPOLLEN CTapTOBOW TOUKON. B
HeM eCTb XOpoLUMe MHCTPYMEHTbI 1 GYHKLUKN, HEOOXOAUMble
Ana 6a30BOro py4yHoro TecTnpoBaHusa 6e3onacHocTy Be6-
NPUIOXKEHNI, TaKNe KaK MPOKCU-CepBep, NepexBar,
peTpaHcIATOP, KOANPOBaHWE N AeKOANPOBAHKE AaHHbIX U
T.0.

Burp Suite Professional Edition - Ecnn y Bac ecTb oueHb
Xopoluee npencTaBsieHne o 6e30MacHOCT BEG-NPUSIOXKEHNIA
1 BaM perynsapHo TpebyeTca TeCTUPOBATb NPUOXKEHNA B
pamKax Ballei npodpeccun, To onpeaeneHHo pekomeHayeTca
ncnonb3oBatb Burp Suite Professional Edition.
MNMpodeccnmoHanbHana Bepcus Burp Suite noctaBnaeTca BMmecTe
CO MHOTMMW PACLLUVPEHHBIMU GYHKLMUAMM, KOTOpbIe
3HAUNTENBbHO YNyYLIAoT Baly CMOCOOHOCTb HAXOAUTb
MoTeHLMaNbHbIe YA3BMMOCTY B MPUOXKEHUAX. ITO Hanbonee
noaxopsilee n3gaHue gna oTaeNbHbIX CreynanncTos,
KOTOPbIM TPebyoTCA OTANYHbIE BO3MOXKHOCTU PYYHOTO U
ABTOMATU3MPOBAHHOMO TECTMPOBaHNA 6e30MnacHOCT.
HekoTopble 13 gononHuTenbHbIX GYHKLUMIA BKIOYAOT
cnenytollee:

e TectnpoBaHue out-of-band yassumoctei
e PacwmpeHHble BO3MOXHOCTU rpyboi cunbl 1 Ga3sunHra

e bBbicTpoe co3zpgaHue skcnnontos gna CSRF, Clickjacking
T.0.
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e ABTOMaTMUeECKOe CKaHMPOBaHME Ha Hanuuue ya3BUMocCTen

o [lonesHble pacwmpeHna ana ganbHernwero paclumpeHmns
BO3MOHOCTEN OOHAPYXeHWs YA3BMMOCTEN

bonee noapobHyto MHPopMaLMio O NPOodeCCUOHANTBHOM
n3gaHum Burp Suite MOXHO HalnTu 3gech - https://
portswigger.net/burp/pro

3. Burp Suite Enterprise Edition - B To Bpems Kak

Burp Suite Community Edition n Burp Suite
Professional Edition 6binv npegHa3HaveHbl ana
OTAEeNbHbIX cneunanncTos, Burp Suite Enterprise
Edition none3Ho opraHmn3aumam, KoTopble NLyT
NHTErpauuio CKaHMPOoBaHKA 6e30MacHOCTA B
NporpammHble KOHBelepbl. B Hem HeT MHCTPYMeHTOB
PYYHOro TECTUPOBaHMA NO CPaBHEHUIO ¢ bonee
paHHVMU BbIMyCKaMuy. OTO U3[aHMe peKoMeHayeTcA
ANA NpeanpuATUiA, KOTOPble NLWYT pelleHna
DevSecOps.

B pamKax 310l KHUMM mMbl paccMoTpum Burp Suite Professional Edition.

AnbTtepHaTuBbl Burp Suite

Mbl y>ke 06Cyaanu, UTo PbIHOK MHCTPYMEHTOB CKaHMPOBAHNA
6e30MacHOCTN MPUTOXKEHWI B 3HAUMTENbHOW CTeneHn pacTteT. XoTda Burp
Suite ynoBneTBopseT 60/bLINHCTBO NOTPEOHOCTEN B PYYHOM U
aBTOMATMUYECKOM TECTUPOBAHNU, OH KOHKYPUPYET C HeKOTOPbIMY APYrumm
WHCTPYMEHTaMU, TaKMMU KaK Te, KOTopble NnokasaHbl B Tabnuue 1-1.


https://portswigger.net/burp/pro
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Tabnuya 1-1. UHcmpymeHmMobl CKAHUPOBAHUSA

Kommepueckne becnnatHbie

Acunetix OWASP ZAP
Netsparker W3af

IBM AppScan Arachni
WeblInspect Iron Wasp

bonee noapobHyo MHOPMALMIO U CPABHUTENBHDbIV aHaNIN3 PA3NYHbIX

WHCTPYMEHTOB TECTUPOBaHUA 6€30MacHOCTM NPUAOKEHWIA MOXHO HANTK

no agpecy https://www.gartner.com/reviews/market/application-security-

testing

0630p PYHKLMIN BbICOKOrO YPOBHS

Burp Suite Professional Edition noctaBnsetcs ¢ WMPOKMM CNEKTPOM

bYHKLMIA Ana pyyHOro TeCTMPOBAHWA Ha NMPOHUKHOBEHWE, a Takke Ans

dBTOMaTN4Ye€CKOro CKaHUpOBaHUA. HEKOTOpre M3 MOJIeE3HbIX (I))/HKLU/IM

BKIOYAIOT Cnegytoulee:

1.

PyuyHoe TecTupoBaHue Ha NPOHUKHOBEHMe — [lepexBaT u
nopaenka 3anpocos (HTTP / HTTPS), pyuHoe TecTupoBaHue Ha
Hannuue out-of-band yasBumocTeli, TecTupoBaHie Beb-
COKETOB, MPOBEPKA HALEXHOCTN TOKEHOB, MPOCTOe
TecTnpoBaHme yassumocten clickjacking n nogaenkn
MexcanToBbix 3anpocoB (CSRF).

PacwumpeHHble aBTOMaTU3MPOBaHHbIe aTaku — [laccnBHoe
1 aKTMBHOE CKaHMPOBaHMeE 1A NOWCKA NOTeHLMANbHbIX
YA3BMMOCTEN, PaCLUMPEHHbIE BO3MOXHOCTM AJ1A NPUMEHEHMSA
rpy6ow cunbl 1 dpas3suHra.

MpoAayKTMBHOCTDb — [0APO6HbBI aHann3 coobLLeHNI,
3¢ddeKTMBHbIE NapaMeTpbl NPOEKTa, UHCTPYMEHTHI,
no3BonswLLMe chenaTtb Kog bonee yntaeMbiM, IErKue u
MPOCTble OTYETbI 06 YA3BUMOCTAX.


https://www.gartner.com/reviews/market/application-security-testing
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4. PaclumpeHuns - XpaHunuie npunoxkeHum Burp
Suite gnA yCcTaHOBKM paclUpeHnin A 3HaUNTENbHOIO
pacwmMpeHna CyLLeCTBYIOLMX BO3MOXKHOCTEN
WNHCTPYMEHTa.

Mbl paccmoTpurM BblluenepeuncieHHble GyHKL MM 6o5ee nogpo6Ho no
MepPEe NPOABVIXKEHUSA MO KHUTE.

Pe3slome

Mbl Hauanu 3Ty rnaBy ¢ 06bACHEHMA TOrO, Kak 6€30MacHOCTb MPUIIOXKEHWI
pa3BuBanacb 3a nocnegHee gecAtTuneTne Uiy oKoo Toro. 3atem Mbl
paccmoTpenu HeKOTOpPbIE 13 OCHOBHbIX YA3BUMOCTEN BE6G-NPUNOKeHIA.
3aTem Mbl NOMbITANINCb MOHATb HEOBXOANMOCTb TAKOrO UHCTPYMEHTA, Kak
Burp Suite, a 3aTem ero Bbinycku 1 anbTepHaTUBbI. HakoHeL, Mbl 3aBepLUnIn
0630p PpYHKLMIN BbICOKOTO YPOBHSA, NpefocTaBndembix Burp Suite
Professional.

B cnegyiouen rnase Mbl HQUHEM C YCTaHOBKMW W HAaCTPOMKN
WHCTPYMEHTa.

YnpaxXHeHunA

e [ogpo6Ho o3HaKombTeCh ¢ Ton-10 ya3BUMOCTElA
OWASP 1 pykosoactsom no tectuposaHuto OWASP
(OWASP Testing Guide).

e [ogpobHee 06 0co6eHHOCTAX BCEX BbIMYCKOB Burp
Suite unTaiiTe Ha odmumManbHoOM canTe - https://
portswigger.net/
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HacTpounka cpepabl

B npepbipyLei rnase mMbl 06Cygnnm HEKOTOpble OCHOBbLI 6e30MnacHoCTH
NPUIOXEHN N HEOOXOANMOCTb CMONIb30BaHUS TaKMX MHCTPYMEHTOB, Kak
Burp Suite. B 3To rnaBe mbl HAYHEM C HACTPOWKM Hawen cpefpl B Burp
Suite.

YcraHoBKa Burp Suite

Mpexge yem Mbl MONbITaeMCA YCTaHOBUTL UK 3anycTuTb Burp Suite, Ham
HeobxoanMo ybeaunTbCs, UTo B CCTeMe ycTaHOBMeHa Java. 3T1o
HeobxoAVMoe NpeaBapuUTENbHOE YCNIOBMe AN1A 3anycka Burp Suite. B
cucteme Windows Bbl MOXeTe NPOCTO OTKPbITb KOMaHAHYO CTPOKY 1
BBECTU KOMaHAy “java —version”, 4uToObl NPOBEPUTb, YCTaHOBJMIEHA N Java,
KakK rnokasaHo Ha puc.2-1.

EX Administrator: CAWINDOWS\system32\cmd.exe

aring)

Puc.2-1. [Iposepbme, ycmaHosseHa au Java

© Sagar Rahalkar 2021 11

S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_2


https://doi.org/10.1007/978-1-4842-6402-7_2#DOI
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Ecnn B Bawen cncteme He yctaHoBNeHa Java, Bbl MOXKeTe 3arpy3nTb 1
ycTaHOBUTb Java ¢ https://www.oracle.com/java/technologies/javase-jre8-
downloads.html

Kak Tonbko mbl y6efmmcs, uto Java ycTaHOBNEHa B Halleln cMcTeme, Mbl
CMOXeM MPUCTYNUTb K paboTe ¢ Burp Suite. CHauana Ham HY>XHO 3arpy3unTb
Burp Suite c https://portswigger.net/burp/releases/community/latest kak
rnoKasaHo Ha puc. 2-2.

< C d & portswigger.net/burp/,

Burp Suite Releases

Professional / Community 2020.5

L
Burp Suite Community Edition ~  Windows (84-bit) v m
[JAR ]
This release provides a useful new feature Ieral general improvements
Mac OSX
Windows (54-bit) |

Puc.2-2. Tunel 3a2py3ok Burp Suite

Bbl 3ameTuTe, UTO CyLLECTBYET HECKONBbKO GOPM, B KOTOPbIX Bbl MOXeTe
3arpy3unTtb Burp Suite. CywiecTBytoT oTAefbHble YCTaHOBLUMKM AnA Linux,
Mac OSX n Windows. Takxe ecTb BO3MOXHOCTb 3arpy3uTb ¢ain JAR,
KOTOPbI MOXKHO UCMONb30BaTb HEMOCPEeACTBEHHO ANA 3anycka Burp Suite
6e3 yctaHoBKM. 3arpy3ka ¢arina JAR - 3To camblll MpoCTor cnocob HavaTtb
paboTy. Ecnv Bbl pelumnTe 3arpy3uTb YCTAaHOBLUUK, OH OY[EeT TaKUM XKe, KaK 1
nobo fpyro ycTaHOBLUMK NPOrpaMMHOro obecneyeHus, U yCTaHOBUT
Burp Suite B HeckonbKko Knrkos. OgHako B 06oux cnyyanx TpebyeTca
ycTaHoBUTb Java. Kak Tonbko ¢aiin JAR 6yget 3arpy»eH, Bbl MOXeTe NpocTo
[BaXkAbl LWENKHYTb MO HeMy, YTo6bl 3anycTuTb Burp Suite.
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MNHorpa BO BpeMsA BbIMOHEHNA KPYMHbIX MPOEKTOB MOXET CIyUNTbCA
TakK, uto B Burp Suite 3akoHUMTCA NamaTb. YTOObLI pelwnTb 3Ty Nnpobnemy,
MO>KHO 3anycTuTb Burp Suite, Bbiaenve ¢prKcMpoBaHHbI 06bemM NaMATy Npu
3anycke. 3TO rapaHTMpPYeT, YTO NOCSEe 3aMyCKa Y HEero He 3aKoHUUTCA
namATb. 3TO MOXHO CAeNaThb C MOMOLLbI0 KOMaHZbl "java -jar -Xmx2G /path/
to/burp.jar" rge 2G yka3sbiBaeT Ha 2 ['b namaT. ITOT War CoOBepPLUIEHHO
Heob6sa3aTeneH. Mbl MOXeM NPOMNYCTUTb ero 1 HanpPAMYto 3anycTuTb dain
JAR, uT06bI 3anycTnTb Burp Suite c KoHdUrypaymeii no ymonyanuio.

Ecnn Bce HeobxoMMble YCIOBUA BbIMOMHEHbI MPABUIIBHO, Mbl MOYUNM
SKpaH 3anyckKa, Kak NokasaHo Ha puc.2-3.

® Welcome to Burp Suite Professional Use the oplions below o creale or open a project . BU F\) PSUI | E

PROFESSIONAL

() Temporary project
) New project on disk Name: |

! Choose fie... |
® Open existing project ' Name File

Fie || Choose file..

[¥] Pause Automated Tasks
Cancel | | MNew |

Puc.2-3. SkpaH 3anycka Burp Suite
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HacTpoika ysa3Bumoro ueneBoro Be6-
NPUNoXKeHns

Moka Mbl HacTpavBaem Burp Suite B Halel cucteme, BaXXHO NMETb LieNEBOE
NPUNOXKEHNE, B KOTOPOM Bbl ByAeTe 1CMob30BaTb 3TOT UHCTPYMEHT. Ecnin
Bbl AB/IAETECH NPOPECCUOHANOM, PpaboTaloLWUM Haf TECTUPOBAHMEM
6€30MacHOCTV NPUNOXKEHNI N TECTUPOBAHNEM Ha MPOHNKHOBEHNE, BaM
OyneT paspelleHo 1cnonb3oBaTb Burp Suite B TeCTMpyemMoM NprnoxXeHUN.
OpHakKo, e/ Bbl BCEFO NN HOBUYOK, MbITAIOLWMICA HauaTb M3y4YeHne
Burp Suite, Bam NOHajo06WTCA KaKoe-TO LieNIeBOE MPUNOXKEHNE, B KOTOPOM
Bbl MO/ Gbl NPOBEPUTL CBOW HABbIKKW. [TOMHUTE, 4TO 3anyck Burp Suite B
NPUNOXKEHNN, B KOTOPOM Bbl HE MeeTe NMpaBa, MOXEeT NPUBECTU K
lopuanyeckum npobnemam. MoaTomy, C TOUKM 3peHUA 06yUeHMs], BaKHO
onpo60oBaTb CBOM HaBblKM Burp Suite TONbKO B TECTOBOM MPUNOXKEHNMN.
CyLlecTByeT HECKONbKO AOCTYMHbIX aNlbTEPHATUB, KaK MOKa3aHO HIKe:

1. JNokanbHbin 3anyck OWASP Juice Shop - OWASP
Juice Shop - 3To coBpeMeHHOoe Be6-NPUNOXKEHNE,
KOTOpOe HaMepPEeHHO clieflaHO YA3BMMbIM. DTO MOXET
6bITb OTAINYHOW OTNPaBHOM ToUKoW. CaMbli NPOCTON
cnoco6 3anyctutb OWASP Juice Shop - 310
ncnonb3oBatb ero obpas docker. O6pa3 docker
JoctyneH no agpecy https://hub.docker.com/r/
bkimminich/juice-shop. Bbl moxeTe npocTo
BbITALMTb 06pa3 1 3anycTuTb ero B docker engine Ha
no6on nnatpopme (Windows / Linux /macOS).

2. OwnnaiiH Bepcusa OWASP Juice Shop - Kak HOBKuKy,
BCErfa pekomMeHayeTcsa co3aaTh CBOK COOCTBEHHYIO
Konuto Juice Shop; ogHaKo, ecnu Bbl XOTUTE BbICTPO
onpo6oBaTh ee nepeq HAaCTPOMKON, Bbl MOXETE
nonpo6oBaTb OHNalH-Bepcuio No agpecy https://
juice-shop.herokuapp.com/#/
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3. Damn Vulnerable Web Application (DVWA) - Ewe
O[HO 3ameyaTenbHoe NPUIoXeHue, KoTopoe Obino
HamMepeHHO cAenaHo yA3BMMbIM A1A TECTUPOBAHMS, -
310 DVWA. Bbl MOXeTe 6bicTpo HacTpoutb DVWA ¢
nomouubto docker unu Ha nokanbHoM Beb-cepBepe.
Moapo6HbIe MHCTPYKLMM MO HACTPONKE U
ncnonb3sosaHutio DVWA goctynHbl no agpecy https://
github.com/ethicalhack3r/DVWA

4. Damn Vulnerable Web Services - OWASP Juice
Shop n DVWA 6ygeT foCcTaTOUYHO Ans BaWmx
noTpebHOCTeN B N3yYeHnmn yA3BUMOCTel Be6-
npunoxeHnn. OgHaKo, ecnu Bbl XoTuTe 6onee
KOHKPETHO U3yUnTb YA3BUMOCTU B BeO-CNy»6ax, TO
Damn Vulnerable Web Services - xopolunii BapuaHT.
Bonee noapobHyio nHOPMaLMIO O HACTPOWKE 1
NCMNONb30BaHMM MOXHO HanTn no agpecy https://
github.com/snoopysecurity/dvws

Hactponka 6paysepa

Tenepb, Korga mbl 3anyctunu Burp Suite, Ham HY>KHO HaCTPOWTb HaLll
6pay3ep Tak, UTobbl OH paboTan BmecTe ¢ HUM. CHavana JaBanTe
paccMoTpurM 06bIUHbIN cLeHapuii 6e3 Burp Suite Ha KapTUHKe, Kak

\‘ HTTP/HTTPS '
]
’,

rnoKasaHo Ha puc.2-4.

e

User Browser Website

Puc.2-4. [Tone3oe8amerp, 3axo0Aaujuli Ha seb-calim Hanpamyto 6e3 Burp
Suite
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Ccbinascb Ha V|3o6pa>KeH|/|e Bbllle, Ha O4€Hb BbICOKOM YPOBHE 1 MPOCTbIMU
cnoBamMu, nponcxoanT cieayolan nocieqoBaTte/ibHOCTb COObITUN:

1. KoHeuHbIl nonb3oBaTesib OTKPbIBAET Ntoboi bpay3ep nNo ceoemy
BblGOpY.

2. 3artem nonb3oBatenb BBoauT URL-aapec Beb-caliTa, KOTOPbIN OH/OHa
XOYeT MPOCMOTPETb.

3. bpaysep obpabaTbiBaet URL-anpec Beb-canta n otobpaxaeT Beb-cant
ANA nonb3oBaTens (cepus 3anpoCcoB U OTBETOB NPOVCXOANT B
GOHOBOM pexnme).

Tenepb gaBanite pacCMOTPUM APYrOv CUEeHapuii, B KOTOPOM Mbl
HacTpounu Burp Suite c 6pay3sepom, Kak nokasaHo Ha puc.2-5.

£
: } Burp Suite ————— VAW WL |

Website

User Browser

Puc.2-5. [Tone3o8amerp, 3axo0aujuli Ha eb-calim ¢ nomouwibto Burp
Suite

Ccbinasncb Ha n306parkeHrie Bbile, HA OUYEHb BbICOKOM YPOBHE U
NPOCTbIMU CJIOBAMM, MPOUCXOAUT CriefytoLas NoCneaoBaTeNlbHOCTb
cobbITUI:

1. KoHeuHbI nonb3oBaTesib OTKPbIBAET JIl060N
6pay3ep no csoemy BbIGOPY.

2. 3artem nonb3oBaTtenb BBoauT URL-agpec Beb-caliTa,
KOTOPbII OH/OHA XOUYEeT NPOCMOTPETb.

3. bpay3ep nepeHanpasnseTt 3anpoc B Burp Suite,
KOTOPbIV 3aTeM NepeHanpasiAeT 3anpoc Ha
LeneBown Beb-canT.

4. LleneBow Beb-caliT OTBEYAET Ha 3aMpoC U
oTnpaBnAeT oTBeT 0bpaTHO B Burp Suite, KoTopbii
3aTem nepepaeT OTBET ANA OTOOpaXkeHUA B
6paysepe.

16



[naBa 2: Hactporika cpegpl

Taknm ob6pa3om, B 3TOM cLieHapum Burp Suite geictByeT Kak "Yenosek
nocepegunHe" mexay 6paysepom 1 LenesbiM Beb-cariTom. Burp Suite
CcnocobeH nepexsaTbiBaTb U 6IOKMPOBaTb BECb TPadUK, MPOXOAALLMIA Yepes
Hero.

Tenepb Mbl MTOCMOTPUM, KaK Mbl MOXKEM HAaCTPOUTb CaMble NMONyAPHble
6pay3epbl ansa paboTbl ¢ Burp Suite.

Firefox

Ina HacTpowku Firefox ¢ nomowybto Burp Suite:

MNepengnte B pasgen NHCTpyMeHTbI 1 MapameTpbl, Kak MOKa3aHo Ha puc.2-6.

Downioags  Cile)

fdd-ons CirlsShifts A

Symc Now

Mieb Developer I

Fage Info |
Uticns

4}

Puc.2-6. Haguzauyus no meHto "IHcmpymeHmeol" u "[lapamempel” 8
Firefox

B none noncka BBeanTe knouyeBoe C/I0BO "ceTb", Kak MOKa3aHo Ha
pucyHKe 2-7, n HaxmuTe "Hactponku'.
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[naBa 2: HacTpowka cpegpbl

32 oo ] |
« 5 C e ) Firefox  aboutpreferences#searchResults

It General Search Results

‘Q Home Network Settings network

Q Senrch Configure how Firefox connects to the internet. Leamn more Settings...

“ Privacy & Security

e
R Sync

Puc.2-7. [Mouck "Cemegbix Hacmpoek" 8 Hacmpoukax Firefox

BbibepunTe "HacTpolika npoKcu BpyUuHyo", Kak MoKa3aHo Ha pUCyHKe
2-8, n BBeguTe IP-apgpec kak 127.0.0.1 (unu localhost), a nopT kak 8080.

lpumeyaHue: [To ymon4yaHuto npoKkcu-cepaep Burp Suite npocnywugaem
nopm 8080. 5mMo MOXHO HACMpPouMms, U Mbl y8UOUM 3mo 8 ciiedyrowjel eiase.
O0Hako 00UH U mom xe HoMep nopma Heobxoo0UMO 88ecmu Kak 8 bpaysepe,
mak u 8 Burp Suite, eciu 861 xomume u3mMeHUMb e2o.

Configure Proxy Access to the Internet
No proxy.
Austo-detect prowy settings for this network
Lise system prowy settings
® panual proxy configuration
HTTP Proay | 127.0.0.3 Bort 8080

| Mg use this prosy for FTP and HTTPS
ETP Preay
SOCKS Most| 127001 L

SOCKSw (@ SOCKSyS

Autcenatic proxy configuration URL

o prewy for

Excamplo: mogilla.ong. netrr, 192 1681.0/24
Connections 10 locathost, 127.00.7, and 21 are never procsed. -

Puc.2-8. Hacmpolika KoHgpu2ypayuu npoKcu-cepsepa epyyHyHo

18



[maBa 2: Hactpowka cpegpbl

MpocTto HaxmuTe "OK", Kak ToNbKo 6yayT YCTaHOBNEHbl AaHHble MPOKCH-
cepBepa.

Chrome

Ina Hactporikn Chrome c nomolwubto Burp Suite:

HaXMunTe Ha Tpu BepTUKasibHble TOUYKU B MPaBOM Yy 1 BbibepuTe

"Hactponkn", Kak nokasaHo Ha puc.2-9.

* 0 (o I 0eacsmon®*e BBy ze 0

b s

[rem—

N inogntswinion  Cxie i

Dewnicas el

Google

G, Search Google cr type 3 URL 4

Puc.2-9. [lepexo0 k Hacmpotikam Chrome

Hangute KntoueBoe c/IoBO "NPoKcn”, Kak NoKa3aHo Ha puc. 2-10, n

HaXkMmTe Ha onuuto "OTKPbITb HACTPONKK NPOKCU-CEPBEPA BaLLIETO

n
KoMnbloTepa".
03 Setings x +
« C O @ Chrome | chromey/sextings/2search=proxy * Oacm:maoBES,

Settings

2 % 9 O ¢

You and Google
% System

Autofill

Cantinue running background apps when Google Chrome Is closed
Privacy and security

Use hardware acceleration when available
Appeararce

Search engine Gpen your computer's proky setings 2]

Puc.2-10. Omkpeimue Hacmpoek npokcu-cepsepa 8 Chrome

Tenepb BkAtounTe onuuto "cnonb3oBatb NPOKCK-cepBep” 1 BBEAUTE

agpec n HoMep NopTa, Kak NoKasaHo Ha puc.2-11.
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ImaBea 2: Hactpolika cpefbl

Settings
@ Home Proxy
Find a setting 0 I Use setup script

@ off

Network & Internet
Script address

a Status

@ WiFi v

Ethernet

= Manual proxy setup

% Dialup Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

% VPN
Use a proxy server

g0 Airplane mode a o
Address Port

) Mobile hotspot

' | 127001 | |eosd x|

Data usage

G Use the proxy server except for addresses that start with the following

entries. Use semicolons ()) to separate entries.
I @ Proxy

I:] Don't use the proxy server for local (intranet) addresses

Save

Puc.2-11. Hacmpotika nhpoKcu-cepgepa cucmemeol

Kak ToNbKO NpoKCcK-cepBep HaCTPOEH, NPOCTO HaxXmuTe Ha onuuto "CoxpaHuTb".
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naBa 2: Hactpowka cpegbl

Edge

Ina HacTponku Edge ¢ nomoulbto Burp Suite:
HaxMunTe Ha TP Fropmn3oHTarNbHbIE TOYKYM B MPABOM YTy U Bbibepute
"OTKpbITb HACTPOMKM MPOKCKU", KaK MOKa3aHO Ha pnc.2-12.

B = e x [F = - o x
O @ ~ L
> 1
Advanced -
@ General
Frient Semche pubie e equlymaier hoden L sautynier il oqutymail eqdny 3 Privacy & secusity BN
Top sites D Passevonds B awtofil tebn Fonte
e this Burmnd off in stay salr on the weh
B Achvanced 1
a » @ ﬂ m | Ui Adkokar Flarh Player
Mavat & mass Corarainan Lasrit Gamen i R0 Lirirdia 0 e
Media sutopley
Comteci H s and vicdeo play mutomatically on
ey
Contacd whil conbiont te can thow and the
intormation thay ute while o browts.
Marigs perrminins
Proxy setup

A prowy i anathar computes theouch which you
connet b the inteme. b soeme caxses, i may help
VO sty anceymons o1 fltes webutes,

Dpen peowy settings

Puc.2-12. Omkpeimue Hacmpoek npoKkcu-cepgepa e bpaysepe Edge

Tenepb BkAtoUMTE onuumio "Micnonb3oBaTtb NPoKCK-cepBep” 1 BBEAUTE
agpec 1 HoMep MopPTa, Kak MOKa3aHo Ha pUCyHkKe 2-13.
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[naBa 2: HacTpowka cpegpbl

Settings
@ Home Proxy
Find a setting o | Use setup script

@ off

Network & Internet
Script address

& Status

7 Wi-Fi Save

%3 Ethernet
Manual proxy setup

% Dial-up Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

°%® VPN
Use a proxy server

g Airplane mode @ o
Addi Port

&9 Mobile hotspot ress = -
| 127001 | |s0sd x|

Data usage
se the proxy server except tor resses that start with the tollowing

Y 2 Use th for addresses th ith the followi

entries. Use semicolons () to separate entries.
[ @ Proxy

D Don't use the proxy server for local (intranet) addresses

Save

Puc.2-13. Hacmpotika npoKcu-cepgepa cucmemol

Kak ToNIbKO NpOKCM-CepBep HaCTPOEH, NPOCTO HaXmuTe Ha onuuio "CoxpaHuTb".

Opera

Ina Hactporkn Opera c nomoubto Burp Suite:
HaxMnTe Ha HacTPOVKM B MPAaBOM BEPXHEM YTy 1 BbIOGEpUTE OMNLMIO
"MepenTn B HacTpolKK Bpay3epa", Kak NokasaHo Ha puc.2-14.
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naBa 2: Hactpowka cpegbl

@ e opeacom, v @aero

Welcome! Operaisuy Bownloads

Uy 31787 Domnioacs

Clear browsing data

Import passwords and bookmarks

Instagram in sidebar M| Tumnow Messengers or

A

Puc.2-14. Omkpeimue Hacmpoek 6pay3epa 8 Opera

B none noncka BBeuTe NPOKCU-CEPBEP, A 3aTEM BblOepurTe Onumio
"OTKpbITb HACTPOWNKM NPOKCU-CEepPBEpPa BalLero KoMmnbloTepa", Kak
MoKasaHo Ha puc. 2-15.

< T B0 seings

0 Settings

System

Basic

Wie hardmane acceleration when sailabie

=~ Advanced @
Privacy & security e L -+ TTPS instead of the symem's DNS settings
b s third party services. Plodse resd out Tasms gd Lieg ard Drivasy Dol 10

Features
Browser

Open your compuer's promy settngs Leam mare ]
Rate Opera
Cpen help

Puc.2-15. Omkpbimue cucmemHbIX HACMpPOeK hpoKcu-cepsepa

Tenepb BkAounTe onuumio "Micnonb3oBaTtb NpoKcn-cepeep” 1 BBeguTe

agpec n Homep NopTa, Kak NOKa3aHo Ha puc.2-16.



[naBa 2: HacTpowka cpegpbl

Settings

m Home

Find a setting

Network & Internet

& Status

%3 Ethernet
Dial-up

% VPN

= Airplane mode
¢ Mobile hotspot
@& Data usage

[ @ Proxy

Proxy

Use setup script
@ off

Script address

Save

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server

@ o
Address Port
| 127001 | |s0sd x|

Use the proxy server except for addresses that start with the following
entries. Use semicolons () to separate entries.

D Don't use the proxy server for local (intranet) addresses

Save

Puc.2-16. Hacmpotika cucmemHO20 npoKcu-cepsepa

Kak TonbKo NpoKcu-cepBep HaCTPOEH, MPOCTO HAXKMITE Ha OMLUIo

"CoxpaHutb".

Tenepb Mbl BUAENH, Kak HaCTPOUTb Takme bpay3sepbl, Kak Firefox, Chrome,

Edge n Opera, ana pabotbl BMecTe ¢ Burp Suite. [1na atoro npocto

TpebyeTcA HAaCTPOUTL NapaMeTP CETEBOIO NPOKCU-cepeepa. OaHaKo

Ba’XHO OTMETUTb, YTO MOC/IE HACTPOIKM MPOKCU-cepBepa bpay3sepa BeCb

TpaduK, ucxogawmin ns 6paysepa, B oba3atesibHOM nopsake dygert

npoxoauTtb Yepes Burp Suite. Ecnu Bbl paboTaeTe Ha HECKONbKUX BKNaAKax

B Opay3epe
24



ImaBa 2: Hactpowka cpegpbl

N TecTupyeTe NpUioXeHne Ha oHON BKIaZKe, Monyyas 4OCTyn K
3/1eKTPOHHON MoYTe Ha JpYrow, Becb 3TOT Tpaduk byaeT nepeHanpaBnATbCA
yepes Burp Suite. B cnyuae, ecnu Bbl xoTuTe NponyckaTtb TONbKO
BblI6OPOUHbBIN TpaduK Yepes Burp Suite, Bam He06X0AMMO MCMOMNb30BaTb
LOMNOJSTHMTENbHbIE MAarvHbl Ana 6paysepa, Takme Kak Te, KoTopble MoKa3aHbl
B Tabnuue 2-1.

Ta6nuya 2-1. [JononHUMesnbHele njiazuHel 6paysepa 0715 NPOKCcU

Firefox  Proxy SwitchyOmega, FoxyProxy
Chrome  Proxy SwitchyOmega, FoxyProxy
Edge N/A

Opera  Proxy Switcher & Manager

BbllwenepeuncneHHble naaruHbl NPOCTbl B UCNOIb30BaHUN 1 MO3BONAIOT
BblIOOpOUHOMY TpadurKy npoxoanTb uepes Burp Suite. Micnonb3oBaHume 3Tux
NnarMHOB COBEPLUEHHO HeobA3aTeNbHO.

Ecnu Bbl He XOTUTE NCMONb30BaTb 3TU MAArKHbI, Bbl MOXKeTe NPOoCTO
MCMONb30BaTb fBa OTAENbHbIX IK3eMnApa bpay3sepa, oaunH ans
TeCTUPOBaHNA NPUNOXEHN, @ APYron ANA IMYHOMO NCNofb3oBaHuA. Vnu
TaKXe MOXHO BblAeNNTb TONbKO Heobxoanmblin Tpaduk B Burp Suite,
KOTOPbIN Mbl U3y4UM B CriefytoLLen rnase.

Pe3some

B 3TOl rnaBe Mbl pacCMOTpPENM, Kak 3arpy3unTb, yCTaHOBUTb 1 HauaTb paboTy
C HCTPYMeHTOM Burp Suite. 3aTem Mbl M3yunnu pasnmyHbie BapuaHThl,
LOCTYMHbIe AN1A HACTPOWKM YA3BMMbIX Liefie, YTOObl MONPaKTUKOBATbCA B
HaBblkax Burp Suite. Mbl TakXe y3Hanu, Kak HaCTPOUTb Pa3fINYHble
6pay3epbl Ans paboTbl BMecTe ¢ Burp Suite.

B cnepytowein rnaBe mMbl pacCMOTPUM, Kak HACTPOUTb HEKOTOPbIE OCHOBHbIE
napameTtpbl Burp Suite, Takue Kak Npokcn-cepsep, NapameTpbl

nonb3oBaTtena n I'Iapameprl npoekKTa.
25



lnaea 2: Hactpolika cpefbl

YnpaxxHeHunA

e 3arpysuTe nocnegHiow Bepcumio Burp Suite.

e [lonpobynTte 3anycTtuTb Burp Suite n3 komaHgHoWM
CTPOKM, BblAENNB NONb30BaTeNbCKUI pa3mep
namATK.

e [lonpobyiTe 1 n3yunTe, Kak UCMONb30BaTb NMArMH
FoxyProxy ans Firefox n Chrome.
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haBa 3

[poKkcn, napameTpbl
nonb3oBaTeNAa u
NnpoekKTa

B npeabigyLuen rnase mbl pacCMOTPENV HEKOTOPble OCHOBbI yCTaHOBKM Burp Suite,
HaCTPOWKY YA3BMMOrO NPUIIOKEHMWA 1 HACTPOIKIM pas3nMyHbIX 6pay3epos ans
COBMeCTHOW paboTbl. B 3TOM rnaBe Mbl HAUHEM C HEKOTOPbIX OCHOB NPOKCK-
cepepa Burp Suite, a TakKe HECKONbKIMX MOMIb30BaTENbCKNX Y MPOEKTHbIX OMUNA.

NMpokcn

Mpokcu - 370 cyTb Burp Suite. Micnonb3ya dyHKLMM NpoKcr-cepBepa, Burp Suite
MO>KeT BUAETb BeCb TPaduK, MPOXOAALLMI Yepes Hero. B npeabiayLyx rnaBax mol
yxe Buaenu, uto Burp Suite paboTtaeT kak Yenosek nocepeanHe 1 NOMOraeT Ham
nepexsaTbiBaTb 3aMpochl.

YTtobbl caenatb Burp Suite dyHKLMOHaNbHbIM, Mbl OMKHbI UMETb MOJTHYHO
KOHPUrypaLmio Ha ABYX pa3HbiX KoHLax. OfHOM 13 YacTel ABNAETCA HacTPOoMKa
CEeTeBOro NPoKCU-cepBepa B Opaysepe, KOTOPYIO Mbl BUAENN B NpeablayLien
rnase. [ipyrasa yacTb 3akntoyaetca B obecneyeHny NpaBusibHON HaCTPOWKN
npokcu-cepsepa Burp Suite. Mo ymonuaHuio, Korga mbl 3anyckaem Burp Suite, ero
npokcu-cepeep npocnywmnsaet nopt 8080. B 3Tom cnyyae Bam 60sibLUe HE HY>KHO
BbIMOSHATb Kakne-nnbo HacTpolnkin. OgHako, ecnu nopT 8080 yxe ncnonb3yerca
KaKUM-NM60 Apyrum NpunoXKeHNeM B BaLLe CUCTEME, MOXKET BO3SHUKHYTb
KOHQMMIKT NOPTOB, 1 NPOKcK-cny»k6a Burp Suite He 3anyctutca. B 3Tom cnyyae Bbl
MO>KeTe 3anyCcTUTb MPOCyLIMBaTeNb NPOKcK-cepBepa Burp Suite Ha niobom
ApPYrom nonb3oBaTeNlbCKOM NOPTY, KOTOPbIN elle He ncnosnb3yeTca. [ina sToro
nepengnte Ha BKNaaky NpokKcu, Kak nokasaHo Ha puc. 3-1.

© Sagar Rahalkar 2021
S. Rahalkar, A Complete Guide to Burp Suite,

https://doi.org/10.1007/978-1-4842-6402-7_3 27
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naBa 3: [MpoKcu, napameTpbl MOIb30BaTENA U NPOEKTa

1

| Dashboard rTarget r Proxy r Intruder [’ Repeater |’ Sequencer

J’ Intercept rHTTP history r WebSockets history [ Options ‘

Forward [ Drop

L

Intercept is off Action

| Raw rHex | Hackvertor ]

Puc.3-1. Onyus npokcu 8 Burp Suite

3aTem nepengnte Ha BKnagky "Options”, Kak NOKa3aHO Ha pUCyHKe 3-2.
Bbl 3ameTunTe, UTO NpPOKCU-cepBep Burp Suite no ymonuanumio paboTaeT Ha
localhost n no nopty 8080.

" Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender
Intercept [HTTPhistnry rWebSockelshismry i'Optlons |

(@ Proxy Listeners

{ﬁ}‘ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser t

Add Running Interface Invisible Redirect Certificate
v 127.0.0.1:8080 Per-host
.

Puc.3-2. [lapamempesl npokcu-cepsepa
Y1o6bl BKNIOUMTB NPOKCU-cepBep Burp Suite Ha

Nonb30BaTeNbCKOM MOPTY, HaxmMuTe KHomnKy "Add", Kak nokasaHo Ha
pucyHke 3-3.
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ImaBa 3: [poKcn, napameTpbl MONb30BaTeNA N MPoeKTa

Intercept | HTTP history | WebSochets history | Options |

@ Proxy Listeners W Add a new proxy listener

@ Burp Proxy uses listeners to receive incoming HTTI [ Binding = Request handing | Certificate

Add ] Ru:!:l\s: Imlerface @ These seltings control how Burp binds the proxy stener,
= 127.0.0.1:8080

Bind to port: |

A Bind to address: ® Loopback only

O Allinvterfaces

O Specific address: - .

Each installation of Burp generales its own CA certl

Import / export GA cerificate Regeneratel

Puc.3-3. [JobasneHue H08020 NpoC/IywIu8amesns NPOKCU

Tenepb Bbl MOXeTe NpuBA3aTb NPOKCK-cepBep Burp Suite k nio6omy
nosib30BaTeNbCKOoMy MopTy. [locne HacTPOMKM NOMb30BaTEIbCKOro NopTa
Bbl MOXXETE OCTaBUTb afpec NPMBA3KM NO YMONYaHUIo Kak “Loopback only”,
WY, eCN B BalLIEV CUCTEME UMEETCA HECKOMbKO CETEBbIX MHTEP(dENCOB, Bbl
MO>KeTe BblOpaTb N0OON 13 HUX, NCMOJb3YA PAacKpPbIBaOLLEeCs MEHIO B
onuwun "Specific address".

Kak TonbKo npokcu-cepsep Burp Suite HacTpoeH, Mbl BCe roTOBbI
nepexBaTblBaTb 3aMpochl NpunoxeHui. Mo ymonyanuio Burp Suite 6yaet
nepexBaTblBaTb TOJIbKO 3anpockl. B ntobom KOHKpeTHOM cLeHapun, ecnm
BaM TaKXe TpebyeTca NepexBaTbiBaTb OTBETbI, 3TO MOXHO CAAeNaTh C
MOMOLLbO 1OMONTHUTENBHOM HACTPONKK. YTOObI BKNIOYMTL NepexsaTt
OTBETOB, NeperiguTe B pasgen Proxy > Options n yctaHoBuTe dnakok
“Intercept responses based on the following rules:”, kak nokasaHo Ha
pucyHke 3-4.

@ Intercept Server Responses

@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[C] Intercept responses based on the following rules:

Add || Enabled | Operator |  Matchtype |  Relatonsnp | Conction
- ) [ Content type header [Matches text
Edit | [l Or Request \Was modified
I 1 ] Or Request [Was intercepted
L = I L >
liBmove el Ll And Status code |Does not match 3048
| Up | £ And URL |ls in target scope
Daown

[¥] Automatically update Content-Length header when the response is edited

29
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Mnaga 3: [pokcy, napameTpbl Nob30BaTessA U NPOEKTa

C nomoLbto 3TOM ONuUUKM Bbl MOXKeETE YKa3aTb pa3finyHble NpaBuna, Ha
OCHOBE KOTOPbIX MPOKcU-cepBep Burp Suite 6yaeT nepexsaTbiBaTb OTBETHI.

Tenepb, Korga y Hac ectb KoHduUrypaumusa 6paysepa BMecTe C NPOKCU-
cepsepom Burp Suite, Mbl MoO)Kem nomnbITaTbCA MNepexsaTUTb 3anpoc.
Mepengute B pasgen “Proxy > Intercept” n HaxxmuTe “Intercept if off” (4To6bI
BKNOUMTb nepexsat). Tenepb B Opay3epe BBegute nbon URL-agpec u
nepenamnTe Ha BKNagky proxy B Burp Suite, Kak nokasaHo Ha puc.3-5.

Dasstores | Twge b | g | Sapmcws | Dacste | Compan | Eaeste | Pumsrcpross | esmon | Bee s | S SR R Caticimes
o [ WITP sty | WebSockets sory | Cpions
& Request iz heg e testine ret 80 [146.112.61 39

Fatward Do Iertaptis on Acten .46}

Puc.3-5. [lepexesam HTTP-3anpoca

Bbl 3ameTuTeE, UTO 3aNPOC, KOTOPLIN Bbl CAenanm 13 bpaysepa,
3abnokunpoBaH B Burp Suite. Tenepb Bbl MoXeTe HaxkaTb "Forward", ecnu
X0TuTe paspewmnTb oTobpaxeHne URL-agpeca B 6pay3epe. Bbl moxeTe
oTbpocuTb 3anpoc "Drop”, n 6paysep He 3arpy3uT URL-agpec. Ecnu Bbl
OTKIIOUMTE OMLMIO MepexBaTa, TO BCE 3amnpochl U OTBETLI OyayT
3anucbiBaTbcA B Burp Suite 6e3 kakoro-nnbo pyyHoro BmellaTenbCcTBa. B
NPaBoOM YIy Tak»Ke eCTb BO3MOXHOCTb yKa3aTb LiBET 3anpoca, eCiu Bbl MO
KaKoW-nmbo npuyriHe XOTuTe BbIAENNTb €r0 BMECTE C KOMMEHTaPUAMMU.

Ha Bknagke "HTTP History" otobpaatoTca Bce 3anpochl, npolleaLune
yepes Burp Suite, Kak nokasaHo Ha puc.3-6.
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Fep s st et GE1 fmsans [y [CICTE QOEFITE )
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MnaBa 3: Mpokcy, napameTpbl NoNb30BaTessA U NPOEKTa

NcTopusa npokcn-cepeepa COfepKUT BaxHYH0 MHbOPMaLnio, TaKyto Kak
xocT, meTto, URL-agpec, napameTpbl (€Cnur TakoBble NMMEKTCA), CTaTyC TOro,
Obln X 3aMPOC OTPEAAKTMPOBAH/U3MEHEH, Kof cocTosaHuA HTTP, AnuHa
copeprkmmoro, Tun MIME, PacwmnpeHus, 3aronoBok, IP, daiinbl cookie v Bpems
3anpoca. [lna Hayana 3To AeNCTBUTENIbHO OFPOMHbI 06bem nHdopMaLmK.
Burp Suite Takke cnocobeH 3axBaTbiBaTb TPadrK BE6-COKETOB MO
YMOMYaHWIO, 1 3TO MOXHO yBUAeTb Ha BKnaake "Web Sockets history".

Ceptundukar CA B Burp Suite

Mbl yke BUfenu B npefbiayLLei rnase, Uto npokcum-cepsep Burp Suite
paboTaeT Kak "Yenosek nocepeguHe". Mpu DoCTyne K NPUIOKEHUIO MO
npotokony HTTPS uepes Burp Suite npokcu-cepsep creHepupyeT
ceptudukat TLS, NOANNCaHHDBIN ero LeHTPoM cepTUdrKaLnm, U COXPaHUT ero
B KJIMEHTCKON cucTeme. YTobbl Hanbonee 3¢pdeKTUBHO UCMOIb30BaTb Burp
Suite B cnyyae HTTPS, pekomeHayeTcA 3arpy3mnTb 1 YCTaHOBUTb cepTUdrKaT
LeHTpa cepTudukaLmm Burp Suite kak foBepeHHbIN B 6paysepe.

Y106l MMNOPTUPOBATL U YCTAHOBUTL cepTudMKaT LieHTpa cepTudrKaLmnm
Burp Suite, cHauana y6egutecn, uto Baw 6paysep Firefox HacTpoeH gns
paboTbl BMECTe C NpoKcnu-cepBepom Burp Suite. 3aTem B agpecHoO CTpoke
BBeguTe URL “http://burpsuite” kak nokasaHo Ha pucyHKe 3-7.

< - C ® O & http//burpsuite @D @%w IND O & 5 » =

Burp Suite Professional CA Certificate

Welcome to Burp Suite Professional.

Puc.3-7. Cepmugpukam CA Burp Suite

O6patute BHMMaHVe Ha npaBbiil yron “CA Certificate”. HaxxmuTe Ha
3Ty onuwuio, 4Tobbl 3arpy3uTb pann “cacert.der”, Kak NOKasaHO Ha PUCYHKe
3-8.
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naBa 3: [MpoKcu, napameTpbl MOIb30BaTENA U NPOEKTa

& > C ® O & htip//burpsuite e @ @ T IND O & 5 »

Burp Suitasisi @l CA Certificate
You have chosen to open:

Welcome to Burp # cacert.der
which is: der File (973 bytes)
from: http://burpsuite

What should Firefox do with this file?
(O Openwith | Browse..

(@) Save File

OK Cancel

Puc.3-8. 3azpy3ka cepmugpukama CA Burp Suite

3aTem nepengute B pasgen MHctpymeHTol Firefox > MapameTpbl 1
BBeguTe "cepTudurKaTt' B CTPOKE NMOMCKa, Kak NokasaHo Ha puc.3-9.

« > Q@ O Firelox  about:preferences#searchResults
(@) ¥our browser is being managed by your organization.
£ General Search Results
Q Home Certificates
When a server requests your personal certificate
Q Search : 2
Select one automatically
a Privacy & Security @) Ask you every time s
. Query OCSP responder servers to confirm the current validity of View Certificates...
= 5 4
T certificates

Security Devices...

Puc.3-9. Onyusa cepmucpukama 8 Firefox

HaxmunTe Ha onuuio "MpocmoTp cepTudukaToB”, a 3aTeM NCMONb3ynTe
KHOMKy "MMnopT", Kak nokasaHo Ha puc.3-10, uTobbl BbIOpaTb cepTudrKaTt
Burp Suite, KOTOpbIV Mbl paHee 3arpy3unan.
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ImaBa 3: [poKcn, napameTpbl MONb30BaTeNA N MPoeKTa

Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device &
v AC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF AB2743287

Camerfirma Chambers of Commerce Ro... Builtin Object Token

Camerfirma Global Chambersign Root  Builtin Object Token
v ACCV

ACCVRAIZ1 Builtin Object Token
W Actalis S.p.A./03358520967

Import...

OK

Puc.3-10. MeHedxep cepmughukamos Firefox

AyteHTndmkauma nnarpopmbol,
BblLLeCTOoALEe NPOKCU-cepBepbl,

SOCKS npokcn
AyteHTndunkaumna nnatpopmbl

CywecTByIOT onpefeneHHble CLleHapun, B KOTOPbIX MPUNOXeHWe,
pa3MeLleHHOoe Ha LieneBoM Beb-cepBepe, 3alyuileHo ayTeHTnudurkaymen. B
TakoM Cnyyae Ham HeoOXOANMO HaCTPOUTb yyeTHble AaHHble B Burp Suite.
B oTcyTCTBME YUeTHbIX AaHHbIX, Burp Suite He cmokeT nonyunTb 4OCTYN K
3aLMLLEHHOM YaCTW NPUOXKEHNA U MPONYCTUTb MOTEHLMabHble
npoBepKu. YTobbl HACTPOUTb ayTeHTUPKKaLmMIo NnaTGopPMbl, Nepengute B
pa3sgen “User Options > Connections > Platform Authentication”, kak
rnokasaHo Ha puc. 3-11.
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InaBa 3: [Mpokcu, napameTpbl MONb30BaTeNA 1 NPoeKTa

| Dashboard | Targel | Proxy | inder | Repeater | Sequencer | Decoder | Comparer | Extender
Connections | TLS | Display | Misc |

(3) Platform Authentication
'{’é} These settings et you configure Burp to automatic ally carry out platform authentication to destination web servers,

Mole. these seltings can be overridden for indrvdual propec ithin project oplions

[¥] Do platform authentication

| A | Destination host = Type [ Domain | Domain ]
i

"

L] Prompt for on platform ion failure

Puc.3-11. Hacmpolika aymeHmugukayuu nnameopmol

| Projectoptions | User options

HaxxmunTe Ha KHonKy "Add", n noABMTCA BCrbiBaloOLLEe OKHO, Kak

NMoKa3aHo Ha puc.3-12.

‘l Add platform authentication credentials

® Enter the platform credentials for the specified destination host.

Destination host: |

Authentication type: [

Username:
Password:
Domain:

Domain hostname:

OK

Cancel

Puc.3-12. KoHgpueypayusa aymeHmugukayuu niamgopmsi
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MnaBa 3: MpoKcy, NapaMeTpbl NMob30BaTeNs 1 NpoekKTa

Ham Heob6xoanmo HacTpouTb KOHEYHbI XOCT B BuAe IP-agpeca nnm
VMMEHW XOCTa, Tuna ayTeHTudukaumm Basic, NTLM V2, NTLM V1, Digest,
VIMEHW NOoNb30BaTenA 1 Napons, a Takke [lomeHa, ecnu npnmeHnmo. Kak
TOJIbKO 3TW HacTPOWKM ByayT 3anucaHbl, Burp Suite cmoxeT nerko nonyumntb
AOCTYN K 3aLMLLEHHON YacTy MPUIOKEHUA C MOMOLLbIO STUX YUYETHbIX
LaHHbIX.

BbilecToALMe NPOKCN-CepBepbl

MNpwn TeCTMPOBaHMM NPUNOKEHNI B ONpefeNieHHbIX CeTEBbIX CPefax MoXeT
CJIyYNTbCA TaK, YTO MPAMOro AOCTYMa K LiesieBOMY MPUIOXKEHMIO He byaeT. B
TaKoOM CJlyyae HaM MOXXeT NoTpeboBaTbCA CHavana NOAKUNTLCA K MPOKCK-
cepBepy, a 3aTeM NOJKNIOUNTLCA K LiefieBOMY NpunoxeHuto. Burp Suite
NO3BOJIAET JIErKO HacTpanBaTb BblleCToALMe NPOKCM-cepBepbl. [pocTo
nepengute B pasgen “User Options > Connections > Upstream Proxy
Servers”, Kak Moka3aHo Ha puc.3-13.

@ Upstream Proxy Servers

8% The felowing rules determine whether Burp sends each outgoing Fequest 1o 3 peowy Server, or dreclly 1o the destination web server. The frst rule (hat matches each destination hos: wil be used

Ad4 | Enabled Destination hast | Proxy host |_Proxyport | Authbpe | Usermame |

Puc.3-13. HacmpoUika 8bluuecmoAauux Npokcu-cepeepos

HaxxmunTe Ha KHonKy "Add", Kak noka3aHo Ha puc. 3-14, n HacTpoliTe
Heob6xoVMble NapaMeTpbl NPOKCU-CepPBEpa.
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naBa 3: [MpoKcu, napameTpbl MOIb30BaTENA U NPOEKTa

Add upstream proxy rule

® Enter the details of the upstream proxy rule. You can use wildcards to specify

destination hosts (* matches zero or more characters, ? matches any

character except a dot). Leave the proxy host blank to connect directly for the

specified destination host.

X

Destination host:  |Destination host, may include wildcards

|
Proxy host: |Proxy host, leave blank to connect directly

Proxy port:

Authentication type: |None

Username:
Password:
Domain:

Domain hostname:

OK

Cancel

Puc.3-14. [JobasneHue npasusna 8biluecmosauje20 NpoKcuU-cepaepa

SOCKS lNMpokcn

Burp Suite Takke No3BoNAET BbIMOMHATL BCE 3aMPOChl HAa NOAKIYEHNE

yepes npokcn-cepeep SOCKS. YTobbl HacTpouTb Burp Suite ¢ npokcu-

cepsepom SOCKS, nepengute B pasgen “User Options > Connections >

SOCKS Proxy”, kak nokasaHo Ha puc. 3-15, 1 HacTpoiTe Heobxoanmble

napameTpbl NPOKCM-cepBepa.
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[naBa 3: Mpokcy, napaMeTpbl NMob30oBaTeNs 1 NpoekKTa

(@) sOCKS Proxy

{g} These settings let you configure Burp to use a SOCKS proxy. This sefting is applied at the TCP level, and all cutbound requests will be sent ia this proxy
proxy configured here

e: these sellings can be overridden for individual projects within preject oplions
[] Use SOCKS proxy

SOCKS proxy host: |
SOCKS proxy port:
Username: [
Password:

("] Do DNS Inokups over SOCKS proxy

Puc.3-15. [Jo6asneHue SOCKS npokcu

fopAaune KnaBnwin

NHcTpymeHT Burp Suite nMeeT MHOXeCTBO BKNAAoK, UHCTPYMEHTOB U OMLUUNA, C
KOTOPbIMY Mbl MOXKeM paboTaTb. Mbl nogpo6HO 06cyamm 1x B cregyoLmx
rnasax. [ToHauany nHCTpymeHTbl 1 BKNagkm Burp Suite moryT nokasaTbca
olwenoMnALLMMA. Ho BCe OHM CTaHOBATCA MPUBbIYHbIMI, KOTAa Bbl HAUMHaeTe
UX NCMONb30BaTb. XOTA AOCTYN KO BCEM STUM UHCTPYMEHTaM 1 BKNagkaM MO>KHO
MoNyuYnTb OAHMM HaXKaTeM KHOMKU, HO MHOTAA BO BpeMs paboTbl Hag
NpoeKTamm ropasfo NpolLLe NCrnonb30oBaTb COYETAHMA KNaBULL, YEM LLESTUKN
MbILLN.

WNHcTpymeHT Burp Suite npegnaraet HaCTPOMKY ropAaYMx KnaBull, KOTOpble
ABNATCA HE YeM MHbIM, KaK COYeTaHUAMM KaBuLW A4fiA 4OCTyna K
onpefeneHHbIM MHCTPYMEHTaM Uy BKagkam. Ytobbl HacTpouTb ropsaune
Knasuwu, nepengute B pasgen User Options > Misc > Hotkeys, Kak noka3aHo Ha
puc.3-16.

" Dashboard | Target Proxy [ Intruder '.Repealet r Sequencer | Decoder .'“Comparer 1™ Extender .P'lojecmm'nns "mtj.’éeropﬁn.ns |

| Connections | TLS [ Display | Misc |

@ Hotkeys

{é} These settings let you configure hatkeys for common actions. These include item-specific actions such as “Send to Repeater”, global actions such as “Swich to

Action |

Send 10 Repeater Cir+R
Send 1o Intruder Ctri+l
Send to Comparer 3
Send request to Comparer
Send response to Comparer
Send 1o Decoder

Send 1o Sequencer =

_ Edit hotkeys |
Puc.3-16. Hacmpolika 2opa4ux knasuw 8 Burp Suite

Hathey

Tal»
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[naBa 3: [Mpokcn, napameTpbl NOb30BaTeNsA N NPOeKTa

Mo ymonyaHuto ropaumne Knasuwm gna oobwmx ¢pyHkumin B Burp Suite

y»e HacTpoeHbl. OgHako ectb onuua "Edit hotkeys", uto6bl U3MeHNUTL

ropayme KnaBmwum no yMmonv4aHuo Wi HaCTpouTb ropAaYmne Knasuln

ANA NOMOSTHUTENbHbIX GYHKLNIA.

B Tabnuue 3-1 nepeynciieHbl HEKOTOPbIE 13 PACMPOCTPAHEHHbIX FOPAYNX

Knasuw no ymon4vaHwuto.

Tabnuua 3-1. lopayue knasuwiu no ymoa4adutro 8 Burp Suite

Fopauve KnaBuwn

HasHaueHuna

Ctrl + R
Ctrl + |
Ctrl + F

Ctrl + Shift + T
Ctrl + Shift + P
Ctrl + Shift + |

Ctrl + Shift + R
Ctrl + Shift + O
Ctrl + Shift + U
Ctrl + Shift + B
Cirl + B

Otnpaska B Repeater
Otnpaska B Intruder
MNepecnaTb nepexsayeHHOe
NpPoKcn-coobLeHne
MNepexopn B Target
lNepexopn B Proxy

MNepexop B Intruder
Mepexop B Repeater
MNepexopn B Project Options
URL lekogupoBaHune
Base-64 [lekognpoBaHue

Base-64 KogunpoBaHue

MomrMOo ropaurx KnaBuLL B NpVBeeHHON BblLle Tabnuue, Bce apyrue

CTaHOAPTHbIE COYETAHMA KNnaBuLl ONA Bbl60pa BCEro TeKCTa, Bblpe3aHus,

KOMMPOBAHKA 1 BCTaBKM pPaboTaloT CTaHAaPTHbLIM CNOCO60oM.
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ImaBa 3: [poKcn, napameTpbl MONb30BaTeNA N MPoeKTa

Pe3epBHOe KONMpoBaHNe NPoeKTa

Mpun paboTe Haf NPOEKTaMM C NCMONb30BaHWeM Burp Suite reHepupytoTca
605bLwVie 06beMbI JaHHBIX B BUAE 3aMpPOCOB 1 OTBETOB. Bo3HMKaeT
Heo6X0AMMOCTb COXPaHATb KOMUIO STUX AaHHbIX Yepe3 perynspHble
NPOMEXYTKIN BpeMeHW. BMmecTo Toro, Uto6bl BbINOMHATL 3Ty 3agauy
BPYuHYto, Burp Suite npegnaraeT ¢pyHKLMIO aBTOMATUUYECKOrO CO3aHUNA
pe3epBHON KONUU AaHHbIX Yepes ornpeaesieHHble MPOMEXKYTKU BPEMEHM.

YTo6bl BKNIOYMTL aBTOMATUYECKOE Pe3epBHOE KOMMPOBaHMe,
nepengute B pasgen User Options  Misc  Automatic Project Backup, Kak
rnokasaHo Ha puc.3-17.

" Dashboard | Terget | Proxy | Intruder | Repeater | Decoder | Comparer | Exender | Projectoptions | Useroptions [
" Connections | TLS | Display | Misc |

@ Autom atic Project Backup [disk projects only]

Automatic project backup saves a copy of the Burp project file periodically in the background

Puc.3-17. Hacmpotika asmomamu4ecko2o pe3ep8H020 KONUPOBAHUSA
npoekmos

Ncnonb3ysa 3Ty GyHKUKMIO, Mbl MOXKEM YKa3aTb NPOAOMKNTENIbHOCTb B
MUHYTax, NO NcTeyeHnn Kotopon Burp Suite aBTomatnueckn sanyctut
pe3epBHOe KONMMpPOBaHUe.

Rest API

XoTa mbl ncnonb3yem Burp Suite B OCHOBHOM /19 py4HOro TeCTUpOBaHNA
6e30MacHOCTY NPUNTOXKEHNN, CYLLLeCTBYET MHOXECTBO APYrux
WHCTPYMEHTOB 11 BAPVAHTOB MCMOJSIb30BaHUs, KOTOpPble HEOOXOAUMO
ncnonb3oBatb BMecTe ¢ Burp Suite. MoryT cywectBoBaTb Apyrve cpeacrsa
6e3omnacHoOCTH, KOTOpPble HeOOXOAMMO MHTErprpoBaThb ¢ Burp Suite, nnu
onpepeneHHble Nonb3oBaTeNbCKMe CLieHapun aBToMaTr3auum, Kotopble
TaK)Ke JOJIXKHbl aBTOMATUYeCKM 3anycKaTb fencTeus B Burp Suite.
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[naBa 3: [Mpokcn, napameTpbl NOb30BaTeNsA N NPOeKTa

[na Bcex Takmx wenen Burp Suite npegocTtaBnseT nonb3oBaTenam
nHtepdenc REST API. REST o3HauaeT Nepenayy penpe3eHTaTUBHOIO
cocToAHUA, a APl - nHTepdenc npnknagHoro nporpammmpoBaHns. REST API
- 3TO CaMblIl NONYNAPHbBIA CNOCO6 NOAKMIOUYEHNA PA3INYHBIX MPUTOXKEHNI.

Yrto6bl BKNtounTb REST API B Burp Suite, nepengute B pasgen “User
Options > Misc”, Kak Noka3aHo Ha puc. 3-18.

| Dashboard | [ Prosy [ Intruder | Repeater | Sequencer | Decoder | Comparer | Esender | Projectoptions | Useroptions |
[ Comnectons [ TS [ Display [ ise
(@) RESTAPI

{33:} The REST APl can be used by other tools to integrate with Burp Suite. This function expeses sensitive functionality and data, and you should read the full docume
Once configured, you can browse the AP documentation and interact with the AP1 at: [Service URLITAPT key].
Senice URL: hiip /127 0 0 11337 | Change
[¥] Senvice running

[#] Allow access without API key (using this option is nat secure)

APl Keys

| Mew || Enabled| Name ] Created

'lEas

| Delete

Puc.3-18. Hacmpotika uHmepgetica REST APl 8 Burp Suite

Y106kl BKNtounTb REST API B Burp Suite, npocto yctaHoBUTE
dnaxok “Service running”. REST APl 6ygeT focTyrneH No yMonyaHumio
no http://127.0.0.1:1337 Kak noka3aHo Ha pucyHke 3-19.

Lt Lo T - P T AR EE TN ATS

W2 BURPSUITE

PROFESSIONAL

* Oemoso BB S

REST API

Verh Endpaint Parameters
GET fnowidge_baseissue_definitons i
POST Jfstan {scan’; Scan}

Response

200 O, [lsauxl
201 Created
{amor: Sting. Sistue,_everne™ Imegar 200 O, SeanProgress

Puc.3-19. ilhnmepcbetic REST API 8 Burp Suite

GET fecanak_Ki: Sing)
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InaBa 3: [pokcy, napameTpbl NONb30BaTeNA U NPOEKTa

NHuTepderic REST APl cogepnT cnnucok Bcex noaaepKrMBaembix
rnaronoB U MeTOAO0B, Bbi3bIBaEMbIX KOHEUYHbIX TOUEK, MepeaaBaeMblIxX
napameTpoB N OXMAaeMbIX OTBETOB. Ternepb 3TO NOIHOCTbIO 3aBUCUT OT
KOHKPETHOro CLieHapua WK BapraHTa UCNOSIb30BaHMA, OT TOTO, Kak MOXHO
NCNosb30BaTb 3TOT MHTepdelic REST API.

O6paTtHas cBA3b No
npon3BoOANTENbHOCTI

Kak 1 B cnyyae ¢ ntobbiM Apyrum MHCTPYMeHTOM, Burp Suite nmeet
BO3MOXHOCTb COOMpaTh 1 OTNPaBNATb ONpefesieHHble AMAarHOCTUYECKNE
JaHHble, KOTOPble MOTYT ObITb MOMIE3HbI A4J1A MOBbILLEHNA
npowussoguTenbHocTK Burp Suite. 3To coBeplueHHO HeobsA3aTeNbHas
bYHKLMA, 1 ecnmn OHa BKIOYEHa, OHa cobrpaeT AaHHbIe TONTbKO O
BHYTPEHHEM QYHKLIMOHNPOBAHNN, @ HE O KOHKPETHbIX NMOJIb30BaTENAX USN
JaHHbIX NpoekTa. Burp Suite Takke npegoctaBnsaet GyHKUMY Ans
perncTpaumnm Bcex NCKIOUYEHNI UNn A coobLLeHNA 0 KOHKPETHON ownbke
KomaHge Burp Suite.

Yto6bl CMonb30BaTb NapaMeTpPbl 06PATHOW CBSA3M MO
NpPOon3BOAUTENbHOCTU, NepenanTte B pasgen User Options > Misc >
Performance Feedback, kak nokasaHo Ha puc.3-20.

@ ro

& vourmbrpr

Burp by submitng arorymocs ioedback shout Bup's pedarmance

] Sunr anamyras

& 3besst BUrp's parismance

Feedtack criy certs i irmation abiest B el fane g, e Soe-s et ey v vy endy. I yous 0 1600 @ busg il il s €08 Pk 1ok s iy prosties tha o matance of Brp b enc surteren by vt uing yout dstug I

Debag Copy
Lo #ncephiorss 133 bocal drecory. [C Unerssrshalea W DmaFsamg|  Choose foder

Feport bug

Puc.3-20. Hacmpolika obpamHoU cea3u no npou3sooumesbHOCMu

NMapameTpbl NnpoeKkTa

DT NapaMeTpbl BKAOYAIOT pa3peLleHre MMEH XOCTOB, 3anpocChl BHE
obnactu gencreusa, MepeHanpasnenus, Kondurypauwma TLS, Mpasuna
06paboTkm ceaHcos, Qarnbl cookie 1 Makpochl.
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Mnaga 3: Mpokcy, napameTpbl NONb30BaTeNA U NPOEKTa

TanmayTbl

O6paboTKa 3aNPOCOB 1 OTBETOB - 3TO OCHOBHAA GpYHKLMOHANbHOCTL Burp
Suite. BO3MOXHbl TaKue cLieHapuK, Kak OOl LileneBoro NpuioXeHus nnm
npobnembl C NogKnoyeHrem, Npu KoTopbix Burp Suite Heobxoanmo
peLunTb, Kak JOJIFO OH AO/MKEH »KAaTb OTBETA Ha 3anpoc, MPeXxae yem
OTNPaBNATb €ro. 3TV HaCTPOIMKM ONpefenaAlTCA 3HaUeHUAMM BPEMEHN
oxmpaaHnA. OHM HacTPOeHbI MO YMOMYaHMIO 1 MOTYT ObITb OCTaBJIEHbI
HETPOHYTbIMU, €CIN HET ABHOW HEO6XOAMMOCTU 3TO M3MeHUTb. ina
V3MEeHeHWA 3HaYeHNI TaM-ayTa Mo YMONYaHuio nepenguTe B pasgen
“Project Options > Connections > Time Outs”, Kak noka3aHo Ha puc. 3-21.

CVSS Gakulator | Java Serialized Payloads | JSON Web Tokens | SSL Scarner | Hackvertor | Logger++ | JSON Beautifier | Upload Scanner | Exractc
Dashboard | Target | Froxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender Projectoptions | Useroptions | E

[ Connections | HTTP | TLS | Sessions | Misc |

@ Tim e outs

{\0}} These seftings specify the timecuts to be used for vanisus network tasks. Values are in seconds. Set an option 1o 2erd or leave it blank to never timeout that task
Normal 120
Open-ended respanses: 10
Domain name resclution 300

Failed domain name resolution: |60

Puc.3-21. Hacmpotika matim-ayma 3anpoca

Pa3pelueHnAa nMmeH XO0CTOB

PaspelleHre nMeHn xocTa 06bIYHO MPOUCXOAUT C MOMOLLbIO NGO
nokanbHoro ¢arna xocta, nmb6o ceteBoro DNS. Tem He meHee, Burp Suite
JOnycKaeT NoNb30BaTe/IbCKME Pa3peLleHA UMEHN XOCTOB. ITO MOXET
6bITb NONIE3HO B KOHKPETHbIX CLIeHapUsAX, KOrAa K MPUNOXKEHNIO,
pa3melLeHHOMY BO BHYTPEHHEW ceTn, Heo6XoAMMO NONYYNTb JOCTYN C
NCrNonb30oBaHUeM onpegeneHHoro nmeHn xocta nnm URL-agpeca.

YTto06bl yKazaTb NONb30BaTeNbCKME MPaBuUsia paspeLleHna MEH XOCTOB,
nepengute B pasgen “Project Options > Connections > Hostname
Resolutions”, Kak nokasaHo Ha puc.3-22.
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[naBa 3: [poKcu, napameTpbl NOb30BaTENA U NPOEKTA

® Hostname Resolution

{ﬁ} Add entries here to override your computer's DNS resolution.

Ad Enabled I Hostname = IP address

Jii

Remaove >

Puc.3-22. Hacmpolika paspeweHua uMmeHU xocma

HaxxmunTe Ha KHonKy "Add’, a 3aTeM Bbl MOy4YmTe BCMbIBAOLLEE OKHO 1A
BBOAA NONb30BaTENbCKOrO MMEHN XOCTa U CBA3aHHOro ¢ HUM IP-agpeca, Kak
MoKasaHo Ha puc.3-23.

Add hostname resolution rule X

@ Enter the hostname and IP address. Burp will use this sefting instead of the DNS
resolution provided by your computer.

Hostname: [

IP address: |

| OK I | Cancel |

Puc.3-23. [JobasneHue npasuna paspeuleHua UMeH XoCcmos
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Mnaga 3: Mpokcy, napameTpbl NONb30BaTeNA U NPOEKTa

3anpocbl BbIXxoaAwme 3a pamkKu

Kak Tonbko 6pay3ep HacTpoeH gna paboTbl BMecTe ¢ Burp Suite, Burp Suite
no ymonyaHuio 6yget 3axBaTbiBaTb Becb HTTP-Tpaduk Ha Bcex BKNagKax.
ITOT TpaduK MOXKET ObITb NOAABNAOLLMM U OTBAEKatoW M. 3 Bcero
3axBayeHHOro Tpadurika HaM HYXKHO COCPeAOTOUNTBLCA TONbKO Ha
TpebyemoW Lenu, KOTOPYIo Mbl TECTUPYEM. ITOFO MOKHO JOCTUYb,
NCnonb3ys pasgen, KOTopbI Mbl pacCMOTPUM B crliegytoLleln rnase. Burp
Suite npegocTaBnaeT GyHKLMIO, MO3BOJIAILLYIO MPOCTO OTOPAChIBATbL BCE
3anpochl, KOTOPble BbIXOAAT 3@ PAMKU. ITO MOXKHO cleNnaThb, nepenas B
pa3nen “Project Options > Connections > OQut-of-scope Requests”, Kak
MoKasaHo Ha puc.3-24.

@ Out-of-Scope Requests

{{J} This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.
[ Drop all out-of-scope requests

® Use suite scope [defined in Target tab]

O Use custom scope

Puc.3-24. Hacmpolika npasus 0719 3anpocos, 8bIX00AUUX 3d pAMKU
obnacmu delicmaus

Bbibpae onuuto "Use custom scope", mbl MoxeM go6asutb URL,

KOTOPbIA Mbl XOTUM WCKIOUUTL M3 06MacTy AeNcTBUA U OTOPOCUTH
NPOKCHK, KaK MOKa3aHo Ha puc.3-25.
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ImaBa 3: [poKcn, napameTpbl MONb30BaTeNA N MPoeKTa

@ Out-of-Scope Requests

{:6:} This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.

__| Drop all out-of-scope requests

O Use suite scope [defined in Target tab)

® Use custom scope

__| Use advanced scope control

Include in scope

Add || Enabled : Prefix
| Edit
Remove | | b

Paste URL

Load ...

Add Enabled | Prefix

Edit
Remove | [
[ PasteurL |

Load ...

Puc.3-25. OnpedesneHue npagus 0715 3anpocos, 8bIX00AUUX 3d PAMKU

NepeHanpaBneHune

ABTOMaTMUeCKOE CKaHUPOBaHVE NPUIOXeHU TpebyeT obpaboTkm HTTP-
nepeHanpasneHnin. MexaHn3m CKaHMPOBaHWA JOMKEH NPUHATb Mepbl, Kak
TOJIbKO OH OOHAPYXXWT NepeHanpasneHne Nobon cTpaHuLbl. B Burp Suite no
YMOJTYaHMIO HAaCTPOEHbI MPaBusia NepeHanpaBaeHns, 1 UX MO>KHO OCTaBUTb
HETPOHYTbIMU, €CSIN TONIbKO HET ABHOWN HEOOXOANMOCTU UX M3MEHATb UK
HeT HeoO6XOAMMOCTY B [OMOJIHUTENIbHOW HAaCTPOVIKE NepeHanpaBneHuni,
ynpasnaembix JavaScript. 1na HacTponky npasui nepeHanpasneHns
nepenaunTe B pasaen “Project Options > HTTP > Redirections”, kak noka3aHo
Ha puc. 3-26.
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naBa 3: [MpoKcu, napameTpbl MOIb30BaTENA U NPOEKTa

_. Dashboard [ Target Proxy Intruder Repealer I Sequencer | Decoder Comparer | Extender Project options
[ Connections [ HTTP [ TLS | Sessions | Misc

® Redirections
@ These settings control the types of redirections that Burp will understand in situations where it is configured to follow redirections.
When following redirections, understand the following types:
[¥] B status code with Location header
|| Refresh header
[¥] Meta refresh tag
(] JavaScript-driven

[_] Any status code with Location header

Puc.3-26. KoHgpueypayusa nepeHanpasnieHuti

Cookie Jar

Jio60oI NHCTPYMEHT CKaHNPOBaHWA / TECTUPOBAHNA NPUIIOXKEHUN
LOJKeH NoadepKrBaTb XpaHunuie dannos cookie, KoTopble oH 6yaeT
MCNONb30BaTb AA YNpaBieHna TEKYLUMN CeaHCaMn NPUIIOXKEHNIA.
Bo3MOXXHOCTb O6HapY»KeHVA BO BPEMA ceaHca 0CO6EHHO Heobxoanma
Npu BbIMOMHEHNN aBTOMATMUYECKOro CKaHMpPOBaHMA. Burp Suite xpaHut
darinbl cookie npunoxeHus B KOHTeMHepe nof HasBaHueM “Cookie Jar”.
Mo ymonuaHuio Cookie Jar oTcnexunsaeT NpoKcu-Tpaduk ans n3sneyeHus
1 XxpaHeHuA Nobbix Gannos cookie; ofHaKO Mbl MOXeM yKa3aTb Burp
Suite oTcnexmnBatb 1 3axBaTbiBaTb dannbl cookie c momoLbio apyrux
WHCTPYMEHTOB, TaKnX Kak Scanner, Repeater, Intruder, Sequencer, n
Extender. 310 MOXKHO cfienatb, nepenaa B pasgen “Project Options >
Sessions > Cookie Jar”, Kak nokasaHo Ha puc.3-27.
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ImaBa 3: [poKcn, napameTpbl MONb30BaTeNA N MPoeKTa

® Cookie Jar

@} Burp maintains a cookie jar that stores all of the cookies issued by visited web sites.
updates the cookie jar based on traffic from particular tools.

Monitor the following tools' traffic to update the cookie jar:

[¥] Proxy [ ]Scanner [ ] Repeater

[] Intruder [ ] Sequencer [ ] Extender

‘ Open cookie jar

Puc.3-27. Hacmpotika napamempos Cookie Jar

Makpocbl

B npouecce TecTpoBaHua 6€30MacHOCTY NMPUTOXKEHMA MOXET NOTPe6oBaTbCS
MHOrOKpaTHOeE BbIMOMIHEHWE ONpeaeneHHON NocefoBaTeNbHOCT OENCTBUN.
Burp Suite npepoctaBnaeT oTNMYHY0 GYHKLUMOHAaNbHOCTb MAaKPOCOB AN
JOCTVXKEHUA STON Lenu. PegakTtop MakpoCoB AOCTYMNeH B

pa3gene “Project Options > Sessions > Macros”, Kak moka3aHo Ha puc.3-28. Bbl
MO>KeTe MPOCTO HaxaTb Ha KHonky "Add" n cnefjoBaTb MHCTPYKUMAM MacTepa
ONA 3anucu OencTBUn.

@ Macros

{‘3} Amacro is 3 sequence of cne of Mofe reguests. You £an use macres within session handing rules to perform tasks such as logging In 1o the application, obiaining antl-CSRF tokens, ete.

| Down |

Puc.3-28. KoHgpueypayua makpocos
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[naBa 3: [pokcy, napameTpbl NoNb30BaTessA U NPOEKTa

Pe3iome

B 3Tol1 rnaBe Mbl y3Hanu o HacTpoKe Npokcu-cepeepa Burp Suite BmecTe ¢
ceptndumkatom CA. 3aTeM Mbl paCCMOTPENN HECKOJIbKO BapUAHTOB, TaKMX
KaK ayTeHTMdUKaLma nnathpopmbl, BbILLECTOALLMNIA NPOKCU-cepBEP, SOCks
NPOKCK 1 T.4. 3aTEM Mbl PaCCMOTPENM HECKONbKO APYrnX NONe3HbIX
KOHbUrypauumi, BKtoYaa ropaumne KnaBuLv, pe3epBHOE KONMpoBaHme
npoekToB, ncrnonb3oBaHue API B Burp Suite, napameTpbl npoekTa,
pa3peLLeHns MMeH XOCTOB, 06/1acTb AENCTBUI 1 NepeHanpaBeHns.

B cneaytoLein rnaBe mMbl paccmoTprmM gawbopa B Burp Suite, Bknagky
"Uenb" n "MHCTpyMeHTbl B3auMoaencTauma”.

YnpaXHeHunaA

e HacTtpoite cBoli ntobumblii 6paysep v Burp Suite ana
paboTbl C MOSIb30BaTENBCKUM NMPOKCU-MOPTOM.

e [lonpobynTte yctaHoBUTb cepTudumkat CA Burp Suite gna
Chrome, Edge n Opera.

e [lpocMOTpUTE CAINCOK FOPAUNX KIABULL MO YMOMYAHUIO 1
nonpobyiiTe HaCTPOUTb JOMONHUTESIbHbIE COYETaHNA
KNnaBuL Mo Ballemy BbI6OpY.
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naBa 4

Nawobopa, uenb n
NHCTPYMEHTDI
B3anMoaencrBuA

B npepbigylien rnaBe Mbl MO3HAKOMUAUCL C HEKOTOPbIMM OCHOBAMM
HaCTPOMKM  MPOKCU-CepBEpa,  NapamMeTpamMu  nofb3oBaTenda u
napameTpamMn npoekta. B 3Tol rnaBe Mbl HayHEM C O3HaKOMJIEHMA
Jawboppa Burp Suite, MHCTPYMeHTamMu Lenv 1 B3aumMoaencTBuA.

Aawb6oappg

Nawboppa, Kak cnefyeT U3 Ha3BaHUs, ABMSAETCA TOW BaXKHOM YacTbio Burp
Suite, KoTopas, No cyTn, 0606LaeT pasnnyHble AENCTBMA 1 3aJauu,
BbIMOJIHAEMbIE B Pa3HbIX KOMMOHeHTax. Ha puc. 4-1 nokasaH TUNMUYHbIN
Bua Jawboppa B Burp Suite.

© Sagar Rahalkar 2021
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_4
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

Datéoad | Taget | Proxy Fender  Fleposior :ﬂv-v\:n'nwu&r Compawe | Extender Moot cpton. | Uner ogtons
@D @D GOQ. | ey @

SRRl uneing J| Parsea 1 s

1 L pastve cret rom Prosy (ol wafhe)
e ks A e 5, S cnemae ] UL 1 000 SEege

cxnrrg

LR
M0 e hund || Dowwaes crovs-ste 30t e Naps lwees Googie £on | omgats sesth
WMITE A0 [smeiund [B) Unorcrpiod cammuncatons | hep fiorms beasien set

2 o maichon Py ) Goen| |
PR p— P e 0 o 0

sy

Eventisg B | asay [ Araest | Aescome

Potcy HTTP beade, apage

o v by s
s etk P o ) tasge

Puc.4-1. [Jawbopd e Burp Suite

[na nyywero noHUMaHus Mbl pasgenum [lawbopa Ha yeTbipe YacTu 1
nonbiTaemcA NoAPOOHO 06BACHUTL KaxKayto 13 HUX. B yuebHbIx Lensax
03HaKoMbTecb € Undpamm ot 1 go 4 Ha puc. 4-1.

B nepBoii yacTu gawbopaa oTo6paKaloTCA AaHHbIE O TEKYLLMX
CKaHMPOBAHUAX, KaK MOKa3aHO Ha puUCyHKe 4-2. CKaHNPOBaHUE MOXeT
ObITb KaK NaCcCUBHbIM, TaK U aKTUBHbIM. ECNN BbINONHAETCA HECKOJTbKO
CKAHNPOBAHUI, Mbl MOXeM OTOUNbTPOBATh MX B 3aBMCMMOCTU OT MX
COCTOAHMA: 3aMyLLeHO, NPUOCTAaHOBNEHO UMM 3aBepLieHO. Mbl Takxe
BUAVM CBOAKY BbICOKOIO YPOBHA O Npobremax, 06HapyeHHbIX Npu
CKaHMpPOBaHUK. TakxKe eCTb BO3MOXHOCTb CO3aTb HOBYIO 3afayvy
CKaHMPOBaHUA, KOTOPYHO Mbl PACCMOTPUM OTAE/bHO B CriefyoLLen rnase.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

[ Dashboard Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer ] Extender | Projectoptions | Use

QTR
? Fiter  Running Paused Finished
1. Live passive crawl from Froxy (all raffic) @ ﬁ} @'
Add links. Add item itself, same domain and URLs in suite scope 47 items added to site map
Capturing: 'ﬁ 8 responses processed
0 responses queued
2. Live audit from Proxy (all traffic) @ {§} @ E"
Audit checks - passive Issues: ) D (2]
Capturing: ﬁ 0 requests (0 errors)
View details

Puc.4-2. 3a0a4u 8 0awbopme Burp Suite

BTopas yacTb gawbopaa BbIrMAAUT Tak, Kak MOKa3aHo Ha pUCyHKe 4-3.
MoXeT cnyunTbCA TaK, UTO BbIMONTHAETCA MO0 NaCcCUBHOE CKAaHUPOBAHME,
NN60 aKTUBHOE CKaHUPOBaHWe, 1 B JIDOOM Cllyyae B 3TOM pa3fene BblgeneH
CNCOK O6HapYKeHHbIX YA3BMMOCTEN. B 3TOM pa3pene Takxe ocBeLlaeTca
TaKaa HbopMaLMs, Kak Bpema 06HapyKeHua npobsiembl, T npobnembl,
XOCT UNK Liefib, Ha KOTOPOI Gbina 06HapyxeHa npobnema, yassumblin URL-
aapec, Cepbe3HOCTb NPOobNeMbl 1 YPOBEHb AOCTOBEPHOCTU. Burp Suite
MOeT OTMeuaTb pa3Hble YPOBHU AOCTOBEPHOCTY ANA Pa3HbIX Npobnem Ha
OCHOBE OTBETOB; OAHAKO NPO6GIeMbl TPEOYIOT PYUHON NPOBEPKM, YTOObI
y6eanTbCa B X JOCTOBEPHOCTY.

Issue activity @ <
FFrer  tgh  Medum | Low o Certoin || Fim | Tentatve B [scarcn
[Taw | Task Time Acton | Issue type | Host Path L] Severty | Confidence Comment
& 2 1044256 J12020 _hssvefound __|) Y i it portal firefaxc | |Low Cedtan___|
72 104418602020 bsueloud [ Frameable response (potertial [hitp fidemotestfienet |nformatign | Fam |
& H 10:44:14 6 Jul 2020 legue found ! Session token in URL |hitpifdeme testfire.net 1 [Medmm Fam
5 2 104414 6 I 2020 bsvelound | | Session token in URL [itp Fiderne testire.retxd, derro testfre net! [Medum
la 2 10:44:14 6 012020 _lssue found | Unencrypted communicatons _|hitp:idemo testfire.net xt. f lrow Certan
] 2 10:4414 6 Jul 2020 lssue found ! _GCooide withoun HiipOnly flag set hip:idema testirenet  / Law Farn
2 2 044146 02020 tssucfound | § Browser cross-ste scripting BRe|hitps i com |/compieteisearch |nformation _ Certan
|0 2 1044136 J 2020 tssue found & Unencrypted communications htip fidemo testiive.net Law (Certan

[2 ]

Puc.4-3. AkmusHocms npobniem 8 dawbopoe Burp Suite
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

TpeTbA yacTb fawbopaa COAEPKUT KpaTKoe onmncaHmne
byHKLMOHanbHbIX cobbITMIA Burp Suite, Kak Noka3aHo Ha pucyHke 4-4. B
OCHOBHOM 3TO COCTOAIHUE NPOKCU-CNY»KObI, cbon nogknoueHna TLS (ecnm
TaKoBble nMeloTcA), cboun ayTeHTUPMKauuu, Talm-ayTol 1 T.4. Hanpumep,
ecnn B BaLlle cucteme yxxe HacTpoeH nopt 8080 ¢ Kakon-nmbo gpyromn
cny>k60W, B 3To YacTn aawbopaa 6yaeT BbifeneHo, YTo NpoKcu-cnyxba He
MO>KeT ObITb 3anyLyeHa no nopty 8080. Mnn ecnm no Kakon-nmbo npuymHe
NpoKcu-cny»ba 0CTaHOBUTCA, TO OHa Takxe OyneT BblgeneHa 3aech. B
Lesiom, 3To JaeT npefAcTaBneHre o TOM, NPaBUbHO N paboTaeT NPoKCK-
cepBep Burp Suite n cBA3aHHbIe C HUM CNTYKObl UK HET.

Eventlog @ x-"

9 e @ o

£ Time ¥ | Type Source Message
|10:44:03 6 Jul 2020 |infor Proxy [Proxy service stopped an 127.0.0.1:8080
1044038 Wi2020 o Joreny  [Prony sendcs ste E

|10:41:24 8 Jul 2020 {info Proxy started on 127.0.0.1:8080
:_1E| 4124 8 Jul 2020 Jinfg Suite Indtializing Burp in Safe Mode. Burp did not start properly last time. Extensions have not been loaded and so

[3]

Puc.4-4. )KypHan cobbimuti Ha dawb6oapo 8 Burp Suite

MocnenHAA yacTb gawbopaa, Kak MokasaHo Ha puc. 4-5, BbigenseT
fAeTanu npobnembl. ECnn Bbl XOTUTE MPOCMOTPETb NOAPOOHYH0
nHpopmauuto o ntoboi n3 Npobnem, BblgeNeHHbIX BO BPeMsi TACCMBHOIO
W aKTVBHOTO CKAHMPOBAHUSA, MPOCTO HAXXMUTE Ha 3Ty Npobnemy, Kak
MoOKa3aHo Ha puc.4-3, n nidopmauma 6yaeT LOCTYNHa COOTBETCTBYIOLWMM
o6pa3zom. CBegeHusi 0 NpobriemMe BKITIOYalOT NOJTHOE onucaHre npobnembl 1
peKkomMeHAauMmM Mo NCNPABIEHMIO, a TakKe GAKTUYECKMIA 3anpocC 1 OTBET.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

[ Advisory | Request | Response
i Fr ble resg (potential Clickjacking)

Issue
Severity: Information
Corfidence: Firm

Host: hitp:idemo testfire.net
Path: 1

— 2]

i & page faits to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be possible for a page controlled by an altacker to load it within an iframe.
This may enable a cickacking allack, in which the allacke's page owrlays the largel appicabion's inleface with a diferent interface provided by the allacker. By inducng vichm
users to perform adions such &s mouse clicks and keystrokes, the attacker can cause them o Lnwirtingly carmy out actions within the application that is being targeted, This
technique allows the attacker to circumwent defenses against cross-site request fargery, and may result in unauthonzed actions.

MNote that some appkcabions anempl 1o prevent these amacks from within the HTML page tself, using Tramebusting” code. However, ihis type of defense is normally ineflective and

can usualy be circumvented by a skilled altacker.
users o pertorm any sensifive actions within the appicabion

You shouid whether any functions agt used by

Issue remediation
Ta effectively prevert framing attacks, the application should retumn a response header with the name X-Frame-Options and the value DENY to prevent framing alogether, of the:
valse SAMEQRIGIN to aliow framang only by pages on the same ongin as the response itsell. Note that the SAMEORIGIN header can be pamally bypassed if the application itsell

can be made to frame untrusted websiles.

Puc.4-5. [ToopobHas uHpopmayus o npobneme Ha dawbopme 6 Burp
Suite

LleneBaa BKnagka

Kak n gaw6opp Burp Suite, KoTopyto Mbl BUZENn B NpeabiayLLem pasaene,
BKnagKa "Target" ABnAeTCA He MeHee Ba)KHOW paboyeli obnacTblo. Bknaaka
"Target" Takxe coepXnT HECKONbKO NaHesen, Kak NokasaHo Ha pnc.4-6.

Dustocard | Tagel | Pary | veuder | Regester | Secueneer | Decade | Comparee | Entercer | Progctoptin | Uses cotors.

[ Swmap | Seope | e detrees

[ — 6
anmnts 2 s
[ Paaris | St &) Looth | MMEtoe __Tite o ek L
e ik |10 ercnisd comrurmatons

Tre URL e query sing
N dar Mt X CpalNG Séssen ISR IS FuT3
TRt _WTGHOTD_

@al=lm= omacnes’ ]|

Puc.4-6. Bknaoka "Target" 8 Burp Suite
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lnasa 4: lawb6opa, uenb U MHCTPYMEHTbI B3aMOAENCTBUA

YTo6bl MOHATb Pa3fMyHbIe YacTu LeneBor BKNaaKky, gaBante
paccmMoTpVM MO OFHOM YacTu 3a pas, CCbianach Ha undpbl oT 1 fo 6, Kak
rMoKasaHo Ha puc.4-6.

KpalHuin neBbin pasgen Ha LeneBon BKnagke ¢ Homepom "1" Ha
pucyHKe 4-6 nokasaH Ha pucyHke 4-7. B aTom pa3gene co3faeTca nepapxms
CalnTa, KOTOpbIV Mbl MPOCMaTpmBaeM. B Hem nepeuncrieHbl Bce KOHeYHble
y3/ibl, Manku v T.4. B Buae yeTko onpegeneHHoOn ApeBOBUAHON CTPYKTYpPbI.
7o NomoraeT NonyuYnTb NpeacTaBfieHe O TOM, HACKONbKO BOJbLINM MOXKET
ObITb CAlT / NMPUTOXKEHWE VSN YTO OOLLETO Y EFO COLEPKMUMOT0. ITO OUYEHDb
NMOXOXe Ha KapTy canTa.

9 u.':lIhttp:ﬂdemo.testﬁre_net‘
oG/

cgi.exe

default jsp

feedback.jsp

images

index.jsp

login.jsp

search. jsp

status_check jsp

style.css

subscribe jsp

survey_questions.jsp
o [0 swagger

o= 1 http://demo.testfire.net.x.f820c81609e8204f0f089e4(

o | ., htip://detectportal firefox.com

T
oE0

DD OE

Puc.4-7. Kapma npunoxexut / uepapxus

Cnegyownin pasgen, NPOHYMepPOBaHHbIN Kak "2" B COOTBETCTBUM C
pUCyHKOM 4-6, NOKa3aH Ha pucyHke 4-8. B aTom pa3sgene nepeuncieHsl
Bce HTTP-3anpochkl, KOTopble Obln caenaHbl, a TakKe gpyrue cBefeHus,
TaKme Kak TOUYHbIV XOCT, ucnonb3yembin metog HTTP, uenesomn URL-agpec,
661 nn y URL kakne-nnbo napameTpsl, Kog oteeTta ctatyca HTTP, anuHa
cogepxunmoro, Tun MIME v 3aronoBoK CTpaHuLbl, €CNV TaKOBbIE NMEITCA.
[MpocToi NpoCcMOTp 3TOro pasgena MoXeT MOMOYb BaM HaNTH
nHTepecHble URL-agpeca, 0COGEHHO Te, y KOTOPbIX ECTb MapaMeTpbl A
BBOJA.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

Contents
Host Meth.. URL Params | Status ~ Lengtﬂ_: MIME lype Title
http://demo testfire.n \GET |/ 200 9635 IHTML Altoro Mutual |~

http://demo.testfire.n...GET |/?X-OpenDNS-Sessi... °/ 302 385 HTML 302 Found |=
http://demo testfire.n. JGET |/cgi.exe =
http://demo.testfire.n. JGET |/default jsp
hitp://demo.testfire.n. . JGET |/default jsp?content=s, 4
http://demo.testfire.n. |GET |feedback jsp
http://demo.testfire.n.. |JGET |images/header_pic.jp.
http:/fdemo testfire.n. |GET |/images/home1 jpg
http://demo testfire.n. |GET |fimages/home2 jpg | b

Puc.4-8. Cnucok 3anpocos

Cnegyownin pasgen, NPOHYMepOBaHHbIN Kak "3" B COOTBETCTBUY C
pUCYHKOM 4-6, NoKasaH Ha purcyHKe 4-9. B 3Tom pa3fene nokasaHbl
aKkTyanbHble HTTP-3anpocbl v oTBeTbI. Bbl MOXKETe NpOoCMOTPEeTb
Heob6paboTaHHbIM 3aMPOC MO YMOMYAHNIO, HO TaKXKe MPOCMOTPETb 3amnpoc
B popme napameTpoB. Bbl TakKe MOXeTe yBMAETb BCE 3arofoBKMY,
ncrnonb3yemble B OTBETE.

| Request | Response |

Raw rParams | Headers | Hex ]

1 GET / HTTR/1.1 a
2 Host: demo.testfire.net
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WintEd4; xE4; rv:76.0) Gecko/20100101 Firefox/7
4 Accept: text/html,application/xhtml+xml, application/xml;q=0.8, image/webp,*/*;¢=0.8
5 Accept-Language: en-US,en;¢=0.5
& Accept-Bncoding: gzip, deflate
7 Connection: close
& Cookie: JSESSIONID=485D325C4A1B849GEED5SFLSA8 IBIBFED; X-OpenDHS-Session=
£820c8 1609«8204£0£08%924091b 1707329792 70ed5h_WIGES Tha
S Upgrade-Insecure-Requests: 1

b
@B [search ] Lomacres [on) TN

Puc.4-9. OkHO npocMompa 3anpocos u omeemo8
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Mnaga 4: Jawb6ops, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

Cnepytowmin pasgen, NPOHymMepoBaHHbIN Kak "4" B COOTBETCTBUM C
pucyHKOM 4-6, NoKasaH Ha puc.4-10. B 3Tom pasgene nokasaH Clmncok
npo6nem, obHapy»eHHbIX BO BPeMs MACCMBHOIO UM aKTUBHOIO
ckaHumpoBaHuA. [Mpobnembl KnaccuPuUMpyTCA B COOTBETCTBUM C
CEPbE3HOCTLIO, MpUYeM NPobiemMbl C HaNOOSbLLEN CEPbE3HOCTbIO
oTO6pakaloTca BBEPXY.

Issues

! Session token in URL
£} Unencrypted communications

! Cookie without HitpOnly flag set

i Frameable response (potential Clickjacking)

Puc.4-10. [Tpobnemsl, 06HAPYyXeHHbIe 8 Ues1e80M NPUIOXeHUU

Cnegytowmin pasgen, NPOHYMepPOBaHHbIV Kak " 5 " B COOTBETCTBUM C
pUCyHKOM 4-6, NoKa3aH Ha puc. 4-11. B aTom pasgene nokasaHbl
cBefeHuA o npobreme anA o601 13 BbibpaHHbIX Npobnem. OH
COAEPKMT OnmncaHne npobnembl BMECTe C peKOMeHAALUMAMM MO
ncnpasneHuto. B aTom pasgene Takke MOXHO NPOCMOTPETb
baKTUUeCcKnin 3anpoc 1 oTBET, HA OCHOBE KOTOPbIX Obifia BblgeneHa
npob6nema.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

| Advisory | Request | Response |

! Session token in URL

Issue: Session token in URL
Severity: Medium

Cenfidence: Firm

Host: http:iidemo.testfire net
Path: ]

Issue detail
The URL in the request appears to contain a session token within the query sting:
« hitp:iidemo.testfire net/?X-OpenDNS ion=_f820cH 2040089240910 170273297927 0ed5b_WTGB9Tba_

Issue background

Sensitive information within URLs may be logged in various locations, including the user's browser, the web server, and any forward or reverse proxy
senvers between the two endpoints. URLS may also be displayed on-screen, o emailed around by users. They may be disclosed to
third parties via the Referer header when any off-site links are followed. Placing session tokens into the URL increases the risk that they will be
captured by an attacker.

Issue remediation

Applications should use an alternative mechanism for ransmitting session tokens, such as HTTP cookies or hidden fields in forms that are
submitted using the POST method

Puc.4-11. [Jlemanu npobnemoi

Cnegytowmin pasgen, NPOHYMepOBaHHbIV Kak " 6 " B COOTBETCTBUM C
PUCYHKOM 4-6, MOKa3aH Ha puc. 4-12. Kak TONbKO Mbl HACTPOUM Hall
6pay3ep ans paboTbl BMecTe ¢ Burp Suite, MoXeT ObITb 3aXBaY€HO MHOTO
Tpaduka. CnegoBaTenbHO, 4na GMnbTPaLUMN TONbKO HEOOXOANMbIX AaHHbIX
MOXHO MCMOJIb30BaTb HECKObKO GUNbTPOB. HekoTopble
pacnpoCTpaHeHHbIe 1 Nofe3Hble GUIbTPLI BKIOYAOT GUABTPALMIO MO TUMNY
3anpoca, Tuny MIME, kogy coCTosHWA, pacluMpeHnto 1 T.4. 3Ta yHKLUMA
TaK)Ke NO3BOJIAET BbIMOMHATL MOUCK ONPeAENEHHOO 3/1IEMEHTA B JaHHbIX,
CcobpaHHbIX Yepe3 MPOKCK.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

[ Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Projectoptions | U:

_' Site map Scope / Issue definitions |

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

@ Filter by request type Filter by MIME type Filter by status code Folders
@} [_] Show only in-scope items [w] HTML v Other text ] 2xx [success) [¥] Hide empty folders
["] Show only requested items [v] Seript [] Images [] 3xx [redirection)
[] Show only parameterized requests  [#] XML [¥] Flash [ 4xx [request emor]
[¥] Hide not-found items o css [C] Cther binary | | [#] Sxx [server emor]
Filter by search term Filter by file extension Filter by annotation
I_ [C] show only: |asp,aspx jsp,php [C] Show only commented items
L Regex S
[L] case sensitive [_] Negative search [ Hice Is.gfipa,prg css J] | shows oy rghgesed eme
:_ Show all | | Hide all Revert changes__?

Puc.4-12. Qunempel Kapmel caima

WHCcTpyMmeHTbl B3anMmoaencTreus

NHCTpYyMeHTbl B3aUMOAENCTBIUA - 3TO He YTO MHOE, KaK HebonbLuve yTUImnTbI,
KOTOPble MOMOTaloT BbIMOMHATb HEKOTOPbIE AOMONHUTENbHbIE 33afia4L B
Burp Suite. B 3ToM pasgene mbl pacCMOTPMM HECKONbKO TaKUX
WHCTPYMEHTOB B3aMMOZLENCTBISA, CITYXKALUX Pa3fnYHbIM Lensam. Ytobbl
NONYYnTb AOCTYMN K MHCTPYMEHTaM B3aMOAENCTBUA, MPOCTO LENIKHUTE
npaBow KHOMKOM Mbiwn no uenesomy URL-agpecy, Mo KOTOPOMY Bbl XOTUTE
3aMyCTUTb MHCTPYMEHTbI B3aMMOJENCTBIA, Kak MOKa3aHo Ha puc.4-13.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comp:

l/ Site map rScope rlssuedeﬁnilions |

! Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hic

o | & http:/idemo.testfire.net.

:lid tfi Il.f[ B o
J/lI[demo.testfire.ne
i Host Method
Remove from scope testfirenet  |GET
Scan demo testfire.net  |GET
Passively scan this host demo testfire.net GET
Actively scan this host demo.testfire.net GET
M Search -
Compare site maps Find comments i
Expand branch Find scripts il
Expand requested items Find references 11
Delete host Analyze target :
Copy URLs in this host Discover content |5
Copy links in this host Schedule task =
Save selected items Simulate manual testing |-
el J HITF/ 1.1
Issues ¥ bst: demo.testfire.net
View ) per-Agent: Mozilla/5.0 (W:
. ) pecept: text/html, applicat.
Show new site map window ccept-Language: en-US,en;«
Site map doc e ccept-Encoding: gzip, def.

nnection: close

Puc.4-13. lHcmpymeHmebl 83aumodeticmaus 8 Burp Suite

[epBbl MTHCTPYMEHT B3aUMOAENCTBUA - 3TO NPOCTON NOUCK

(Search), Kak noka3saHo Ha puc. 4-14. 3To NO3BONAET NOJIb30BaTENAM

NCKaTb NI0O0E KIoYueBoe ClI0BO B 3anpocax nnm oTeeTax oT

BblOpaHHON Lenu.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

W Burp Suite search | Witpul/demo testlirenet/

Search

Source Hast &

“Request | Respense

Options:
[ Case sensinve
L] Regex

] Hegative match

[ inescope ordy
[ Dynasmic update

URL

Status

Locations
¥ Request headers  [¥] Resporse headers
] Request bocy (] Resporse body

Lergth | Tae requested

Tools
) Targst
o] Proey

i Repeater

| Raw [ Hex

@-@ | = r

Puc.4-14. lHcmpymeHm noucka

o [

Omsches | in || Pretty

Cnepyowmm NHCTPYMEHTOM B3anMoaencTeua asnaetca "Monck
koMMeHTapues" (Find comments), Kak MoKa3aHoO Ha puc.4-15. 3To NPOCTO
npocmaTtprBaeT cobpaHHble faHHble U HAXOAUT NtoOble KOMMEHTaPUK K
kogy. CTouT NpoCMOTPETb 3TV KOMMEHTapPUN, TaK Kak BCeraa eCcTb
BO3MOXHOCTb HalTN YTO-TO YyBCTBUTESIbHOE B KOMMEHTapPUSAX.

Comments search | nttp:/demo tesifiraney = R %

| Seach | [ Oymamic update Export comments |
Source Host = URL | Rem Time requested

Scanner |BEGR HEADER. END HEADE..|1044:146 i 2020 |

" Comments | Request | Response |
. EEGIN HEADER
; END HEADER
4
s TOC BEGIN

T0C END

11 BEGIN FOOTER

13 END FOOTER

@{\9} &2 h

Search completed

% FeywordsrAltoro Mutual, online basking, hanking, checking, savings, accounts

Puc.4-15. IHcmpymeHm noucka KommeHmMapues
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Mnaga 4: Jawbops, Luenb U MHCTPYMEHTbI B3aMOAENCTBUA

Cnegytowmm NHCTPYMEHTOM B3auMOAencTBImA AnAeTca "Monck
cueHapues" (Find scripts), kak NoKa3aHo Ha prc.4-16. OTOT NHCTPYMEHT NPOCTO
BbIMOJIHAET MOUCK BCEX CLIeHAPWEB B NMpeaesiax BblopaHHON Lienn.

‘! Scripts search | hitpy/fdemo testfire.net/

= a *
| Search (L] Dynamic update Export scripts:
_ Source | Host = ] URL | ltermn Time requested

a _-._.-_ d

= s = e 'R;;sp_qng; =

@@ = -) i:\‘:'-'i""' 0 matches _ n Il

Search completed

0 results

Puc.4-16. lncmpymeHm noucka cyeHapues

Cnegyowmm MHCTPYMEHTOM B3aUMOAENCTBUA ABNAeTCA "Tlonck
ccbinok” (Find references), Kak Noka3aHo Ha pyC. 4-17. 3TOT MHCTPYMEHT
nepeuncnaeT Bce KOMMOHeHTbI Burp Suite, B KOTOPbIX OH MOXET HaNTH
nobyto cCbifiky Ha BblbpaHHyto Lenb. Hanpumep, URL-agpec "demo.testfire.

net" NnoABMnach B CKaHepe, a Takke B KauecTBe uenu B Burp Suite, Kak
rMokKasaHo Ha puc.4-17.
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[naBa

4: Nawbopg, uenb 1 UHCTPYMEHTbI B3aMOAeNCTBISA

! References to hitpy//demo testfirenet/ - (w] b4
_ Source Host = URL Status | Length | Time requested !
Scanner  |hitp-/idemo testfire.net ¢ 200 (8635 7321210002020 |
Target hitp_l/demo.tesifire.net ¥ 200 9635 17:32.12 10 Jul 2020 |
Target hittp_lidemo.tesifire.net I#-OpenDNS-Session=_6lc7846a038 l.302 385 173212 10 Jul 2020 |
Target |tp:ligemo.testfire.net x Bfc 7846, /hideme.testfire. net/7X-OpenDNS- Session=_BicT846.302 |83 17321110 duz020 |

Request [Response |

" Raw | Hex |

Il
@S} < || > |[seach | omatches | || Prety |
Search completed 4 results

Puc.4-17. lHcmpymeHmM noucKa cCbi/1oK

Cnegyowmm NHCTPYMEHTOM B3aMMOAenCcTBuA aABnaetca "AHannsaTtop

uene

n" (Target Analyzer), Kak nokasaHo Ha pwuc. 4-18. 3ta ytunurta

npenocraBsiAeT CTaTUCTUKY B OCHOBHOM MO pa3mMepy NPpUioKeHUA C TOYKK

3pPpeHnA KonnyecTtea gUHaMmn4yeCKnx URL—a,qpecos, KOJIn4yecCTBa CTaTU4YeCKnX

URL-agpecoB, KonyecTBa NapamMeTpoB 1 T.4. DTN CTaTUCTUYECKME flaHHble

NOMOratoT TECTUPOBLUMKY NOJTYYUTb OUEHKY yCI/IHI/II;I, KOTOpble n0Tpe6y10Tcn

OnAa TeCTMpoBaHNA NPUITOKEHUA.

Target analyzer | hitp://demo.testfire.net/ = u] x

[ Summary | Dynamic URLs | Static URLs | Parameters

@

Mumber of dynamic URLs: 3
Number of static URLs: 15
Total number of parameters: 3

Mumiber of unique parameter names. 2

Mote: This analysis is based on the current contents of the site map, and no new requests have been made. Only parameters within the query string
and request body are included in the analysis. URLs identified as "stalic™ are those which do not take any though their resp may sl
be dynamically generated

Save report

Puc.4-18. Llenesou aHanuzamop
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Mnaga 4: Jawbops, Luenb U MHCTPYMEHTbI B3aMOAENCTBUA

Cnegyowmm MHCTPYMEHTOM B3anMOAencTBUsA AsnAeTca "OOHapyxeHune
koHTeHTa" (Content Discovery), Kak NokKa3aHO Ha punc.4-19. OTOT MHCTPYMEHT
rnomoraeT onpeaenuTb Npasuia cnangeprHra unu obxoaa. Hanpumep, sto
nomoraeT onpeaennTb Npasuia cnangepriHra npu obHapy»xeH HOBOW
Lenu, Hanprmep, Kakas ginHa 1 WMPYIHA ee JoMKHa ObITb crnalifepr3oBaHa
WY cnepyeT TakKe UCMOoNb30BaThb TONbKO dalinbl Un Katanoru. 31o

CO3[aeT XOPOLLUO CTPYKTYPMPOBaHHYIO KapTy caiiTa. ITo Heobs3aTeNbHO, 1
€ro MOXHO OCTaBUTb MO YMOJTYAHMIO.

I Content discovery: httpy//dema.testlire.net/
Corrol | Config | Site map

() Target il

Define the start drectary for the conlent discovery session, and whether files or directonies should be targeted

Start directory: |hitp:iiderno testfire. net!

Discover: ® Files and directonies
) Files only
) Deectaries only

¥| Recurse subdirectones

Max depth: |16

@ Filenames
Configure the sources Burp should use for generating flenames 1o test
¥] Buit-in short file kst
] Bull-in short directory ist
¥ Built-in long e list

] Built-in long directory kst

Puc.4-19. lHcmpymeHm o6HapyxeHuUa KoHmMeHmMa

Cnegyowmm MHCTPYMEHTOM B3aUMOAENCTBUA ABNAETCA "3afaHue no
pacnucarHnio” (Schedule Task), kak nokasaHo Ha puc. 4-20. 3To npocTas
yTunuTa ana nnaHnpoBaHma nobbix 3aaay Burp Suite. icnonb3ys 370, Bbl

MoOXKeTe IM6O NPUOCTaHOBUTb, TGO BO30GHOBUTL BbIMOIHEHKE KaKON-NN60
3agaun.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

Schedule task - O X

@ Select the type of task you want to run.

@® Pause task execution engine

O Resume task execution engine

=
©
=

s

Puc.4-20. [TnaHuposwuk 3ada4 8 Burp Suite

Cnegyowmm MHCTPYMEHTOM B3auMOAeNCTBUA ABnAeTca "Cumynatop
pyuHoro TectuposaHua” (Manual Testing Simulator), kak nokasaHo Ha
puc.4-21. 3TOT MHCTPYMEHT ByfeT otnpaenaTb HTTP-3anpochkl uenu yepes
CflyyariHble NPOMEXYTKN BPEMEHW 1 MOKET MOMOYb NOAAEPKNBATb CeaHC.
3TO MOXET OblTb NONIE3HO B CLIEHAPUN, KOTAa TECTUPOBLLMK HAXO4MTCA B
nepepbiBe, 1 CyLecTBYeT BEPOATHOCTb TOrO, YTO BPeMsA ceaHca
NPUNOXeHNA ncTeyeT n3-3a 6esnencTena.
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Mnaga 4: Jawbopa, uenb U MHCTPYMEHTbI B3aUMOAENCTBUA

Manual testing simulator = O X

@ This function sends common test payloads to random URLs and parameters at irregular intervals, to
generate traffic similar to that caused by manual penetration testing. Its only real use is to let you take
a break from testing while still looking busy according to the server's logs. Only items which you
selected in the site map will be requested.

[] simulation running

Requests made: 0
Bytes transferred: 0
Errors: 0

Current Action

Host:

Path:
Parameter:
Base value:
Modified value:

Puc.4-21. Cumynamop py4H020 mecmupo8aHus

Pe3slome

B 3TOM rnaee mbl n3yumnu ocHOBbI fawbopaa Burp Suite, Bknagku
"Lenb" (Target), a Takke 06Cyamnmv HECKONbKO NOMe3HbIX
WHCTPYMEHTOB B3aMOLENCTBUSA.

B cnepytoLein rnaBe mMbl y3Haem o0 TOM, Kak Intruder B Burp Suite
MOET MCMOJb30BaTbCA AN1A aBTOMATM3aLUM CLLlEHapMeB aTak, TakMx Kak

6pyTdopcn T. o.

YnpaxHeHuA

¢ [pocmoTpuTte ntob6oi 13 BbibpaHHbIX LeneBbix URL-
afpecoB 1 obpaTuTe BHMMaHMeE Ha 3MEHEHNA Ha
Jawoboppe v Bknagke "Llenb" (Target).

e 3anycTuTe Kaxblil U3 MHCTPYMEHTOB B3auMo4enCTBIA

C BbIOpaHHON Lenblo. 65



MmaBa 5

Intruder

B npeppblayLeli rnase Mbl NO3HAKOMUNCH C HEKOTOPbIMM OCHOBamu fawbopaa
Burp Suite, Bknagkon "Uenb" (Target) n HCTpyMeHTaMm B3aMMOAENCTBUA.
Tenepb, Korga Mbl 03HaKOMMUIINCb C OCHOBaMM MepexBaTa 3anpocoB U
NHTepRpeTauny CBOAKN B Aawbopae, Mbl nepengem K UCNofb30BaHMIO
NHcTpymeHTa Intruder. Intruder obnagaet paclMpeHHbIMU BO3MOXKHOCTAMU
¢$a33nHra, KoTopble MOTyT ObITb NCMOJIb30BaHbl B PA3/INYHbIX CLIEHAPUSX aTaKN.

BBepeHue B Intruder

Mpexae yem mMbl yrnybumca B feTanu pasnnyHbix onumi Intruder, BaXXHO NOHATD,
yTo Takoe Intruder 1 Kak oH MoOXeT ObITb Mone3eH NPy TECTUPOBAHUN
6e3onacHocTn BebG-npunoxeHui. Intruder aenaetca yactbio Burp Suite, KoTopbin
MOXEeT 6bITb 3PpPEKTUBHO UCMONb30BaH AJ1A $a33MHra 1 BbIMOSIHEHWA aTaK
6pyTdopca.

MpunokeHne MoXeT ObITb CO CTPaHMLEN BXOJA, Ha KOTOPOW NOJIb30BaATENIO
Heob6X04VMO BBECTU YUeTHbIe AaHHble, YTOObI NPOAOMKNTb. C TOUKM 3peHna
TecTnpoBaHuA 6e3onacHoOCT 6bino 6bl LlenecoobpasHoO NPOBEPUTD ITY
CTpaHuLy BXOZa Ha HaNlMuyme YUYETHbIX AaHHbIX MO YMOMYaHWI0, Clabbix naponen
NI MEXaHN3MoB 0110KMPOBKIW. BoT rae Intruder moxeT npuroantbca. Mimesn
CMUCOK UMeH nosb3oBaTeneln n naponel, Intruder moxeT nonpo6oBaTb BCe 3TK
KOMOWHaLMW, YTOObl YBUAETb, NOAXOAAT NN KaKne-nmbo 13 HUX.

Mbl TakXe MOXeM pacCMOTpeTb APYror CUeHapuil, B KOTOPOM Y HacC eCTb
WHTEPECHBIN 3anpoc, KOTOPbI Mbl XOTUM W3YYWUTb OOMOSHUTENBHO, YTOObI
NPOBEPUTDb, YA3BUM N1 OH ANA BHegpeHuA SQL nam mMexxcantoBoro CKpUMNTMHra.
OnaTb Xe, Intruder moXxeT Nomoub B 3TOM. Mbl MOXeM MPOCTO YKasaTb Intruder
Ha URL-agpec n napameTp, KOTOPbIN Mbl XOTUM MPOTECTUPOBATb,

© Sagar Rahalkar 2021 67
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maBa 5: Intruder

1 NPefoCTaBUTb eMy CMMCOK NONEe3HbIX Harpy3oK ana BHeapeHus SQL nnm
MEXXCaNTOBOro CKPUMTUHIa. 3aTeM OH MOMbITAaeTCA BHeAPWTb BCE Nofe3Hble
Harpy3Ku, KOTopble Mbl YKa3asnu B NapaMeTp, KOTOPbIA Mbl XOTUM
npoTecTMpoBaTb. Kak TONbKO 3TO GyAeT BbINOAHEHO, HaM HYXXHO GyaeT
NpOBepUTb OTBETbI, YTOObI yBUAETb, MPYBENa NN Kakaa-H1OyAb nonesHas
Harpyska K 3KCniyataumm yasBUMOCTHU.

Takum obpazom, Intruder upesBbluaiHO NOMOraeT B JIIOOOM 13 TECTOBbIX
CLeHapueB, rae y Hac ecTb [iBe CiefyoWwunX BeLym:

1. URL-agpec 1 napameTp Ansa TeCTMpOBaHuA
2. Cnncok nonesHbIx Harpy3oK, KoTopble AO/MKHbI ObITb OTMPaB/ieHbl B MapamMeTp

Tenepb paBavite nonpobyem MOHATb, Kak Mbl MOXeM OTMNpPaBUTb 3anpoc B
Intruder. Mbl yxe Bugenn Bknagky "Llenb" (Target) m ropAauve knaBuwn B
npeabiaywmnx rnasax. Jliobon 3anpoc moxkeT 6biTb oTnpasneH B Intruder aBymaA
cnocobamum:

1. lWenkHuTe NnpaBon KHOMKOW MbILWK MO 3aMpocy, KOTOPbIN Bbl XOTUTE
oTnpaBunTb, 1 HaxkmuTe "Send to Intruder", Kak nokasaHo Ha pucyHke 5-1.

| Dashboard [ Tasges | Proxy ;’Hm]kantr | Sequencer | Decedee | Comparar | Extorder | Propect options [ ser options | CSRE | Emces | Deseralization Scanner | Retection | Varssens [ Sotws
J%mlw'[luuom]

7 |Re-enable
Filer. Hidng out of scope and not found Rems. hiding C55. image and giaeral binaey contant. hiding H0x respoases. hiding empty felders
o Meiplidemo testfee nat Contents Issues
Hast Methed | URL Facams | Sta.. & | Length | MIME type | Tale Comene | | 1) Usseerypted ¢
hittp iderno testire. GET ’ 200 8612 WML Altoro Mutual . &) Software Versi
Haiprlideme testhie . GET  Magnpip e ETH0  HTML Ahgoo Mutual
.. POST  fdoLogn S e s
GET  fom 1 POST: uld-touhpassw=tosthbin Submit-Login
— Rarmave frem scops
GET o Scan
GET S
o st GET nd 1o Repeater Cui+R
[ELS Send ta Sequencer
T | Send to Compased (request)
Request l Response
J N‘ = - — Send to Compaend (response) =
J“"IP“’“‘ Haasers | Hee | Show response in browiae
POST [dologin HTTR/L.L Raquast in browger L3 B
Nost: demo.Cestfire.nst Send request to 05 - Manual testeg
User-Agent: Nosilla/$.0 (Vindows NT 10.0: Vindd: x@4; ev:7E.0 o
AcCept: text/biml, application/xhtmléwml, application/ mlsqe0.5, ot Wt 1y 6 - R prcitation) —
ACCHPT-LADGUAGE: #D-US, #R:q=0. % Engagerent tocts * new
Aecepr-Ercoding: gip, deflate b
Comgure e maps
3 Add ceenment .'rp":
Tigini BEtpi//demo.testiire.net
Conmecticn: elome Highlight >
Feferer: hucp://demo.testfire.nec/login.Jap Delete itern =
Cookie: JSESSICNID=DADOLLIAEBOETOAIOAE40BAITEDLISE
Upgrade-Insecure-Pegusata: 1 Sy 1.
Copy as curl command lion
uLdeEeaTipAIaVET ST (D ERTUEEIToLOGID Copy lks | s
Save itam et
View o
Show mew 540 map wirkow "l:_:
Site map documentation Ihe

Puc.5-1. Omnpaska 3anpoca 8 Intruder
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naBa 5: Intruder

2. BbibepuTe 3anpoc, KOTOPbIN Bbl XOTUTE OTNPaBUTb, Y HAXKMUTE
KombuHauumo ropaumx knasuw "Ctrl + 1"

Tenepb, Korga Mbl OTNPaBUN 3anpoc B Intruder, aaBante NoCcMoTPUM,
KaKue napamMeTpbl HEO6XOAVMO HAaCTPOUTb AOMONTHUTENIBHO.

Bknapka uenb

Mepas Bknagka B Intruder - 310 LleneBas Bknagka. 34ech yKasaH LiefieBom
URL-agpec 1 nopT, KOTOpble Mbl XOTUM aTakoBaTb € MoMoLLbto Intruder, Kak
NMOKa3aHO Ha pUCYHKe 5-2.

Dashboard  Target Proxy Intruder  Repeater  Sequencer  Decoder Comparer  Extender

2 "

Target Positions Payloads Options

@ Attack Target Start attack

Configure the details of the target for the attack.

Host: | demo.testfire.net
Port: |80

[JUse HTTPS

Puc.5-2. Hacmpolika amakyemou yenu 8 Intruder

CyuwecTByeT TaKe BO3MOXHOCTb ncnonb3osatb HTTPS B cnyuae,
ecnu ueneso URL-apgpec ncnonbsyeT 6e3onacHbI KaHan CBA3N.

Mosnyun

Cnegytowas Bknagka B Intruder - 31o Bknagka "lMo3muymmn”, Kak nokasaHo
Ha puc.5-3.
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naBsa 5: Intruder

Dashboard Target  Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options CSAF
1=3
Target Positions Payloads Options

(@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: |Sniper <

f:ioLagln HTTP/1.1 - Add §

F a/5.0 (Windows NT 10.0; Win€4; x6d: rviT6€.0) Gecko/20100101 Firefox/76.0 Clear §
cr_‘ept text/html, application/xhtml+xml, application/xml; ':| 0.8 lm&géa’dé])p frrq=0.8 Auto §
RAccept-Language: en-US,en;g=0.5
Rocept-Encoding: ip, deflate Refresh
Content-Type plication/ x—www-form-urlencoded

Content-Leng 5

origin: http mo . testfire . net

Connection: close

Referer: htt lemos . testfire.net/login.jsp

Cookie: J5I D=SDADS1E1AEBS2ETDA304E40B43TEDELSES

Upgrade-Insecure-Requests: 1

uid=§testSipassw=StestSabtnsubmit=5Loging

v
@ |<l[+]|[2]| ripe a search term 0 matches Clear
4 payload positions Length: S85

Puc.5-3. KoHgpueypayua nosuyud 8 Intruder

Kaxgbln pa3, korga 3anpoc otnpasnaetca B Intruder, oH ckaHupyeT
3anpocC Ha Hannume BO3MOXKHbIX TOYEK BCTAaBKM 1 MOMEYaeT NX Kak
nepemMeHHble, HAUNHALWMECS 1 3aKaHuMBatoLwmecs 3Hakom "S". CywecTsyet
TpW BapvaHTa Bblbopa TOUYEK BCTABKM:

1. Add $ - 310T NnapameTp ncnonb3lyerca ana
fo6aBneHVA HOBOW TOYKM BCTaBKM. [pocTo HaBeauTe

KYPCOP Ha Ha4ano N KOHel TOYKN BCTABKU N HAXXMUTE
"Add $"-

2. Clear $ - OTa onuma NPOCTO YAANIUT BCE TOUKM
BCTaBKM, KOTOpble O6blny BbIGpaHbl BPYUHYIO 1K
aBTOMATUYECKN.

3. Auto $ - 31a onuuma 6yaeT cKaHMpPOBaTb 3aMpoc n
NonbITaeTcA aBTOMAaTUYECKU YCTAaHOBUTb TOUKN
BCTaBKW, MomMeuas nx 3Hakom "$".

Kak TonbKo mMbl 6ygem yBepeHbl B TOUKaxX BCTaBKU MM MapamMeTpax,
Ha KOTOpble Mbl XOTUM HaLeNnTbCA, crefytowmm warom 6yaet Bbibop
Tvna ataku. CywecTByeT YeTbipe pasfnyHbIX TUMa aTak, JOCTYMHbIX, Kak
nokasaHo Ha puc. 5-4.
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Burp Project Intruder Repeater Window Help Backslash

Errors Deserizlization Scanner Reflection Versions Software Vulnerability Scanner Additional Scanner Checks
Dashboard Proxy  Intruder Repeater Sequencer Decoder Comparer Extender Project options. User options CSRF
1-3
Target Positions Paylcads Options
® Payload Positions Start attack
Configure the positions where paylcads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.
Attack type: Sniper
i iper
i:‘::_'::Baﬁalngn‘m Add §
User-Rgel Piechfork Clear §
Cluster bomb
Rocapt: T Alto §
pr=Langua 2=
pt=Encoding Refresh

ent=

uid=Gtes

Type:

tSipassw=StestSibtnSubmit=8Loging§

@ [<l[#l[5] | pe 2 search term 0 matches

4 payload positions Length: 585
Puc.5-4. Boibop muna amaku 8 Intruder

YeTbipe TVMNa aTak cnegyoLyme:

1. Sniper - 3TOT TMN aTakmM UCNONb3yeT OANH Habop
nonesHbIx Harpy3ok. B aTom cnyuvae Intruder
BCTaB/IAET NOSIE3HYIO HAarpy3Ky cpasy B KaXKaylo 13
TOUEK BCTaBKY, a 3aTeM nepeburpaer ee.

2. Battering ram - 3TOT TUN aTaku UCMNOJIb3yeT OAUH
Habop nonesHbix Harpy3ok. B atom cnyyae Intruder
nepebupaeTt NonesHble Harpy3Ku, BCTaBNAA OAQHY N Ty
e MosesHyto HarpysKy BO BCe TOUKMN BCTaBKY
OAHOBPEMEHHO.

3. Pitchfork - 3101 TN aTakn NCNONb3yeT HECKOJTbKO

HabopoB NosiesHbIX Harpy3ok. B atom cnyuae Intruder
NCNONb3yeT Pa3fIMUHYIO NOJIe3HYI0 HAarpy3Ky And
KaXoW 13 TOUeK BCTaBKW.

Clear
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4. Cluster bomb - 3TOT TMN aTakn NCNOMb3yeT HECKOJTbKO
HabopOB NosesHbIX Harpy3ok. [1ns Kaxkgonm ns
onpefeneHHbIX ToUYek BCTaBKU CyLLeCcTBYeT CBOW
Habop nonesHon Harpy3ku. Intruder nepebrpaet
Kax bl N3 HA6OPOB NONE3HON Harpy3Kuy, U 3aTem
TECTUPYIOTCA BCE NEPECTAHOBKU KOMOUHALNI
nonesHon Harpy3ku. M3-3a konmnuectsa BO3MOMXHbIX
nepecTaHOBOK 1 KOMBMHaumi B ciydae cluster bomb
6yneT creHeprpoBaHO 6oJbLIOE KONNYECTBO
3anpocos.

Bbibop NpaBrnbHOro TUMNa aTaky 3aBUCKT OT CLieHapyA aTaku 1
KOnmyecTBa TOYEK BCTaBKM, KOTOPble HEOOXOAMMO aTakoBaTb
opHoBpemMeHHo. Cm. Puc. 5-5.

Dashboard ~ Target Proxy  Intruder  Repeater Sequencer Decoder  Comparer  Extender Project options User options ~ CSRF
s [ & S
Target Positions Payloads Options

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way In which payloads
are assigned to payload positions - see help for full details.

Attack type: Sniper ~

POST /doLogin HTTES1.1
Host: demo.testfire.net =
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4; ev:76.0) Gecke/Z0100101 Clear §
Fivefox/7€.0 ) Auto §
Accept: text/html, application/xhtml+xml, application/xml;qg=0.%, image/webp, */%;q=0.8
Accept-Language: en-Us,en;q=0.5 Refresh
Accept-EBncoding: gzip, deflate )
Content-Type: application/x-www-form-urlencoded
Content-Length: 35

origin: htop://demo.testfire.net

Connection: close

Referer: http://demo.testfire.net/login.jsp
Cookie: JSESSIONID=DADS1GIREBYZETDA304E40B437EDELSE
Upgrade-Insecure-Requests: 1

1>

uid=testspassw=StestisbrnSubmit=Login .

@ [<| #][5]| 7ipe 2 search term 0 matches Clear
1 payload position Length: 579

Puc.5-5. Tun amak u no3uyuu Intruder

Kak TonbKo no3uum Nofie3Hom Harpy3Kn HaCTPOEHbI 1 BbIGPAH TUM
aTaKu, Mbl MOXEM MepenTU K HAaCTPONKe GpaKTUUYECKUX MONe3HbIX
Harpys3ok.
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NMonesHble HarpyskKu

MNMone3Hana HarpyskKa - 3TO fjaHHble, KoTopble Intruder 6yaeT ntepaTMeBHO
BCTaBNATb B BbIOpaHHbIE TOUKM BCTaBKM. [Tone3Has Harpy3ka MOXeT
CUJIbHO OTAINYATBLCA B 3aBUCMOCTHY OT CLIeHaPUA UK aTakK, Ha KOTOPYIo
Mbl HaLleneHbl. B cnyyae cTpaHuubl BXxoAa, KOTOPYIO Mbl 00CyKaaem,
nonesHomn Harpyskowm OyaeT CNMCOK BO3MOXHbIX Naponeii. Burp Suite
npenocTaBnaeT pasfivyHble TUMbl NONE3HOW Harpy3Ku, 1 Hanbonee
pacnpoCTPaHEHHbIM U3 HUX ABNAETCA CNUCOK. Bbl MOXeTe co3faTtb CBON
COBCTBEHHbI CNNCOK, 106aBNAA 3NIeMEHTbI MO OAHOMY, KaK NMOKa3aHo Ha
puC.5-6, N Bbl TakXKe MoXKeTe BbIOpaTb 3apaHee YCTaHOB/IEHHbI CMINCOK,
KOTOpbI NpeanaraeT Burp Suite.

Dashboard ~ Target Proxy  Intruder Repeater Sequencer Decoder  Comparer  Extender Project options User options ~ CSRF
13-
Target Positions Payloads Options

@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab.
Various payload types are available for each payload set, and each payload type can be customized in different ways.

Payioad set: 1 ~  Payload count: 2
Payload type: Simple list ~  Request count: 2

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste  test
\admin

Remaove

Clear
Add  pasg

Add from list ... v

Puc.5-6. Bbibop nonesHeix Hazpy3ok 8 Intruder

Burp Suite nmeeT HeCcKonbKO NpefyCcTaHOB/IEHHbIX CMINCKOB B BUAE
VIMeH Nnosib30BaTenen, naponen, KOPOTKNX C/IOB, MOIe3HOW Harpy3Kkn ans
BHegpeHna SQL n mMeXXcanToBbIX CLieHapUEB, ANPEKTOPUIA, PaCLUNPEHNN 1
T. 4. B 3aBMcUMMOCTM OT TMNa aTaky Mbl MOXKeM MO0 NCNONb30BaThb
npeayCcTaHOBNEHHbI CMCOK, MO0 CO3L4aTb CBOWM COOCTBEHHDIN, KaK
rnokKasaHo Ha puc.5-7.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender
1x 3~
Target Positions Payloads Options

@ Payload Sets
You can define one or more payload sets. The number of payload sets depends on tt

ways.
Payload set: 1 v~ Payload count: 4
Payload type: Simple list ~  Request count: 4

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads

Paste  [test
ladmin
Load ... pass
Remove password v
Clear
Add |
Add from list ...
Add from list ...
Fuzzing - quick
® Fuzzing - full
Usernames
Passwords th payload before it is
Short words -
a-z
A-Z v

Puc.5-7. Bbibop nonesHou Hazpy3Ku 8 Intruder u3 paznuyHelx
8apuaHmMos

Tenepb, Korga Mbl HACTPOWN NO3ULIAK, @ TaKXKe NONEe3HYI0 Harpysky,
Mbl MOX€eM HauaTb aTaKy, HaxkaB KHoMKy "Start attack”. NoasnTca HoBoe
OKHO, KaK MOKa3aHo Ha puc.5-8, n npegocraBieHHble HaMy NMONe3Hble
Harpy3sku 6yayT OTNpPaBNATbCA B TOUKAX BCTaBKM, KOTOPble Mbl YKa3anu
paHee, — N0 OAHOMY 3anpocy 3a pas.
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.l Intruder attack 2 —_ o ®
Attack Save Columns
Results Target Positions Payloads Options

Filter: Showing all items @
Request  Payload Status  Emor  Timeout Length  Comment

0 | |302 O | 00 j4s

1 test 1302 | O ] [145

2 admin 302 I ) )

3 pass 1302 [m] L1 |45

4 password 302 a O ias

Request Response

Raw Params Headers Hex

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:T7€.0) Gecko/Z0100101 Firefox/76.0 -

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 37

origin: http://demo.testfire. net

Connection: close

Referer: http://demo.testfire.net/login.jsp

Cookie: JSESSIONID=DADY161AEBSZETD4304E40B43TEDELSE

Upgrade-Insecure-Requests: 1

uid=adminspassw=adminsbtnSubmit=Login ~
@ [<l[*][3]|Tvwe 0 matches

Puc.5-8. Pesynemamel amaku Intruder

M3 prcyHKa 5-8 mbl Buaum, uto Intruder otnpasmn nATb 3aNpoCcos.,
KaXJbll C pa3HoW none3Hon Harpy3skon. Habntogaa n cpasHuBasn aviHy
COLePXKMMOTO, Mbl MOXKEM 3aMeTUTb, UTo AnA "admin” nonesHom Harpy3Kku
oTBeT 6bI1 gpyrum. CnegoBaTenbHO, 3TO MOXET ObITb MAapPOosb AnA
nonb3oBaTena adMUHUCTPATOPA, B KOTOPbIV Mbl NMbITaeMCA BOWUTU. 3aTem
Mbl MOKEM J1erKo NPOBEPUTb 3TO BPYUHYIO, BONAA B LieSIeBOE MPUTOXKEHME.
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Oonuunn

MocnepHsaa yacTb Intruder - 310 BKNagka "Options". Mbl yxe Bugenu, 4to
Intruder paboTaeT Kak MHCTPYMEHT da33uHra 1 MOXeT BbIMOSHATb aTaKy
6pyTdopca. OTo 03HaUaeT, UTo ABUXKKY Burp Suite npuaeTtca otnpaBnAaTtb
60/1bLLIOE KONMMYECTBO 3aMpPOCOB, *KAaTb OTBETHI, @ 3aTeM 06pabaTtbiBaTb UX
Ha OCHOBe npegonpeaeneHHoro Habopa npaswun. Onuma "Request Engine”,
KaK NOKa3aHo Ha puUC. 5-9, NOMoraeT HaCTPOUTb KOJTMYECTBO
napasnnenbHbIX MOTOKOB, KOIMYECTBO MOBTOPHbIX NMOMbITOK Npu cboe B
ceTu 1 naysy nepej NnpPoAoKeHeM MOBTOPHOM NOMbITKW. 3HaYeHuUs,
nokasaHHble Ha puc. 5-9, 3afaHbl MO YMOTYAHWIO N NpeaBapuUTeNbHO
HacTpoeHbl. OfHaKO B 3aBMCMMOCTU OT KOHKPETHbIX C/TyYaeB
NCMONb30BAHWA 3TW 3HAYEHMA MOTYT ObITb COOTBETCTBYIOLLMM 06pa3om
CKOPPEKTMPOBaHbI.

Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options
e

1
[
!

| Target | Posttions Payloads Options

@ Request Engine :
C) These settings control the engine used for making HT TP requests when performing attacks
Number of threads 5
Mumber of retries on network failure .3
Pause before relry {(milliseconds) .2{)00
Throttle (milliseconds). @ Fixed o |
O Variable: start |0 | step '30000
Start time: ® Immediately
Omn |10 | minutes [
© Paused

Puc.5-9. [Tlapamempei KoHpuypayuu Intruder

Intruder oTnpaBnsaeT 60blLOE KONMYECTBO 3aMpPOCOB K LieNiv BMecTe C
HEeCKONbKMMW NOACTAHOBKAaMMN N KOMOVHALMAMMN NMOME3HbIX HAarpy3o0K.
OTBeTbl MOryT ObITb OLwenomasalWMA. IMeHHO 3aeck NpurognTca
¢byHKuma "Grep Match", kak nokasaHo Ha purc.5-10. C nomoLbto 3Tow
bYHKUMM Mbl MOXKEM HAaCTPOUTb MexaHu3Mm Intruder, 4Tobbl OTMeYaTb Unn
BbIAENATb MHTEPeCHbIe OTBETHI, COAEPXKaLLMe KItoYeBble CNI0Ba,
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TaKue Kak error, exception, illegal, fail, stack, access, directory u 1.4. Ecnn
Intruder HangeT 3Tn KnloyeBble C/I0Ba B IO6OM 13 OTBETOB, OHM ByayT
BblAeNIeHbl, YTO 3HAUNTENIbHO YNPOCTUT aHaNus.

Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options
@ -

[ Target | Positions | Payloads | Options |

.4
@ Grep - Match T

C) These settings can be used to flag result items containing specified expressions.

| Flag result items with responses matching these expressions:

Paste, | [emor
. |exception

| Load.. illegal
r 1 [invalid
I Remove fail
l Clear stack
!laccess
directory

| Add Enter a new item

Match type: @ Simple string

O Regex

|| Case sensitive match

] Exclude HTTP headers

Puc.5-10. V38n1eyeHue Heob6x00UMbIX OdHHbIX U3 pe3y1bmamos
Intruder

Pe3some

B 37Ol rnaBe Mbl y3Hanu 06 NCNoib3oBaHUN UHCTPYMeHTa Intruder ana
BbIMOJSIHEHUA aTaK C ucnonb3oBaHveM passmHra n 6pytdopca. Mbl Hauanm
rnaBy C M3y4YeHunA TOro, Kak OTNpaBAATb 3anpockl B Intruder, HacTpanBaTb
no3numK, NONE3HYI0 Harpy3Ky 1, HaKOHeLl, 3anycKaTb aTaky 1
WNHTEPnpeTnpoBaTh pe3ynbTaTthl. Mbl TakKe yBUAeNN HEKOTOpble
HacTpavBaeMble napameTpbl ans Intruder.

B cnepytouen rnaBe mMbl yBUAUM HEKOTOPbIE AOMOSHUTESIbHbIE
nonesHble MHCTPYMeHTbI B Burp Suite, Takne Kak Repeater, Comparer,
Decoder 1 Sequencer. 77
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YnpaxXHeHuA

78

WNcnonb3ynTte Intruder ana obHapy»keHuA
YA3BMMOCTU MEXCaNTOBOro CKPUMNTUHIA B 1I060M 13
YA3BUMbIX MPUSTOKEHWI.

Wcnonb3yiTe Intruder gna obHapyxeHusa
yA3BMMOCTU SQL-UHDBbEKL MY B IOOOM 13 YA3BMMbIX

NPUIOXKEHNN.
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Repeater,
Comparer, Decoder
n Sequencer

B npenbiayLert rnaBe mMbl y3Hanu o ToMm, Kak Intruder MoXHo ncnonb3oBatb
ana $as33nHra v BbiNosIHeHNA aTak 6pyTdopca. B 31oi rnase mbl
paccmMoTpuUM elle HeCKoJIbKO MHCTPYMeHTOoB Burp Suite, Taknx Kak Repeater,
Comparer, Decoder 1 Sequencer.

Repeater

Repeater, Kak cnegyeT 13 Ha3BaHKsA, - 9TO NPOCTON MHCTPYMEHT B Burp Suite,
KOTOpPbIV MOMOraeT B BOCNPOr3BeAeH 3anpocoB. Mbl yxke Buaenu B
npeabiayLwmnx rnaBax, YTo Npu NPOCMOTPE NPUNOXKEHUA C NOMOLLbIo Burp
Suite Ppukcnpyetca 60MblLOe KONMYECTBO 3aNpocoB. He Bce nNonyyeHHble
3anpocbl MOTyT ObITb NOJIE3HbI A fafibHENLIEro TeCTUPOBaHUS UK
aHanm3a. OgHaKo MOXeT 6blTb HECKO/IbKO 3aMpOCOB C MHTEPECHbIMI
napameTpamu, Ha KOTOpble CTOUT NOTPaTUTb BpeMa ANA fasibHeNnLWwero
aHanm3sa. Repeater nomoraeT MMeHHO B 3TOM CLieHapuu. Ecnv mbl Hangem
KOHKPETHbI 3anpoc, 3aCy>KMBaLWNIN JalbHENLLEro N3yyYyeHnsa, Mbl MOXKeMm
npocTo oTnpaBuTb ero B Repeater. OkazaBwuncb B Repeater, Mbl Moxxem
nourpatb € 3aNpOoCOM TaK, Kak HaM XOUeTCA; U3MEHUTb ero 3arosloBKMY,
napameTpbl U T.4.; A 3aTemM OTNPaBUTb 3aNpPOC NPUIOKEHNIO M MOCMOTPETb,
Kak OHO oTpearupyet. Repeater - 3To 0UeHb NPOCTON, HO MOLLHbIN
WHCTPYMEHT, UMEOLL I MPOCTON NHTepPENC, Kak MOKa3aHo Ha puc.6-1.

© Sagar Rahalkar 2021
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_6
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Dashboard | Target Proxy intruder | Repester | Sequencer | Decoder | Comparer | Extender Project options User options
e

— ST Target Not specified ¢ (7)

Request Response
Raw | Hex | Raw |
|

@@:} 1--;|f | Omatches | @{:O}e-r

Ready

O maiches n

Puc.6-1. Bknaoka Repeater

Bknapgka Repeater goctynHa HenocpeacteseHHo B Burp Suite. Mo
YMOJTYaHMIO OH OTKPbIBAETCA MYCTbIM, U HAM HY>KHO BBECTU B HEro
cooTBeTCTBYOWME faHHble HTTP-3anpoca. YTobbl yKkaszaTb Lienb, HaxXMuTe
Ha 3Ha4oK "edit’ pagom c "Target", U NOABUTCA HOBOE OKHO, KaK MOKa3aHO
Ha pUC. 6-2, B KOTOPOM Mbl MO>KEM BBECTU JaHHble XOCTa U MOpPTa, C
KOTOPbIMY Mbl XOTMM B3aMMOfENCTBOBATb.

Send Target: Not specified . (7)
Request

B Configure target details X [poo
Raw | Hex | |
Specify the detals of the server 1o which the
request will be sent

Hast
Port

[ use HTTPS

OK Cancel

TTT

@{f:_'}_«-"-o_:g;-r: omatches [ w | | @@«l-’ Omatches | W ||

Ready

Puc.6-2. KoHgpueypuposaHue daHHbix 0 yenu 8 Repeater
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Bbonee yno6HbI cnocob oTnpaBKku faHHbIX B Repeater, Kak nokasaHo Ha
puUcyHKe 6-3. [MpoCTO WeNKHYTb NPaBO KHOMKOW MbILIK MO SII060MY 3anpocy,
KOTOPbIN Bbl XOTUTE OTNPaBUTb B Repeater Ana ganbHenwero aHanmsa, u
HaxkaTb "Send to Repeater". [lpyroi anbTepHaTBOW ABNAETCA BbIOGOP 3anpoca
AnA oTnpaBKky B Repeater n HaxaTtue ropayvent knasuwnm "Ctrl + R.".

== Dastioan!

w0 | Tagh | Poo | wnew | Puper | Seww | Omoow | Compuw | Gawow | Powicpens | Useopns | G
[(Smman | Scope | tsue detntons |

Fiter: Hafing rot found erves, bickg £33, image ard gevesial bivary contient, hitieg Suox resgonses, hking smpty lokders

= POS
= g MEpUGeTE lefve net Contants Add tn seope
Hast URL | Forams | Stotus =) Lengtn | MME|  Scan
it i sz st 00 sess |WTL Do passve soan
[Pitp Sideme bestire net 00 E813  |HTML Do actve sean
o s 05 [HTML
t Serd 19 ruder
{rip 4wz e | =
S04 |
s s Serd ta Sequncer
| Serd s Comparer (request)
e Send ta Comparer {response)
¥ Shew respense . browser |
a4 ] 1 Request in browser L3}

Puc.6-3. Omnpaska HTTP-3anpoca 8 Repeater

3anpoc, noanexalymn nccnefoBaHuio, Tenepb OTNPaBNAeTCA B
Repeater, Kak nokasaHo Ha pucyHke 6-4. Bknagka request cogepxut
BblOpaHHbIV Hamy HTTP-3anpoc, a BKagKa response nycTa, Tak Kak Mbl eLle
He OTNpPaBWIM 3anpoc.

| Dastboard | Target | Prowy | inader | Repeater | Sequencer | Decoder | Comparer | Extender | Projectoplions |  Useropions

:_SE"EJ |Eonceli] |8 _ Target: hupidemo testfire.net 7 ®

Request Response

Raw | Params | Headers | Hex | Raw |

: posT /dologin WTTRAL.L

2 Hoat: dewo.testiire.nat

3 User-hgeats Mozilla/5.0 (Windows §T 10.0; Winid; xéd; rvi77.00 Gecko /20100101
Firefox/T7.0

1]

i Acgept: text/html, application/xhtmltaml, application/wml;q=0.5, image webp, /%1 q=

5 Accept-Languoge: en-US, en; q=0.5

4 Accept-Encodimg: guip, deflate

¥ yper appl f

2 Content-Length: 15

5 Oeigin: hrep://demo. teatfive. net

L0 Cemmection: cleas

11 Referer: hetp://dems.tostiice.nek/login. Jap
Cookie: JSESSIONID=TOORE LED8ARSAECIIRA4ETI4DDIO4G05; K-OpenbiS-Sennion=
Tefleb 1000 1270447 L0ABE0T 4456 2R T3 RIT0MAEI_EDNTVG0

13 Upgrade-Insecure-Requesta: L

Lio/E [ ] onie ] O@lafa]

Puc.6-4. HeobpabomatHsiti HTTP-3anpoc 8 Repeater
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OKHo Request coiepXnT HECKONbKO BKJ1aZl0K, Kak MOKa3aHOo Ha puC.
6-5. OgHa 13 BKnagok - "Params”, B KOTOpOW nepeyncieHbl Bce
napameTpbl, MO YMOSTYAHMIO CBA3aHHbIE C 3arpyKeHHbIM 3anpocom. Mbl
MOKEM pefaKTUPOBaTh CyLLIEeCTBYOLME NapaMeTpbl, J06aBNATL HOBble
napameTpbl NN faxe yaanatb Nobble 13 CYLeCcTBYOLMX NapaMeTpOB.
Bcerga nHTepecHO NOCMOTPETD, KaK MPUIOXKEHME pearnpyeT Ha BCe 3TU
N3MeHeHUsi MapaMeTpoB.

Send Target: hpdidemotostfiranct 7 (7)
Request Response
Raw | Params | Headers | Hex R
POST request to ideLogin
Type | Hame Vakie
Cocke | JSESSIOND (T09BB15084BS46C13E46T2400 1048,
Cooide X-OpenDHS-Session Jei1eb100e12704aT 100605607 425620834) | Remove
Body uad st -
Bedy pasaw e Up
Body birSubmit Logs
oty S ogin E—
Body encodng: appecason’c-www-fom-uriencoded (@&« || 2  [Search Omatches | 'n

Puc.6-5. Bknaoka napamempos 8 Repeater

Cnepytowas Bknagka - "Headers", Kak moka3aHO Ha prc.6-6, Ha KOTOPOWA
nepeyncrieHbl BCe 3arofloBKM MO YMOMUYaHMI0, KOTopble OyayT OTrnpaBIieHbl
BMecTe ¢ 3anpocom. OnATb e, BCe 3HAUYeHMA 3arofioBka AOCTYMHbl AnA
pefakTMPOBaHUA: Mbl MOXEM pPedakTUPOBaTb CYLUECTBYWOLME 3HAUYEHUS,
[06aBnATb HOBble MONA 3arofioBKa, a Takke ypanatb niobble
cyliecTByowme.
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0 |

Target: hitpidemo.testfirenet 7 (7)

Request
| Raw | Params | Headers | Hex

Name [ Value [

! Add

FOST IigoLogin HTTPIL1 - l—]
Fast {demo lestive net || Remove ]
User-Agent Mozlla's.0 (Windows NT 10.0. Windd. x84 ne7T.0) G| |
Accepl :e-m'!mlapm_cmmbmwtm_wicmﬂm.{::n.ﬁ Up
LACcept- enUS.enc=0.5 I
T T Loom ]
Cortent-Tyre lappbe aton/x-ww-form-urlencoded
Content-Lergth e
Orgin nitpy idame testhive net
Connection Klose
Risterer g idem.tesiire. njsp
Cookie SESSIONID=T098816064B546C13E446T24D019. |

o8l

Response

Raw |

Puc.6-6. Bknaoka 3azonoskos e Repeater

Kak TONbKO Mbl YyCTaHOBUM HeOOXOAMMble MAapPaMeTPbl U 3HaUEHUs

3arosioBKa, Mbl MOXeM HakaTb KHOMKY "Send", Kak noka3aHo Ha puc. 6-7, n

Mbl MONYYNM OTBET OT NMPUJTOXKEHNUA, KOTOprVI NMOKa3aH Ha BKagke

"Response”.
e

| Send || Cancel || v |27 | Folowredsection
Request
Raw [ Porams | Headers [ bex
i PoST Sdelogin EETR/L.L B
© Mose: dess Eesrfice.ner
| Umee-Agene: MesillasS.D (Windews BT 00.0: Winéd: wid; ew:77.0) decks /20100101
Fasedox/77.0
4 Acerpk: teat/bmd abambsanl, appl i qe0. 9, image webp, */* ;o
5 Accspe-Language! ¢a-%5, eaiq0.
4 Meeepr-Encoding: qeip, deflaze
* Conzent-Lengeh: 15
% CELGANT BITPI//demo. feattire. net
Connecciont clowe
2 Beferec: btps//demc.teatfize. st/ login, Juy
12 Cookin: E Ie44e ope
Fefleb 002 L2 P04aT 108000 T4aSE I B0 14T B0 TO0A]_Cone i
23 Upguade-Tnsscure-Requests; §
4
L5 ULETTestapasar TeaTEbTESWbNLETLogUn
@@_I_*J_ 2, [seoren O matches [ n |

Done

Puc.6-7. Bknaoka "Response” 8 Repeater

Target hpuideme mstin et o (7]

Response
Row | Headers | Hex |

D& [ellz] =
O8lela)

1 WTTR/L.4 902 Found [+
2 Bame: Pri, 17 Jul 2020 04:50:43 GNT
! Comtene-Lengeh: O

4 Gommection; clest

& Sexvess Apsche-Coyote/l, L

¢ Locatisn: login.3ap

7 Viai ETTR/L.L peosyl0

Omaches |l |

-
]
|
168 tes | 720 mlis
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B 3TOoM cnyyae 6bin nonyyeH oteeT HTTP co cratycom 302, uto
O3HayaeT, YTO CTpaHWLa npefHa3HayeHa AnAa nepeHanpasneHuda. Mol
MOXeMm Haxatb onuyuto  "Follow redirection”, a 3atem nonyunutb
OKOHYaTesIbHbIN OTBET, Kak MOKa3aHo Ha pncC.6-8.

(Test = [
Send | =+ [ 2 Target: higpidema twstfive.nwt 2 (7)
Request Response

2illa/%.0 (Windeus NT 10.0y Minidy wid) evi77.0) feeke 30103101

il =0, 9, smage/sebp, /o

SA4CIIRA4E 2400 L040D8; X-CpandBS=Svanion®
41 14b100% LT70447 L0ATRETTANIE 158 141062 T0w AT _SDMaTViD
Wpgrade-Insscuce-pequescs: |

t== BBOIN NEADER ==
17 <'DOCTUPE himl PUBLIC =//WIC//T0 JNTME 1.0 Transitiesal//BF “hveps//wsd.ul.ong)

16 heml wmlna=heept/ aasul.seg/ 1555/ sheml” wnltlang=men® &

AL i 1 I
@(@ & || = ||Semcn 0 matches v | @@ & | = ||search Omaiches W | ey
Done 8813 bytes | 502 milis.

Puc.6-8. Bknaoka "Response” 8 Repeater

MpvBeaeHHbIN 34eCb OTBET NpeacTaBiAeT cobo HeobpPaboTaHHbIN
TEKCT, M MHOTfa ero ObiBaeT TPYAHO NHTeprpeTpoBaTtbh. ClefoBaTensbHo,
Mbl MOXeM LLenKHYTb BKnagKy "Render" B pasgene "Response", uto6ol
BV3yasibHO 3arpy3uTb OTBET, KaK eC/ 6bl Mbl BUAENV €ro B bpay3epe, Kak
rMoKasaHo Ha pu1c.6-9.

Target: hitpidemo testfire.nst o7 @

§

Response

[ Raw | Hesders | Hex | Render

: & amang 1HSI0E ALTORD [
O fhindows ¥T 10.0; MisfA: xE8: cv:T000 Greko/20MO0I0L A e LG RN, AL BRI ! vl q
ol 0.9, dmag S EERSoNA L
PR Online Banking Login
Eraduct
EEE in Failed: Y =
Login Failed: We're sorry, but this
Sards username or password was not
+ lmudrack found in our system. Please try
ther again.
Stnice
susL pusiess ussmame: ]
= Fannrerd:
- bacdia Legin |
i) e
) = + Cands
@&« » == omaches | o f’mm““ =

Puc.6-9. OmobpaxxeHue omsema 8 Repeater
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Repeater Takxe npefocTaBnAeT BO3MOXHOCTb NPOCMOTPa OTBETa B
peanbHOM Gpay3epe. [Ins 3TOro NpocTo WeKHUTE NPaBOi KHOMKOW MbILN
Ha OTBETE, KOTOPbIN Bbl XOTUTE YBUAETb B 6pay3epe, 1 HaxxmuTe "Show
response in browser", Kak noka3aHo Ha puc. 6-10.

Commpares Estorder Praject sptions User opiona Erers Deserskeston Scanner ersiona

T —— 1)

4w PO

4 12 Rupaanes

Ser 0 Cormpaer
Seret 1 Do
| S respanse i v
[r—
[ —
Serst st s 0% - Erpioasios
2473 TUEL 1.0 Taannat et S6red i e Sor e
oo ) Serd UL 1 3% Scarmer

Puc.6-10. [I[pocmomp omgema 8 bpay3epe

Burp Suite oTKpoeT fApyroe okHoO, Kak Nokas3aHo Ha puc. 6-11, co
CCbINKOW, KOTOPYI0 He06X0ANMO CKOMMPOBaTb B Gpay3ep.

Show response in browser X

To show this response in your browser, copy the URL below and paste into a browser that
is configured to use Burp as its proxy.

http://burpsuite/show/1/b089vc24rh57pl6yfbs57sl2vwwa3dyzl Copy |

[] Infuture, just copy the URL and don't show this dialog

Puc.6-11. [Tokazame omeem 8 6pay3epe

Kak TonbKo cCblnika, creHepupoBaHHas Burp Suite, konupyeTca B
6pay3epe, OTBET OTOOpaXKaeTCA COOTBETCTBYIOLMM 06pa3om.

85



InaBa 6: Repeater, Comparer, Decoder n Sequencer

Comparer

B npepnbipyLuem paszene Mbl MO3HAKOMUIVCh C UHCTPYMEHTOM Repeater. Kak
TOJbKO 3anpoc oTrnpaBnaeTca B Repeater, cyliecTByeT WypoKas
BO3MOXHOCTb M3MEHUTb NapameTpbl 3arpoca Uin Nosis 3arofioBKa u
OTNPaBUTb ero LieneBomMy NpuioxkeHno. OTBeTbI B KaXAOM KOHKPETHOM
ciy4vae MOoryT OoTin4vaTbCA B 3aBUCMMOCTW OT TOIO, Kakne napameTpbl nnm
nonsA 3aronosKa 6biny 3agaHbl B 3anpoce. OTBETOB MOXET ObITb HECKOJIbKO,
n Ka)KJJ,bIVI M3 HNX BbIMNAQNT COBEPLUEHHO OAMHAKOBO. Bot roe npuroanTca
nHcTpymeHT Comparer. Comparer npocTo CPpaBHUBAET COAEPKMMOE
OTBETOB U BblAeNAeT pa3nnyms, eCiiv TakoBble UMetoTcA. YTobbl oTNpaBuTb
oTtBeT B Comparer, NPOCTO LWeNKHUTE NO OTBETY NPaBON KHOMKOW MbILUU 1
HaxkmuTe "Send to Comparer", Kak MOKa3aHo Ha p1c.6-12.

[ Target Py bieter Mepeater Secuerser Decoser Cormparer [ Prosect sptions User opbems By Oestraeston Seanees Version

[ sem | Toeges bmp v rertonsan 2 (T

O@e Smies
Puc.6-12. Omnpaska omeema Repeater 8 Comparer
Tenepb, Korga ansa cpaBHeHna Comparer TpebyeTcs Mo KpanHen

Mepe ABa TEKCTOBbIX 6/10Ka, Mbl OTMpaBnaem gpyroii oteet Comparer,
KaK NnokKasaHo Ha puc. 6-13.
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Dadbod | Tapet Fromy | i Frgeates Sercer Eevoder Campare Eercer Progent cotirns. [Ty Erors, [ e

biploedi]] Cocel |58 (>0 Tague hrptdamsevtirnsnn 7 (7

) —
@@ [« swoes Lo || | (@@L

Puc.6-13. Omnpaska omeema Repeater 8 Comparer

Tenepb Mbl MOXeM NeperTn Ha BKNagky "Comparer”, Kak NOKa3aHo Ha
puc.6-14, n npocmoTpeTb 06a 0TBETa, KOTOPbIe Mbl OTNPaBKN ¢ Repeater
paHee.

Castbosd | Target | Prowy | imnader Repeater | Sequencer | Decoder | Companss |  Exterder | Projectogtons User options Erore
Comparer @
Thies function et o werd- o by ol 84, fala You can load, parste, o send data e froen oller books and (hen sebect B ¢ omgurmen yo wand 1o peroem
Select tem 1

- Lengih | Data
i [Tas?
Selecttem 2
= - . = _Lengh __ Ouis =
2 85 HTTEI 1 200 ORDote: Fry 17 Jul 2020 1634 28

Puc.6-14. Bknaoka Comparer
Tenepb, NOCKOMNbKY HaM HY>KHO HalTW pPa3NnMuna B CJIoBax 13 06oumx

OTBETOB, Mbl Ha>KMMaeM Ha KHonKy "Words" n oTKpbiBaeM HOBOE OKHO, Kak
MoKasaHo Ha puc.6-15.
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[T e — o iy

Lo 728 W et Do Longh 1288

e T et 0%,
1 Sowrch Fosgateami>

b PR e Rt e B ety < e
)

e <
bt i
e

1 BRG FOGTRR
<1 BE FOOTER -

an
<t e
“tabia> e ool ST D
kb ook vy 39" <R rLAE” bt ket ST BTy T Pracy POk s
<@ Thpe-tinkd-Frul"rcea ap T catertsorivacy b Privasy Mok Arsg Mebsg Bk Brbsa
Aobeg e Jrtap Arts; = 3B gt~ A [T RSty M+ ety Bltemart=Ta

Bl

oy G N oo Osmevies

Puc.6-15. CpasHeHue omgemos 8 Comparer

Tenepb Comparer BbIAeNUT N3MEHEHNA TeKCTa B ABYX NMapanienbHbIX
OKHax.

Decoder

Be6-npunoxeHusa o6bI4HO NCMONb3YIOT Pa3fnYHbIe CXeMbl KOAUPOBaHUS,
Takme Kak Ascii, HTML, Base 64 v 1.4. C TOUKM 3peHnsa TeCTUpOBaHUA
6e30MacHOCTU, OYEHb YaCTO BO BPEMS TECTUPOBAHMWA BCTPEYAIOTCA Takue
3aKoamMpoBaHHble cTpoKu. Burp Suite Decoder - 3To npocTas yTunuta,
KOTOpasa MOXeT KOAMPOBaTb UK AeKoaMpoBaTb TekcT B popmaTe URL,
HTML, Base 64, ASCII hHx, LlecTHagLaTepUYHbIN, BOCbMEPUYHbIN,
ABonuHbIn 1 Gzip. MpocTo nepengnTe Ha Bknagky Decoder, Kak nokasaHo
Ha prC.6-16, 1 BBEAUTE TEKCT, KOTOPbI HEOOXOAMMO AEKOANPOBATb.

| Dashboard | Target | Prowy Intruder Repeater | Sequencer Decoder | Comparer Exender | Progctoplions | Useroptions | Emors

aderinadrmin

Smar decode

Puc.6-16. [JekoouposaHue Base 64 0aHHbIx
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[naBa 6: Repeater, Comparer, Decoder n Sequencer

B 3TOM C/lyyae mbl BBENIM KOAMPOBaHHOE 3HaueHe Base 64, a 3aTeM
Haxkanu "Decode as" Base 64, uTo6bl NONyuYnTb AEKOANPOBAHHbIV BbIBOZ, B
cnepytollem okHe Kak admin:admin.

Mbl TaKXe MOXXEM MCMOJb30BaTb 3TOT MHCTPYMEHT A1 KOAUPOBAHUA
Nto60ro 06bIYHOrO TEKCTA, KaK MOKa3aHo Ha puc. 6-17.

_ Dashbeard | Target Fraxy | intruder | Repeater Saquencer ._ Decoder | Comparer | Exterder | Projectoptions |  User optons | Emers ]

<senpt>alert"XSST)<iscrpt> W Text O Hex @
Decode as . =
Encode a5 .. =
Flain
URL

%3 % TI%E T 2%00%T 0% %61 %0c 205 5545 3%52%22%20% 2 RN T30 3% T2%00% T0%T4%3e

ASCH hex
[Hex
Detal

Binary

Smart decode

Puc.6-17. KoouposaHue 0aHHbIx ¢ homowibto Decoder 8 Burp Suite

Mbl MpoCTO BBENM TEKCTOBOE NpeaynpexaeHne <script>alert(“XSS")</
script>, a 3aTem Haxanu "Encode as" 1 URL, yTo6bl nonyumntb
3aKOAMPOBAHHbIV BbIBOJ, B C/ieflytOLLEM OKHe.

Sequencer

Be6-npunoxeHnsa BO MHOTOM 3aBUCAT OT TOKEHOB, NAEHTUPUKATOPOB
CEaHCOB UV SPYIUX NOLOOHbBIX YHUKANbHbIX U CJTyYalHbIX
npeHTudrKkaTopos. C TOUKM 3peHns 6e30MacHOCTU BaXkHO NPOBEPUTD
CNyYalHOCTb UM YHNKaNIbHOCTb 3TUX TOKEHOB 1 naeHTndrKaTopos. Ecnm
TOKEHbl HEAOCTAaTOYHO CUSIbHbI U ClTyYaliHbl, 3/I0YMbILUIIEHHUKN MOTYT NIEFKO
NPUMEHUTb K HAM BpYTPOPC 1 NONYUNTb HECAHKLIMOHMPOBAHHbIN JOCTYM.

Burp Suite Sequencer - 3T0O MIHCTPYMEHT, KOTOPbIN MOMOraeT Ham
NPOBEPUTb HAAEXKHOCTb TOKEHOB MPUIOXKEHMWI. Mbl MOXeM OTMPaBUTb
noboi 3anpoc B Sequencer, NPOCTO LWeSKHYB MNPaBO KHOMKOW MblLK MO
3anpocy 1 HaxaB "Send to Sequencer”, kKak NokasaHo Ha puc.6-18.
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Filter: Hiding not found items; hiding CS5, image and general binary content; hiding 4 responses; hiding empty folders

+ 07 hitps:/fapi accounts.firefax.com Contents
= €15 hitps://aus5.mozilla.org =
601 https://dassify-client services.mozilla.com Host Method  URL Params  Stalus .Lenqlh MIME typ:
=0 hitps://content-signature-2.cdn.mozilla.net http:/fdemo.testfire.nct |GET |/ L oo A12 HTML A
= | p http:/fdema.testfire.net hitp://demo testfire.net [GET Yegiexs _& http:/ /demo.testfire.net/
&Y hitp:/fdemo.testfirenct [GET Wdefault.jsp Add to scope
[ cgi.exe hitp://dema testfire.net [GET \/default_jsp?enl Scan |
O] ?lefau:t.jsn htlu:;:_-’dc-nm.teut!ile.uct GEI' '_,u:.fecubanrk.]su Send 1o Initruder Ctel+l
[ feedback.jsp htlp:,,demn.tP%tﬁ.ra.net GET ;!lnnglx,!cgo.[ R ) CtrisR
wig images http://demo.testfire.net [GET \findex.jsp i . |
B& indexjsp hitp:/fdemo.testfire.net [GET _|findex,jsp?con Sequencer
[ login.jsp http:/fdemo.testfire.net [GET \findex.jspPeon’ Send to Comparer (requesy)
[} search.jsp hitn: [fdrma testfire net IGFT lindex fsn?ron Send to Comparer (response) L
b Show response in browser

[ status_check jsp i b—
M style.css I Reauest resnonse Requestin browser

Puc.6-18. Omnpaska HTTP-3anpoca 8 Sequencer

Tenepb Mbl MOXeM NepenTy Ha BKNAZKy Sequencer, Kak Noka3aHo Ha puc.6-19.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options  User options CSRF Errors Deserialization Scanner |
Live capture Manual load Analysis options

® Select Live Capture Request
Send requests here from other tools to configure a live capture. Select the request to use, configure the other options below, then dick "Start live capture”.

Remaove g Host Request
Clear | |1 tp://demo.testfire.net IGET / HTTP/1.1Host: demo.testfire.netUs...

Start live capture

® Token Location Within Response
Select the location in the response where the token appears.

® Cookie: JSESSIONID=1166E1DSEASBICSSTBG4 ... >
Form field

( Custom location: Configure

Puc.6-19. Sequencer 8 Burp Suite

Mbl AcHO BUAKMM, 4TO Sequencer aBTOMaTMYECKU NPOaHaNN3MPOBan
3anpoc v Bblbpan TokeH JSESSIONID, npucyTcTBytowmii B darine cookie.
Tenepb 3TOT TOKEH ByaeT NpoaHann3npoBaH Ha NpeaMeT ero CUsbl 1
cnyyaHocTr. YTobbl HauaTb TECT, MPOCTO HaxkmuTe "Start live capture”, n
OTKPOETCA HOBOE OKHO, KaK NMoKa3aHo Ha punc.6-20.
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I Burp Sequencer [live capture #1: hitpy//demo.testfire.net] - (m]

(3) Uve capture (paused)
Resume Copy tokens Auto analyze (next: 200)  Requests: 154
Stop Save tokens Analyze now Emmors: 0

Summary Character-level analysis Bit-level analysis Analysis Options
Overall result

The overall quality of randomness within the sample is estimated to be: excellent.
At a significance level of 1%, the amount of effective entropy is estimated to be: 115 bits,

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis that the sample is randomly generated Is rejected. Using a lower significance level means that stronger evidence
is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

>10%
>1%

Significance level
o >0.1% -

>0.01%

>0.001%

0 10 20 30 4 SO 60 70 8 9 100 110 120
Number of bits of entropy

Puc.6-20. AHanu3 udeHmugpukamopa ceaHca c Ucnosib308aHUem
Sequencer

HauHeTcAa 3anncb B peanbHOM BPEMEHW, U Mbl MOXEM NMPUOCTAHOBUTb
1Ny B0O306HOBUTH ee B Ntoboe Bpems, Korga noxenaem. OgHaKko BaXkHO
OTMEeTUTb, UTO AnA 3G EKTVBHOro aHanM3a HaleXXHOCTM TOKEHOB crieflyeT
yunTbIBaTb pa3mep BbIOOPKY He MeHee 100. Kak TONbKO 3axBaT 3aBEPLUEH,
Sequencer nokasblBaeT HaM pe3ynbTaT, KOTOPbI B JaHHOM Cily4yae 6bis1
npr3HaH “oTNnYHbIM”. Taknum obpasom, TokeH JSESSIONID senAaetca
CUJIbHBIM, YHVKAbHbIM, CITy4YaliHbIM W, ClefoBaTeNbHO, 6e30MacHbIM B
NCMONb30BaHUN.

Sequencer Takxe NO3BONAET HaM BPYUHYIO 3arpy»aTb BblIOOPKY
TOKEHOB, a 3aTeM aHaNM3MpPOBaTb UX. [InA 3TOro NpocTo nepengnTe Ha
BKnagky "Manual load" B Sequencer, Kak noka3aHo Ha puc. 6-21.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options CSRF Errors Deseriglization Scanner
Live capture Manual load  Analysis options

® Manual Load
This function allows you to load Sequencer with a sample of tokens that you have already obtained, and then perform the statistical analysis on the sample.

Analyze now

Tokens loaded: 0
Shaortest:
Longest:

Paste
Load ...
Clear

Puc.6-21. PyyHas 3a2py3ka mokeHO8 0718 aHaau3a

Tenepb Mbl MOXXEM CKOMUPOBATb 1 BCTaBUTb O6pa3eL, TOKEHOB, a 3aTeM
NpoaHann3MpoBaTh X COOTBETCTBYIOLMM O6Pa3oM.

Pe3iome

B 3TOl rnaBe Mbl paccmoTpenu, Kak moaaenbiBaTh 1 BOCNPOU3BOAUTb
3anpocbl € momMoLbio Repeater, a 3aTem BbINONHATb NPAMOe CPaBHEHe
0TBeTOB € nomoublo Comparer. 3aTem Mbl y3Hann o6 NHCTPyMeHTe
Decoder, KOTOpbI MOMOraeT KoAnpoBaTb 1 feKoANPOoBaTb TEKCT B
pa3nnuHbiX dopmaTax. HakoHew, Mbl MO3HAKOMUINCH C MHCTPYMEHTOM
Sequencer, KOTOpPbIl MOXHO 1CMOJIb30BaTb A4J1A OLeHKN 3G deKTUBHOCTA
TOKEHOB.

B cnegytoler rnase mMbl y3HaeM O HEKOTOPbIX AOMOMHUTENbHbIX
nonesHbIX MHCTPYMeHTax B Burp Suite, Takux Kak Infiltrator, Collaborator,
Clickbandit n CSRF PoC 'eHepaTop.
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YnpaxxHeHunA

1. OTtnpaBbTe ntoboi 3anpoc B Repeater un
nonbITaiTeCb U3MEHWTb €ro NapameTpbl 1 Nona
3arosioBka. 3aTemM OTMNpaBbTe KaX bl 3aMpoc 1
npoaHanu3npymnTe OTBETHI.

2. CpaBHWTE HECKOJIbKO OTBETOB C MOMOLLbIO
Comparer.

3. Wcnonb3ynte nHctpymeHT Decoder gns
KoanpoBaHuA TekcTa B dopmaTax URL, HTML 1 Base
64.

4. OueHuTe cuny TOKeHa no tloboMy 13 3aXBayeHHbIX
3anpocos.
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Infiltrator,

Collaborator,
Clickbandit n CSRF

PoC Generator

B npepnbigyLei rnase Mbl pacCMOTPEN HEKOTOPbIE MHCTPYMeHTbI Burp
Suite, Takue Kak Repeater, Sequencer, Decoder n Comparer. B 31011 rnaBe
Mbl IPOAOSIXKNM U3yUeHre 6onee None3HbIX UHCTPYMEHTOB, TaKMX Kak
Infiltrator, Collaborator, Clickbandit n CSRF PoC (proof-of-concept)
reHeparop.

Infiltrator

Burp Suite Infiltrator - 3To MHCTPYMEHT, KOTOPBIN HacTpanBaeT LeneBoe Be6-
NPUIOXeHNe TakuM 06Pa3oMm, YTOObI OOHapPYKeHMe YA3BUMOCTEN CKaHEPOM
Burp Suite ctaHoBunocb 6onee 3¢pdeKTUBHLIM U TOUHBIM. Infiltrator BHOCUT
HeobpaTVMble V3MEHEHNA B KOA U, MO CYTW, MOAKIIOYAETCA K LIENEBOMY
npunoxeHuto. Taknm o6pa3om, 3To NomoraeT ckaHepy Burp Suite nyuwe
BVAETb KO NPUNOXKEHNA U NOTeHUManbHo obHapy»KunBaTb HebesonacHble
BbI30BbI U GYHKLUMN.

© Sagar Rahalkar 2021 95
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_7
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Mockonbky Infiltrator BHOCUT HeobpaTVIMble U3MEHEHNA B KOZ,
LieSIeBOTrO NPUNOXKEHNsA, peKOMeHAYeTCA 3anycKaTb ero TofbKo AJis
TeCTOBOro 3K3eMmniApa, a He Ansa paboyero. B HacTosAwee Bpems
Infiltrator nogpepKnBaeTcs, ecnu LeneBoe NPUIOXeHNe NCMOoSb3yeT
niobyio 13 CefyoLwWwmnx TEXHONOTNIA:

e Java
o Groovy
e Scala

e Other JVM language (JRE versions 1.4 - 1.8)
o C#

e Visual Basic

o [Jpyrue .Net a3biku (.Net Bepcum Bbiwwe 2.0)

Yto6bl HauaTb paboTy c Infiltrator, HaxxmuTe Ha meHto "Burp", a
3aTem BblbepuTe "Burp Infiltrator", Kak nokaszaHo Ha pucyHKe 7-1.

Burp Project Intruder Repeater Window Help

Search ruder Repeater
Configuration library

User options >

Burp Infiltrator d  Finished

Burp Clickbandit
Burp Collaborator client  Hxy (all traffic)

Cvit '

Puc.7-1. [Mepexo0 K Infiltrator Burp Suite

MoABMTCA HOBOE OKHO, Kak MOKa3aHOo Ha PUCYHKe 7-2. OTOT MacTep
NomoXeT HaMm co3faTb areHTa Infiltrator .
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Burp Infiltrator - ] ®

@ Burp Infiltrator

Burp Infiltrator is a tool for instrumenting target web applications in order to facilitate testing using Burp Scanner.
Burp Infiltrator modifies the target application so that Burp can detect cases where its input is passed to potentially
unsafe APIs on the server side.

IMPORTANT NOTICE: You should read all of the documentation about Burp Infiltrator before using it
or inducing anyone else to use it. You should only use Burp Infiltrator in full understanding of its
nature and the risks inherent in its utilization.

Select the type of application that you want to instrument:

Java, Groovy, Scala, or other JVM language (JRE versions 1.4 - 1.8)
C#, VB, or other .NET language (.NET versions 2.0 and later)

Cancel Next

Puc.7-2. Co3d0aHue azeHma Infiltrator

Ham Hy>XHO BbIGpaTb TEXHOJIOT IO, KOTOPYIO UCMONb3YET Halle
npunokeHue, Hanpumep Java unu .NET, n HaxkaTb "Next". 3atem mactep
3anpoCUT MECTOMOJIOXKEHME, B KOTOPOM Mbl XOTUM COXPaHUTb areHTa
Infiltrator, kak NokasaHo Ha puc. 7-3.

Burp Infiltrator - o X

® Burp Infiltrator

Select the folder where Burp Infiltrator should be saved:
D:\Infiltrator Select folder...

| cancel Next

Puc.7-3. Co30aHue azeHma Infiltrator
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3aTem MacTep NpocTo creHepupyeT areHTa Infiltrator n coxpaHuT ero B
BblOpaHHOM HaMV paHee MeCTe, Kak NoKa3aHo Ha puc. 7-4.

Burp Infiltrator - [} pd

@ Burp Infiltrator

Burp Infiltrator was saved successfully as: burp_infiltrator_java.jar

Close

Puc.7-4. Co30aHue azeHma Infiltrator

30ecCb BaXKHO OTMETUTb, UTo areHT Infiltrator ponmkeH HaxoguTbca B

TOM e KaTasnore, rge Haxogutca uenesoe NnpunoXeHne, Kak nokasaHo

Ha puc.7-5.
- v 4 » This PC > Data (D) » Infiltrator
MName Date modified Type Size
# Quick access
B Desktop ¢ |# burp_infiltrator_java 18-07-202 Executable Jar File 220 KB
|4 webgoat-server-8.1.0 18-07-202 Evecutable Jar File 85,868 KB

& Downloads * G . :
|3:| webwolf-8.1.0 18-07-2020 16:40 Executable Jar File 49,404 KB

| Documents +

Puc.7-5. HeoasHo co30aHHbIU azeHm Infiltrator
Tenepb, korga u areHT Infiltrator, n uenesoe NpunoXxeHre HaxoaATCA B

OHOM KaTasnore, Mbl MOXeM OTKPbITb KOMaHAHYI0 CTPOKY 1 BBECTV KOMaHZy
"java -jar burp_ infiltrator.jar’ Kak noka3aHo Ha pucyHke 7-6.

98



naBa 7: Infiltrator, Collaborator, Clickbandit u CSRF PoC Generator

B Administrator: Command Prompt o o X

D:\Infiltrator>java -jar burp_infiltrator_java.jar
Please read and confirm the following statements.

I confirm that I have read and understocod the Burp Suite Documentation relating to Burp Infiltrator. By deploying Burp I
nfiltrator, I confirm that I am doing so in full understanding of the nature of Burp Infiltrator and the risks inherent
in its wtilization. I confirm that either I am a licensed user of Burp Suite Professional or a licensed user has recomme
nded that I deploy Burp Infiltrator and in the latter case the licensed user has discussed with me the contents of the D
ocumentation relating to Burp Infiltrator and the potential consequences of such installation.

Do you confirm the above statements? [y/N] y

Do you want Burp Infiltrator to report the full parameter value when input reaches a potentially unsafe API? [Y/n] Y
Do you want Burp Infiltrator to report the call stack when input reaches a potentially unsafe API? [Y/n] ¥

Do you want to allow communication over unencrypted HTTP? [v/N] ¥

Do you want to restrict the Burp Collaborator servers that can be used? [y/N] N

Enter the file path to the target application bytecode. Use commas to enter multiple paths: [D:\Infiltrator]
Processing [D:\Infiltrator\webgoat-server-8.1.9.jar]

Puc.7-6. BoinosiHeHue azeHma Infiltrator

Teneps Infiltrator 6ygeT 3anyckaTtb 1 M3MEHATb NPUIOXeHNA Java B
KaTanore. 3To ofjHopa3oBas npoweaypa, n NpunoxKeHne Heobxoanumo
nepesanycTuTb, Kak TONbKO OyaeT AOCTyNneH ncnpasneHHbI Kog. Burp
Infiltrator Take ucnonb3yet Collaborator, kKoTopbIit Mbl yBUANM B
cepytollem paspgerne.

Collaborator

Collaborator - 370 MHCTPYMeHT, npepocTaBnaembiin Burp Suite, KoTopbii
NMoMoraeT B TaKMX aTakax, Kak noajesika 3anpocoB Ha CTOPOHE cepBepa
(SSRF) unwn ntobble BHenonocHble ataku. Cny»x6a coBmMecTHo paboTbl Burp
Suite nomoraet reHeprpoBaTb CilyyaliHble Nofie3Hble Harpy3Kn B BUAE
WNMEH XOCTOB. TU NoJIe3Hble Harpy3Ky 3aTeM MOTYT MCMOJIb30BaTbCA Kak
YacTb 3aMpPOCOB B Pa3INYHbIX CLieHapuAX aTaku. Ecnm aTaka ycnewHa, To
NPONCXOAMNT B3aMMOZAENCTBNE MeXIY LiesieBbIM CePBEPOM NPUSIOKEHUA 1
cepepom Burp Collaborator. 3atem, ncnonb3ya knueHT Burp Collaborator,
Mbl MOX€eM Y3HaTb U NPOBEPUTb, MPONCXOANNN NN Kakne-nnbo nofobHble
B3aMMOJeNCTBMA.

Y1066l HauaTb paboTy ¢ Burp Collaborator, npocto HaxxmuTe Ha
BKnagky Burp n HaxmuTe “Burp Collaborator client". lNoasuTca HoBoe
OKHO, KaK rnokKasaHo Ha puc. 7-7.
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I Burp Collaborator client - o x
@ Click "Copy 1o clipboard” 1o generate Burp Collaborator payloads that you £an use in your ing, Any that resul fi g the payioads wil
appear below.

Generate Collaborater payloads
Number to generate: |1 || Copy to clpboard [#] Include Collaborator server lacation
Poll Collaborator interactions

Poll every |60 | seconds | Poll now

g Time Type Pyl [ Comment |

Puc.7-7. Knuesnm Burp Suite Collaborator
Tenepb HaxkmuTe Ha KHoMKy "Copy to clipboard" n BcTaBbTe ee
3HayeHne B 6HOKHOT, KaK NMOKa3aHO Ha pI/IC.7-8.
@ Click "Copy to chpboard” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that resull from using the paylicads will
appear below
Generate Collaborator payloads
Humber to generate: (1 Copy toclipboard | ] Inchude Colaborator server location
Poll Cellaborator interactions
# | Time Type Payload Comment
T Untitled - Notepad - o »
File Edit Format View Help
| va2bawgdandxi3bahpmy13515ch2zr. burpeollaborator . net|
Windows (CRL n1,Col52  100%
! Close

Puc.7-8. Hacmpotika knueHma Collaborator
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CnyualiHoe 3HaueHue, creHepupoBaHHoe Burp Collaborator, Tenepb moxet
NCMONIb30BaTbCA B MOJIE3HbIX HArpy3Kax B 3aMpocax, OTNPABAsSEMbIX B paMKax aTaKu.
Knuent Burp Collaborator aBTomatnyeckn onpatumsaet cepsep Collaborator kaxgble
60 ceKyHA, UToObl NPOBepPUTD, ObINO NN Kakoe-nMbo B3anmopencTame. Ity
NPOAOIKNTENIbHOCTb MOXXHO HACTPOUTD, UM Bbl MOXKETE MPOCTO HaXKaTb KHOMKY
"Poll now", utobbl BpyuHyto NnposepuTb B3aumogenctaue ¢ Collaborator.

Clickbandit

Clickjacking - onHa 13 oueHb pacnpoCTpaHEHHbIX aTak Ha BeG-NpunoxeHus. icnonb3ys
clickjacking, 3noymbILNEHHUK NbITaeTCA 0OMAaHOM 3aCTaBUTb MOJSIb30BATENA LENKHYTb
YTO-TO APYroe, YeM TO, UTO MOJNb30BaTeNb BUAMT BM3yasibHO. B ciyyae ycnexa
3M10YMbILLNIEHHUK MOXET MOoSTyYnTb AOCTYN K KOHMAEHUManbHoM nHdopmauun.
Clickjacking Takke n3BecTeH Kak aTaka Ha M3MeHeHV e Nob30BaTeIbCKOro
nHTepdelica, NOCKONbKY 3/T0YMbILUIEHHUK UCMOMb3YeT 0OMaHUMBbIN MeTOL CO34aHA
NnoAAenbHOro Nosib3oBaTeNlbckoro UHTepdelica, a 3aTeMm 0OMaHbIBAET XKepTaY,
3aCTaBAA e BbINOJIHATb BPEAOHOCHbIE AeNCTBIA.

Burp Suite npegnaraet ytunuty nog HassaHuem "Clickbandit", kotopas
3HauUUTeNIbHO yNpoLLaeT NpoLecc co3faHna JoKasaTenbcTBa KoHuenumn (PoC) ana
npunoxenHus, yassmmoro ana Clickjacking.

Y1066l HauaTb paboTy ¢ nHcTpymeHToMm Clickbandit, npocto nepengnte Bo BKNagKy
"Burp" n HaxxmuTe "Burp Clickbandit". NMoAaBuTCA HOBOE OKHO, Kak MOKa3aHO Ha puc.
7-9.

! Burp Clickbandit b4

® Burp Clickbandit

Burp Clickbandit is a tool for generating dickjacking attacks. When you have found a web page that may be vulnerable to dickjacking, you
can use Burp Clickbandit to create an attack, and confirm that the vulnerability can be successfully exploited.

Burp Clickbandit runs in your browser using JavaScript. It works on all modern browsers except for Microsoft IE and Edge. To run Burp
Clickbandit, use the following steps:

1. Click the "Copy Clickbandit to clipboard” button below. This will copy the Clickbandit script to your dipboard.

2. In your browser, visit the web page that you want to test, in the usual way.

3. In your browser, open the web developer console. This might also be called "developer tools™ or "JavaScript console”.
4. Paste the Clickbandit script into the web developer console, and press enter.

See the documentation for more details on using Burp Clickbandit.

Copy Qlickbandit to dipboard Close

Puc.7-9. iicmpymenm Clickbandit e Burp Suite
101



maBa 7: Infiltrator, Collaborator, Clickbandit u CSRF PoC Generator

B 5TOM OKHe nepeuncneHbl Waru, KoTopble HaMm Heo6XoaANMO
BbIMOJIHWTb, YTOObI CO3aTb AOKa3aTenbcTBO KoHuenuun (PoC)
Clickjacking. MepBbin war - HaxaTb Ha kKHonKy "Copy Clickbandit to
clipboard". Cnegytownin war - oTKpbITb 6pay3ep 1 HaxkaTb
byHKLMOHanbHyto Knasuwy F12, utobbl nepenT B KOHCONb 6pay3epa,
Kak nokasaHo Ha puc.7-10.

Aners Wtat *®

L i -] DB dematestn s A B8] noeees s~ E

AltoroMutual »

o I | Concacs Uy | Entinck | Sech

& OMLINE BANSEW LEEY

Puc.7-10. Ljene 0na Clickbandit
YT06bI NPOJONKNTL, HAM HY>KHO BCTaBUTb kopg Clickbandit B aTy

KOHcoNb 6pay3epa, KOTOPbIN Mbl CKOMMPOBaNN paHee, Kak MoKa3aHo Ha
puc. 7-11.
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«) > C o © £ demotestfire.net

AltoroMutual »

PERSONAL SM,

Online Banking with FREE Online Bill Pay
No stamps, envelopes, or checks to write give you more time to
spend on the things you enjoy.

* Deposit Products

* Lendina Services
G' ﬂ Inspector G Console [ Debugger T.L Network {} Style Editor fh Performance {E Memaory B Storage ‘i’ Acc

WV Fiter Qutput
fwebsocket?url=httpX3aR2FX2Fdemo. testfire. netX2rénocache=1595507986225 .
» css 4= "hl {';
©s5s += "color:#SBSASC;;
55 += "margin:@;padding:8;";
s 4= "margin-top:lépx;’
55 += "margin-left:i@px;";
55 4= “font-size:22pr;’;
€55 #+= "border:none;”;
€55 4= "}
css += "hl span {*;
€55 += “color:@#fa983b;°;
€55 #= "}
return Css;

function createStyles(doc, node) {
var css = generateCssString(), style = doc.createElement('style');
style.appendChild{doc.createTextNode(css));
node.appendChild(style);

function ready() {
war iframe = document.createElement('iframe’);
if{location.protocol === “data:') {

return false;

width = getDocWidth({document);
height « petDocHeight{document):

Puc.7-11. KonuposaHue koda Clickbandit 8 koHcone 6pay3zepa

Kak Tonbko kop 6yeT ckonvpoBaH B KOHCOMb 6pay3epa, NpocTo
HaxmuTe Enter, 1 Bbl 3aMeTNTe, UTO NOJIb30BATENLCKUI NHTepdelic Burp
Clickbandit nosaBuTca B BepxHel YacTu CTPaHNULbl, KaK MOKa3aHO Ha
pnc.7-12.
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Aliors M %

i 0@ @ A& demotestfire.net e 3

s18URPcLICKBANDT (@ B e 3 €D

ED 1

You've been clickjacked!

Puc.7-12. [Tone3osamensckut uHmepdgetc Clickbandit

Tenepb HaM HY»HO BbIMOHNUTb 1 3aMnncaTb AeNCcTBKA, KOTOPble Mbl
XOTUM BKIIOUMTDb B aTaky ¢ nomouypbto Clickjacking. Kak Tonbko Bce
HeobxoVMble [eCTBUA OyAyT BbIMNOSIHEHDI, HAXKMUTE Ha KHOMKY save, U Bbl
cmoxkeTe coxpaHuTb dainn c umeHem ‘clickjacked.html’ kak nokasaHo Ha
pucyHKe 7-13.

€« X @ @ & demotestiirenet -2 @ =

=
Opening clicjacked htrml x

B2 sUrrcLckeanDT () @)

-

You have chosen 1o open:
€ clickjacked htmi
which is: Chrome HTML Decument (7.2 KB)

from: data:
[Click] |
| | ¥ What should Firefox do with this file?
& "‘ 1‘ O geenwith | Google Chvome (defautt v
— - = @smerie
I =0 ] o this gutomaticaliy for Files like this from row on.
Privacy and Socurity
& sbipas . We pldon © : oK Cancel

Read dema.testfine net

@ O ispecter [ Console O Debugger T4 mMetwork () Stdebgitor () Performance {3 Memory [ Storage o Accessibility g% WhatsNew & Omnicug @ Ha

Puc.7-13. CoxpaHeHue kooa Clickbandit
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Tenepb Bbl MOXKeTe oTKpbITb dain ‘clickjacked.html’ otaenbHo B
6pay3epe, Kak NokasaHo Ha puc.7-14.

N G @ file:///C:/Users/91797/Downloads/clickjacked.html

is ‘ INSIDE ALTORO MUTUAL

Puc.7-14. BoinonHeHue kooa Clickbandit

Bbl 3ameTuTe, UTO fENCTBUA, KOTOPbIE Bbl 3adUKCUPOBaNM paHee,
Tenepb BOCNPOW3BOAATCA, Y €CSI Bbl HAXKMETE, TO NoJsiyumute
coobueHune "You've been clickjacked!", kak nokasaHo Ha puc.7-15.

« = C o @ filesy//C:/Users/31797/Downloads/dlickjacked html

is IHSIDE ALTORO MUTUIAL

You've been clickjacked!
Puc.7-15. BoinonHeHue kooa Clickbandit
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CSRF

Moanenka mexKcanToOBbIX 3aMpPOCOB, LWNPOKO n3BecTHad Kak CSRF - 3710 ewwe
OAMH TWM aTaKy Ha Be6-NPUNoXeHns, KOTOPbI NCMNONb3yeT HefoCTaTKN
ynpaBnieHna ceaHcamu, UToObl 0OMaHyTb »KepTBY 1 3aCTaBUTb ee
BbINOMHATb HeXenaTenbHble fencTeuA. B Burp Suite ectb yTunura, Kotopas
NO3BOJIAET OYEHb JIEFKO reHEPUPOBATb AOKa3aTeNnbcTBO KoHuenumn (PoC)
yassumocTtu CSRF.

CHauana HaM HY>KHO onpefennTb 1 NOATBEPAUTb 3anpoc, AN KOTOPOro
Mbl XOoTUM creHepuposaTb PoC kog ansa CSRF. Kak Tonbko 3anpoc 6yget
3aBepLleH, NPOCTO WENKHUTE NPaBO KHOMKOWM MbIlK, Nepenante B pasaen
"Engagement tools" n HaxmuTe "Generate CSRF PoC", kak nokasaHo Ha

puc.7-16.
Contents
Host Method URL Params  Status Length MIMEtype  Title Comment Time re
hitp:/fdemo.testfire.net [GET '8 1200 9537 [HTML Altoro Mutual
http://demo.testfire.net |GET Jbank/main.jsp 1200 6431 HTML (Altoro Mutual
hittp://demoutestfire.net IGET __Jlogin.Jsp | 200 18687 IHTML {Alloro Mutual
http://demo.testfire.net |POST  /dotogin VAT . I
hitp:/fdemo.testfire.net (GET fimages/gradies " POST: i=ad | I b gl
http://demo.testfire.net |GET fimages/heades Add to scope |
itp:/demo.testfire.net [GET _fimages/nome] 5, 1
http://demo.testfire.net |GET Jfimages/homez
T $ Send to Intrude: Ctrl+l T .
hitp:/fdemo.testfire.net [GET Simages/homeZ S::d |°s: I‘r Cul+R | 18:08:2
http://demo.testfire.net | GET fimages/logo.g 0 T | 18:08:2
httn-Lidoma tostfice net IGET __|fimaneeind lod ~ end 1o Sequencer | [18:08:7
Send to Comparer (request)
uest
Re Bepoted Send to Comparer (response)
Raw Params Headers Hex Shew response in browser
POST /doLegin HTTE/1.1 Request in browser »
Host: demo.testfire.net _ o
t - Manual
User-Agent: Mozilla/5.0 (Windows :en: e mg E aTu:i r_“"ng efox/78.0
Accept: text/html,application/xh s TeqUest 1 B = EXprau ioh L
Accept-Language: en-uUs,en;qe=0.5 Engagement tools #  Find references
Accept-Encoding: gzip, deflate Compare site maps Discover content
Content-Type: application/x-www-| Add comment Schedule task
Content-Length: 37 Highlight 3 Generate CSRF PoC
ovigin: htep://demo.testfire.net Deleta it Simulate manual testing
Connection: close
Referer: http://demo.testfire.nel Copy URL
Cookie: JSESSIONID=CCBADARZ4ESSEB! Copy as curl command
Upgrade=-Insecure=Requests: 1 Copy links
Save item
uid=adminspassw=adminsbtnSubmit=] View >
Show new site map window
Site map documentation

Puc.7-16. Omnpaska 3anpoca 8 CSRF PoC generator

Tenepb NOABMTCA HOBOE OKHO, Kak MOKa3aHo Ha puUc. 7-17, B KOTOPOM
ecTb 3anpoc POST BmecTe ¢ kogom CSRF.
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CSRF PoC generator - u] x

Request to: http://demo.testfire.net ® Options

Raw Params Headers Hex
POST /doLogin HTTP/1.1
Host: demo.testfire.net
User-Agent: Mozilla/S5.0 (Windows NT 10.0; Winé4; x€4; rv:78.0)
Gecko/20100101 Firefox/78.0
Accept:
text/html, application/xhtml+xml, application/xml;cq=0.9%, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content=Type: application/x-www=-form-urlencoded
Content-Length: 37
@<+ > 0 matches
CSRF HTML:
<html>
<!-= CSRF PoC - generated by Burp Suite Professional -->
<body>
<script>history.pushState('', '', '/')</script>
<form action="http://demo.testfire.net/doLogin" method="POST">
<input type="hidden" name="uid" value="admin" />
<input type="hidden" name="passw" value="admin" />
<input type="hidden" name="btnSubmit" value="Login" />
<input type="submit" value="Submit request" />

</ form>
</body>
</html>
v
@ <||+||> || Type a search term 0 matches
Regenerate Test in browser ~ Copy HTML _Close

Puc.7-17. CSRF PoC generator

Tenepb MOXHO Nierko nameHnTb Kog CSRF no mepe HeobxoanmocTy,
a 3aTeM Mbl MOXeM NMB0o HanpsAMYyIo NPOTECTMPOBATb ero B bpaysepe,
nn6o co3patb otaenbHbln HTML-dain. Ytobbl nposepuTb Kog CSRF B
6pay3epe, HaxmuTe KHomnKy "Test in browser", 1 N0ABUTCA HOBOE OKHO,
Kak NnokasaHo Ha puc. 7-18.
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Request to: http://demo.testfire.net ® Options

Raw Params Headers Hex

POST /doLogin HTTE/1.1 ~
Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:78.0)

5ecko/20100101 Firefox/78.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9%, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Zontent-Type: application/x-www=-form-urlencoded

Zontent-Length: 37 v
@ <l *|l2] 1pe a search term 0 matches
CSRF HTML:
<html> ~
<!==- CSRF PoC - generated by Burp Suite Professional =-->
<body>
<script>history.pushState('', '', '/')</script>
<form actjan="hrrn: ldama tesrfire ner/dalaoacin" methad="pPoST"
<input t [ Show response in browser X
<input {
<input 1 To show this response in your browser, copy the URL below and paste into a browser that
<input 1t s configured to use Burp as its proxy.
</ form>
</body> http://burp/show/2/5sg4immaqzvc6f2bbfbch47mnwiyoaj Copy
</html>
i [JIn future, just copy the URL and don't show this dialog Close
v
® <||+||>|| Type a search term 0 matches
Regenerate [:re_sgm browie_rj Copy HTML Close

Puc.7-18. CSRF PoC generator

Tenepb HaxkmuTe Ha KHoMKy "Copy", OTKpoITe 6pay3ep 1 BCTaBbTE B
aflpecHyIo CTPOKY, Kak MokasaHo Ha puc. 7-19.

.‘} burp'fShO“"r] ;’hhd6q0f390|

&« o> C @ © # burp

Submit request

Puc.7-19. [posepka PoC CSRF 8 6pay3sepe
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Tenepb HaxXmuUTe Ha KHOMKY "Submit request”, n kog CSRF 6yget
BbIMOJIHEH, KaK NMOKa3aHo Ha pucyHKe 7-20.

< ¢ @ © & demo.testfire.nel/bank/mainjsp ®
AltoroMutual »
it iy Hello Admin User
: W welcome to Altoro Mutual Online.
= Sgarch News Articles
*+ Customize Sita Lanquaga View Account Details: 800000 Corporate ~|| co
ADMINISTRATION
« Edit Users Congratulations!
¥ou have been pre-approved for an Altoro Gold Visa with a credit Emit of $10000!
Chck Here to apply.
Brivacy Policy | Security | Server Status Check | BEST AP] | @ 2020 Altoro Mutual, Inc.

Puc.7-20. [posepka PoC CSRF 8 6pay3sepe

Pe3some

B 37Ol rnaBe Mbl y3Hanu 06 ncnonb3osaHuy Intruder ans
WNHCTPYMEHTUPOBAHNWA NPUSIOXKEHWUI 1 paclUPeHNsa BO3MOXHOCTeN
ob6HapykeHua Burp Scanner. 3atem mbl yBugenu Burp Collaborator,
KOTOPbI MOXeT ObITb 3¢ HEKTUBHO NCMOIb30BaH BO BHEMOOCHbIX aTakax,
TaKux Kak SSRF. 3aTem mbl paccmoTpenu nHctpymeHT Clickbandit, koTopbii
nomoraet reHepupoBaTtb PoC Kof Ansa NpuaoXeHUn, ya3B1uMbIX Ans
clickjacking; n, HakoHeu, mbl npocmoTpenu CSRF PoC generator, koTopblii
nomoraeT Ham 6bICTPO reHepunpoBaTh 1 TecTupoBaTb PoC Ko AnA aTak Ha
noaaenky MexxcantoBbix 3anpocoB (CSRF).

B cnepyiouen rnase mMbl pacCMOTPUM BO3MOKHOCTY aBTOMAaTUYECKOrO
CKaHMPOBaHWA 1 OTYEeTHOCTM Burp Suite.
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naBa 7: Infiltrator, Collaborator, Clickbandit u CSRF PoC Generator
YnpaxxHeHunA

1. Wcnonb3ayiite Infiltrator ona nposepkun no6oro ns
BaLLMX LeNieBblX NPpUNoXxeHunin Java.

2. Hanpwute yassumblin 3anpoc CSRF n nonpobyiite
creHepupoBsaTb PoC kog ¢ nomowybto CSRF PoC
generator.

3. CreHepupynte PoC kop clickjacking gns Bawero
LleNIeBoro Be6-NpuoXKeHus.
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naBa 8

CkaHep n otTyeTbl

B npepbigyLueit rnase Mbl Y3HanM O pasfiMyHbIX MHCTPYMEHTaX, TakMX Kak
Infiltrator, Collaborator, Clickbandit n CSRF PoC generator. B 31011 rnaBe mbl
paccmoTpum GYHKLMM 1 BOSMOXHOCTU cKaHepa Burp Suite ana
aBTOMaTMYeCcKoro obHapy»KeHuns ya3BMMOCTEN.

Tunbi CKaHNpoBaHNA

Ha npoTaxeHnn BCce KHUTM Mbl BUAENY HECKONTbKO BO3MOXHOCTeW Burp
Suite, KOTOpble None3Hbl AnAa pyvyHoro TectmposaHua. OgHako Burp Suite
TaKXe NpefoCcTaBnAeT cCKaHep YA3BMMOCTEN BeO-NPUIoXeHNn, KOTOPbIN
aBTOMaTM3MpPyeT NpoLecc NONCKa yA3BUMOCTEN. ITO AeNCTBUTENbHO OYeHb
MHOTOQYHKLMNOHASbHBIN CKaHep, CNOCOOHbIV OOHapYXnBaTb
noTeHUmanbHble Be6-yA3BMMOCTH.

Burp Suite npegnaraet ABa TMna ckaHMpoBaHUA: [laccMBHOe
CKaHMpoBaHue 1 AKTMBHOe CKaHupoBaHue. [TacCuBHOe CKaHMpPOBaHMe No
YMOJYaHWIO BbINONHAETCA B GOHOBOM pPeXXMMe, MoKa Mbl MPOCMaTpUBaeM
npunoeHue yepes Burp Suite. NaccnBHoe ckaHMpOBaHMe NPOCTO
oTCneXrBaeT TPaduK 1 MbITae€TCA BbIABUTb YA3BMMOCTM, TaKMe Kak
oTcyTCcTBYIOWMe dnarn 6esonacHocTy B panax cookie, oTcyTcTayoLWwne
3aronoBKu 6e3onacHocTu, TpaduK, oTNpaBnAembll No He3awrdpPoBaHHbIM
KaHanam cBA3m 1 1.4. Takum 06pa3om, NacCMBHbBIV CKaHEP He MNbITaeTcA
BBOAVWTb Kakne-nnmbo nonesHble HarpysKkum B Kakne-nnmbo ToUKM BCTaBKY, a
CcKopee NPOCTO BbIABNAET YA3BMMOCTM, KOTOPbIE MOXXHO 0OHapYXUTb
TOJIbKO NyTEM MAacCMBHOIO MOHUTOPWHIA TEKYLLMX 3anNpOCOB 1 OTBETOB.

© Sagar Rahalkar 2021 111
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_8
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[naBa 8: CkaHep 1 oTyeTHl

AKTVBHOE CKaHMpOBaHe et Janblie U NbiTaeTcA BCTaBUTb MONE3HYo
HarpysKy B TOUKU BCTAaBKM 1 MPOBEPUTb, ABAAITCA I MapaMeTpbl
yA3BUMbIMU. AKTYBHOE CKaHPOBaHUe - 6ornee MHTEHCUBHBIN MeTof,
O[1HaKO OH Nyylle CNPaBRAeTCcA C MOVCKOM YA3BUMOCTEN, KOTOPbIX
MaCCUBHbIN CKaHepP MOXKET HUKOTa He 0OHapyunTb. Tenepb Mbl NogpobHee
paccMoTpUM feTanu BbIMNOSHEHUA aKTUBHOMO CKaHMPOBAHKA C MOMOLLbHO
Burp Suite.

O6xopn n ayanT

AKTMBHOE CKaH/POBaHMe 00bIYHO COCTOUT U3 ABYX STanoB. [MepBbliii war
BK/IOYAET B ce6s 00X0A 1M CO34aHNe NayKoB B MPUSIOKEHM, @ BTOPON
Lar BKOYAET aTaKy Ha MapaMeTpbl C MOMOLLbIO NMONE3HbIX Harpy30K.
CkaHep Burp Suite npegnaraet gBa BapuaHTa: nnbo obxon u ayamT, nnbo
npocTo 06xo4. YTo6bl HauaTb HOBbLIV AyAUT, MEPENAUTE Ha BKNNALKY
"Dashboard" n HaxxmuTe "New scan", Kak nokasaHo Ha puc.8-1.

J Dashboard l Target I Proxy l Intruder l Repeater I Sequencer l Decoder | Comparer l |

? Filter  Running Paused Finished

Puc.8-1. Hosas 3a0a4a ckaHuposaHus

MosABKTCA HOBOE OKHO, Kak MOKA3aHO Ha pUCyHKe 8-2. Mbl BbiGupaem
onuwuto "Crawl and audit". 3atem Ham Hy>kHO yKa3aTb Ueneson URL-agpec,
KOTOPbIV Mbl XOTMM CKaHMpPOBaTb. B 3ToM cnyyae mbl BBOgMM Leneson URL-
agpec Kak ‘demo.testfire.net.
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[naBa 8: CkaHep n oTyeTbl

o [m] ®
|a
Scan Type '-\
@ Craw and audit
) Crawt
Scan URLs to Scan
configuration
Define the URLS to scan. Burp will begin crawling from these URLS, and by default will include everything beneath the specified URLS'
_E folders.
Application
login hittp-iidemo. testfire net’
Resource
pool
Protocol settings
® Scan using HTTP & HTTPS () Scan using my specified protocols
2 Detadled scope configuration
A
@ Lok | (cae ]

Puc.8-2. Hogas KoHgu2ypauus ckaHuposaHus

Hanee npeT pa3gen 06nacTyi BUGUMOCTU, Kak MOKa3aHO Ha PUCYHKe
8-3. URL-agpeca, KOTopble Mbl XOTVM BKIIOUUTb B ayAUT, [OSMHbI ObITb
yKa3aHbl Ha BKnagke "Included URL prefixes", n ecnu ectb Kakne-nnbo
KOHKpeTHble URL-agpeca, KOTopble Mbl HE XOTMM BKAOYATb B ayguT, NX
Heobxoanmo no6asuTb B pasgen "Excluded URL prefixes".
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InaBa 8: CKaHep 1 OTYeThbI

B Mew scan - (m] ®

Protocol settings

e

®) Scanusing HTTP &HTTPS (L) Scan using my specified protocals

* Detaded scope configuration

You can configure a more detailed scope configuration using either URL prefixes or advanced matching ndes. Note that the URLs to scan
must fall within the defined scope, and will still be used as the starting point for the crawl.

L] Use advanced scope control

Included URL prefixes. | Excluded URL prefres |

hitp:iidema testire net/

L.Smmumhmj | Savetolibrary |

EAS

@ | oK | Cancel
Puc.8-3. Hosas KoHu2ypayus ckaHupo8aHus

Tenepb, Korga mbl HacTpounu weneson URL-agpec, Ham npocto
HY>KHO HaxaTb "OK", n HauHeTcA 06xof 1 ayanT, Kak MOKa3aHo Ha
pucyHKe 8-4. OfHaKO Ba)KHO OTMETUTb, UTO 3TO AEeNCTBUE HAUHETCA C
KOHOUrypaLmm CKaHNPOBaHWA MO YMONYaHMIO0.

@BO .

? Fiter  Running Paused Finished

Capturing: ( ': CUTCIPUINSCY PIOTCIITU TIE]
0 responses queved |
2. Live audit from Proxy (all traffic) &6 D .
Audtt checks - passive Issues:
i 0 requests (0 errors
Capwring: ([ ) equests )
View details )
3. Crawl and audit of demo.testfire.net @ {'Q} @ E‘
Default configuration & :
A _a a & sl 43 requests (0 errors)
sssedebatbednise slababel 3 23 locations crawled View details 3

Puc.8-4. BoinoniHAaeMble 3a0a4u CKAHUPOBAHUA
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lmaBa 8: CkaHep 1 oTyeThbl

B cnenytoliem pasgene Mbl pacCMOTPYM HAaCTPOIKY KoHbUrypaumm
CKaHUPOBaHWA.

KoHurypauna ckaHnpoBaHus

B npepbigylwem pasgene Mmbl HACTPOUNY 1 MHULMMPOBaNK 3agavy obxona u
aypuTa no uenesomy URL-agpecy, HO € HacTpolikamn KOHGUrypawmm no
ymonuaHuto. B 3Tom pasgene Mbl pacCMOTPUM, Kak HaCTPOUTb
KOHPUIypaL o CKaHMPOBaHNA B COOTBETCTBUM C HALIVIMM MOTPEOHOCTAMM.
Y1006bl HaCTPOUTL KOHOUIYpPaLMIO CKaHNPOBaHUSA, NepengnTe Ha BKNaaKy
"Scan configuration", Kak noka3aHo Ha puc.8-5.

W New scan Y m] b 4
@ Scan Configuration
Scan details Select configurations to conlrol how the scan is carmied out. You can select mulliple configurations, and these will be

applied in tumn to determine the final configuration that is used for the scan. If no configurations are selected, then Burp
Scanner's default settings will be used.

Name. Function 1 Buitin || New.
Import
Resource | I s
pool
| Select from library |
@) oK Cancel |

Puc.8-5. KoHguzypayua ckaHuposaHus

KoHdurrypauusa ckaHnpoBaHMA NO3BONAET HaM HacTpanBaTb
napameTpbl 06x0fa, a Takxe napameTpbl ayanTa. CHayana Mbl pacCMOTPUM
napameTpbl KOHUrypauum obxoga. Haxmute Ha KHonky "New' n
BblbepuTe "Crawl". NoAaBUTCA HOBOE OKHO, KaK NMoKa3aHO Ha pUCYHKe 8-6.
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InaBa 8: CkaHep 1 OTYeTbl

B New scanning configuration = o X
@. Configuration name: |Crawiing configuration 2

Expand the areas that you want to define in this configuration.

v Crawl Optimization

@ These settings let you contrel the behavior of the crawl logic to reflect the objectives of the crawl and the nature of the application. See the
detailed documentation for more information about each option,

Maximurn link depth; 5 )

Crawl strategy ?Narmd - | i

This strateqy represents a trade-off batween coverage and speed that is appropriate for typical apphcations:

Puc.8-6. [lapamempol onmumu3ayuu o6xooa

KoHourypauma ontummnsauum obxona no3sonseT HaM yCTaHOBUTb
MaKCUManbHYI0 FyOrHY CCbUTKM, O KOTOPOI Mbl XOTVM BbIMOSIHUTb 06X0f,
a TakxKe cTpaTernio obxofaa, KOTopas Nno yMOMYaHMIO YCTAaHOBIIEHA B
06blYHOE CcoCTosIHME. Mbl MOXXEM U3MEHUTb CTpaTervio o6xoaa Ha
ObICTPYIO, BbIOPAB €€ B pacKpbIBalOLLEMCSA MEHIO, B 3aBUCMMOCTU OT
KOHKPETHOrO CLIeHapusi CKAaHUPOBaHMA.

3aTeM Mbl MOXEM HAaCTPOUTb OrPaHNYEHMA Mo BpeMeH 06xo/a, Kak
MoKasaHo Ha pucyHKe 8-7. Ecnin ueneBoe npunoxeHune 60sbLUOe 1
CNIOXKHOE, TO AnA 06xoaa MOXeT NoTpeboBaTbCA MHOMO BpemMeHU. Mbl
MO>KEM YCTaHOBUTb OFPaHNYEHNE Ha 3TO, ONPeaeNVB MaKCMMasibHOe
BPEMS, KOTOPOE Mbl XOTUM NOTPATUTb Ha 06xo NpunoXeHus. Mbl Takxe
MO>KEM OFPaHNYNTb 06X0A MO KONNYECTBY OOHAPYKEHHbIX
MECTOMOMOMKEHWI NN MAaKCMMaNIbHOMY KONMYECTBY 3aMpOCOB, CAENAHHbIX
BO BpemsA ¢yHKUMM obxopaa.

W New scanning configuration - o ®
@ Caonfiguration name: Eurawlmg com-gura!ucnzf

[Expand the areas that you want to define in this configuration.
> Crawl Optimization Mot defined

“ Crawl Limits

@ Crawiing modem applications is sometimes an open-ended exercise, due to the amount of stateful functionality, volatie content, and
unbounded navigation. Burp's crawler uses various techniques to maximise discovery of unique content early in the crawl. These settings let
you impose a kit on the extent of the crawl, as it reaches the point of diminishing returns. You can leave any crawl imit setting blank to disable
[l

Maxmum crawl time: 5_300 | mimes

Maxmum request count [ |

Puc.8-7. KoHgppuypayua oepaHuyeHus 06xo0a
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lnaBa 8: CKaHep 1 OT4YeThbI

Cnepytownin napameTp KoHUrypauum oTHocmTcA K GYHKUMAM BXOAa B
CUCTEMY, KaK NMoKa3aHo Ha pucyHKe 8-8. MoxeT c/lyumnTbca Tak, UTo LiefnieBoe
NPUIoXeHne NMeeT GYHKLMI0 BXxoda B cuctemMy. B Takom cnyyae Burp Suite
LlaXe NnonblTaeTcsA 3aperncTpupoBaTb HOBOrO TECTOBOIO NOJb30BaTeNA.

W New scanning configuration = o w
@ Configuration name: |Crawing configuration 2
Expand the areas that you want to define in this configurabion,
> Crawl Optimization Mot defined
»  Crawl Limits Mot defined

Login Functions

These settings control how the crawler will interact with any login functionality, aside from any application logins that are explicitly configured for
the crawd

@ <

] Attempt to self-register a user

¥] Trigger login falures (using invalid usemame)

Puc.8-8. KoHgpueypayusa ¢pyHkyuu 8xo0a 8 cucmemy

Cnepyrownin napameTp KoHdUrypauum ceasaH ¢ 06paboTKon owmboK
NpUnoXxeHns Bo Bpemsa GyHKLMM 06X0Aa, Kak MOKa3aHOo Ha pPUCYHKe 8-9.
OWwnbKM NPUNOXKEHNIA MOTYT 6bITb Bbl3BaHbl HECKONbKUMY NPUYMHAMM,
TaKMMU Kak cOoi ayTeHTUdMKaLum, Npobembl C CETbIO U T.4. ITOT
napameTp KoHdUrypauum ykasbisaeT ckaHepy Burp Suite
npuocTaHaBnmBaTb GyHKLMIO 06x0Aa 1 ayanTa, ecsiv MMeeTca
onpeneneHHoe KOIMYECTBO NOCNEL0BATENbHbIX OLUNOOK NPUNOXKEHNS.
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[naBa 8: CkaHep 1 oTyeThl

} Login Functions

Handling Application Errors During Crawl

These settings control how Burp handles application errors (connection fadures and transmission timeouts) that anse during the crawd phase of

® <

the scan
Pause the task if

10 | consecutive requests time oul

% of requests time out

On completion of crawd, do 11 | follow-up passes to retry requests that timed out

Puc.8-9. Hacmpolika owubok npunoxxeHut 8o 8pems 06xo0a

Cnegytowwmin Habop NapameTpoB KOHOUIYpPaLIMY OTIMYAETCS, KaK
MOKa3aHo Ha puc. 8-10. To BKIOYAET B cebA HACTPOVIKM TOTO, XOTVIM JIV Mbl,
yTOObI CKaHep Burp Suite aBTomaTyeckn oTnpasnsAn GopMmbl, UK XOTUM NN
Mbl HACTPOUTbL User-agent UM XOTVM K NosyunTb robots.txt, sitemap 1 1. a.
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InaBa 8: CkaHep 1 OTYeTHl

I New scanning configuration - a X
@ Configuration name: .Cra-\-mg conﬁgura‘m 3
Expand the areas that you want to define in this configuration
“ Miscellaneous —
@ These settings let you customize some details of the crawl
] Submit forms

] Customize User-Agent

| Reguest robots txt
¥ Reguest site map
Kaximum items Lo request from site map: 1000
] Fallow hidden lnks in comments and JavaScript
Maximum hidden links to follow: 1000
Embedded Browser Options

Use embedded browser for Crawl and Audit (Experimental) Mo -

=1 A

(] save to Borary Save | | Cancel

Puc.8-10. PaznuyHele KOHGpu2ypayuu o6xooa

Cnepytowmin Habop NapameTpPoB KOHPUrypaLmm cBA3aH C GyHKLMeNR
ayauTa. HauHem € Toro, Yto NepBbIM NapamMeTPoOM KOHGUrypaLmy ayamTa
asnsetca "Audit Optimization", Kak noka3aHo Ha puc. 8-11. OTOT napameTp
No3BONAET HaM HaCTPOUTb CKOPOCTb M TOYHOCTb ayamnTa. CKOpocCTb ayanTa
MOXeT ObITb YCTaHOBMIEHa Ha ObICTPYI0, HOPMaNbHYIO UK TLWATENbHYIO, B
TO BpeMs Kak TOYHOCTb ayfiMTa MOXKET OblTb YCTAaHOBMIEHA Ha HOPMANbHYHO
WY ANA MAHMMW3ALUM NOXKHbIX cpabaTbiBaHUN.

119



[naBa 8: CkaHep 1 oTyeThl

'5 New scanning configuration - o ®
® Configuration name: -nudlt:ng :or\‘lgu.’anon.?'

Expand the areas that you want to define in this configuration

I+

“ Audit Optimization

@ These seftings let you control the behavior of the audit logic to reflect the objectives of the audit and the nature of the target application. See the
detailed help for more information about each option

Audt speed: | Normal

Bl

Audit accuracy: [Normal

[¥] Skip checks unlikely to be effective due to insertion point's base value
| Consolidate frequently occurring passive issues
[¥] Autornatically maintain session (only applies to crawl-driven audits)

¥] Follow redirections where necessary

Puc.8-11. KoHguzypayus onmumuzayuu ayouma

Cnepytownin napameTp KoHOUrypauum ayauta cesasaH C TUNom
npo6siem, 0 KOTOPbIX COO6LLAETCA, KaK MOKa3aHo Ha puc.8-12. CkaHep Burp
Suite 06HapyKrBaeT MHOXeCTBO Npobrem. OfHaKo BO BPeMs KOHKPETHOMO
CLeHapus TECTUPOBAHUA MOXET ClIyYMTbCSA TaK, YTO NOTpebyeTca
NpPOTEeCTMPOBaTb TOMbKO ONpeAeneHHbIn TN Nnpobnembl. B Takom cnyuae
He CTOUT TPaTWUTb BPeMA Ha TECTUPOBaHVe BCEX APYTUX TUMOB Npobnem.
CnepoBaTenibHO, 3TOT NApamMeTp KOHGUrypaLmy No3BONAET HaM
HacTpauBaTb TVMN NPo6em, KOTopble Mbl XOTUM MPOBEPUTL BO BPEMS
CKaHUpPOBaHWA.
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Mew scanning configuration

@ Configuration name: !Audtir_ln configuration d

Expand the areas that you want to define in this configuration.

InaBa 8: CkaHep 1 oTYeTHl

“ Issues Reported

@ These settings control which issues Burp will check for. You can select issues by scan type or individually. f you select indnadual issues, you can
als0 select the detection methods that are used for some types of issues.

® Select by scan type:

Passive

[i7] Light active

[¥] Medium active

[¥] Intrusive active

(] JavaScript analysis

O Select individual isswes.

S Fiter  Passve  Light  Medum  Iiusive  JavaScript

B |search. |

o

Enabl... Mame Passi.. Light .. | Typical s&..| Typeindex | Detection methods
[*] _|OS command injection . High 000100100 fA1 methods enabled
[F] SQL injection High |0x00100200 |44l methods enabled
[7] SQL injecticn {second order) h 100210 |A% methods enabled
vl |ASP.NET tracing enabled ° High 100280
~| _File path traversal igh 100300 (A1 methods enabled
[ XML external entity injection O High (000100200 |40 methods enabled
[# _|LDAP injection High 14 methods enabled
[¥] XPath injection High [0x00100600 [Al methods enabled
[¥l XML injection Medium 1"l methods enabled
[¥l ASP MET debugging enabled - edium
[¥] _HTTP PUT method is enabled High 1000100300
v | Out-of-band resource load (HTT.. 0 High 100400
v| _File path maniguation e High 100800
[¥i PHP code injection - High (0x00100C00 [Al methods enabled
CHE id: Pt code inje High 000100000
vl [Perl code injection [ High l0x00100E00

[T] Save to library Save

Cancel ]

Puc.8-12. Tun npobsiem, Komopewle 00/1KHbl 6bimb 06HAPYKeHbl 80

8pemsaA ayouma

Cnepytowwmin napameTp KoHUrypaummv ayanTa cBsizaH ¢ 06paboTKom

OWNBOK NPUNTOXKEHNA BO BPEMSA BbINONHEHNA GYHKLUMM ayamnTa, Kak

NoKa3aHo Ha pu1c.8-13. Mbl yKe BUAenn aHanornyHbl napameTp

KoHourypauum gna yHKumm o6xopa. ITOT napameTp rnomMoraet

HaCTpOuTb KONnM4yecTeo c6oeB, nocne KOTOpPbIX 3afa4a ayanTa 6y,D,ET

MPVOCTaHOBIIEHA.
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! Mew scanning configuration

@ c name: [Audting configuration

Expand the areas that you wart to define in this configuration

" Handling Application Errors During Audit

scan

If 2 consecutive audit checks fail, skip remaining ehecks in the current insertion point

Pause the lask if:

10 consecutive audt dems fail
% of audit items fal
On completion of each audit phase, do |1 | toiow-up passes to retry failed aperations

@ These settings contral how Burp handles application errars (connection fallures and transmission timeouts) that anise during the audit phase of the

If2 | consecutive insertion paints fail, skip remaining nsertion points, and flag audit tem as faled

L] Save to library Save Cancel

Puc.8-13. Hacmpolika owubok npunoxeHuti 80 8pems ayouma

Cnegyownin napameTp KOHOUrypauuy ayamTa CBsizaH C TUNOM TOYeK
BCTaBKM, KOTOPblE Mbl XOTUM, YTOObI CKaHep Burp Suite aTakoBan Bo Bpems

BbIMONHEHUs! GYHKUMY ayAnTa, Kak nokasaHo Ha purc.8-14. Boibop Bcex

TNOB TOYEK BCTAaBKN YBENNYNT BO3SMOXKHOCTb 06Hapy>|<eva 6onbluero

KoJinyecTtBa yﬂ3BVIMOCT€I7I, HO B TO Xe BpeMA A4 3aBepLUEeHNA ayanTa

notpebyeTtca 6onblue BPEMEHWU.

B New scanning configuration

@ Corig: name: | Audiing ¢ 4

Expand the areas that you want to defing in this configuration

“ Insertion Point Types
@ Flace payloads into the follawing locations within requests
[¥] URL parameter values
[¥] Body parameter values
[¥] Cookie parameter values
[¥] Parameter name
[#] HTTP headers
[¥¥] Entire body (for relevant content types)
[#] URL path fiename

[¥] URL path folders

Puc.8-14. Hacmpotika munos mo4yek sCmasku
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Bce napameTpbl KoHOUrypauum ckaHMpoBaHUA obxopa Y ayauTa,
KOTOpble Mbl BUAENWN, MO YMONYAHMIO UMEIOT ONTUMabHble 3HaYeHus. Mbl
MOXeM ObICTPO 3anmyCcTUTb HOBYK 3ajauy obxopa W ayfauTa, UCMonb3yA
KOHOUrypaumio ckaHMpoBaHUA No ymonuyaHmio. OfHaKo B 3aBUCMMOCTU OT
KOHKPETHbIX CLeHapueB CKaHMPOBaHUA BaM MOXeT noTpeboBaTbcA
HaCTPOWTb 1 N3MEHUTb MAPAMETPbI.

Bxopa B npuno)xeHune

Cnepyowmm BaXKHbIM NMapaMeTpoM KOHOUTYypaLum CKaHMPOBaHWA ABNAETCA
HacTpolika "Application login", kak nokasaHo Ha purc.8-15. MNpwn
CKaHWPOBaHWY LIeNeBOro NPUIIOKEHNA Mbl MOXEM HaTKHYTbCA Ha
onpegfeneHHbIe CTPaHNLbI, KOTOPble He TPebyIoT ayTeHTUdMKALUK, B TO
BPEeMs Kak MOXKeT OblTb HECKONIbKO CTPAHML, JOCTYN K KOTOPbIM BO3MOXKEH
TONbKO Nnocne ayTeHTudUKauun. ECnvm mbl XoTrm, 4To6bl CKaHep Burp Suite
TaKXe NpPoBepsAn CTPaHNLbl, Ha KOTOPbIX BbIMOJIHAETCA ayTeHTUdMKALWA,
Ham Heo6XOAMMO NPEeOCTaBUTb YUETHbIE JaHHbIe,

6 Application Login

Scan detals Speciy the account credentals that should be submitied 1o any login functions. The crawler will use these 1o discover authentic ated content
betind logn functions

{:0:} Label Username | Hew

kogn B2 New Login Credentials »

® Late

Resource
pool

Usemarme:

Password

OK Cancel

Sedect from Morary

@ [ ok Cancel
Puc.8-15. KoHgueypayus exo0a 8 npusoxeHue
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YueTHble faHHble MOXHO A006aBUTb, MPOCTO HaXKaB Ha KHOMKY "New" n

YKa3aB HeO6XOJJ,I/IMbIe MMA NMosib3oBaTtena 1 Naposb.

Iynbl pecypcoB

MocnegHun napameTp KOHPUrypaLmm ckaHnpoBaHus - “Resource Pool”,

KaK NMoKasaHo Ha puc. 8-16. [yn pecypcoB NOMOraeT onpeaenmTb

CCTEMHbIE pecCypCbl, KOTOpPbIe 6)/LWT MCnosib3oBaTbCA ANA BbINOJIHEHUA

HeCKonbKuX 3agauy. o ymonuaHmio co3faeTcs Nyn pecypcos, KOTOPbIN

No3BOJIAET BbINONHATL He 6onee 10 OAHOBPEMEHHDbIX 3aMpPOCOB. Mbli

MOXeM OCTaBUTb 3TO 3Ha4YeHMe NO YMONTYaHUIO, €CJIN TOJIbKO Mbl HE XOTM

BbINO/IHATb MHOI03a4a4HOCTb B paMKaX OAHOIO U TOro »Ke MNMpoekKTa BUI’p

Suite.

B New scan

9

Scan details

&

Scan
configuration

2]

Applcation
login

)

Resource
pool

©)

Resource Pool

Specdy the resource pool in whach the scan will be run. Resource pools are used 1o manage the usage of system resources across multiple
tasks

B Use exsting resource pool

Sedected Resource pool Max conCurment requésts Deday between réquests ]
) | Defaul resource pool 110

Create new resource pool
HName
L] Masdmum concument requests

L Delay between requests: milliseconds

Puc.8-16. KoHghuzypayusa nynos pecypcos
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OTver

Coobuatb 0 Npobremax B npeseHTabenbHOM popMaTe Tak e BaXKHO, Kak
1 HaxoauTb ux. Burp Suite npepnaraet oTANYHY0 GYHKLMIO OTYETHOCTH,
KOTOpas MOMOraeT HaM CO3/1aBaTb OTYET B TpebyemMoM popmaTe CO BCEMM
COOTBETCTBYIOLWUMU CBeeHUAMN 06 ya3BUMOCTH. lNocne co3gaHus, otyeT
MO>KeT 6blTb NepefaH COOTBETCTBYIOLNM 3aNUHTEPECOBaHHbIM CTOPOHaM
NS NPUHATUA JaNibHENLWNX Mep.

Kak Tonbko 3aiaua obxopa v ayauta OyaeT 3aBeplLueHa, Bce
npobnembl, 06Hapy>KeHHbIe BO BPEMA CKaHMPOBaHMA, OyayT nepeymncrieHbl
B obnacTtu "Issue activity", Kak nokasaHo Ha puc. 8-17. Tenepb Ham NPOCTO
HY>KHO BblOpaTb NPobaeMbl, KOTOPbIE Mbl XOTUM BKIIIOUUTL B OTYET. 111
3TOro NPOCTO WENKHUTE NPaBOW KHOMKOWM MbILWN Ha Npobyieme, 0 KOTOPOWA
HeobXx0AMMOo coobLWNTb, 1 HaxkmuTe "Report issue”.

st | Tages | Prosy | v | Repeser | Senercer | oot | Gomowes | Exmnies | Proect soseen | e opsons | 387 | Birrs | Desematimion Scammer | Reticion | e | Setwne vidsesattny Scarves | astsons Scaver e
| 1 1 |

Tesk D EENED @S0 | wie iy

iy — g — L ey e

lcw'“ L ' b | N T e

Py ————

g 700

Unmareres et raat Fesrecnng s remisnng

< A
e — [ o

Pauned

Puc.8-17. 3kcnopm npobnem 0519 omyema

Mactep otyetoB Burp Suite Tenepb cnpocut Hac o popmate oTyeTa,
KOTOPbIV Mbl XOTUM MONYYNTb, Kak MOKa3aHo Ha puc.8-18. B HacToALee

BpemsaA Burp Suite nopgepxnBaet cosgaHne otyetoB B popmaTtax HTML
wnun XML.
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[naBa 8: CkaHep 1 oTyeThl

‘} Burp Scanner reporting wizard = O X

@ Choose the format for the report.
® HTML
Q xm

BaseB4-encode requests and r

L Cancel N, NextJ

Puc.8-18. Bvibop popmama 015 omuyema

3aTeM HaM HY>KHO BblbpaTb, Kakune cBefeHuUs o Npobneme TpebytoTca
B OTUeTe, KaK NokKasaHo Ha puc. 8-19.

B Burp Scanner reporting wizard - a X

@ Select the types of details to include in the report.

(] Issue background

(] Remediation background

(] References

(] Issue detail [where applicable]

/] Remediation detail [where applicable]

Back Next
Puc.8-19. Bbibop muna ceedeHuli, Komopele 6y0ym 8K/0HeHbI 8
omyem

3aTeM Ham HY>KHO Bbl6paTb, HYXKHbl I Ham NofHble HTTP-3anpochl
OTBETbI Ha YKa3aHHble NPo6sieMbl UM TOMbKO COOTBETCTBYOLLME
BblAEPXKU, KaK MOKa3aHo Ha pucyHke 8-20.
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B Burp Scanner reporting wizard = a X

® Select how HTTP request messages should appear in the report.

(U Do not include requests
® Include relevant extract

() Include full requests

Limit to bytes

Select how HTTP response messages should appear in the report.

() Do not include responses
® Include relevant extract

() Include full responses

Back Next

Puc.8-20. Bbibop hopmama 3anpocos u omgemoa 0719 omyema

HakoHeL, Ham HY>XHO Bbl6paTb MM 1 MECTOMOJIOKEHME, B KOTOPOM
Mbl XOTMM CO3[aTb OTYET, a TaKXKe Ha3BaHWE OTYETa, Kak NOKa3aHo Ha
puc. 8-21.
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InaBa 8: CKaHep 1 OTYeThbI

B Burp Scanner reporting wizard - O X

@ Select the file where the report will be saved.

[ Select file ... J [C'.\.Users\91797\Documems\Repon_htm| |

Specify the title and structure to use in the report.

Report title Burp Scanner Report

Issue organization ' By type ;

Table of contents levels | 2 v

Summary table {-AII issues m

Summary bar chart { High, medium and low issues F]

@ Embed images within HTML (requires modern browser)

( Back | l Next

Puc.8-21. Hacmpolika mecmonosioxxeHus, 8 Komopom byoem
CcoXxpaHeH omyem

Tenepb MacTep oTyeToB Burp Suite co3gact otuet 06 yA3BUMOCTU, Kak
NMOKa3aHo Ha pnc.8-22.

B Burp Scanner reporting wizard = O X

e ————

Report completed
Report size: 75,978 bytes

| Close .

Puc.8-22. Co30aHue omyema
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[naBa 8: CkaHep 1 oTyeThI

Co3aaHHbIN OTYET MOXXHO MPOCMOTPETD B NI06OM 13 6pay3epoB, Kak
MoKasaHo Ha puc. 8-23. B oTueTe COfEPKUTCA KPATKOE U3N0OXKEHWE BbIBOAOB,
OCHOBAaHHbIX Ha JOCTOBEPHOCTY, @ TaKKe Ha CEPbE3HOCTMU.

BURPSUITE

Burp Scanner Report PROFESSIONAL

Summary

The lable below shows the numbers of issues identified in diferent categories. Issues are classified according to severity &s High, Medium, Low or Information. This
reflacts the likely impact of each ssue for a typical organization. Issues ane also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technigue that was wsed to identify the issue

Confidence

Cartain Firm Tentatve Total

. Medium - o o 0
ot Low L} o o o
Information - o o L]

Thi chan below shows the aggregated numbers of issues dentibed n each calagory. Sold coloned bars reprasant issues with a conhdence level of Ceram, and the
bars fade as the confidence level falls,

Number of issues

|o |1 2 3 4

Hioh —

Puc.8-23. [I[pocmomp omuyema 8 6pay3epe

B oTueTe Takke Noapo6HO NOKa3aHa yA3BMMOCTb BMeCTe C
COOTBETCTBYIOLMM 3aNPOCOM M OTBETOM, KaK MOKa3aHO Ha pUCyHKe 8-24.
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[naBa 8: CkaHep 1 oTyeThl

« CVE-2012-5658 - 6.0 - CVE-2012-5668
Apache Tomcat through 7.0.x allows remote attackers to cause a denial of service (daemon outage) via partial HTTP requests, as demonstrated by
Slowloris.

Remediation detail
Issue background
Remediation background

Request

GET findex.|sp?content=businesshim HTTPI.1

Hesst: deme.testfire.net

Aecept Encoding: grip, deflate

Accept: T

AcceptLanguage: en.US,en GBqe0.9,encq=0.8

User-Agent: Moxilla/5.0 (Windows NT 10.0; Wink4; x64) AppleWebKit537.36 (KHTML, like Gecko) Chrome/84.0.4147 89 Safari/537.36
Connection: close

Cache.Control: max-age=0

Referer: hips:idemo testfire netrobots.ta

Cookie: JSESSIONID=-17FTDFESB1TFAICEBES304C 51 IRA0960

Response

HTTRA.1 200 OK

Server: Apacho Coyotell.1

Content Typs: tethiml;charset=1S0-8358.1
Date: Saz, 08 Aug 2020 05:15:12 GMT
Cennection: close

Content Longth: 8456

«l-. BEGIN HEADER >
<IDOCTYPE himi PUBLIC “SAVICIDTD XHTML 1.0 it MEN" “hatp: 3, i dd™>

<himl xmins="hitp:www,
[ SNIPY...

Puc.8-24. [ToOpobHasa uHpopmayus ob yazeumocmu 8 omyeme

Pe3some

B sTOM rnaBe mbl y3Hanu o ckaHepe Burp Suite 1 0 TOM, Kak ero MOXHoO
HacTpouTb ana 3GHeKTMBHOro aBTOMaTMYECKOro Noncka ya3sumocTei
NPUIOXKEHNN.

B cnenytolein rnase mMbl pacCMOTPUM, Kak ncrnonb3sosaTb Extender Burp
Suite AnA ycTaHOBKM [ONOMHUTENbHbIX MAArMHOB 1 paclInpeHuns
BO3MO>KHOCTEN.

YnpaxXHeHunA

1. OTckaHupyiTe Ntoboe 13 LieneBbix Be6-
NPUNOXeHN, NCNonb3ya GyHKLUMo obxoaa 1
ayauTa Burp Suite.

2. Cospaiite otueT B popmate HTML o npobnemax,
06OHaApYXeHHbIX BO BPEMs CKAHMPOBAHUS.
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PacwuunpeHnuna Burp
Suite

B npepablayLei rnaBe Mbl y3Hanum o ckaHepe Burp Suite, koTopblii 3¢pdeKTUBHO
MOMOraeT aBTOMaTM3UPOBaTb OOHAPYKeHME YA3BMMOCTEN. B 3To rnase mbl
paccmoTpum dyHKumio "Extender” B Burp Suite, c MTOMOLLbIO KOTOPOW Mbl CMOXEM
ele 6onblue paclMpUTb BO3MOXHOCTY Burp Suite.

PacwmpeHna Burp Suite

Ha npoTakeHnn BCer KHMUMM Mbl pacCMaTpuUBani pasfnyHblie BO3MOXHOCTY Burp
Suite KaK Ans pyyHOro, Tak U 4/1A aBTOMaTUYECKOrO OOHAPYXeHUs YA3BMMOCTEN.
Mbl N3yumnun pas3nmyHble MHCTPYMEHTbI U YTUnnUTbl B Burp Suite, KoTopble MOXHO
NCNONb30BaTb AJ1 KOHKPETHbIX 3agau.

Burp Suite Tenepb 60bLUe NOXOX Ha NAATPOPMY, KOTOpas AOCTAaTOUHO rMbKa
IR pa3MeLleHuns BHelWHMX GyHKUWI 1 yTunut. Kak mbl yx<e Bugenu, Burp Suite
npefoCcTaBnAeT MHOXECTBO BO3MOXKHOCTEN "13 KOpobKu". OgHaKo 3Tn
BO3MOXHOCTU MOTYT ObITb pacLUMPEHbI B JaSIbHENLLIEM C MOMOLLbIO PACLLVPEHNIA.

PaclmpeHnus Burp Suite npeacTaBneHbl B pasnnyHbIX $opMax, Kak NoKa3aHO HUXKe:

PacumpeHnsa no ymon4yaHuio — 31 pacllnpeHuns
nepeyrcrieHbl MO YMOMYaHMIO, 13 KOPOOKM B NIO6OM
13 Habopos Burp Suite, 1 MOryT 6bITb yCTaHOBNEHDI
c nomoulbto Extender Burp Suite.

Pro pacwmpeHuns — 3To paclupeHus], Kotopble
MOTYT 6bITb YCTaHOBIEHbI 11 3aNyLLEeHbl TONbKO B
Bepcuun Burp Suite Professional Edition.
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naBa 9: Pacwupenua Burp Suite

O6blYHbIe pacluMpeHna — 3TO PacLIVPEHNS,
KOTOpble MOryT ObITb YCTaHOBMEHbI 1 3anyLLyeHbl B
Burp Suite Community Edition, a Takxe B
Professional Edition.

Apyrune pacwmpeHuns — Burp Suite otkpbin API, ana
KOTOPbIX pa3paboTumKm MOryT Co3aaBaTb HOBbIE
nonb3oBaTenbCKue pacwmpeHns. Takne
pacluMpeHna He ABAAIOTCA YacCTbio oPpuLManbHOro
MarasvHa paclmpeHuni, Ho X HeobxoanmMo
3arpy3uTb 1 yCTaHOBUTb BPYYHYIO.

MarasuH BApp

Camblin npocTol cnocob ycTaHOBUTL paclupeHune B Burp Suite - uepes
marasuH BApp. Ytobbl monyunTb foctyn K marasuHy BApp, npocto
nepengute B pasgen Extender > BApp Store, Kak noka3aHo Ha puc.9-1.

_Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender |

Extensions _' BApp Store _' APls TOptions |

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities

Puc.9-1. Maza3uH BApp

MarasuH BApp nmeet oueHb NpoCcTon B UCMOSb30BaHUM
nHTepdenc ¢ AByMA NaHeNAMH, Kak MOKa3aHo Ha puc. 9-2.
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[naBa 9: Pacwmnpenua Burp Suite

e B & ey Bt b e by v of B Sie 1o e s Capabiies

o sty ke _IEVESTATE b S vy manknd

Puc.9-2. Maza3uH BApp

Ha neBoi naHenu nepeuncneHbl Bce JOCTYNHbIE PACUMPEHUS, @ TaKXKe
cnepytowan nHbopmaLms:

e Ha3BaHwue pacwmpeHus,

e YCTaHOBJEH NN OH B fAHHbIVN MOMEHT USIN HET,
o PenTuHr paclumpeHus,

e [onynapHoCTb paclumpeHuns,

o [lata nocnegHero 06HOBMIEHUSA pacUNPeHUs,

e [locTynHO pacwmpeHme ToNbKo Af1A NCNOJIb30BaHNA B
Burp Suite Professional Edition nnu ero mo>kHo Takxe
ncrnonb3osatb B Community Edition.

Ha npaBoii naHenn otobparkaetca nogpobHaa nHpopmauma o nodom
M3 pacWMpPeHUl, KOTopble Mbl BblOMpPAaemM Ha NeBOW MaHenu. JTO
BK/tOYaeT B cebs cnepytoLyto nHGopmaumio:

e [oppo6Hasa nHbopmaumsa o Tom, YTO 3TO 3a
paclwyrpeHre 1 Kak ero MOXHO MCMonb30BaTb

e ABTOp

e Bepcua pacwmpeHus
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e WcTouHMK
e [laTa nocnegHero o6GHOBNEHUS pPacLLUMPEHs
e PeWTUHr 1 NonynapHOCTb paclumpeHns

e KHonka "Install" pna yctaHoBkM 1 gobaBneHns
paclwupeHns B TeKyLLyto HacTporKy Burp Suite
Ba)kHO OTMETUTb, YTO HOBblE pPaCLUMPEHNA NPOAOIKAOT PETYSPHO
nob6aBnATbCA B MarasviH BApp. Ytobbl ybeantbca, UTo CNCOK pacLuvipeHnin
ABNAETCA NOCNIeAHMM, MPOCTO HaxkMuTe KHonKy "Refresh list", kak nokasaHo
Ha puc. 9-3.

Dashboard | Target I Proxy | Imruder | Repeater | Sequencer | Decoder | Gomparer | Extender | Project options | User options | Errors
" BAppStore | APIs [ Options

BApp Store @

The BApp Store contains Burp extensions that have been written by users of Burp Suite, 1o extend Burp's capabilties.

_Rating | Popularty | _Lastupdated Detad =
= SLmTIIE NI OpenAPI] Parser |
T 15Am2018 "
16 Jul 2020
i 02 Dec 2019

{qui |»

in Extractor

This extension provides the following fe[>
Ll n | (L3}

| Refreshist || Manualinstal ..

Puc.9-3. [I[pocmomp pacwupeHuu 8 mazasuHe BApp

Huxe npuBeaeHbl HEKOTOPbIE NoJe3Hble paclUMpPeHNs U3 MmarasriHa BApp:

¢ Active Scan++ - 370 pacwumpeHue paspaboTtaHo ana
JOMONHUTENIbHOTO PacLIMPEHNA BO3MOXKHOCTEN
MacCUBHOIO 1 aKTMBHOIO CKaHMpOBaHuA Burp Suite.

¢ Additional Scanner Checks - 310 pacwupeHune
L06aBnseT elye HECKOJIbKO NPOBEPOK K MACCYIBHOMY
cKaHepy, Hanpumep, DOM-based XSS u T. .

e CSRF Scanner - 310 pacluMpeHne noMoraet nacCMBHO
CKaHMpPOBaTb YA3BMMOCTY N5 MOAAENKN MeXCANTOBbIX
3anpocos (CSRF).
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Discover Reverse Tabnabbing - 310 pacwmnpeHune nwet
B HTML-Koge BO3MOXHble ya3BumocTu Tabnabbing.

Error Message Checks - 310 pacwumpeHvie nomoraet
NMaccnBHO OH6HapPY»KMBaTb Jitobble cO06LEHA 06
OLUMBKaX N UCKITIOUYEHUSIX, KOTOPbIE MOTYT COfleP»KaTb
KoHbMaeHUManbHyto nHbopmaumio, Hanpuvep,
TPacCMpPOBKY CTeKa.

Headers Analyzer - 570 paclumpeHune nacCMBHO
NpoBEPAET 3arofIoBKN OTBETA I OTMEYAET BCe
OTCYTCTBYIOLLME 3arofIOBKMN 6e30MacHOCTH, Takue Kak X-
XSS-Protection, X-Frame-Options n mHorue gpyrue.

HTML5 Auditor - 310 paclumpeHune npoBepseT, He
6bIIM NN NCNONb30BaHbl Kakne-n1Mbo NoTeHUanbHO
onacHble dyHKumn HTMLS5, Takune Kak xpaHeHue
KOHOUOEeHUMaNbHbIX AaHHbIX B XPaHUKLLE Ha CTOPOHe
KNMeHTa, reonokauuna KnmeHTa u T.4.

J2EEScan - 310 paclimpeHne NnomMoraeT yayyllunTb
noKpbiTue TectoB ana J2EE-npunokeHun, a Takxe
fob6aBnsAeT [ONOHMTENIbHbIE TECTOBbIE CLIeHapUK.

Java Deserialization Scanner - 3710 paclwunpeHne
paclumpseT BO3MOXHOCTY Burp Suite no o6HapyxeHuio
YA3BUMOCTEN gecepmnanusaumn Java.

JavaScript Security - 370 paclwmpeHve fobasnaet
HECKOMNbKO NacCMBHbIX MPOBEPOK, CBA3AHHbIX C
6e3onacHocTbio JavaScript, Takux Kak npo6siembl DOM,
Cross-Origin Resource Sharing (CORS) n T.4.

Retire.js - 310 pacwmpeHmne NacCMBHO OTC/IEXNBaET
TpaduK 1 06HaAPYKMBAET UCMOMb30BaHMe Ntobow
yA3BMMOW CTOPOHHEN 6UbNNOTEKM BMeCTe C
Heobxoanmon nHpopmaumer o CVE.

SameSite Reporter - 310 paclwmnpeHmne nposepaeT, 6bin

N ycTaHoBneH aTpubyTt SameSite B cookies nnu HeT.
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¢ Software Version Reporter - 370 pacwmpeHne
naccMBHO aHanu3npyeT Tpadurk n coobLiaeT Bce AaHHble
0 Bepcum nporpammHoro obecneyeHus. 3ta
MHPOPMALINA MOXKET MOMOYb B MEPEUNCTIEHNN
NPUIOXEHNN.

o Upload Scanner - 310 paclwmpeHne gobasnaet
BO3MOXHOCTU B Burp Suite gna o6HapyxeHus GyHKUMA
3arpy3ku Gpannos 1 cBA3aHHbIX C HUMW YA3BMMOCTEN.

¢ Web Cache Deception Scanner - 310 pacwmpeHne
CKaHMpyeT NpUIoXKeHVe Ha Hannure yassumocTtn Web
Cache Deception.

e CSP Auditor - 370 pacwmpeHne CKaHUpYeT 3arofoBKx
OTBETa U NPOBEPSET, NPABUIIbHO NN HACTPOEHA
noNinTUKa 6e3onacHocTn cogepkmmoro (CSP) nnu Her.

e CVSS Calculator - 370 pacwmpeHune no3sonsaet
oLeHuMBaTb yA3BMMOCTY No metogonorum CVSS B Burp
Suite.

PyuyHana yctaHOBKa

B npegbiayliem pasgene mMbl pacCMOTPENM, Kak MOXKHO NMPOoCMaTpurBaTh,
BbIOMPATL 1 YCTAHABNMBATb PAaCLUMPEHNA C MOMOLLbIO Mara3uHa BApp. He
BCe HamnncaHHble pacmMpeHna [OCTYMNHbl B MarasuHe BApp. MoryT
CyLLeCTBOBaTb paclUMPEeHNs, HanncaHHble OTAENbHbIMU aBTOPaMMU,
onyb6nMKOBaHHbIE HA Pa3fIMUHbIX CalTax, Takux Kak GitHub v 1.4. B Takom
cfyyae, eCnu pacliMpeHne He NPUCYTCTBYET B MarasuHe BApp, Ham Hy»HO
CKayaTb ero OTAENbHO M YCTaHOBUTb BPYYHYH. YTO6bI yCTaHOBUTD
paclwmpeHna BPyUHyto, NepenanTte Ha BKNagKy 'Extensions' B Extender, kak
MOKa3aHO Ha pUCyHkKe 9-4.
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b I Taget | Proxy | Wirader | Repeater |  Sequencer | Decoder |  Gomparer | Extender
! [ eApp Store | APts | Gptions

Burp Extensions

Edensions et you customize Burp's behavior using your awn or third-party code

Add Loaded Type Name |

O lawa | Collaborator Everywhere |

| Remove I I3 Java |Emor Message Checks |
II [+ Java Freddy, Deserialization Bug Finder

L ¥ Java | Java Deserializalion Scanner |

v Java Retire.j:
| oom | B3 Reer

" Detais IDWM |‘Enurs |

] Extension loaded

Name: !f‘ Ev

[— tem [ Detai

Extension type Uava

Filename bapps'2495(6fb364d48e 26c02b i all jar

Puc.9-4. [JobasneHue pacwupeHuli 8py4Hyto

Burp Suite nprHMMmaeT ycTaHOBKY CTOPOHHUX pacLUMpPEeHniA Co
cnenyolwMmm dopmMaTamm, Kak MOKa3aHo Ha pPUCYHKe 9-5.

e Java
e Python
e Ruby

Load Burp Extension -
Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: Java b

Extension file (_jar): aa | l Select file ...
Python
Ruby

Puc.9-5. Boibop muna pacwupeHus

[pyrue onuumm BKAOYAOT, XOTUM SV Mbl MOKa3aTb BbIBOA U OLLUNOKM
nocne yCTaHOBKM pacCLUMPEHNA Ha KOHCOMW UM COXPaHUTb X B daiin, Kak
NMOKa3aHO Ha pUCyHkKe 9-6.
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B Load Burp Extension — o %
Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: !Java -
Exlensinnﬁle(_jar}:| || Selectfie.. |

Standard Output

© Output to system console

O Save to file: | Select file ...

® Showin Ul

Standard Error

O Output to system console

© Save to file:

® Showin Ul

Puc.9-6. [JobasneHue pacuupeHuli 8py4Hyto

Y1006bl yCcTaHOBUTL paclunpeHme, Bbibepute Tin pacwmpenms (Java /
Python / Ruby), a 3aTem npocTto Hangute n Bbibepute mecTo, rae
paclwpeHrie HAXOAUTCA Ha ANCKe, Kak NMOKa3aHo Ha pPUCyHKe 9-7.
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Load Burp Extension = [m] X

Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: n

Extension file ( jar): |D:\L~sosenal.iar Select file ..

Standard Output

) Output to system console

O save to file: Select file ...

® Show in Ul

Standard Error

© Output to system console

O savetofile Select file ..

® Show in Ul

oo

Puc.9-7. Bvibop ¢patina pacwupeHus

Ecnmn YyCTaHOBKa pacllnpeHna 3aBepllieHa ycnewHo, NoABNUTCA
coobLleHNe, KaK MOKa3aHO Ha pucyHKe 9-8.
! Load Burp Extension = [m] 3

The extension loaded successfully. Any output or error messages generated are shown below.

| Output | Errors

-

®@@ EE|Search... | 0matches |I| |E_’

Puc.9-8. 3azpy3ka pacwupeHut 8py4YHyto
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HacTrpounku

Tenepb, Korga Mbl yBUAENM, Kak yCTaHaBMBaTb pacluMpeHmns nnbo yepes
marasuH BApp, nn6o BpyuHyto, faBaliTe pacCMOTPUM HEKOTOpble
[OMONHUTENbHbIE HACTPOMKMU, CBA3aHHbIE C PACLUNPEHUAMN.

e JloCTyn K HacCTpOMKaM MOXHO MONyunTb, Nepenas Ha
Bknagky 'Extender > Options', kKak Noka3aHo Ha
pucyHKe 9-9. lNepBble ABe HAaCTPOWKN OnpeaenstoT,
XOTUTE N1 Bbl aBTOMATUYECKIW Nepe3arpy»aTtb
pacwmpeHua npu 3anycke Burp Suite n xotute nu Bbl
ABTOMATUYECKN OOHOBNATL paclUMpPeHMA NPU 3anycke.

" Extensions r BApp Store ‘ APls | Options

@ Settings

@ These settings control how Burp handles extensions on startup.

Automatically reload extensions on startup

Automatically update installed BApps on startup

Puc.9-9. Onyuu mazasuHa BApp

CnepytoLlan HacTpoliKa cBfAzaHa co cpefon Java. bonblmHcTBO
pacWwmpeHnii HanMcaHo Ha A3blke Java. [Ina obecneyvyeHns NpaBuibHON
paboTbl 3TVX PacLUIMPEHU MOXKET NOTPeboBaTbCA YKa3aTb NyTb K J0ObIM
AOMONHUTENbHbIM 6GUGNMOTEYHBIM 3aBMCMMOCTAM, Kak NOKa3aHo Ha
pucyHke 9-10.
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E I | BApp Store ]’ APls | Options l

® Java Environment

{é}‘ These settings let you configure the environment for executing extensions that are written in Java. If your extensions use any
libraries, you can specify a folder from which libraries will be loaded.

Folder for loading library JAR files (optional):

Select folder ...

Puc.9-10. Hacmpolika cpeosi Java

CnepytoLlas ycTaHOBKa CBA3aHa C HacTpolikol cpepbl Python. [Ina
HeKOTOpPbIX paclpeHnin TpebyeTca nHTepnpetatop Python,
peann3oBaHHbIN Ha Java nog Ha3BaHuem Jython. Jython moxkHo 3arpy3utb 1
yCTaHOBUTb € calTa https://www.jython. org/download. Mocne ycTaHoBKM
Heo6xo04MO 06HOBUTL NMYTb K ANPEKTOPUN YCTaHOBKM Jython, Kak
NOKa3aHo Ha pucyHke 9-11.

| Extensions | BAppStore | APIs | Options |

® Python Environment

{@} These settings let you configure the environment for executing extensions that are written in Python. To use Python
extensions, you will need to download Jython, which is a Python interpreter implemented in Java

Location of Jython standalone JAR file:

C:\jython2.7.0¥jython jar Select file ...

Folder for loading modules (optional):

Select folder ... |

Puc.9-11. Hacmpotika cpedsl Python

MocnepgHUNn napameTp CBA3aH C HAacTporKon cpeabl Ruby. Kak Mbl
Buaenu paHee, Burp Suite nogaepxusaet paclumpeHuns, HanMcaHHble Ha
Ruby, nosToMy Ham HY>KHO YKa3aTb NyTb K MHTeprnpeTaTopy Ruby, Kak
NnokasaHo Ha pucyHke 9-12. Ytobbl 3anycTuTb paclumpeHme B Burp Suite,
HanucaHHoe Ha Ruby, Heobxoanmo 3arpy3nTb 1 yctaHoBUTb JRuby ¢ caiTa
https://www.jruby.org/download.
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" Extensions r BApp Store f APls It Options |

® Ruby Environment

{9} These settings let you configure the environment for executing extensions that are written in Ruby. To use Ruby extensions,
you will need to download JRuby, which is a Ruby interpreter implemented in Java. Note that you can either configure the
location of the JRuby JAR file here, or you can load the JAR file on startup via the Java classpath.

Location of JRuby JAR file:
Select file ...

Puc.9-12. Hacmpoltika cpedsl Ruby

Apyrune nonesHblie pacwinpeHns

PaHee B 3TO rnaBe Mbl y»Ke NO3HAKOMUIINCh C HEKOTOPbIMY MOMe3HbIMU
pacwmpeHnammn, 4OCTyNHbIMK B MarasuHe BApp. Mockonbky Burp Suite
npenocTaBnAeT pa3paboTurkam nHTepdenc NprknagHoro
nporpammupoBaHua (API), MOXHO nerko nucatb 1 paspabaTbiBaTb
nonb3oBaTeNbCKre paclipeHns no mepe HeobxogmmocTu. Bot
HeCKOSIbKO [OMOJTHUTENbHbIX MONE3HbIX PAaCLUMPEHNIA, KOTOPble MOXHO
BPYYHYIO yCTaHOBUTb B Burp Suite.

e sometime - JTO paclWMpeHne MOXHO 3arpy3nTb C
canTa https://github.com/linkedin/sometime. 310
paclwmpeHne NacCMBHO OTCNIEXKMBAET TPAdUK, YTOObI
NpoBepUTDb, YA3BUMO N1 NpunoxeHne K Same Origin
Method Execution.

o burp-suite-gwt-scan - 310 paclumpeHne MOKHO
3arpysuthb ¢ canTa https://github.com/augustd/burp-
suite-gwt-scan - 3To paclumpeHrie nomoraet
aBTOMAaTUYeCKM OnpefenaTb ToUkn BcTaBku gna GWT
(Google Web Toolkit) 3anpocoB npu oTnpaBKe nx
AKTMBHOMY CKaHepy unu Burp Intruder.

¢ Admin panel finder - 310 paclwupeHne MoOKHO
3arpy3uTb ¢ canta https://github.com/moeinfatehi/
Admin-Panel_Finder - 310 pacwmpeHne nomoraeTt B
nepeyncneHnn nHTepderncos agMMHUCTpaTopa
NHPPACTPYKTYPbI 1 MPUSIOXKEHWU, KOTOPbIE MOF/N
142 ObITb OCTABJIEHbI OTKPbLITBIMY MO OLINOKE.,
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e Pwnback - 370 pacwmpeHe MOXHO 3arpy3unTb C caTa
https://github.com/P3GLEG/PwnBack. 310 paclumpeHne
nomoraeT NonyyYnTb CTapble U apXUBHbIe BepCUin
NPUIOXEHNSA, eCNV TaKOBble NMEITCA. ITO MOXKET ObITb
Nnosie3Ho ANA CPaBHEHUA CTapOn 1 TEKYLLEN BepCui
NPUNOXeHNA, YTOObI MPOBEPUTL N3MEHEHNA 1
CBA3aHHbIE C HAMW YA3BUMOCTN.

e Minesweeper - 3TO paclUMpeHne MOXHO 3arpy3mnTb C
canta https://github.com/codingo/Minesweeper - 310
paclumpeHrie NoMoraeT 06HapPYKUTb CKPUMTHI,
3arpyxaemble ¢ 6onee yem 23000+ BpeJOHOCHbIX
LOMEHOB A7 A06bIYN KPUMTOBaNOTbI (KPUMTOLMKEKMHT).
JononHUTENbHbIN U NOJHBIN CANCOK pacumpeHnin Burp Suite nprueeneH Ha
canTe https://github.com/snoopysecurity/awesome-burp-extensions.

API

Ha npoTaxeHnn BCeli 3TON rnaBbl Mbl BUAeN ncnonb3oBaHue Extender
AnA fobaBneHna N yCTaHOBKM HOBbIX PACLLUMPEHUNI, KOTOPbIe 3HAUYNTENIbHO
ynyuLiaT BO3MOXKHOCTM Burp Suite. Burp Suite npegnaraert ewie ogHy
nonesHyto GyHKLMIO B BUAe MHTepderica NpuknagHoro
nporpammupoBaHua (API). Micnonb3ya 31n AP, MOXXHO nucatb
cobcTBeHHble pacwmpenus. Cnucok goctynHoix APl n nogpo6Hoe
PYKOBOZACTBO MO MX MCNOJIb30BaHMIO JOCTYMHO Ha BKnagke 'Extender >
APIs', Kak NOKa3aHO Ha puCyHKe 9-13.
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Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Exender | Projectoptions | User options
_' Extensicns !' BApp Store 'API_s' Options

Burp Extender APls @
You can use the Burp Extender APls to create your own extensions to customize Burp's behavior,

[IBupGallaboratorClentContext (][ 1 package bucp; =]
IBurpCollaboratorinteraction 5 =
IBurpExtender =i| ¢ * @(N} IBurpCollaboratorClisntConkaxk. java

IBurpExtenderCalibacks 5 o+

ICor Factory | || & * Copyright PortSwigger Ltd. ALl rights reserved.
[ContmdMenbwecalion * This code may be used to extend the functionality of Burp Suit
ICockie

mmunity Bdition

IExtensionHelpers 2 * and Burp Suite Professional, provided that this usage does not
e 2 | istener o late che 2 i .
= 10 * licenss ters coducts.
HitpListener ag] icens rma for those products
IHtipRequesiResponse 12 import java.util.Dist; |
IHiipRequestResponsePersisted ot >
::WL qu v; @@}L:"_—)J Search \ 0 matehes | n
I Save interface files ]I Save Javadoc fles |

Puc.9-13. API 8 Extender Burp Suite

Pe3slome

B aToI1 rnaBe mbl no3Hakomunuce ¢ Extender Burp Suite, koTopbii
NO3BOJIAET PACLUNPUTb BO3MOXHOCTM Burp Suite c nomowybto BHELHNX
pacwupeHnid. Mbl nsyuymnnm marasmH BApp, B KOTOPOM eCTb CNCOK MHOTUX
None3HbIX paclMPEeHNid, a TakXKe HayuYnIncb yCTaHaBAnBaTb paclunpeHme
BPYUHYIO, eCiii ero HeT B Mara3nHe BApp. HakoHeL, mbl nepeuncnnnm
HEeCKOJTbKO AOMOTHNTESIbHbIX PaCLUVPEHNI, MOMUMO TeX, KOTOpble
oduumManbHO NpeacTaBneHbl B Mara3uHe BApp.

B cnegyiouen rnaBe Mbl pacCMOTPUM, KaK MO>KHO MCMONb30BaTb
BO3MOHOCTU Burp Suite anA tectupoBaHna MOOUNbHBIX MPUNOXEHNUIA 1
API. Mbl Tak»ke pacCMOTPVM MOJTHbIA pabounii NpoLecc TeCTUPOBaHMA
NPWIoXeHNa ¢ nomoLbio Burp Suite.
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YnpaxxHeHunA

1. Wcnonb3yiite marasnH BApp ona yctaHoBKM
paclumpeHnii, 06Cygaemblx B 3TON rnaBe.

2. BbIMOMHKTE aKTUBHOE CKaHNPOBaHe LiefIeBoro
NPUNOXKeHNA A0 YCTaHOBKN pacluMpeHnii 1 nocne
YCTAHOBKM paclimpeHmnin. ObpaTtnte BHUMaHNe Ha
pa3HuMLY B yA3BUMOCTAX, HaMgEHHbIX NPU 060Mx
CKaHNPOBaHWAX.

3. V3yunte gononHuTenbHble pacluupeHuns,
paccMoOTpeHHbIe B 3TOV FNaBe, 1 Nonpobylite
YCTaHOBUTb WX BPYYHYIO.
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TecTupoBaHue
MOOMADbHbIX
npunoxxeuun n API ¢

nomoLubio Burp Suite

B npownoii rnaese mbl y3Hanu o ¢yHKuum Extender B Burp Suite, koTopas
NO3BOJIAET PaCUIMPUTb BO3MOXHOCTM Burp Suite ¢ nOMOLLbIO CTOPOHHMX
pacwupeHnin. B sTon nocnegHen rnase Mbl pacCMOTPUM, Kak Burp Suite
MO>KHO MCMOJb30BaTb AnA TecTnpoBaHuA APl 1 MOOBUITbHBIX NPUTOXeHNIA. B
3aK/oYEHVE Mbl KPAaTKO OnuLIem pabouunii NpoLiecc TeCTUPOoBaHKA lo60oro
BeO6-NPUNoXKeHUs C nomolbto Burp Suite.

TectnpoBaHune 6e3onacHoctu APl ¢
nomouybio Burp Suite

Ha npoTakeHnn BCel 3TOM KHUT Mbl 3HAKOMUSIUCH C Pa3fINyHbIMIA
BO3MOXHOCTAMU Burp Suite, KOTopble MOXHO MCNOMb30BaTb A4J1A
TeCTMPOBaHMA 6e30MacHOCTU BeO-NpunoxeHnin. OHaKo cerogHs
COBPEMeHHble NPUNOXeHNA ABNATCA 6onee GYHKUMOHANbHbIMK 1
B3aMMOCBA3aHHbIMW. TO AOCTUTAETCA 3a CYET UCMOJIb30BaHUA
HTepdencoB NpUKNagHoro nporpammmnposaHus (API).

© Sagar Rahalkar 2021 147
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_10
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InaBa 10: TecTupoBaHne MOBUNbHBIX NpunoXxeHuii n APl c nomolbto Burp Suite

Ncnonb3oBaHme APl 3HaunTeNnbHO NOMOraeT aBTOMaTU3MpPoOBaThb
33/iauu, HO B TO Xe BpeMs CO3AaeT pPUCKM 6e30NacHOCTU, eC/iv He
peanun3oBaTb ero 6e3onacHo. bonbLWMHCTBO yA3BMMOCTEN BeO-
NPUNOXKEHNN NPUMeHUMbI K API, HO eCTb HECKOMbKO YA3BUMOCTEN,
KoTopble xapakTepHbl MeHHO ana APl. OWASP ony6nukoBan cnivcok 10
Nyywnx yassumocTen ana APl KOTOpbIi MOXHO HanTu Ha canTe https://
owasp.org/www-project-api-security/.

Moaxon K TecTupoBaHmto 6e3onacHocTy APl ¢ nomoubio Burp Suite
OYEeHb MOXOX Ha TECTMPOBAHME OObIYHbIX BEO-NPUNOKEHNIA, KOTOPbIE Mbl
paccmaTtpusanu B 3Ton KHure. lNockonbky APl B3anmopencTeyioT no
npotokony HTTP/HTTPS, Tpadurk MmoxeT 6bITb NepexsayeH 1 U3MeHeH B
Burp Suite Tak »ke, Kak 1 Nt060I Apyror 3anpoc 1 OTBET 0ObIYHOIO BeO-
npunoxenus. [1ns npoeegeHms TectTupoBaHua 6esonacHocTy APl ¢
nomolbto Burp Suite Mbl MOXeM NCMONb30BaTb OAVH U3 ClIEAY oL X
noaxonos:

1. PerynapHo o6xoanTte no NpuioXeH1Io 1 BbIABNANTE
KOHeuHble TOYKK, npuHagnexawme API. MNocne
onpegeneHnsa KOHeuYHbIx Touek APl cooTBeTcTBYyIOWNE
3anpocbl MOryT 6bITb OTMpaBneHbl B Repeater nnu B
Intruder ons ganbHelWwero TeCTMPOBaHMA.

2. Bo mHorux cnyyasx, APl Bbi3biBaloTCA yepes
bYHKUMOHaNbHble BO3MOXHOCTMN NOJb30BaTeNIbCKOrO
nHtepodenca (Ul) B npunoxeHnn. B Takom criyyae MOXHO
npocTo co3fatb HOoBYo 3agauvy 'Crawl and Audit' B
ckaHepe Burp Suite n ybeautbca, 4to BCe NPOBEPKU U
3a/4aun CKaHepa BbIMOJHEHbDI.

3. MoxeT cyulectBoBaTb Habop API, KoTopble He
BbI3bIBAKOTCA HANPAMYIO H/ U3 OQHOTO
noJib3oBaTeNbCKOro nHTepderica. Takme APl vacto
TECTUPYIOTCA BPYYHYIO C MOMOLLbIO TAKNUX MHCTPYMEHTOB,
kak Postman. Mbl mokem nerko nHrerpuposatb Postman
¢ Burp Suite ana cbopa Bcero Heobxoanmoro Tpaduka
API. Kak Tonbko Heobxogumble APl-3anpocbl 1 0TBETDI
nonagatoT B Burp Suite, ocTaeTca TONbKO NpoTeCcTUpPOBaTh
nx panblie ¢ nomouybto Repeater nnu Intruder.
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Cellyac Mbl paCcCMOTPUM, Kak MOXHO NHTerpuposatb Postman c Burp
Suite. Postman - 3To nonynApHbIN MHCTPYMEHT, UCMOMNb3yeMblin ANA PYYHOrO
TectupoBaHua API. Ero MoXHO ckavaTb C caiTa https://www.postman.com/
downloads/. HTepdeiic npunoxeHna Postman nokasaH Ha pucyHke 10-1.

@ Fostman - o x
File Edit View Help

28 MyWorkspace * & Invite

History Collecticns APls

Start something new What's new with Postman

BB Create arequest Resources Events

R s Announcing Postman for the Web, Now in Open Seta

=] Create an ervironment

ind and Reglace ] Console =" Boatcamp ] B &

Puc.10-1. IlhcmpymeHm Postman

[ns Toro utobbl HacTpouTb Postman ans paboTbl BMecTe ¢ Burp Suite,
HaX»MuTe Ha onuuio 'Settings' B npaBoM BepXHEM Yriy, Kak NMokKa3aHo Ha
pucyHke 10-2.

@ Posrnan - (=] »

File Edit View Help

88 MyWorkspace v & Invite

Settings
Launchpad K[| free
Release Notes
History Collections APls
Documentation
Security

padto start something e o

You haven't sent any requests

Egetpostman

Start something new What's new with Pastman

B Create a request Resources Events

Announcing Postman for the Web, Now in Open Beta

2} Fnd and Replace B console © Bootcamp 1] & e

Puc.10-2. [Tepexo0 k HacmpoUkam 8 uHCmpymeHme Postman
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OTKpoeTCA HOBOE OKHO HAaCTPOEeK, Kak MOKa3aHOo Ha pucyHke 10-3.

Tenepb nepenaute Ha BKNagKy 'Proxy’ n sbibepute 'Add a custom
proxy configuration' n BBeauTe agpec NpoKcun cepBepa Kak agpec
MaLUMHbI, Ha KOTopoi 3anyLeH Burp Suite (06biuHo localhost nnm
127.0.0.1) n nopT Kak 8080 mnu TOT, Ha KOTOPOM Mbl XOTUM, UTOObI NPOKCYK
cnywatenb Burp Suite 6bin1 akTUBEH.

General Themes Shortcuts Data Add-ons Certificates Proxy Update About

Use the system proxy

Respect HTTP_PROXY, HTTPS_PROXY, and NO_PROXY environment variables.

Add a custom proxy configuration

Proxy Type HTTP HTTPS
Proxy Server 127.0.0.1 : 808 =
Proxy Auth @

Proxy Bypass

Puc.10-3. Hacmpouka npokcu 8 uHcmpymeHme Postman

Tenepb, Korga Mbl 3aKOHUYMN C HACTPOMKOM Ha CTOPOHe Postman, Ham
HY>KHO YOeaUTbCA, YTO NpaBuiibHaA KOHPUIypaLmsa NpoKCn TakkKe
BbIMOJIHEHa Ha CTOpOHe Burp Suite. YTo6bl ybeanTbcs, 4To NpaBusbHbIN
nNpoKcy HacTpoeH B Burp Suite, nepengnte Ha BknagKy Proxy n Options,
KaK MokKa3aHo Ha pucyHke 10-4, n ybegutecn, uto IP-agpec n Homep nopTa
COBMaJaloT C TeM, YTo 6bINO HAaCTPOEHO paHee B Postman.
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“Dashboard | Target | Prosy | Iniruder | Repeater | Sequencer | Decodsr | Comparer | Extendsr | Projectoptions | Useropiions | Emers | Deser
[ Intercept | HTTP history | WebSockets history | Options |
(f:‘) Proxy Listeners

@}' Burp Proxy uses listeners 10 receive ncoming HTTF requests fram your browser. You will need 1o configure your browser 1o use one of the BSleners &5 its proxy Sener.

I add || Running Interface Invisibie Flediect Certificate TLS Protocals ]
v 7l [teroovecen | |Per-host Defautt |
| Edit
.|
Remove 2

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can impart or export this certific ate for use

Puc.10-4. Hacmpouka npokcu-cnywamerns Burp Suite

Mocne Toro Kak Postman v Burp Suite HacTpoeHbl Ha COBMECTHY10
paboTy, Becb Tpaduk, reHeprpyemblin Postman, 6yneTt npoxoanTs yepes
Burp Suite. 3To oueHb NOX0Ke Ha TO, KaK Mbl HaCTPaMBanNu Halm 6pay3epbl
[AnA coBMecTHoWM paboTbl ¢ Burp Suite.

Tenepb, Korga Mol yBuaenu, kak HactpouTb Postman ana pabotbl
BMecTe ¢ Burp Suite, nocmoTpum, Kak paboTaeT 06paTHbIN NPOLeCC; TO eCTb,
KaK aKCMopTMPOBaTh AaHHble 13 Burp Suite B Postman gns sbibopoyHoro
TecTnpoBaHua?

XoTa Burp Suite Repeater v Intruder cnyat gna 60/1bWNHCTBA LeNen
TecTmpoBaHua 6e3onacHocT API, MOXeT BO3HUKHYTb HEO6XOAMMOCTb
NpoTecTUpoBaTb KOHKPeTHbIN APl B uHTepdelice Postman. B Takom cnyyae
MOHO 3KCrnopTnpoBaTb 3anpoc APl 13 Burp Suite B nHcTpymeHT Postman.

[Ins skcnopTa API-3anpoca r3 Burp Suite B Postman Ham noTpebyetca
YyCTaHOBUTb paclunmpeHne nof Ha3saHuem 'Postman Integration'. Mpocto
nepengnTe Ha BKNaaky Extender, oTkporite 'BApp Store' n yctaHoBUTE
pacwupeHune 'Postman Integration', Kak nokasaHo Ha pucyHke 10-5.
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" Exiensions | BAgpStore | APl | Optors |
BApp Store
The BAgp Store contans Bup exdensions that have been writen by users of Burp Sule, 1o extend Burp's capablties.

Hame

Payload Parser 01l 2074 =|| Postman integration

Feap importer 04 g 2017 Pro extensice o

POF Metadata 20 Agr 21T Pro estension

FOF Viewsr 02 Sep 3018 50H e,

Peach AF| irtegration 4 Sep 2018 Tause i, sefect the requests you wanl 10 expor, and choose Export as Postman

Pﬂ.ueSnﬂTnimnEmannr 11 Jan 2018 Coliection” from the cortest menw. This will open a dislog that allows you 1o configure
01 Jun 2018 Pro exiension he outpt and generate T fie.

Pﬂpmtlwmnam {20 Now 2010 . )

|ppime T Tz ad 2019 Mughor;  Tenhiro Tagomorig@iR! SecureTechnclogies

Piper orer [+ M A 2020 | Version: 1.2

|Pesienan integration | v ed 8 dnztie Source:  Hlipe ki

Progress Tracker hrdrarirer |- (4 Mar 2030 || updates: 19 Jun 2018

[Protobuf Decoder it e 1= 05 Sap 2019 = —

[Prasy Adton Ruies | Tertrerires |1 To M z0 | Reting  TYYTYTVITY | Submitreting
Ao G trtririrts -1 24 Oct 2018 N

[PoycnaFATH ety [—1 26 Jun 2018 FeeuNhe |

[Python Ierdrtrirty — 2 Sep 2017 1

Cuntys WAS | [t | ] | [ Runcian |

Puc.10-5. YcmaHoska pacwupeHus Postman Integration e Burp
Suite yepe3 BApp Store

Mocne yCcTaHOBKM pacLUMpeHus:

1. TlepengnTte Ha BKnagky Target,

2. Bbibepute 3anpoc, KOTOPbIN Bbl XOTWTE IKCMOPTUPOBATh B Postman,

3. LenkHuUTe NpaBo KHOMKOW MbILWK MO 3anpocy, KOTOPbI He06XoANMO

3KCMOPTMPOBATD,

4. Bblbepute onuuio 'Export as Postman Collection', kak noka3saHo Ha
pucyHke 10-6.

rDW\DOIU 'TM|P@U | itroder | Repester | Sequencer | Decoder | Comparer | Esonder | Projectopbons | Useroptens | Emors | L
mm_scou [ Issue cefivans |

l-l||:r. Hicing niot found femes; hiding C55, image and v hiding ting
e annerexiension. -
o O ponpaans Jocal Cantents 3 ;
S s
[ | matnod | uRL = meicher
P GET 1 I‘! | 10 stope
iy Muploadseannermten |GE IipioadScannes tabs | Scan
Do passive scan
D aciive scen
Send to Irtruder il
Send 1o Repeaer CulR
Sered ta Sequencer
Sered i Comparer
il T Request in browssr b
F Send recwsst 1o OS5 - Manual 1esting
Request | Response | e
= 2 = % 05 - Bp
Row [ Params | Hex | Servdto S Serial Kiter
ﬂﬂ Suploaticanner_di matchers HTIRS1.0 1
n can Lymers this iten i3 the wite map. Send URL to SSL Scarner
)-v e Uploadscanaer surensien. Suned 10 Upload Scanoer
# The reason i Chat the Burp APD is Miseim coogeo b
" tumessonaliry to save sectin
B TODS Burp API Limitacios: This is a hacki) ‘Wb Cache Deception Test
ta store project=scops settings " " b
E de dOR'C WANC Do peSCOEs Eequesta)respons L s
&otally dl.(felem HIIEII D‘G]e(h =3
B Howsves wunately thece is no
umhb-nuonﬂﬁ:le tﬂtt:n.l in the I'IIIID AETL

Puc.10-6. Sxcnopm 3anpocos 8 Burp Suite 8 sude kosinekyuu Postman
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MNoABnTCA HOBOE OKHO, Kak MOKa3aHo Ha pucyHke 10-7. Beegute
Tpebyemoe MMsA KOMINEKLMM 1 UMA NanKu 1 HaXKMUTe Ha KHomnKy Export.
Mocne sToro Konnekuus 6yaeT SKCNOPTUPOBaHa 1 COXPaHeHa B YKa3aHHOM
mecTe.

EX Postman Integration

Postman Integration Setting

These settings let you configure Postman Integration.

Encoding: |UTF-8
Collection Name: iTesl |
Folder Name: .Test Set ALL
[ Foder | mMame | methos | URL
|Test 001 GET ]hltp'm ploadscanner ion local/UploadScanner_dl_matchers
Export

The following request headers will not be exported. [ "Content-Length®, "Connection”, "Accept-Encoding” |
Puc.10-7. Hacmpouka napamempos uHmezpayuu Postman
3aTeM oTKpownTe npunoxeHune Postman n HaxmuTe Ha Import, Kak

nokasaHo Ha pucyHKe 10-8. HaxxmuTe Ha BbiIbop dainos v BbibepuTe darin,
KOTOPbIN Mbl 3KcnopTupoBanu n3 Burp Suite paHee.

153



InaBa 10: TecTupoBaHue MOO6UNbHbBIX NpuioxeHuii n APl c nomoLlpbto Burp Suite

Import a Postman Collection, Environment, data dump, curi command, or a RAML /
WADL / Swaggerviiva) f Runscope file.

Impart File Import Falder

Drop files here

Puc.10-8. Vimnopm Konnekyuu 8 uHCmpymeHm Postman

Tenepb mbl MOXeM yBugeTb API-3anpoc, sKcnopTnpoBaHHbI 13 Burp
Suite B npunoxeHue Postman, Kak NoKa3aHo Ha pucyHKe 10-9.

ME [ Aunner  mpor [ Euilder

] Filter No Environment v, © &%

History Collections
i3] Examples {0} =

M Me Teom B =45
GET hitpifuploadscanne rextension.local/UploadScanne... Params “ Save | v

Paostman Echo

+4

37 requests Autharization Heade: re-request Seript at Cods
i Test
1 request Type Ne Auth w

S Tex

T 001

Puc.10-9. Konnekyus, umnopmupo8aHHas 8 uHcmpymeHm Postman
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TectTnpoBaHune 6e3onacHoOCTU
MOOUIbHbIX NPUNOXKEHUNI C MOMOLLbIO
Burp Suite

B npepblayLem pasgene Mbl paccMOTpenu, Kak Burp Suite moxxHo
HacTpouTb BMmecTe ¢ Postman ana nposefeHna TeCTMpoBaHmA
6e3onacHocTy APL. B 3TOM pa3gesne Mbl pacCMOTPUM, Kak MOXXHO
MCNONb30BaTb BO3MOXHOCTM Burp Suite ana nposegeHua TecTMpoBaHuA
6e30MacHOCTV MOOWABbHBIX MPUNOXKEHUI.

Mpexge yem mMbl yrnyoumca B AeTanm TeCTUpOoBaHUsi 6e30MacHOCTM
MOOUIIbHBIX MPUIOXKEHNI, BaXKHO NMOHATb TOT $aKT, uto Burp Suite
6yKBanbHO JeNCTBYET U CNYXUT B KauecTBe HTTP-npokcu. 3To 03HayaerT,
4TO Mbl MOXeM 3 PeKTUBHO UCNONIb30BaTb Burp Suite gna nposepeHua
TECTUPOBaHMA 6€30MaCHOCTY Ha IIOOOM YCTPOCTBE NN MPUIIOKEHUN,
B3avmogencreytowem no npotokony HTTP unn HTTPS.

MoObunbHble NPUIOXEHNA HYEM He OTIIMYAIOTCA; OHU UCMOJb3YIOT TOT
e npotokon HTTP / HTTPS ana cBsA3wn; cnegoBaTtenibHO, TpapuK MoXeT
6bITb HanpasneH yepes Burp Suite Tak e, Kak 1 yepes noboe apyroe
06bluHOe Beb-npunoxeHue. Ha pucyHke 10-10 nokasaH KnmMeHT
MOGUNBHOIO NPUNOXKeEHWA (3KBMBaNeHT Opay3epa Ha 1K), koTopbii
nepepaet Becb Tpaduk yepes Burp Suite Ha cepBep NPUNOXKEHNIA.

E —— |Burp Suite| ———{ Application

Mobile Application

Puc.10-10. [TooknouyeHue MobusIbHO20 npusioxeHuUsA K Burp Suite

Tenepb Mbl NTOCMOTPUM, Kak HacTpouTb Burp Suite ana paboTbl BMecTe
C MOGUIBbHBIM NPUNOXeHVeM. Bo-nepBblx, HaM HYXXHO y6eanTbCs, UTo
NpaBWIbHbIN NPOKCcK Burp Suite HacTpoeH Ha NpocnyLlwBaHMe Ha BCEX
nHTepdencax. [na sToro nepenante Ha BKNagKy Proxy > Options, Kak
NMoKa3aHo Ha pucyHke 10-11.
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[ o | Target | Prowy | wwuder | Repeater | “Decoder | Comperer | Esender | Projectoptions | Useroptions | E

[ Intercept | HTTP history | WebSockets history | Options |

@ Proxy Listeners
{§} Burp Proxy uses lisieners 1o receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy +

| Add j Running | Interface | Invisible | Redirect | Centificate | TLS Protocols |
——— [ ¥ 270018080 | ] |Per-host |Defaut |
Edit

Remove ] b

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negaotiating TLS connections. You can import or export this certificate
or anolher nstallation of Burp,

Puc.10-11. Hacmpotika npokcu-npociywusamerns 8 Burp Suite

Tenepb HaxmuTe Ha KHonKy 'Add’, NoABMTCA HOBOE OKHO, Kak NoKa3aHo
Ha pucyHKke 10-12. HacTpowiTte Homep nopTa u BbibepuTte 'Bind to address'
kak 'All interfaces' n HaxmunTe 'OK'.

Add a new proxy listener ®

i Binding _' Request handling Certificate [ TLS Protocols |

@ These settings control how Burp binds the proxy listener.
Bind to port: 8080

Bind to address: O Loopback only

® Allinterfaces

O Specific address: | v|

OK ] Cancel

Puc.10-12. Hacmpotika npokcu-npociywusamerns 8 Burp Suite

Tenepb 06paTuTe BHMMaHMe Ha pa3gen "proxy listener", kak nokasaHo
Ha pucyHke 10-13, B KOTOpoMm MHTepdenc yKasaH Kak *:8080'.
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D | Target | Proxy | Intruder 'Repeahe: | Sequencer | Decoder | Comparer | Extender | Projectoptions | User options I"E

“intercept | HTTP history | WebSockets history | Options |

@ Proxy Listeners

@ Burp Proxy uses listeners lo receive incoming HTTP requests from your browser. You will need to configure your browser 1o use one of the steners as ils proxy

Add Running Interface Invisible Redirect Certificate TLS Protocols
T eeoen | [ |Per-host Default

Edit

Remove b

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negefiating TLS connections. You can impart or export this certificate
or angther installation of Burp,

Puc.10-13. Hacmpotika npokcu-npociywusamerns 8 Burp Suite

Tenepb, KOrga Mbl HacTpownu Npokcu Burp Suite Ha npocnywwmBaHne
nopta 8080 Ha Bcex AOCTYMHbIX UHTepdelcax, nepergeM K HacTporke
MOBGUIBHOrO YCTPONCTBA.

Ba)kHO OTMEeTUTb, UTO AN HACTPONKM MOOBUSTIBHOTO YCTPOCTBA Ha
paboty BmecTe ¢ Burp Suite, cuctema Ha KoTopoi paboTaeT Burp Suite, n
MOOMNbHOE YCTPOMCTBO AOJIKHbI HAXOANUTHCA B OJHO JIOKANIbHOW CETU.
Camblii npocTor cnocob AoOUTbCA 3TOro - MOAKMIOYNTL MOBUITbHOE
YCTPOWCTBO 1 CUCTEMY, Ha KOTOpOW paboTaeT Burp Suite, K ogHOM 1 ToW e
Touke 6ecnpoBogHOro goctyna. locne Toro Kak MobuIbHOE YCTPOWMCTBO U
CMCTeMa, Ha KOTopow 3anyuieH Burp Suite, nogknioveHbl K 0QHOM CeTur, Ham
HY>KHO HaCTPOWTb CeTeBble NapaMeTpbl Ha MOOVIBHOM YCTPOWNCTBE ANA
ncnonb3oBaHuA Burp Suite B KauecTBe Npokcu.

Y106bI HACTPOUTL MPOKCK HA MOOWIIBHOM YCTPOWCTBE, NepenanTe B
Hactpolikn 6ecnposogHoii ceTu 1 Bbibepute becnpoBoaHyto ceTb, K
KOTOPOW Bbl MOAKIOYEHbI, KaK MOKa3aHo Ha pucyHKe 10-14.
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9B IES B (D EEr

& Mr Robot Details

Remove This Network

Status

Signal Strength
Link Speed
Security

IP Address

Proxy
IP Settings
Puc.10-14. Hacmpolika npokcu Ha MobunbHOM ycmpolicmeae

Tenepb HaxmuTe Ha onuuio Proxy, n OTKpoeTCa HOBOE OKHO
KOHGUrypaumm, Kak nokasaHo Ha pucyHke 10-15.

10BN A (O E

«  Proxy

@

None
Manual

Auto-Config

Puc.10-15. Hacmpotika npokcu Ha MmobunbHoM ycmpoulicmae
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Mo ymonuaHuio npokcn yctaHosseH Ha 'None'. Ham HY>KHO N3MeHNTb

3TO 3HauyeHue Ha 'Manual', Kak moka3aHo Ha pucyHke 10-16.

10T D 0GED
4 Mr Robot Details
Status
Signal Strength
Link Speed
Security

IP Address

Proxy
Host Name

Port

Unused Sites

IP Settings

Puc.10-16. Hacmpolika npokcu Ha MobusbHOM ycmpolicmeae

Tenepb, Korga Mmbl U3MeHUAN TN NpoKcy Ha "Manual”, Ham Hy>HO
BBecT IP agpec cuctembl, Ha KoTopow 3anyLeH Burp Suite, a Takke Homep
nopTa, Ha KOTOPOM NPOCAYLUMBAETCA NPOKCK Burp Suite, Kak NokasaHo Ha
pucyHke 10-17.
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10:39@F80 - hED
€ MrRobot Details
Status
Signal Strength
Link Speed
Security

IP Address

Proxy
Host Name 192.168.1.5

Port 8080

Unused Sites

IP Settings

Puc.10-17. Hacmpolika npokcu Ha MobunbHOM ycmpolicmeae

Mocne HacTporkn "Manual" npokcn Becb Tpaduk, NCXoaaLnii oT
MOBUNBHOTO NPUNOXKEHNA, ByaeT HanpaBnATbCA Yepes Burp Suite. Kak
TONbKO 3anpockl nonagatoT B Burp Suite, ux MoXXHO noaaenatsb C MOMOLLbIO
Repeater nnu Intruder, kak 1 nto6on gpyrow obbluHbI HTTP-3anpoc.

BaXHO OTMETUTb 1Ba MOMEHTA B OTHOLLEHUUN NMPOBEAEeHUsA
TeCTUPOBaHMA 6€30MaCHOCTY MOBUIIbHBIX MPUOMXKEHWIA C MOMOLLbIO Burp
Suite:
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1. Burp Suite MOXKeT TONbKO MOMOYb BbIMOJIHUTb
pyuHble TecTbl 6€30MacHOCTV MOBUIIBHOTO
NPWIOXEHNSA U, B ONpeaeneHHOoN CTeENeH, NPoBeCTy
AVHaMnyecKoe TeCTUpoBaHne 6e3o0nacHoOCTU
NPUNOXKEHNS.

2. TouYHbIV MPOLIECC HACTPOWKMN NMPOKCU Ha MOOMIIbHBIX
YCTPOWCTBAX 3aBMCUT OT TUMa 1 BEPCUN
onepaLnoHHON CUCTEMbI, HA KOTOPOI OHU paboTaloT.
OpAHAKO Ha BbICOKOM YPOBHE npouecc 6yaeT noxox
Ha TO, YUTO Mbl 06CYAMNIV B 3TOM pasgene.

Pa6ouunin npoyecc TeCcTupoBaHunA
6e3onacHOCTM Cc nomMmoublo Burp Suite

Ha npoTtakeHnn BCer KHUMM Mbl paccMOTpenu Bce acnekTtbl Burp Suite u
€ro BO3MOXKHoCTel. Mbl yBuaenu pasnmyHble MHCTPYMEHTbI 1 YTUNATDI,
KOTOpble NpefoCTaBNATCA N3 KOPOOKY, a TakKe NCMOb30BaHNne
pacwpeHnin CTOPOHHUX MPOU3BOAUTENEN, KOTOPbIE 3HAUUTENbHO
pacwmpAoT BO3MOXHOCTY Burp Suite.

Tenepb, MOCKObKY Mbl HAXOAMMCA B KOHLIE KHUMW, CTOUT NOABECTY
ntorn pabouero npouecca unm nogxoaa ansa 3GdeKTMBHOro
ncrnonb3oBaHuA Burp Suite gna TectnpoBaHus 6e3onacHocTy Be6-
NPUIOXKEHNN.

Hue npriBefeH noaTanHbIi NoAaxo[, KOTOPOMY MOXHO C/ieioBaTb AnA
3¢ deKTMBHOroO ncnonb3oBaHus Burp Suite:

1. TMpaBunbHasa ycTaHOBKa 1 KOH$Urypaums - [lpexzge yem mbl
HauHeM ucnonb3osaTb Burp Suite, BaxkHO, UTOObI OH Obin
NPaBUbHO YCTaHOBMIEH U CKOHOUTYPUPOBaH.

a. Y6eputech, UTO NCMONb3yeTCcA HYXKHasA pefakuma 1 nocnenHaAn
BepcuA Burp Suite.

b. HacTtpoiite napameTpbl NpoKcy B 6pay3epe ana paboTbl
BMecTe ¢ Burp Suite.

¢. YcTtaHoBuTe ceptudmkat Burp Suite CA B 6pay3sep.
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162

2.

d.

HacTpoiite ayTeHTUdUKaLMIO NNAaTGOPMBbI, BbILLECTOALLNI
NpoKcu-cepBep 1 socks-Npokcu, ecnv 3To HeobxoANMO.

MNocmoTpuTe 1 onpepennTe ropAayvne Knasuwm Burp Suite.

y6e,D,l/ITer, YTO aBTOMaATNYeECKOE pe3epBHOE KOMMNpPOoBaHne
MPOEKTa BKJTIOYEHO N HACTPOEHO MNMpPaBWJibHO.

Y6eputech, UTO Takre NapameTpbl NPOeKTa, Kak Talm-ayTbl,
paspeLueHne MeH XOCTa, 3anpoChbl BHE 30HbI AeNCTBYA,
nepeHanpasneHus, KoHourypauuma TLS, npasuna obpaboTku
ceaHcos, Cookie Jar n MaKpOCbl HACTPOEHbI B COOTBETCTBUM C
TpeboBaHMAMMU.

Y6eautech, UTO NPOKCU-NPOCYLLMBATENb HACTPOEH U
paboTaeT AOMKHBIM 06Pa30M.

Y6epuTtech, UTo BCce HeoOXoaMMble pacluMpeHKns
YCTaHOBNEHbI U 3arpy>KeHbl.

. Y6enuTech, UTo LiefieBoe NPUNOMKEHVE MOXET OblTb

ncnpaeneHo ¢ nomouypbto Burp Suite Infiltrator.

06xo0z 1 NOHMMaHNe NPUNoXKeHus - Kak Tonbko Burp Suite

COOTBETCTBYOWMNM o6pa30M HaCTPOEH, Ba*>HO NPOCMOTPETb U

N3y4YnTb LeneBoe NpunoxeHne, yTOObI Y3HaTb O HEM 6onblue.

a.

Ncnonb3ynte dyHkumio obxopa (Crawl) B ckaHepe gna
NPOCMOTPa NPUNOXKEHNA.

. Bocnonb3yntecb GpyHKLMe 0OHapYKeHNA KOHTEHTA.

. BpyuHyto npocmaTpuBaiiTe Kputryeckre paboumne

npouecchol.

. BHumaTenbHo cneguTe 3a LieneBon BKNAAKOW 1

otcnexunsanTte HTTP-3anpochi.

. Hangute n BbigennTte nHTepecHble 3anpochbl C MapameTpamm.

Mcnonb3yiTe GyHKUMIO aHanm3a uenu, 4tobbl NonyumnTb
0630p 06nacTV NPYMEHeHUs.



ImaBa 10: TecTupoBaHue MOOGUNbHBIX NpuoxeHni 1 APl c nomoLlybto Burp Suite

g.

h.

|/|CI'IOJ'Ib3yI7ITe NHCTPYMEHTDI B3aMMoAencTeuaA ana
NMONCKa KOMMEHTapMeB, CUeHapuneB 1N CCbIJTIOK.

OTcnexunBante NpobsemMbl, 0 KOTOPbIX COOOLLAIOT
NnacCnBHble CKaHepPbl.

3. ATakynTe npunoxeHue - Tenepb, KOraa Mbl NpoBenu

AOCTAaTOYHO Pa3BeAKM, MPULLIO BPEMS aTaKOBaTb BbIGOPOUHbIE

d)yH KUMOHaJIbHble BO3MOXHOCTWU NPUITOXKEHWA.

a.

b.

3anycTuTe 3agayvy ayamTa C NOMOLLbIO CkaHepa Burp Suite.

Hanpunte nHTepecHble 3anpocbl, 0CO6EHHO Te, KOTOpble
copep»at napameTpbl, 1 oTNpasbTe 3anpoc B Repeater ana
JanbHenwWero n3yyeHus.

. BHocuTe nameHeHunA B 3anpoc¢, napaMeTpbl, 3aroyioBKM N TeN10

C nomolLblo repeater.

. Ecnv 3anpoc n napameTtp He06X04MMO NPOBEPUTD Ha

MacCOBYI0 MOMe3Hy0 Harpy3Ky, Bocnonb3ynTtech Intruder.

. Vicnonb3yinte comparer ana aHanm3a v MHTepnpeTaymnm

Pa3nnUnNin B PasfiMUHbIX OTBETAX.

. Wicnonb3yiite sequencer ans NpoBepKn NPOYHOCTY TOKEHOB.

. Micnonb3yiiTe decoder ansi KOAMPOBaHNA UV AEKOANPOBaHNA

NI060ro 13 3HaUEeHUI NapPaMeTPOB MO MepPe HEOOXOANUMOCTMN.

. NMpoeepbTe Hannune yassumocTeli Clickjacking c nomouybto

nHctpymeHTa Clickbandit.

. CreHepupynTe fOKa3aTenbcTBO KoHuenummn (PoC) ana ataku

Cross-Site Request Forgery c nomowybto CSRF PoC generator.

. Wicnonb3yiite collaborator B Burp Suite ana s¢pdektusHoro

06HapYy»XeHNA BHEMONOCHbIX YA3BUMOCTEN, Taknx Kak XML
External Entity Injection (XXE) n Server Side Request Forgery
(SSRF).
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k. OTcnexwnBaliTe BCe HafeHHbIe YA3BMMOCTY Ha NaHenu
"issues" BO BKnagke "target".

|. Bbibepute Heob6x0VMbIe YA3BUMOCTU U SKCMOPTUPYITE UX
B HTML-oTuer.

Pe3iome

B 3TOI rnaBe mMbl paccMOTpenu, Kak MOXHO MCMNOJSIb30BaTb BO3MOXKHOCTM
Burp Suite ana nposeaeHua TecTupoBaHusa 6e3onacHocTn API, a Takke
MOGUIIbHBIX NPUNOXKEHN. Mbl TakKe KpaTKO onuvcan pabounin npouecc,
KOTOPOMY MOXHO ClefioBaTb, YTOObI HamyyLM 06pa3om MCNob30BaThb
Burp Suite ana TectnpoBaHns 6€30MacHOCTY BEG-NPUNOXKEHNIA,

YnpaXHeHuA

1. HactpowTte Postman ana pabotbl BMecTe ¢ Burp
Suite. Mepexsatute API-3anpocbl B Burp Suite n
aTakyuTe 1x c nomoLlbio Repeater.

2. [lpoTecTnpyinTe noboe 13 LeneBbiX NPUNoKeHN,
1Ccnonb3ys NoMHbIN pabounii npouecc,
PacCMOTPEHHbIN B 3TOM rNase.
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AKTMBHOE CKaHupoBaHue, 112
TectnpoBaHue 6e3onacHocT API,
Burp Suite
nogxopnbl, 148, 149
Postman, 149, 150, 154
Postman vHTerpauusa, 152-154
npoKcu cnywaTtenb, 151
lNprknagHoe nporpammmnpoBaHme
NHTepderncol (API), 1, 147
TecTnposaHme 6e3onacHOCTA
npwunoxeHun, 1,4, 5
YA3BMMOCTW NPUNoxKeHun, 2-4

Burp Suite, 5
anbTepHaTusbl, 8,9, 14
6pay3sep, 15
CA Ceptudukar, 31, 32
Chrome, 19
Edge, 21
n3gaHua, 6
cobbiTna, 16
0cob6eHHoCTH, 7, 8
Firefox, 17,18
ropsayme knasuwm, 37, 38
ycTaHoBKa, 11
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Opera, 22
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Cookie Jar, 46,47
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Makpochl, 47
3anpocbl BbIXOAALME 3a
pamku, 44, 45
nepeHanpasneHus, 45, 46
TanmayTbl, 42
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NPOnN3BOLNTENbHOCTY, 41
ayTeHTUdMKauma nnatdopmsbl 33, 34
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npokcn-cepsep, 35, 36

Rest API, 39-41

SOCKS npokcu, 36, 37

CUCTEMHbIN NPOKCU-cepBep, 23, 24
TWMbI 3arpy30kK, 12, 13

nonesHble pyHKUMK, 9, 10

Beb-cauT, 16

Burp Suite extender

API, 143

BApp Store, 132-136
pacwupeHuns, 131

py4yHasa yctaHoBKa 136-139
HacTponku, 140-142
nonesHble paclwmpeHns, 142,
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Clickjacking
KoHconb 6paysepa, 103
clickbandit kog, 104
nHtepodeic clickbandit, 104
Kog, 105
onpepeneHue, 101
uenb, 102
MHCTpyMeHT, 101
Collaborator, 99, 101
Comparer, 86-88
Cookie Jar, 46, 47
OnTmusayma obxoaa
KoHOurypaums, 116

MNMoanenka MmeXkcanToBbIX 3aNpoOCOB

(CSRF)

onpepenexHne, 106
WHCTPYMEHTbI
B3ammopenctaums, 106
POC generator, 106-109

Hawb6opp

Burp Suite, 49-53
onpepeneHuve, 49
Decoder, 88, 89

WNHCTpyMeHTbI B3aMOLencTBuA
Burp pyyHoe TectupoBaHue
cmmynaTop, 65
Burp Suite, 59
Burp Suite nnaHnposLmK
3agauv, 64
MOVCK KOMMeHTapueB, 60
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0o6HapyKeHne KOHTEHTa, 63
onpepgeneHne, 58

MOWCK CCbITOK, 62

NOWCK cueHapwua 61

nouck, 60

LeneBown aHanmsaTop, 62

Pa3spelueHre nmeH xocTos, 42

Infiltrator

onpepeneHve, 95
WNCNONMHUTENbHbIN arexT, 99
reHepupyoLwmn areHT, 97, 98
HaBurayus, 96

TexHonoruu, 96

Intruder

onpepgeneHune, 67

onuun, 76, 77

nonesHble Harpysku, 73-75
nosunuuu, 69-72

oTnpaBKa 3anpoca, 68

SQL nHbekuma/
MEXXCaNTOBbIV CKPUATUHI
nonesHble Harpysku, 68
LeneBan BKIaakKa, 69

TecTnpoBaHue 6e30nacHOCTK
MOOBVbHbIX MPUNOXKEHNIA,

Burp Suite
HTTP / HTTPS npoTtokon, 155



NHpekc

HTTP npokcn, 155 obxon/ayauT, 112-114

ceTeBoOM Npokcu, 158-161 nynbl pecypcos, 124

MPOKCU NpocnyLlIrBaTesb, Tunbl, 111
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