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IMAMATKA JJIAA KIMEHTOB 110 3AIIIMUTE UH®OPMAIINHN

1. Pexomendayuu no sawume undopmauuy om 030eUcmeusi NPO2PDAMMHBIX KOO08, 8 UeIsX

npomueodeﬁcmguﬂ HE3AdKOHHbIM d)uHaHCOGblM onepayuim. Haubonee XAapaKmepHvle 6HeuHue

NPOABICHUS BUPYCOE U NOPAOOK OCUCMEULL 8 CAVYAe OOHADYHCEHUS BUDYCO8.

1.1. Bupyc mnpexncraBiaser co00i mporpamMmy, KOTOpas pa3pyliaeT HHPOPMAIUIO Ha
MarHUTHBIX HOCHUTENSAX WM Hapymaer pabotry [IOBM, a Takke o0namaer crnocoOHOCTBIO K
Pa3MHOXKEHHUIO, T.€. BUPYC MOKET CaMOCTOSITEIbHO BHEIPSATHCS B JIPYrHe MPOTrpaMMbl, MEPEHOCUTH
ce0s Ha AUCKH U JUCKETBI, IICPCAaBaThLCA 110 JIOKaJIbHOM KOMHI)IOTepHOfI CCTH.

MooicHo gbidenums HecKoIbKO 8U006 8030eucmeus eupycos na 11I9BM.:

- BUPYChI pa3pyLIUTEIbHOTO IEHCTBHUS;

- BUpYCHI, 3amestoniue padory [I9BM;
- BUPYCHI PEKJIAMHOI'0 XapaKTepa;

- BUPYCBI-IIYTKH.

Camvie onachble 6UPYCHL - 3MO 6UPYCHL pa3pyuiumeilbHoco oeticmeus. Haubonee XapaxKkmepHbvbie

GHEeUIlHUe nposA6IEeEHUA 6UPYCO6 I3n1020 euoa:

- HETHIUYHAS PaboTa MPOrpamm;

- TIOSBIICHWE Ha JKpaHE [HCIUIes] CBETOBBIX IIATEH, YEPHBIX O00NacTel WM CHMBOJIOB, HE
3aMJIaHUPOBAHHBIX PaOOUYMMH NTPOrpaMMaMU;

- CaMOIIPOM3BOJIbHAS NTepe3arpy3Ka ornepaluoOHHON CUCTEMBI;

- 3aBHCaHKE KOMIIbIOTEPA;

- OSIBJICHUE HEUCTIPABHBIX YYACTKOB (KJIAaCTEPOB) HA "BUHUECTEpeE";

- HEOXHJaHHBIE NEHCTBHsA paboYmx mporpamMMm (HE MPEeITyCMOTPEHHBIE TOKYMEHTAIlMel Ha
IIPOrPaMMBI);

- HCKa)XEHUS IaHHBIX B 00pabaTbiBaeMbIX (haiiiax.

1.2. Bupycsl, 3amemsitoniie padory [I9BM, mposBisioT ceds TeM, uTo padora mporeccopa

3amesiercs B 30-40 pas.
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Bupycsl pexiiaMHOro xapakTepa M BUPYCBHI-UIYTKH XOTS M HE HOPTAT MH(POPMALUIO B

[15BM, onHako 3aMeAsIsoT paboTy MM HaBSI3bIBAIOT IOJIb30BATEII0 HEHY)KHBIE THAJIOTH, YTO TAKXKe
3aMeIIAET BECh IPOLECC PEIICHUS 3aa4H.

1.4. Hexoropsie BUpPYCHI NPOSBISAIOT Ce0si BHEIIHE TEM, YTO HM3MEHSIOT JaTy U BpeMs
co3ziaHus (aiina, XOTsI BHYTPEHHUE U3MEHEHUSI MOT'YT OBbITh U pa3pyIIUTEIbHBIMU.

1.5. Ilpu BO3HMKHOBEHMM NOJO3PEHHsS HAa HAJIMYUE KOMIBIOTEPHOIO BUpPYCa HEOOXOAUMO
IIPOBECTU BHEOYEPEAHOW aHTUBUPYCHBIM KOHTPOJIb.

16. B ciydae oOHapyXeHHs NpU NPOBEACHUM AHTUBUPYCHOH TMPOBEPKU 3apakeHHBIX
BUpycaMu ¢ailyios:

- IPHUOCTAHOBUTH PAOOTY;

- IPOBECTH JICYCHHUE WJIM YHUUTOKEHHE 3apaskeHHBIX (paiiiioB;

- 00paTUTHCS K CIICUATTUCTAM.

2. B nensx mpenoTBpallieHUs] HECAHKIIMOHUPOBAHHOTO JIOCTYIA K 3alUIliaeMoil nHpopmanuu, B
TOM YHCJIE MIPH yTpaTe (MOoTepe, XUILEHNH ) KIMEHTOM YCTPOUCTBA, C UCIOIb30BaHHEM KOTOPOTO
UM COBEpIIATUCH IEUCTBUA B LIESAX OCYIIeCTBIeHUs (MHAHCOBOM omneparyu, O011ecTBO
PEKOMEHIyeT:

2.1. OrpaHuuuTh JOCTYI TPETHUX JIUL K YCTPOUCTBY, B TOM YHUCIIE:
- HE OCTaBJISITh YCTPONCTBO O€3 MPUCMOTPA;
- HE MepeaBaTh YCTPOUCTBO TPETHUM JIHIIAM.

2.2.  OrpaHMYHTbH JOCTYHI TPETHUX JIUI] K HH(POPMAIIMU O TTAPOJISAX U JIOTHHAX, HCIIOIB3YEMbIX
JUI BXOJla B MH(OPMAILIMOHHBIE PECYPCHI, B TOM YHUCIIE:

- HCIIOJb30BaTh MapoJii, COCTABJICHHLIC HEC MCHEC YCM U3 8 CHUMBOJIOB;,

- HCIIOJIBb30BaTh MapoJi, B KOTOPBIX OAHOBPEMCHHO COACPIKATCA 6y1(BI)I pasiIn4HoOro
perucrtpa, I_[I/I(prI H CUMBOJIBI,

- WCIIOJIb30BaTh pa3HbIC MAPOJIH U JIOTUHBI JJIs BXO/a B pa3HbIe HHPOPMAIIMOHHbBIE
pecypchl;
- XPaHUTL JIOTUHBI U IIApOJIA B TalHe OT TPETHUX JIMII;

- HC 3alIMCbhIBAaTh U HC XPAaHUTD JIOTUHBI U IIApOJIH IJId BXO4da B I/IH(bOpMaIII/IOHHI)Ie
PECYpPChI Ha 6YM8.)KHOM HOCHUTCJIC, K KOTOPBIM BO3MOKCH JOCTYII TPCTbUX JINLI;

- HE UCTOJb30BaTh QYHKIIMIO 3aIIOMUHAHUS JOTHHA U TIApOJIS PU BXOJE B
nH(pOpPMaAITMOHHBIN pecypc;

- HC HUCIIOJB30BAaTh B KAYCCTBC MMApOJIsi UMEHA, ITAaMATHBIC 1aTbl, HOMCpPa Teﬂe(bOHOB n
JIpYTYIO OI00HYI0 HH(OPMALIKIO, KOTOpasi MOKET ObITh MOTY4YeHa WM yraJlaHa
TPETHUMHU JIMIIAMHU.
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CobmroaTh pexuM KOHPUACHIIMAIBPHOCTA B OTHOIIICHUH 3allIMIaeMOi HH(pOopMaIuu B
nH(OPMAIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTh «VITHTEpHET», B TOM YHUCIIC:

- OTpaHWYMBATH JOCTYII pecypcaM B HH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOM CETH
«uTepuer» Kk ycrporictBy Knuenra;

- HCIIOJIb30BaTh TOJIBKO HAJEKHBIE IOPTaJIbl 1151 HH(YOPMAIIMOHHOIO OOMEHa B
UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHON ceTu «HTepHeT»;

- IIPOBEPSATH a/IPEC IEKTPOHHOM MOYTHI OTIPABUTENS IEPE]] IPOCMOTPOM COOOILEHUS;
- BHHUMATEJbHO NPOBEPSTH U aHAJIM3UPOBATH CCHUIKM HAa MH(MOPMALIMOHHBIE PECYPCHI;

- HE OTKpPLIBAaThb COO6H_[CHI/I$I H BJIOKCHU K HUM, IIOJTYYCHHBIC 110 3J'I€KT];)OHHOI71 1o4yTe
OT HCU3BCCTHBIX OTHpaBI/ITeHGﬁ;

- HC INCPEXOAUTH 11O AKTUBHBIM CCBIJIKAM, IOJYUCHHBIM I10 3JI€KTpOHHOfI o4yTe OT
HCU3BCCTHBIX OTHpaBHTeHCﬁ;

- IporpaMmMam, CKauMBaeMbIM U3 UH(OPMAILIMOHHO-TEIEKOMMYHHUKALIMOHHOM CeTH
«MHTEpHET», HE pa3pelaTh AOCTYI K U3JIUIIHEN HHpOopMaluy;

- TpY HaXOXKJACHUH B OOIIECTBEHHBIX MECTaX M MECTaX CKOIUICHUS JIIOJIEH, pacrojaraTh
9KpaH yCTPOMCTBA TAKMM 00pa3oM, 4TOOBI UCKITIOYAIACh BOSMOXKHOCTh IPOCMOTpa
oToOpakaeMoi Ha HeM MH(OpPMALMK TOCTOPOHHUMHU JIULIAMU;

- TpHU NPUMEHEHUH BHEITHUX HOCHUTENECH HH(POPMAIIIH ITepe/l HayalioM paboThl
IIPOBECTHU MX IIPOBEPKY HA MIPEIMET HAJINYMUS BUPYCOB;

- He OTKJII0YAaTh CPEJCTBA AaHTHBHPYCHOW 3alIUTHI HH(OPMAIIHH;

- HE MOJKII0YAThCS K MyOTMYHBIM OecipoBOIHBIM ceTsiM Wi-Fi. HezanuieHHbIM
OecTpOBOTHBIM CETSIM.

24. B cnyuae yTpaThl (IOTepe, XUILEHUH) KIMEHTOM YCTPOICTBA IO BO3MOXHOCTH B
KpaT4yallInil CpOK MPEJOTBPATUTh HECAHKIIMOHUPOBAHHBIM JOCTYII K 3aIlUIAEMON
uH(pOpMalny, B TOM YHCIIE:

- HE3aMeUIMTENIBHO COOOIUTh CBOEMY OIIEPAaTOPy COTOBOM CBSI3U O (haKTe yTpaThl
ycTpoicTBa u 3ab610kupoBath SIM-kapry;

- HEe3aMeJUIMTEIbHO COOOIIUTH O pakTe yTpaThl ycTpoiicTBa OOLIeCTBY;

- HEe3aMeJUIUTEIbHO CMEHUTh BCE JIOTUHBI, TAPOJIH, JJIEKTPOHHbIE KIIOUH U IPOYHe
CpelCcTBa ayTeHTU(UKALMHU, TIPU TOMOIIHM KOTOPBIX OCYILIECTBIISIICS JOCTYI C
YTPa4eHHOI'0 YyCTPOUCTBA;

- 06paTI/ITI)CSI B ITPaBOOXPAHUTECIIBHBIC OPraHbl.

3. B nensix KOHTpoIist KOHPUTYpaluu YCTPOMCTBA, ¢ UCOIb30BAHUEM KOTOPOTO KIIMEHTOM
COBEpIUIAIOTCS IEUCTBUS MO0 OCYLIECTBICHUIO (PUHAHCOBOM onepannu. OOIIECTBO PEKOMEHYET:

3.1 YCcTaHOBUTH COOTBCTCTBYIOIIICC TPOTPAMMHOC 06CCHC‘-ICHI/IC, B TOM YHCJIC:

- HCIIOJB30BAaTh TOJIBKO JJUIECH3MOHHOC ITPOTpaMMHOC O6CCHC‘IGHI/IG;
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- CBOEBPEMEHHO YCTaHAaBJIMBATh U3 O(UIIHATBHBIX HCTOUHHUKOB JOCTYITHBIE
OOHOBJICHHSI POTPAMMHOTO OOECTICUCHHS U ONEPAIIIOHHON CHCTEMBI;

- 3arpyXartb U yCTaHABIUBATh IPOrPaMMHOE 00ECIIEYCHHE TOJIBKO U3 TPOBEPEHHBIX
HMCTOYHUKOB.

3.2. B mensax cBoeBpeMEHHOTr0 0OHApPYKEHHS BO3/ICHCTBHS BPeIOHOCHOTO Koaa OO01iecTBo
PEKOMEH/TyeT:

3.3. YcTaHOBUTH COOTBETCTBYIOIIEE AHTUBUPYCHOE MPOrpaMMHOe 00ecriedeHre, B TOM
YHClIe:

- YCTaHOBUTH U3BECTHYIO (IPOBEPEHHYIO) aHTUBUPYCHYIO 3aIIUTY:
- YCTaHOBUTH aBTOMAaTH4ECKOE OOHOBJICHNE aHTUBUPYCHBIX 0a3;
- OCYILECTBIIATH PEryJSPHBII KOHTPOJIb AHTUBUPYCHOM 3aILIUTHI.

34. Cobnronars peKOMEHIAIMH HACTOSIIEH MaMsATKH 110 3aIIUTE HH()OPMAIIHH.

BHUMAHME! Ilepenaua kaprsl njim ee pekBu3utoB, Jloruna, [IMH kona, koga CVV2
wii CVC2, yka3aHHBIX HA 00OPOTHOM CTOPOHE MJIACTUKOBON KAPTOUYKHU, MPeIHAZHAYEHHBIX 1A
JAOCTYNa W TOATBEpP:KICHUS omepaunuil, Apyromy Juny (B TOM 4ucjde PpPadOTHUKY
MHUKpPOGUHAHCOBOII OpraHM3aluM) o3HA4aeT, 4To Bbl mpenocrasiisieTe BO3MO:KHOCTH JAPYIUM

JMIaM NMPoOBOAMTSH Ooll€paluu 1mo cueTram.

[Tpu mr00BIX MOAO3PEHUAX HAa MOIIEHHUYECTBO CIEAYeT He3aMeAJIUTEeNbHO 00paTuThes B baHk,
00CITy’)KMBAIOIIMK Ballly IUIACTMKOBYIO KapTy IO HOMepaM Tene(oHOB, yKa3aHHBIM Ha OOOPOTHOM

cTopoHe KapThl 1 Ha OduimansHoM caifte banka.



