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1 MPUHUUIMbI PABOTbI UHOEKCJ10I

1.1 OCHOBHbI€ KOMMOHEHTbI TEXHOIOMMYECKOro cTeka

HoekcJlor - 3TO TEXHOMOrMYecKkmnn cTek, obecnedmBatrowmm nnatdopmy ANS
peanms3aumm pelleHrin pasnuyHbix knaccos. B cTtek BxoauT VHpekc/lor_llouck -
pacnpeneneHHbl NMOUCKOBbIM  OBMXKOK, WHAekc/lor_AHanutmka - wuHTepdenc Ans
pPaboTbl C OBMXKOM — W pasfiMyHble MeToObl co6opa M 06paboTKM OAHHbIX nepen mx
nHaoekcauven B MHaoexkc/lor_llownck.

Mhoekc/lor a2TO  pacnpefenieHHoe  peleHue, MNO3TOMY  OHO  YAOBHO
MacLwTabupyeTcs. OanH npouecc (cnyxoy) Mugekcslor_Momnck (06bI4HO 3anyLLEHHDBIN Ha
OOHOM MalUVHe) Ha3biBatOT HOAOW (OT aHr1. node - y3en). HeCcKoNbKO HOA, CBA3AHHbIX U
paboTaloLWMX BMECTE Ha3bIBalOTCS K/IAaCTEPOM.

Nupekc/lor_lMounck npuHmuMaeT no HTTP 3anpochbl OT KJIMEHTOB UK MHTepdenca
Huaekclor_AHanmnTtuka. PelweHne paboTaeT ¢ 3anpocamm REST API, oTBeT Bo3BpallaeT
B popmaTe JSON fokyMeHTa.

NHaekcJlor_AHannTmMKa aTo PPOHTIHA PELLEHME, NpedocTaBngowee nHTepbenc
ons  paboTbl ¢ ABWKKOM  WHaekc/lor_[louck. OHO  COOEPXUT  UHCTPYMEHTI
BM3yanm3aumm NoOYYEHHbIX AaHHbIX, PEMUCTPALMMU CUTHANOB U OTMNPABKM YBEAOMNEHNN.
Takxe B VIHOekc lor _AHanmnTrKa pasrpaHnymBaeTCs OCTY N KOHEYHbIX MOib30oBaTeNen K
yMpPaBAEHUIO KOHGUIypaumen 1 NPOCMOTPY AaHHbIX, XpaHsawmxcs B ViHaekc/lor _Nouck.

C60p [daHHbIX OCYLIeCTBASETCH 3a CYeT areHToB C  LeHTpanM3oBaHHOWM
KOHPUrypaumen, a Takxe ¢ nomoupto nnatdopmbl Beats - COHOPLIMKOB OaHHbLIX C
OTKPbITbIM UCXOOHbIM KOOOM. [Nepen nHaekcaunen B MHaekc/lor_Nonck gaHHblie MoryT
6bITb NpeaBapuUTenbHO 0bpaboTaHbl C NoMoLbio Logstash - obpaboTyumka OaHHbIX C
OTKPbITbIM UCXOLAHbBIM KOLOM.

1.2 CTpyKTypa gaHHbIX B MHgekcJlor_lNouck

OcHoBHasg 3agada Minaekc/lor_lNonck — MHAEKCMPOBATb AaHHbIE W MPELOCTaBNSATb
K HAM JOCTYN C BO3MOXHOCTbIO ObICTPOrO HaCTpamBaeMoro noumcka. Kaxapih o6bekT
BHYTpU WHpaekc/lor_Nouck npenctaBneH B Buae JSON-danna unm  LOKYMeHTa.
LLOKYMEHT COCTOUT 13 NoNen 1 3Ha4eHUI.

Jlornyeckn  crpynnupoBaHHble  OOKYMEHTbl  POpMUPYIOT  MHAEKC. WHAekc
NpencTaBnseT CcoboM Habop JNIOrMYecKU CrpynnUPOBaHHbIX [OOKYMEHTOB, W He
o653aTeNIbHO XPaHUTCS Ha OAHOM HoAe. BHYTPM MHAEKCA LOKYMEHTbI Pa3buTbl Ha LWaPAb!.
O wapfax yoobHo AyMaTb, Kak O narnkax, B KOTOPbIX COOAEPXATCH LOKYMEHTHI.

PaszgeneHune MaccuBa OOKYMEHTOB Ha HECKOJIbKO LapAoB (nanok) nos3sonset
XPaHUTb 3TOT MacCWB OAHOBPEMEHHO Ha HECKOJIbKMX Hogax. bnaromaps XpaHeHuto
MHOEKCA Ha HEeCKONbKMX HOAAX, MPOLECC MOUCKA AAHHbIX 3HAYUTEIbHO YCKopSeTCcH,
MOCKOJIbKY onepaums noucka MpPoOBOAUTCH OOHOBPEMEHHO Ha HECKONbKMX MallMHaX,
KaXkOast U3 KOTOPbIX COAEPXNT MEHbLLE OOKYMEHTOB.

[19 NOBbIWEHUA HAOEXHOCTU XPaHEHWS AaHHbIX, MPedyCMOTPEeHO ABa BMAA
LIapOOB — OCHOBHbIE 1 PenIVKK. Mexay OCHOBHbIMU LIApAaMK pacnpenenseTcs MaccuB
WHOEKCUPYEMBIX OOKYMEHTOB. PEriMkm — 3TO KOMWUKM OCHOBHbIX LWAPAOB, KOTOPbIe
XPaHATCA Ha C OCHOBHbIMM Ha pasHblx Hopax. [pu aToM KOHbUrypauum B ciyvae
OTK/IIOYEHNS OAHOW 13 HOQA, OOCTYN K AOKYMEHTaM He ByaeT NoTepsiH. Takxke pennkim
MO3BOJIAOT AOMOJSIHUTEIbHO YCKOPUTH OrnepaLmm nomcka.

1.3 Tunbl AaHHbIX N ULUKN XpaHeHnsa B UHaekcJlor_lNouck

MHpekc/lor_Monck paboTaeT C [OBYMS OCHOBHbIMM  TWMaMM  O@HHbIX -
CTATUYECKMMM 1N MOTOKOBbIMK. CTaTUyecKMe [aHHbIE MOXHO acCoUMMPOBaTb C
KaTanoroMm, mHbopMaums B KOTOPOM YCTapeBaeT MEANIEHHO, MOXET W3MEeHSTbCA Y
AOMONHATLCA, BCe BpeMsi TpebyeT ObICTPoro AoCTyna. [OTOKOBble AAHHbIE MOXHO
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NpeacTaBnsaTb B BMAE 3anmncen B fore. Vix o6bemM 6bICTPO pacTeT, @ akTyasbHOCTb CO
BpeMeHeM nafaeT. BepoaTHOCTb 06paTUTbCA K BYEPALUHMM 3anncsiM B Jlore ropasgo
BbilLe, YeM BEPOSATHOCTb OO6palLeHMs K 3anncsiM MeCAYHOM [AaBHOCTU. 3anpocoB K
CTapblM AAHHbIM ropa3fgo MeHbLUe, MO3TOMY BM3HEeC MOXKET MO3BONUTb cebe MeHee
ObICTPbIV AOCTYN K 3TUM AaHHbIM,

[Ong adbekTMBHOrO XpaHeHWs MOTOKOBbLIX AaHHbIX B WMHAekc/lor npuMeHseTcs
MHOrOypOBHEBas CTPYKTYpa AaHHbIX C COOTBETCTBYIOLMM LMKIIOM XpaHeHus. Kaxaas
CTaAus 3TOro LMKIa MOXET 6bITb HACTPOEHA MO ANNTENbHOCTU MK MPOMYLLEHa.

Fopsumne (hot) maHHble — 3TO CBEXME, aKTyaslbHble OaHHble, K KOTOPbIM HY>XeH
MaKCUMasbHO ObICTPbIM AOCTYN. VHAEKChI C rOpAYMMU OAHHBIMU UMEKOT HECKOSbKO
PEennK ANs Kax4oro OCHOBHOIO LWapaa 1 3aHMMatoT 60/1blle AUCKOBOrO NPOCTPAHCTBA,
YEeM MHIOEKChl Ha CNefyoLmMX cTagusax Lmkna. PekoMeHaoyeTcs XpaHUTb Take UHLAEKChI
Ha MalnHaX C TBEPOOTE/bHbIMY HakonuTensMu. Kicnonb3oBaHWe TBEPOOTESbHbIX
HaKoMUTENem U HEeCKOMNbKUX PEMIVK FOpsSYMX AaHHbIX O3HAYaeT, YTO XpaHeHue Takmx
LAHHbIX CPABHUTESIbHO JOPOro 06XOAUTCH BU3HECY, MO3ITOMY HEOBXOAMMO CO BPEMEHEM
NepeBOANTb AaHHbIe Ha CRefyoLme 3Tanbl UMKIa XPaHEHNS, rae X 06beM 1 CTOUMOCTb
XPaHEeHWst ByAET yMeHbLIATLCS. [10 AOCTMKEHMIO ONpefeIeHHOro obbemMa 3aH1NMaeMoro
NPOCTPaHCTBa WM BO3pacTa [AaHHble aBTOMATMYecKy OyayT nepexoamtb Ha
CcnepfyoLLyo CTaguio LKA XpaHeHs. BbiNoMHsSEMble Npy 3TOM onepaumm Takxke MoryT
ObITb HACTPOEHDI. [1pK Nepexone oT ropsyer CTaaum MHAEKC nonyvaeT cTaTyc read-only,
M B HErO He MOTyT 6bITb 4O6aBNEHbI HOBbIE JOKYMEHTbI.

Tennble (wWarm) oaHHble — 3TO CrIeAyoLLas NoC/e ropsaynx CTaams LKA XpaHeHNS
LaHHbIX, T4e K AaHHbIM BCe elle MOXET NoTpeboBaTbCs AOCTYM, HO 3TO NPOUCXOAUT He
TaK 4acTO U He TaK CPOYHO, KaK C ropsynMuy AaHHbIMK. [1oaToMy Npu nepexone nHaekca
M3 ropsyen KaTteropum B TEMylo, YMEHbLUAeTCH KOMMYECTBO PENIUK  KaxXaoro
OCHOBHOrO Wapaa. Tak)Ke faHHble MHAEKCA MOTYT AOMONHUTENbHO CXKMMATbCS. Tensble
LaHHbIEe MOTYT XPaHUTBLCS YXKe Ha XXECTKMX MarHUTHbIX UCKaX, @ TakKXXe UMEIOT MeHbLLUIA
06beM, YeM ropsiume. ITO 3aMETHO YAELLEBAET UX XPaHEHMe. TeM He MeHee, K HUM Bce
elle obecneymBaeTCs 4OCTaTOYHO ObICTPbIN AOCTYM, U C HUMU NOYTU TaK Xe yO0OHO
paboTaTb aHANNTKKY, KaK C FOpSAYUMK OAaHHbIMU.

XonofHsble (cold) faHHble — 0iHa 13 NO34HWX CTaAuM LMKAa XpaHeHUa aHHbIX. [pn
nepexofe Ha Hee C MHOEeKCa MOXeT AenaTbCs CHMMOK (searchable snapshot), koTopbin
MOXeT BMOCNEACTBMM UCMOSb30BATLCS ANS MOUCKA UM BOCCTAHOBEHUS YTPAYEHHbIX
[OaHHbIX. Mpyn nepexoge K XONOAHOW CTagMn XPaHeHUs AAHHbIX MOXHO YMEHbLIUTb
KONMMYECTBO OCHOBHbIX LLIAPAOB B MHAEKCE, a TaKXe MOMHOCTbIO M36aBUTbCS OT PEM/IVIK.
3TO CUNBHO YMEHBLUUT 0O6BEM AAHHbIX M MO3BOUT OO XPaHUTb MX B 3TOM dase. [Mpu
3TOM Ha C/lyYar OTKasa OOHOro 13 CEPBEPOB, Ha KOTOPbIX XPAHUTCA XONOAHBIV MHAEKC,
PEKOMEHOYETCS UMETb CHIMLLOT.

YoaneHve — nocnefgHun atan UMKAa XpaHeHua OaHHbIX. VIHOeKC yaangseTcs, u
LOCTYM K HEMY CTaHOBUTCSH HEBO3MOXKEH

CTaTmnyeckye JaHHble He MUCMOMb3YIOT LMK/ XPaHEHUS 1 XPaHATCS Ha cepBepax
MHpekc/lor_MNounck Tak »e, Kak W ropsyMe MNOTOKOBble [AaHHble. Tak Kak O6beMm
CTaTUYECKMX AAHHbIX PACTET Mea/IeHHO, CKAYKOB B MOTPEBIEHNN PECYPCOB M ANCKOBOIO
MNPOCTPAHCTBA CUCTEMbI HE CTyYaeTCH.
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2 HACTPOUKA HObl U KNACTEPA MHOEKCJIOI _MOUNCK

2.1 HacTpoiika Hogbl Ha NPUCOEAUMHEHME K CYLULECTBYHOLWEMY
KnacTepy

Mpwn yCTaQHOBKE NHoekcJlor_lNounck NPOM3BOOMTCA aBTOMaTu4yeckas
KOHPUrypaums knacrtepa W3 OAHOM HoAbl. ECAM  Bbl  XOTUTE  MNPUCOEAUHUTb
HacTparBaeMyto HOLY K CYLLEeCTBYIOWEMY K/1acTepy, creHepupynTte enrollment token Ha
OOHOW U3 HOL 3TOro Kjacrtepa [O MepBOro 3arnycka TOW HOAbl, KOTOPYK HaOo
NPUCOEANHUTD.

Ha ntobomn Hoge CyLecTBYIOLWEro Kiactepa creHepupymte enrollment token:

/usr/share/elasticsearch/bin/elasticsearch-create-enrollment-token -s
node

Ckonmpymnte enrollment token, BbiBeOeHHbIM B TepMuHan., Ha HoBon
HacTpamBaeMoW HOLE MUCMOJMb3yUTe TOKEH B KayeCcTBe napameTpa ANS MHCTPYMeHTa
elasticsearch-reconfigure-node:

/usr/share/elasticsearch/bin/elasticsearch-reconfigure-node --
enrollment-token <enrollment-token>

3anycTuTe Hoay C NOMOLLbIO systemd.

2.2 3anyck UHpekc/lor_lMouck ¢ noMoubio system

YT106bl MHAekc/lor_Nonck aBTOMaTUYECKM 3aryckasica npum 3anycke CnUCTeMbl,
BbINONHUTE Crieaylolmne KoMaHabl:

sudo /bin/systemctl daemon-reload
sudo /bin/systemctl enable elasticsearch.service

Cnepytouwipe KOMaHbl MCMNOJb3YOTCA ang 3anycka n OCTaHOBKM
VHgekcJlor_lowck:

sudo systemctl start elasticsearch.service
sudo systemctl stop elasticsearch.service

DTV KOMaH[bl He BbIBOAAT B TEPMUMHA 3aMUCKU O TOM, YCMELWHO /i1 3amnyCTUIICS
Hoekc/lor_onck, BMeCTO 3TOro 3anucu  JenalTcd B J1IOr  NO  agpecy
/var/log/elasticsearch/elasticsearch.log

Ecnn  keystore  WMHpekc/lor_Monck  3awumieHo  napofieM,  HeobXxOoAMMO
NPefoCTaBUTb System 3TOT Maposib C MOMOLLBIO STIOKA/IbHOrO danna 1 nepemMeHHbIX
cpedbl system. 3ToT dann A4o/mKeH ObiThb 3aLlLMLLEH HA BPEeMS CBOEro CyLLECTBOBAHNUSA U
MOXeT OblTb 6€30MacHO yaaneH nocae ycnewHoro 3anycka Mugekc/lor_llouck.

echo "keystore password" > /path/to/my pwd file.tmp

chmod 600 /path/to/my pwd file.tmp

sudo systemctl set-environment
ES_KEYSTORE_PASSPHRASE_FILE:/path/tO/my_pwd_file .tmp

sudo systemctl start elasticsearch.service

2.3 [NpoBepka 3anyweHHoro NHgekc/lor_lMouck

Bbl MOXeTe NpoBepUTb 3anyLLeHHYto Hoay ViHaekc/lor_Nownck ¢ nomoubio HTTPS
3anpoca Ha agpec localhost:9200. Yéeautecs, 4to ncnonbiyete HTTPS 3anpoc, nHave

NHCTpYKLUMS agMUHUCTPaTopa Haekc/lor mHaekcnor.p¢



3anpoc 6yAeT OTKJ/IOHEH. --cacert 3TO NyTb K creHepupoBaHHOMY HTTP ceptudmkarty
http_ca.crt:

curl --cacert /etc/elasticsearch/certs/http ca.crt -u elastic
https://localhost:9200

BBeamnte naponb nosb3oBaTens elastic, KOTopbi OGbl1 CreHEPUPOBaH MNP
ycTaHoBKke. OTBET JO/HKEH BbIrS4ETb Tak:

{

"name" : "Cp8oagb6",
"cluster name" : "elasticsearch",
"cluster uuid" : "AT69 T DTp-lggIJlatQgA",
"version" : {
"number" : "8.6.2",
"build type" : "tar",
"build hash" : "£273994",
"build flavor" : "default",
"build date" : "2016-03-30T09:51:41.4492",
"build snapshot" : false,
"lucene version" : "9.4.2",
"minimum wire compatibility version" : "1.2.3",
"minimum index compatibility version" : "1.2.3"
by
"tagline" : "You Know, for Search"

3 KOHOUTYPALUUA MHOEKC1OI _MOUNCK

KoHopurypauus ViHoekc/lor_Nomnck npoun3BOAUTCS Yepe3 U3MeHeHue danna
elasticsearchyml, pacnonoxenHoro 8 $ES_HOME/config/ elasticsearchyml.

3.1 Ba)xHble HacTpounkn NHaekclor_lonck

3.1.1 HacTponka nMeHu Knactepa

Hopna moxeT npncoenHNTbCA K KiaCtepy, TOJ/IbKO eC/11 B HEW BbICTABNEHO, TO XXe
3HavYeHne MMeHW KJ1aCTepa, YTO N BO BCeX HOAaxX 3TOro KjacTtepa. le/l MCNOoJ1Ib30BaHMM
HECKOJIbKMNX KJTaCTepOB pasuenﬂme X C MOMOLLBIKO MMEH:.

cluster.name: logging-prod

3.1.2 HacTtponka UMeHn Hopa

NHpoekc/lor_Monck ucnosb3yeT napamMeTp WUMEHU HOObl KakK MOHATHbIA 414
yenoBeka maeHTudbukaTop Hogbl. Mo ymMonyaHuoo ayo6nmpyeT hostname MallmHbl, Ha
KoTopom 3anyLweH ViHgekc/lor_Mowck:

node.name: prod-data-2

3.1.3 HacTpoika Network host

119 ncnonb3oBaHUs KacTepa 6o51ee YeM U3 OAHOM HOAbl, HEOBXOAMMO YyKa3aTb
afpec MallKHbl, Ha KOTopoK 3anyLleH Hgekc/lor_Mouck:

network.host: 192.168.1.10
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3.2 HacTpoiku ob6HapyxeHus u dopMmnpoBaHUs Knactepa

[Mpn 3anycke MHaekc/lor_Nonck mnu OTKIYEHUM master-Hoabl, 3anyckaeTcs
npouecc obHapyxeHus (discovery). MNpouecc TpebyeT HanMumns CNMcka agpecos (seed
addresses) n cnucka master-eligible Hoa, KoTopble 6blIM B MNOCNEAHEM 3aMyLEHHOM
KnacTepe. [poLecc obHapyXeHUs NPOUCXoauT B iBa 3Tana:

1. Ha kaxpgon Hopoe obpabaTbiBaeTCsl CMNUCOK aApecoB, MPOUCXOAUT
MNOAKMOYEHME K KaXKOOMY M3 HKMX, MOMbITKa MOAEHTUOUUMPOBATb HOAY, K KOTOPOM
NPOM3BEAEHO NOAK/IYEHME, M MPOBEPKA TOrO, MOXET /I OHa BbITb BbibpaHa master.

2. B cnyyae ycnewHoro noaktoyeHUss HoAbl OOMeHMBAKTCH CMUCKaAMU U
NPOW3BOAAT NOAKNOYEHUS KO BCEM afipecaM B CrMCKe.,

Ecnm Homa He MokeT O6biTb BbibpaHa master, oHa npopos/HKaeT npoLecc
OBHapYy>XeHUs, NokKa He HanaeT BblbpaHHYO master Ho4y WAV OCTAaTOYHOE KONMMYECTBO
master-eligible Hop ong npoBefeHUs ronocoBaHMs. ECnm 3TO He BbIXOAMT, NMOBTOPHAs
NonbITKa NponcxoauT Yepes nHTepsan discovery.find_peers_interval (o ymonyaHuio 1¢).

3.2.1 O6bsaBnEeHME cnNUCKa apgpecoB B parne KoHdUrypaumm

CnMcoK afpecoB XOCTOB 06bABASETCA Yepeld HacTpowKy discovery.seed_hosts,
HanpuMep:

discovery.seed hosts:

- 192.168.1.10:9300

- 192.168.1.11
- seeds.mydomain.com

3.2.2 O6bsABNEHNE CNNCKa aapecoB B oTaeibHOM daitne

[na obbaBneHus crnmcka agpecoB B OTAE/IbHOM danne ycTaHoBuUTe B danne
KoHpUrypaumm Elasticsearch discovery.seed_providers: file. 3atem cosgante dann
$ES_PATH_CONF/unicast_hosts.txt. Kaxagplih pa3 npu m3MeHeHun unicast_hosts.txt
Cnncok xocTtoB MHaekc/lor_Monck obHOBASETCS.

10.10.10.5

10.10.10.6:9305

10.10.10.5:10005

# an IPv6 address
[2001:0db8:85a3:0000:0000:8a2e:0370:733471:9301

cluster.initial_master_nodes

Mpwn nepeBomM 3anycke MHaekcllor_Nouck onpenenseTtca Habop master-eligible
HOA, MexXay KOTOPbIMW MPOBOAMTCS ronocoBaHuWe. [lpu  3TOM, >KenaTesbHO
CaMOCTOoATENbHO 0O6bABNATL HAbop Master-eligible Hoa. O6bsBMTE Master-eligible HoAabI
no nx node.name.

cluster.initial master nodes:
- master-node-a
- master-node-b
- master—-node-c

MNocne nepBoro ycnewHoro GopMmMpoBaHmMs Kiactepa yaanuTe 3Ty HAaCTPOMKY 13
KOHPUrypaumm Bcex Hoa. He ncnonbsyiTe ee npu nepesanycke knactepa 1 gobaBneHnn
HOBbIX HOZ,
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3.3 HacTtponku ponen Hoabl UHaekcSlor_Nounck

B knactepe MHaekc/lor_lMomnck pasHble MallrHbl MOTyT 6paTb Ha ce65 pasnnyHble
POSIN N BbIMOJIHATL BHYTPW HEro pasHble 3afadn. ITO HacTpamBaeTCs MnapamMeTpoMm
node.roles B ¢pamne koHpurypaumm elasticsearchyml. Ecniv aToT napameTp He ykasaH,
MO YMOJIYaHWIO HOJa UMeeT CreayoLme ponu:

° master,

. data;

. data_content;

. data_hot;

. data_warm;

. data_cold;

o ingest;

. remote_cluster_client;
. transform.

ns CI)yHKLI,l/IOHMpOBaHl/Iﬂ Knactepa MWUHMMallbHO HEOOXOAMMbIM  ABASETCS
Han4yme HoO Co cnegyrwmMmm poaaMin,

° master:;
° data nnun data_content BmecTe ¢ data_hot.

15 HeKOTOPbIX BO3MOXHOCTeN MHaekcSlor_[NoncK Takxe HeOBXOoAMMbl HOObl CO
CNneaywmMMm poasMu:

o 05 KPOCC-KIACTEPHOrO MOMcKa AaHHbIX HEOOBXOAMMbl HOAbl C POJIbiO
remote_cluster_client;

o L1 MOHUTOPUHra CTeKa M 06paboTUMKOB BXOAALMX AAHHHbBIX HEOOXO4MMDI
HOAbl C POJIblO iINgest;

. cepBep UYA, WHpekc/lor_besonacHOCTb WM TpaHchopMaumm TpebytoT
HanNMuKMsa HOA C posbto transform.

3.3.1 KoopaMHauNOHHbIe HOAbI

HekoTopble 3anpochkl K Knactepy TpebyloT OOHOBPEMEHHOro MCMOb30BaHMS
[AHHbIX, XPAHALLMXCA Ha Pa3HbiXx Hogax. [ng 3TOro HoAa, KoTopas MnosydaeT 3arnpoc
KOOPAMHMPYET BbIMOMHEHWE 3arnpoca Ha ocTasibHbiXx Homax. OHa nepeHanpaBnseT
3amnpocC Ha HOfbl, HA KOTOPbIX XPAHATCS AaHHbIE, KOHCONMOMPYET NOTyYeHHble JaHHble B
eaVHbI HAabop Pe3ybTaToB 1 NOChINIAeT ero 06pPaTHO.

Mo yMon4yaHuio, Kaxaas Hoda ABAIeTCa KOOPAMHALMOHHOW. YTo6bl HoOa uMena
NCKJTIOUYUTENTbHO KOOPAMHALMOHHYIO POJIb, HEOBXOOMMO BbICTABUTbL MYCTOM MapameTp
node.roles: [l.

3.3.2 Master-Hoapbl

Master-Hofbl OTBeYalOT 3a MPOCTble ObOLEeKaCTEPHble OeNCTBUS, TakMe Kak
co3daHve U yaaneHne NHAEeKCOB, OTCNIEXMBAHNE HOL, BXOOALMX B KNlACTEP U MPUHATUE
peLeHnin O pacnpeneneHm LWapaoB Mexay HOAaMU.

JTtob6ada Hoa ¢ ponbto master 6e3 ponu voting-only MoXkeT 6bITb BbibpaHa master-
HOOOWN.

Ona cTabunbHOCTM BCEro KaacTtepa Heobxoamma cTabubHO paboTatoLlas
master-Hoga. Ecnv master-Hofa 6ygeT 3arpy>keHa ApyrmmMuy 3agadamMm, CHU3UTCS 0oLLas
NPOM3BOANTENBHOCTL KnacTtepa. [MoaToMy B KjacTepax pasMepoM 6ofblie 5 Hopg
PEKOMEHOYeTCs MMETb OTAEeNbHble master-HoAbl, KOTOpble HE WMMEKOT APYrUX POonen.
Takxe aTn master-Hogbl 6yayT BbINOAHATbL 3a4a4M KOOPAMHALMM,

MNpn Hannuum B napameTpe node.roles kKoMGUHaUMK ponemn master n voting_only,
HOOA He MOXeT 6biTb BblbpaHa MACTEPOM, HO MOXET Yy4acTBOBaTb B FOIOCOBAHUM.
TonbKo HOAbI C POJIbD Master MoryT UMeTb pPosib voting_only.
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3.3.3 Data-Hoapb!

[Jata HoObl  XpaHAaT  wapgbl, B KOTOPbIX  HaxoAaTCs  OOKYMEHTHI,
nponHOeKCHpoBaHHble Elasticsearch. [Jata HOAbl MPOBOAAT OCHOBHble onepauun C
OaHHbIMK, TakMe Kak 4YTeHue, MoauduKaums, NMoUCK K rpynnmpoBKka. ITU onepaumm
MMEIOT TPebOoBaHMS K KOHOUIYypauymM MaLLKMHbI, HA KOTOpOW 3anyLueH Muaekc/lor _Nounck.
Ing npojallkH-KNACTEPOB PEKOMEHOYITCA HOAbl C 8 aA4paMu npoueccopa 1 64 b
onepaTMBHOM namMaTW. Pa3Mep M TUN OWCKOBOrO MNPOCTPAHCTBA BblOUMpPaeTCs B
3aBMCKMOCTM OT TUMa OaHHbIX, XPAHALMXCS Ha OAHHOW HOAe, U HaumMHaeTcs oT 1-2 Th
SSD po 200 Tb HDD. bazoBoe 3HaveHue node.roles onig Bcex TUMoB AaHHbIX: hode.roles:
[ data |. Takasg KoOHPUrypaums MCnosb3yeTcs, eC/i He MPUMEHSeTCS MHOroypoOBHEBas
CTPYKTYpa XpaHEeHWs AaHHbIX. ECM HOge npucBOeHa Ntobas gpyras posfb M3 ChmMcka
data_content, data_hot, data_warm wvnu data_cold, ponb data e npucsoeHa 6biTb He
MoXeT. [lpyn 3TOM, HOAa MOXET WMETb HECKONbKO pofier K3 3TOro Crnucka
OHOBPEMEHHO.

Ponn data_content, data_hot, data_warm, data_cold wucnonb3syiotca pons
pasrpaHnyeHmns HoL, OTBETCTBEHHbIX 3@ PA3/IMYHbIE CTaaMU LIMKIA XPaHEHWUS AaHHbIX.

Data-content HoObl XpPaHAT OaHHble, KOTOPbIEe OO0 OCTAOTCH aKTyaslbHbIMU U
MOryT OBHOBASATLCS W pedakTUpoBaTbCca. OHM He NpedHa3HaYeHbl 419 XPaHEHWS OAHHbIX
NOroB 1 MeTpUK. Hannume Hopg ¢ ponbio data-content o6s3aTtenbHO Ang cTapTa KiacTepa.

Data-hot Hogbl XpaHAT OaHHble MEpPBOM Ha MepBOM (ropsayen) cTagum urkKna
XpaHEeHMa AaHHbIX. B Hee aBTOMaTU4YeCKM MonafatoT HOBble CO34aBaeMble WMHOEKCHI.
Hopabl kaTeropumn data-hot o6ecneurBaoT MakCUMarbHYO CKOPOCTb YTEHUS U 3anncu
[OAHHbIX, MO3TOMY MMEIOT HanbosblumMe TPeboBaHWS K CUCTEMHbIM pecypcaM. Posib
data_hot gaBngetcs oba3aTenbHOW, B OTIMYME OT OCTasIbHbIX POSIEN, NPUCBAVBAEMbIX
HOZaM, YHaCTBYIOLLMM B LiMKIIE XPaHEHMS AaHHbIX.

3.4 CeTeBble HACTPOMKU

Kaxpgaa Hopga VHpekc/lor_MNouck UCnosb3yeT [ABa  Pas/INuHbIX  CeTeBbIX
nHTepdenca. Kibana v knmeHTtbl nocbinatoT REST API 3anpocsk! Yepes HTTP-nHTepdenc.
Mexay cobon HOObl CBA3bIBAIOTCH MO TPAHCMOPTHOMY UHTepdency. Takxe
TPAHCMOPTHbIN MHTEPdENC NCNONb3YeTCa A5 CBA3U C YAANIEHHbIMY K1acTepamu.

O6a aTnXx nHTEpdENCca MOXHO HacTpamBaTb OOAHOBPEMEHHO Yepe3 HACTPOMKM
network.”. ECnu Bbl Mcnonb3yeTe 60/5ee C/OXHYK CEeTEBYIO CTPYKTYPY, TO MOXHO
MCNOJIb30BaTb HacTpouku http.” u transport”. Mo ymonuaHuoo WHgekc/lor_Nonck
NPMBSA3aH TObKO K localhost 1 3akpbIT 4N AUCTaHUMOHHOIoO OCTYna.

. network.host: yctaHaBnmeaeT agpec ang HTTP 1 TpaHcnopTHOro Tpaguka.
Hopa mcrnonbdyet aTOT agpec v NnyobamMkyeTcs Ha Hero xe. [puHMMaeT B kKavecTBe
3HayeHun IP-agpec nnm nmsg xocTta. 1o yMonyaHuio nMeeT 3HadeHmne _local.

o http.port: nopT, yepes koTopbin MHAaekcSTor _Nounck yaeT nonyyatb HTTP-
Tpaduk. NprHUMaET B KaUeCTBEe 3HAYEHWM OOHO 3HAYEHME UM MPOMEXYTOK 3HAYEHWI.
Ecnn ykazaH npomexyTtok, MHaekc/lor_Monck 3aHMMaeT nepBbit CBOGOAHBIM MOPT B
3TOM NPOMeXyTKe. 10 yMOYaHUIO MMeeT 3HavYeHne 9200-9300.

o transport.port: nopT, Yepes KoTopbIr HoAb! VIHOeKcSlor _Nonck CBA3bIBAOTCA
Mexay cobon. MNpUHMMAET B KauyeCTBE 3HAYEHUM OL4HO 3HAYEHME WU MPOMEXYTOK
3HavYeHun. Ecnn ykasaH npomMexxyTok, VHaekc/lor _NMomnck 3aHMaeT NepBblii CBOGOAHbIN
MOPT B 3TOM MPOMEXYTKe. YCTaHOBUTE OAHO 3HavyeHre (He NMPOMEXYTOK) Ha Kaxkaou
HoLe C Posiblo master. 1o yMon4aHuMio MMeeT 3HaYeHune 9300-9400.
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3.5 ABTOMaTnyeckas HacTporka 6e30nacHOCTH

[Mpn nepBoM 3anycke WHpekc/lor_llonck aBTOMaTUYeCKM MNPUMEHAIOTCS
cnepytolMe HaCTPOMKM BE30MaCHOCTU:

o reHepupytoTca cepTnuemkaTbl 1 kaum TLS ang TpaHcnopTtHoro v HTTP
TpadwuKa;

o HacTpowkK TLS 3anuncbiBatoTCA B KOHPUr-pamn elasticsearchymd;

o reHepupyeTcs naposib Ans nonbzosarend elastic;

o reHepupyeTcs TOKEH AN NoaxkaoveHns iHoekc/lor _AHanuTumka.

[0 yMOYaHMIO YCTaHaBNMBAETCS 3allMTa COeQMHEHNS C MOMOLLBIO cepTndmKaTa,
nognuncaHHoro Wupgekc/lor_lNouck. CoeanHeHre no HTTP 3awumuaetcs ¢ noMOLLbo
ceptupukata http.pi2, coeanHeHne C APYrMKU HOJAMWU WCMOMb3yeT CepTUPUKaT
transport.p12.

[Mpn  NOAKMAKYEHUN  OOMOSIHUTENbHbIX HOL U WHaekc/lor_AHanmntmka ¢
MCMONb30BaHMEM reHepupyemMoro VHgekcslor_[oncK TokeHa, AaHHble 6e30MacHOCTM Ha
NoAKto4YaEMbIX HOLAX HACTPAMBAKOTCH aBTOMATUYECKMN,

4 HACTPOMKA CEPBEPA MHOEKCNOI _AHAJIUTUKA

NHaekcJlor_AHannTmMka - 3To GPOHTIHA pelleHne cTeka MHaekc/lor, KoTopoe
NpPefoCTaBNgeT nofb3oBaTteneM MHTepdenc ang pabotbl ¢ WHaekclor_AHanmuTumka.
Yepes VHoekc/Tor_AHanuTMKa OCYLLEeCTBASEeTCS MOCbUIaHME 3anpoCcoB B KiacTep
NHpoekc/lor_llonck 1 nNpeacrtaBneHMe  OTBETOB Ha  3TWM  3anpochbl.  Takxe
MHoekc/Tor_AHanutnka obnagaet ¢GyHKUMOHANOM [N4 YNpPaBieHUs KOMMOHEHTaMu
CTeKa, WHOEeKCaMW, MOTOKaMW [aHHbIX, CUrHanamMu, OMOBELLEHVEM W  MaLUMHHbIM
obyuyeHneM. B 60nblMHCTBE MUHCTannaumm KMHgekc/lor_AHannMTuka HaxoguTcs Ha
OTAE/IbHOM CepBEPE M OCYLEeCTBASeT AOCTYN K Knactepy no npotokony HTTP yepes
nopT 9200. HTTP-Tpaduk Mexay KnactepoM 1 NHoekcJlor_AHanutnka sawmeH TLS
cepTndmMKaTtoM Mo yMmonyaHuio. B TecToBbix umHCTannaumsax Hoekc/lor_AHanutmka
MOXET HaXOAUTbCH HA OOHOW MalLUHe ¢ Hoaom NHpekc/lor_louck.

Ona yctaHoBkM MHaekc/Tor_AHanutmka TpebyeTtcs cepBep ¢ OS Ubuntu 20.04 n
C YYETHOWM 3anuncbio Nosb3oBaTens 6e3 npuBuiernm root 1 ¢ npuBuiernamm sudo.
HoekcJlor_AHanmMTuka MOXHO  YCTaHaB/MBaTb Kak Ha  OOHY  MawwHy C
Haekc/lor_[Mownck, Tak v Ha BblOe/IeHHbIV cepBep.

4.1 AyTeHTUudMKauusa nosbloBaTenemn

Haekc/lor _AHanuTmMKa NoAAEPXKMBAET Pa3NNYHbIE MEXAHW3Mbl QY TEHTUDUKALNN
nosb3oBatenen M npepnaraetT BO3MOXHOCTb WX OOHOBPEMEHHOrO WCMOIb30BaHNS.
MeXaHn3Mbl  ayTeHTUOUKALMM  YyKa3blBalOTCA B Nopsaake yO6blBaHUS MNPUOPUTETA,
LOMOSIHUTENIbHO  KaXObIh MexaHU3M KMeeT rnapameTp order pna onpepeneHus
npuopuTeTa.

MNPy UCMONb30BAHUN HECKOJIbKMX MEXAHM3MOB ayTeHTUGMKaUMM NOb30BaTE b
MOXeT BblopaTb OAMH. KOHPUrypaums okHa Bblbopa MexaHu3Ma ayTeHTuduKaumm B
danne koHburypaunm kibanayml MOXeT BbIrSAETb CNEeAYIOLWLNM 06Pa30M:

xpack.security.loginHelp: "**Help** info with a [link] (...)"

xpack.security.authc.providers:
basic.basicl:

order: O

icon: "logoElasticsearch"

hint: "Typically for administrators"
saml.samll:

order: 1

realm: samll
description: "Log in with SSO"
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icon: "https://my-company.xyz/saml-logo.svg"

4.2 PasrpaHuyeHune poctyna K ¢yHKuusam NHpgekcJlor_AHanuTuka um
AaHHbIM NHgekc/lor_lNouck

PasrpaHnyeHne poctyna K ¢yHkumamy Elastic mpoucxoomTt BO  BKNagke
Management > Stack Management. HacTponkun nonb3oBatenen n ponen HaxoasTCs
COOTBETCTBEHHOW B pasfgene Security > Users 1 Security > Roles. lNpocTtpaHcTBa Kibana
HacTpamBaloTCa B pasgene VHgekc/lor_AHanutrka > Spaces.

4.2.1 [pocTpaHcTBa

MpocTpaHcTBa MNO3BOASIOT YAOOHO OpraHM3oBaTb MNPeAcTaBAeHusS U apyrue
COXpPaHeHHble 06bEKTbI. [10 YMOMYaHUIO CO34aeTCs NPOCTPAHCTBO MO yMonYaHuo. [1ns
yMpaB/eHna NPOCTPaHCTBaMKM OTKpoOWTe BKkNaaky Stack Management > Spaces. [ns
CO3[aHMs HOBOrO MPOCTPaHCTBa HaxMuTe «Co3faTb MNPOCTPAHCTBO». [lpy 3TOM
Heo6xoAMMO YyKasdaTb ero URL maeHTudmkatop, KOTOPbIM HE MOXET OblTb M3MEHEH
nosgHee.

Mpn co3gaHMK HOBOMO MPOCTPAHCTBA UM PedakTUPOBaHUKM CYyLLECTBYIOLWEro
HacTpavBalOTCd €ro uMg, OonucaHue, aBaTtap W [[OCTYMNHble B HEM BKIAAKMU
inoekc/lor_AHanutmka. PekoMeHOyeTcs OCTaBsATb HeOobXoAuMble A1 KOHKPETHbIX
NPOCTPAHCTB BKIAAKW, HANpUMep, cnpaTtaTbh BKAAAKM «/IHCTPYMEHTbI pa3paboTymKka» m
«MOHUTOPWHI CTEKa» O aHANIUTUKOB U OCTaBUTb LOCTYMHbIMWU A1 aAMUHUCTPATOPOB
cTeka Elastic.

4.2.2 [Nonb3oBaTtenu n ponm

B cteke VHaekc/lor He npenyCMOTPEHO 3aKpenieHre npaB gOCTyna HanpsMyo
3a noJsib3oBaTeNnieM. BMeCTo 3Toro npaea AoCcTyna K QYHKUMAM CTeka, BO3MOXXHOCTSAM
NHoekcJlor_AHanmMTMka M NpoYMM KOMMOHEHTAM peLlleHUs 3aKpensgTCs 3a POoJibio
Nosb30BaTENs, KOTOPAas YXe B CBOK o4vyepedb MNpUCBaMBaETCH MOJIb30BATEN!O.
MNonb3oBaTtesib UMEET Cleaylowme napaMeTpbl: UMS NoNb3oBaTe s, NOJIHOE UMK, agpec
SNIEKTPOHHOM MOYTbI, MAPOSb U MPUCBOEHHbIE NMOJIb30BATEO POJIN.

Mpy co3paHUM PO €l MOXHO MPUCBOUTH MPOCTPAHCTBA, K KOTOPbIM ee
obnagatenn 6yayT MMeTb [OCTyn, paspeweHuns MHgekcJlor_Monck mn paspelleHms
Haoekc/lor_AHannTtuka.

4.2.3 PaspeweHunsa NHgekclor_lNMouck

3a posfblo MOryT 6biTb 3aKpenieHbl paspelleHus, Kacalolmecs ynpaBieHus
KNacTepoM M MHAEKCaMK, a TakXe AOCTYNOM K WX COAEpPXXaHWto. DTU paspelleHms
O6BABNATCA MNPW HACcTponke ponn. [OoCTyrnHa BO3MOXHOCTb MPenoCTaBUTb MPaBo
AOCTYyNa 1N U3MEHEeHUsl He BCEero MHAEKCA, a TONIbKO BblIBPaHHbIX NMoen MM 4OKYMEHTOB.

4.2.4 PaspeweHunsa NupgekcJlor_AHanntmnka

[na kaxzow ponuv Monb3oBaTesil MOXHO HACTPOUTb CMUCOK  paspeLleHui,
OTBEYaLLMI 33 TO, KaKMe OeNCTBUSA AOCTYMHbl 06agaTtensM HacTpamBaeMowm ponn B
pa3nMyHbIX BkIagkax WHpekc/lor_AHanutrka. baszoBad HacTpowka paspelueHunin
npegnonaraeT Tpy BapmaHTa: NOJHbIA AOCTYM, TOIbKO YTEHWE MU NOAPOOHAA HACTPOMKA.

5 YCTAHOBKA M HACTPOMKA ATEHTOB MHOEKCNOr

AreHT MHgekcJTor — 3TO YHUDULMPOBAHHbIM CNOCO6 cOopa U OTNPABKM AaHHbIX B
Hoekc/lor_lMonck. K KaxaoMy areHTy npuBa3blBaeTCA NONUTUKA, B KOTOPOW YKa3aHbl
MHTErpauum onsg NCTOYHUKOB AaHHbIX. AreHT HOeKc/Tor MOXEeT OTCNeXmMBaTb XOCT, Ha
KOTOPOM YCTAHOBMIEH, a TakXe cobupaTtb U MepeHanpaBnsTb OaHHble C YAANEHHbIX
MCTOYHUKOB.
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3arpys3unTb ANCTPUOYTUB areHTa MOXXHO n3 peno3nTopus
https./qitlab.pozitis.ru/indexlog/agents.

WHTerpaumn  VHoekc/lor npencrtaBngioT  cobor  Habop  WabnoHoB  ANS
KOMMOHEHTOB CTeKa, MO3BOAWMA YAOOHO NOAKMNOYATb HOBbIE MCTOYHWKM OaHHbIX. B
MHTErpaumio BXoOuT rotoBas KoHourypauusa areHta ViHoekc/1or, rotoBble namnianHbl
LN 06pabOoTKM  BXOOAWMX OaHHbIX W a3wbéopabl ans  WMHaekc/lor_AHanmTmka.
YnpaBneHne areHtamm un ux MOJNTUKaMM OCYLLECTBASETCH 4Yepe3 UHTepdenc
Hoekc/lor_AHannTtuka.

5.1 YcTaHoOBKa cepBepa ULeHTPa/IM30OBaHHOIO yrnpaB/ieHnd areHtaMu

CepBep UeHTPanM30BaHHOMO YMNPaB/IeHUs areHTaMun yCTaHaB/IMBAETCa Ha XOCT, K
KOTOPOMY €eCTb AOCTYM CO BCEX MallWH, Ha KOTOpble MJaHMPYeTCa YyCTaHaBNMBaTb
areHTbl. [1ng yctaHoBkM TpebytoTcd TLS-cepTudukaTbl, KOTOpble aBTOMaTUYECKMU
reHepupytoTcd Npu nepBoM 3anycke VHaekc/lor_louck.

Ing Havana, oTkpownTe Bkragky YnpasneHne > CepBep LYA > HacTpouku.
[o6aBbTe XOCT ang cepBepa LAY 1 ykakute agpec Ha KOTopbir byaeT yCTaHOBIEH
cepBep LIYA. YkaxunTe agpeca cepBepoB VHaekc/lor_[onck, kyga 6yayT OTApaBasiTbCs
[AHHblE C areHTOoB.

OTkpoute BKNagky LUYA > AreHTbl. Haxmute «[ob6aButb cepBep LYA».
BbINONHUTE MHCTPYKLUMM 6A30BOrO WM NOLPOOHOrO YPOBHS 4S5 YCTAaHOBKWM CepBepa
LEeHTPasIM30BaHHOIO YrpaBieHNa areHTamu,

5.2 YcTtaHoBKa yHuduuupoBaHHoro areHTa lugekcJlor

[ng ycTaHoBKM areHToB WHaekc/lor TpebyeTcsd Hannune cepBepa LIYA u
pernctpa naketoB WHpgekc/lor. [Ong HACTpPOWKM  3aLUMUEHHOTO  COedMHEHUS
notpebyetca CA, KOTOpbI  BbIAAETCH  OrpaHmMsaumen, mMbo  reHepupyeTcs
MHCTpyMeHTamMu Mupgekc/lor_l1ouck.

Ha KaxXabll XOCT MOXeT OblTb YCTAHOBNEH TONMbKO OAMH areHT WHaekc/lor. [Ons
pPaboTbl C BEO-UHTEPPENCOM YCTaHOBKM areHTa B MIHAekc/Tor _LAHannTmMKa Nonb3oBaTe b
LOMKEH MMETb BCe pa3peLleHms Ha paboTy C areHTamu.

OTKpowTe BKIaaKy AreHTbl B MIHOekcSTor_AHanuTmnKa 1 HaxmmTe [Jo6aBUTb areHT.
Bo BcnbiBalOWEM OKHE BblIGepUTE MOJUTUKY, KOTOPYK XOTUTE WCMOJMb30BaTb Ha
yCTaHaB/IMBAaEMOM areHTe.

3arpysmTe Ha XOCT AUCTPUOYTMB areHTa W pacnakymte ero. OTkpownTe
ONPEKTOPUIO C danmiaMmn areHTa U BbIMONHUTE KOMaHAOy YCTaHOBKW, BbIBEOEHHYIO B
nHTepdence Muaekcslor_AHannTrKa. AreHT yCTaHOBUTCSH C HEOOXOAMMbIMU AN15 BaLLEro
KnacTepa YyCTaHOBKaMW. AreHT OyaeT aBTOMaTUMYEeCKM 3anycKaTbCsl Kak Cryx6a npu
nepesanycke XocTa.

Ecnn npm nonbiTke YyCTaHOBUTb areHTa, Bbl CTA/IKMBAETECH C OLMOKOM "X500:
certificate signed by unknown authority’, aTo MoO)XeT 6bITb CBSI3aHO C TeM, 4YTO
MCMNOJIb3YIOTCSH CepTUDUKATbI, NOAMUCAHHbIE MHCTPYMeHTamMu WHaekc/lor. MNpobnemy
MOXHO peLlnTb fobaBNeHneM napamMeTpa --insecure,

6 HACTPOWVKW BE3OMACHOCTU CTEKA ELASTIC

6.1 lUndpoBaHue coegnHeHus Mexay 6pay3epoM nonb3oBaTens u
cepBepoM NHpekcJlor_AHanutuka

[Ons wndpoBaHMs coegmHEHNs Mexay bpay3epoM MoNb3oBaTENS M CEPBEPOM
Kibana ncnonbdyeTcs cepBepHbIn cepTUdUKaT U NPUBATHbLIN KoY,

Cnepnyrouwas MHCTPYKLMS ONKMCbIBAET MPOLECC CO3AaHKs 3anpoca Ha NoAgnmcaHne
cepTtudmkata (CSR). OH copepXunT nHbopMaUMIo, KOTOPYIO LEHTP cepTudmkaumm (CA)
MCNOAb3YeT ANs reHepaunn cepTtudmkata. 09 noanmcaHmss MOXKHO WCMOJb30BaThb
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LOBEPEHHbIN (MYyBNYHBIN UM BHYTPEHHWIN KOPMOPATUBHbIN) LEHTP CepTUdPUKaLMU UK
CO6CTBEHHDbIN CA, KOTOPOWM MOXHO CreHepmnpoBaTb MHCTPYMeHTamMm MHgekc/lor _[ouck.
PekoMeHayeTCa MCNOob30BaTbh AOBEPEHHDIN LEHTP CepTUdUKauMm AN MPOLAYKTUBHbIX
cpen, v npuberatb K cobcTBeHHOMY CA TONMBbKO O/19 Uenen paspaboTKM UM NUIOTHbIX
MPOEKTOB.

1 CreHepupymTe 3anpocC Ha co3gaHue cepTudmkaTa 1 kmod K kibana-server

./bin/elasticsearch-certutil csr -name kibana-server -dns
example.com, www.example.com

3anpoc nmeet common name (CN) kibana-server 1 agpeca SAN example.com un
www.example.com.
KomMaHgpa co3gaeT zip-apxwvB csr-bundlezip. 1o yMonyaHuilo OH uUMeeT
cnepytollee coaepxxaHue:
/kibana-server

| kibana-server.csr
| kibana-server.key

2. PazapxvBupymnte csr-bundlezip n nonyunte dannbl kibana-servercsr u
kibana-serverkey. 910 HenoANMCaHHbIN CepPTUDUKAT U HE3ALLMPPOBAHHDIN KO,
3. OTtnpaBbTe dann kibana-server.csr B CBOM COBCTBEHHbIN MU JOBEPEHHbLIN

LeHTp cepTudukaumm, 4Toobl NOAYUYUTb NOANNCAHHbLIM cepTudmKkat. CepTudrkat MOXeT
6bITb B pa3nunyHbix dopMaTtax, Hanpmumep, kibana-servercrt.
4. [ponuwunTte B pamne koHpurypaumm kibanayml cnegytouime napamMeTpbl:

server.ssl.enabled: true
server.ssl.certificate: SKBN PATH CONF/kibana-server.crt
server.ssl.key: $KBN PATH CONF/kibana-server.key

5. 3anycTtute cepBep VHaekcSlor_AHanmTmka

6.2 AyTeHTUdUKauUUa nonb3oBaTenen
6.2.1 MexaHn3Mbl ayTeHTudmKaumm

Ctek Elastic nogaoepxmnBaeT pasnnuHble MexaHU3Mbl ayTeHTUdUKauMK, B TOM
ymcne:

BHyTpeHHUn MexaHn3M ayTeHTudpukaumnm NMHpekcslor_MNouck

[laHHble Monb3oBaTenen XpPaHATCA B OTAe/IbHOM mHaekce B MHaekc/lor_llowck.
Bxon ocyuwecTtBageTcs no  JIOrMHYy W Napoal  nonb3oBaTens. He  Tpebyet
LOMONMHUTENBHOM HACTPOMKW ONA NMPUMEHEHUSA, TOJSIbKO BHYTPEHHWE WHCTPYMEHTDI
yMNpaBNeHWs NMosib3oBaTENSAMMU.

[na co3gaHust 1 OGHOBIEHWUS MOJb3oBaTENEN UCNONb3YyoTCA creaytowme API
3anpochl:

POST /_security/user/<username>
PUT /_ security/user/<username>

3anpoC MOXET BBIIVIANETL CJIENylmMM oOpasoM:
POST / security/user/jacknich
{

"password" : "10ng-r4ndOm-p@sswOrd",
"roles" : [ "admin", "other rolel" ],
"full name" : "Jack Nicholson",
"email"™ : "jacknich@example.com",
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"metadata" : {
"intelligence" : 7

}

B 3anpoce npucyTCTBYIOT crieaytowye napameTpbi:

o enabled (boolean): noka3sbiBaeT, BK/OYEHO NN MUCMOSb30BaHME
nonb3oBaTena true;

o email (string): agpec 31eKTPOHHOM NOYTbl NO/Ib30BATENS,

o full_name (string): nonHoe nMs nosb3oBaTens,

o metadata (object): niobble MeTafjaHHble, KOTOPbIE HYXHO 3akpenuTb 3a
Nnosib3oBaTeENEM;

o password (o6a3aTtenbHo, string): Nnaposib MUHYMYM 13 6 CIMBOJIOB;

o roles (o6a3atensHo, list): Habop ponen nonb3oBatens. Ponu onpepensioTt

NpaBa OoCTyna Nonb3oBaTensd. YTobbl co3gaTtb NMosb3oBaTens 6€3 ponen, yKaxute B
KayecTBe 3HaYeHMs1 NyCcTom cnmcok: [,

YCneLwHbIn 3anpoc BO3BPaLLAET AOKYMEHT C MHPOPMaLMEN O TOM, YTO JOKYMEHT
6bls1 co30aH WM OBHOBNEH. [MpU OBHOBAEHUM MHOOPMaLMKM O MNOJSb3oBaTeNe, nosne
created nmeeT 3HayeHMe false.

{

"created": true

}

®aiinoBas ayTeHTUdMKaLMSA

BHYTPEHHUIN MEXaHM3M ayTEHTUPUKALMW, FTAE BXOL OCYLLECTBNAETCS MO NOTVHY U
naposito. CNUCOK Monb3oBaTeNen XPaHUTCA B OTAENbHOM dainfe Ha Kaxaon Hope
NHpoekc/lor_Tounck.

Qannbl users n users_roles MOryT 6bITb M3MEHEHbI TOMbKO IOKA/IbHO Ha Ka)kaom
HOOE M HEe BO3MOXXHOCTW MMEIOT LIEHTPAIM30BaHHOM KOHGUIypaLnm, 9TO 3HAUYUT, YTO B
KnacTepe M3 HECKOMbKMX HOL Ha KaOoW M3 HUX K 3TUM daniamM OOSKHbl ObiTb
NPUMEHEHbI OOHW U TE XE U3MEHEHUS,

[MpouecC HaCTPOMKM anIoBON  ayTEHTUPUKALMM  BbINSAUT  CRenyowmm

0b6pa3oMm:
1. (onunoHanbHo) [1o6aBbTe MeXaHu3M annoBor ayTeHTuduMKaumMm B
KoHUr-damn elasticsearchyml, Hanpumep:
xpack:
security:
authc:
realms:
file:
filel:
order: 0
2. MNepesanycTtute NHpekc/lor_lNounck
3. B ¢anmn ES_PATH_CONF/users po6aBbTe p[aHHble nonb3oBaTenen. B

Kakgom CcTpoyke danna cogepXxaTcs [OaHHble Mofb3oBaTenen, a WMEHHO UMS
nosib3oBaTeNs 1 naposb B popmate hashed m salted.

rdeniro:$2a$10$BBJ/ILiyJ1eBTYoRKxkgbuDEAYECplvxngQ47uiowE7yGavCEg] W
alpacino:$2a$10ScNwHnE1YiMYZ/T3K4PvzGeJ1KbpXZ2p2PfoQD.gfavVdImnHOwIuBKS
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4. [ob6aBbTe CcBefeHus o) PONAX nosib3oBaTenemn B danne
ES_PATH_CONF/user_roles. B KaXOoW CTPOKE YKaXWTe 4yepes3 3andaTyto Crrncok
nosib3oBaTenen, KOTOPbIM NPUCBAMBAETCS POb.

admin:rdeniro
power user:alpacino,jacknich
user:jacknich
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