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1. O6 aTOM OOKYMEHTE

PykoBOACTBO pa3paboTyumka COAepPXnT CRpaBoYHYio MHGOPMALMIO 1 MHCTPYKLN 015
crneumanncToB, pa3pabaTbiBalomnx moaynu areHToB B MaxPatrol Endpoint Security (anee takxe —
MaxPatrol ES). PykoBogcTBO He COOEPXUT MHCTPYKLII MO NCMOMb30BaHNI0 OCHOBHbIX QYHKLAN
npoaykTa.

KomnnekT pokymeHTauum MaxPatrol ES BkniouaeT B cebs crnepyoLle goKyMEHTbI:
— OTOT AOKYMEHT.

— PykoBogcTtBo agMmnHUCTpaTOpa — COAEPXUT CMPaBOYHYIO MHGOPMALIO 1 MHCTPYKLIK MO
pa3BepTbiBaHWIO, HAaCTPOoWKe 1 agMuHUCTpupoBaHuio MaxPatrol ES.

— Hayvano pa6oTbl — cogepXnT MHGOPMaLMIO 1 MHCTRYKUMN ANS NepBOHaYaibHOM HAaCTPONKM
MaxPatrol ES.

O6 aTOM OOKYyMEHTe 5



2. O MaxPatrol ES

MaxPatrol ES — pelueHune, npegHasHayeHHOe Ans KOMMAEeKCHON 3aLUnTbl KOHEYHbIX YCTPONCTB U
OCTaHOBKWM 3NOYMbILLNEHHIKA Ha Nto6om aTane aTaku. MaxPatrol ES o6ecneunBaet
MHOIOYPOBHEBYIO 3anTy I T-MHPPACTPYKTYpbl OpraHndauumn 61arogaps COBMeCTHOW paboTe
cuctem MaxPatrol EDR n MaxPatrol EPP. PeweHune BcTpoeHo B akocuctemy nponyktos Positive
Technologies n no3songer:

— OTnpaBnsaTb gaHHble 0 cobbiTugx OC n cobbiTusx VIE B MaxPatrol SIEM;

— OTNpaBnsaTb Nofo3puTenbHble dalinbl Ha Npoeepky B PT Sandbox 1 ncnonb3oBaTtb NonyYeHHbIe
BEPAVKTbl OLHOBPEMEHHO Ha BCEX KOHEYHbIX YCTPOWCTBAX;

— 3anyckaTb Ha KOHEYHbIX YCTPONCTBaX CKaHNPOBaHNe B pexnme ayanTta 1 oTApaBndTb
pe3ynbTaTbl B MaxPatrol VIV

Mpw o6HapyxeHun yrpod MaxPatrol ES nmeeT BO3MOXHOCTb BbIMOSIHATL CeayioLumne
aBTOMaTnyeckune oencTBug:

— nonbiTaTbCs Bblneuyntb Gaiin unm 3abnaoknpoBaTb ero;

— ypanutb Gann;

— 3aBepwnTb OANH NN HECKOMbKO NPOLECCOB;

— 3abnokmpoBaTb ceTeBol TpaduK;

— 3a6510KMpoBaTb yYETHYIO 3annch;

— 3anycTuTb NpoBepKy painnos 1 npoueccos Ha ocHoBe YARA-npasun;
— oTnpaBnTb ¢pain Ha npoeepky B PT Sandbox;

— 3anyCcTuUTb CKaHMpPOBaHMe B pexnme ayanta 1 oTnpaBuTb pedynbTtaTbl B MaxPatrol VM
— 3abnoknpoBaTb BCe ceTeBble coeanHeHns no IP-agpecy;

— nepeHanpaBuTb DNS-3anpocsl Ha IP-agpec;

— 130/MpoBaTh ¢alin B 3andpoBaHHOM XPaHUINLLE.

Kpome Toro, agMnHNCTpaTop Ui onepaTop CUCTEMbI MOXET B JIIO60 MOMEHT BPEMEHU BPYUHYIO
3anyCcTuTb Ha KOHEYHOM YCTPOWCTBE pearnpoBaHne Ha yrposy.

O MaxPatrol ES 6



3. ApxutekTypa n anroputm pabotbl MaxPatrol ES

MaxPatrol ES cocTonT n3 cepBepHOn 4acTu 1 areHToB, yCTaHaBNMBaeMbIX Ha KOHEYHble YCTPOCTRA.
CepBepHag yacTtb MaxPatrol ES cocTouT n3 AByx nporpamMmMHbIX KOMIOHEHTOB — yrpaBngioLL,ero
cepBepa 1 cepBepa areHToB.

YnpaBnsioLwmii cepeep — OCHOBHOW KOMMOHEHT CUCTEMbI, KOTOPbIA MO3BOSET KOHPUrypupoBaTh ee
yepes Beb-uHTepdelic. CepBep areHToB — NPUIOXEHNE ANS YyNPaBAeHns areHTaMm 1 Mogynamu, a
TaKxe Ans B3anMonencteuns ¢ BHelwHumMy cuctemamu (MaxPatrol SIEM, MaxPatrol VM, PT Sandbox,
syslog-cepBep).

AreHT — NpunoxeHne, KOTOpoe yCTaHaBNMBaETCA Ha KOHEUYHOE YCTPOCTBO A9 o6ecrneyeHmns
paboTbl MoLyseil 1 CBA3N C cepBepOM areHToB. Moaynb — NpuioxeHne, KOTopoe 3anyckaeTcs Ha
KOHEUYHOM YCTPOICTBE AJ19 BbIMOMHEHNS OCHOBHbIX GYHKLMIA NPOAYKTA.

CywecTByioT aBe koHdurypaumn MaxPatrol ES — ogHocepBepHas n MHOrocepBepHas.
MHorocepBepHyto KOHGUrypaLmio Bbl MOXeETe UCMOIb30BaTh A/15 pacnpeneneHns Harpyskim npu
60/bLLIOM KONMYECTBE KOHEYHbIX YCTPONCTB B Ballel opraHusauun. B aTon koHburypaumm Ha
OCHOBHOM CepBepe yCTaHaBNMBalOTCS BCe KOMMOHEHTbI, @ Ha ApYrux ToNbko cepaep areHTos, CYB[
PostgreSQL 1 o6bekTHOe XpaHunuwe MinlO.

AnropuTtm pa6oTbl MaxPatrol ES:
1. CepBep areHToB NepenaeT Ha areHTbl MOAY/N 1 UX KOHGUrypaLumio.

2. Mopaynu BbINOMHSAIOT Ha KOHEYHbIX YCTPONCTBAX OCHOBHbIE GYHKLIN CUCTEMbI: C60P AaHHbIX,
oBHapyXeHre 1 NpegoTBpaLleHne yrpos, pearnposaHiie 1 gpyrue.

3. [aHHble 0 cobbiTusx OC KaLWMPYIOTCS B NaMATW areHTa 1 nepefaloTcs Npu HeOBXOANMOCTIY Ha
syslog-cepsep unn B MaxPatrol SIEM.

4. [laHHble 0 cobbITUAX VB KalWmpyloTca B MaMSaT areHTa 1 nepechinatTcs B XpaHUuLLLEe cobbiTui,
B 6a3y faHHbix MaxPatrol SIEM unu Ha syslog-cepaep.

5. AreHT nepepaeT MeTPUKI 1 AaHHble TPAacCUpPOoBKY (CM. pasfen 6) Ha cepBep areHToB.

6. Ynpasnsiowmin cepBep nosyyaeT 06HOBEHNS NPOAYyKTa 1 MakeToB 9KCMNepT3bl C cepBepa
OBGHOBMNEHNIA.

B3aumopeuncreme KOMNOHEHTOB

Mpw 0BbIYHON YyCTaHOBKE YNPaBASIOLWNIA CepBep B CUCTEME OfNH, @ CEPBEPOB areHTOB MOXET BbITb
HecKOonbko. [1py yCTaHOBKE B OTKa30yCTONYMBOM KflacTepe KOMMOHEHT api ynpaBngdioLLero cepeepa
MOXeT 6blTb YCTAaHOBMEH Ha Heckonbkux cepeepax. KomnoHeHTol Observability (cm. pasgen 6) ong
CHUXEeHNs ceTeBoro Tpadurka MoryT 6biTb YCTaHOBNEHbI HA OQHUX CepBepax C CepBepamMi areHToB.

ApxuTtekTypa 1 anropuTtm patotbl MaxPatrol ES 7
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MaxPatrol 10

[ns o6ecrneyeHuns ceTeBoro B3anmonencTauns komrnoHeHToB MaxPatrol ES gonHbl 6b1Tb 4OCTYMHbI
nepeydncreHHble HXXe NMopThl.

MpumeyaHwue. Ecnu kakne-nn6o komnoHeHTbl MaxPatrol ES pacnonoxeHbl Ha ogHOM cepBepe,
TO o6ecrneunBaTb BHELLHIOK AOCTYMNHOCTb MOPTOB MPY UX B3aUMOLENCTBIN HEO6S3aTebHO.
Hanpumep, npun ycTaHOBKE BCEX KOMMOHEHTOB Ha OOVH cepBep OTKpbiBaTb NopThl 8148, 8443,
7422, 9047, 9110 He TpebyeTcs.

I'Ipmmeanwe. B tabnuue npweeneHbl NOPTbl, NCMNOJIb3yeMble Mo YMOT4YaHNIo.

Tabnuua 1. KoMnoHeHTbl 11 MOPTbl B3aIMOLENCTBUS

UcTouHmk MonyuaTtennb MpoTokon TCP-nopT
YnpaBngiowumin cep- CepBep areHToB HTTPS 8443

BEpP

Ynpasngawowmi cep- CepBep areHToB NATS (leaf node) 7422

BEp

Ynpaengawowmii cep- MP 10 Core HTTPS 443,3334, 8521
BEpP

Ynpaengwowmi cep- KomnoHeHT gRPC 8148

Bep Observability

ApxuTtekTypa 1 anropuTtm patotbl MaxPatrol ES



UcTouHmnk MonyuaTtennb MpoTokon TCP-nopT
Ynpaenswowun cep- Cepsuc nonb3osa- HTTPS Q047 (npw ycTaHoBKEe
BEp TEeNbCKOW 9KCNepTu3bl B OTKa30yCTONYNBOM
(kommnoHeHT KnacTtepe)
custom_expertise)
MP 10 Core Ynpaengwowmin cep- HTTPS 8444
BEpP
CepBep areHToB PT Sandbox HTTPS 443
CepBep areHToB CepBep RabbitMQ AMQP 5671
CepBep areHToB KomnoHeHT gRPC 8148
Observability
CepBep areHToB KomnoHeHT HTTPS 9110
Observability
AreHt CepBep areHToB WSS 8443
Pa6ouas ctaHuus Ynpaengwowmin cep- HTTPS 8444
nonb3oBaTens BEp
Pa6ouag cTaHunS YnpaBnsiowumin cep- SSH 22 (Npn Heobxogumo-
nonb3oBaTens BEpP CTW AN yoaneHHoro
LOCTyNa no NpPoTOKO-
ny SSH)
Pa6ouas ctaHuma CepBep areHToB SSH 22 (npu Heobxoanmo-
nosnb3oBaTens CTW oNs yoaneHHoro
[OCTyMa no npoToKO-
ny SSH)
Pa6ouas ctaHums MP 10 Core HTTPS 443, 3334, 8091, 8190,
nosnb3oBaTens 8444
Pa6ouas ctaHuma KomnoHeHT HTTPS 3000 (Be6-uHTep-
nonb3oBaTeng observability ¢denc Grafana)
BHelwHne cucTtembl Ynpasnstowun cep- HTTPS 8444
(B3anmopencTBue Yye- | Bep
pes3 ny6anyHbIn API
(cm. pasgen 5))
CepBep ¢ ponbto Ynpasngawowmin cep- TCP 22

Deployer (ecnn aTa
pOnb yCTaHOBMEHa
OTOESIbHO OT KOMIMO-
HeHTa MP 10 Core)

BEpP
CepBep areHToB

KommnoHeHT
Observability

ApxuTtekTypa 1 anropuTtm patotbl MaxPatrol ES



CM. TaKkxke

MoHunTopuHr cocTosiHua MaxPatrol ES (cm. pasgen 6)

ApxuTtekTypa 1 anropuTtm patotbl MaxPatrol ES
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4. PaspaboTka moaynen B MaxPatrol ES

[anee npuBegeHa ocHOBHas NHbOPMaLMS O MOAYNSX areHTa, a Takke AaHbl UHCTPYKUMK No paboTe
C HAMW.

B aTom pa3pene

CTpykTypa moaynei (cm. pasgen 4.1)

MpuHUKNbI pa3paboTk moayen (cM. pasgen 4.2)
Mopnuck koga mopaynen (cm. pasgen 4.3)
CozpaHune moayns (cm. pazgen 4.4)

PaspaboTka moayns (cm. pasgen 4.5)

Bbinyck pennsa Bepcumn mogyns (cm. pasgen 4.6)
CospaHune HoBow Bepcumn moayns (cm. pasgen 4.7)
CuHxpoHn3auus Bepcun moayns (cm. pasgen 4.8)

QkenopT moayng (cm. pasgen 4.9)

4.1. CTpyKTypa mopyneu

Mopynb areHTa — 9TO NPUIOXEHNe, KOTOPOe 3aryckaeTCs Ha areHTe AN BbINOMHEHNS OCHOBHbIX
dYHKUMIA NpoayKTa.

Bbl MoxeTe paspabaTtbiBaTb cBou Mogyan B MaxPatrol ES. MNpu cosnaHmnn HOBOro Mogy /s Bawm
LOCTYMHbI LWaBNoHbl AN Kax[oro Tina MOAys, KOTopble onpenenstoT Habop GYHKLMIA 1 MEeTOLOB B
NCXOOHbIX dainnax.

Mogynb B MaxPatrol ES coctonTt ns yetbipex 4yacTteii:

— bBasoBasg. Cogepxut B darnax popmata JSON (cm. npunoxeHne A) obLLyo MHopmMaLuio o
MofyJ/1e N KOHPUrypaLmio OCHOBHbIX OGbEKTOB — NepPeMEHHbIX, COBbITUN, AEeNCTBUA 1
napamMeTpoB.

— AreHTckasa. CogepXuTt ncrnonHsemble galisibl, KOTOPble BbIMOHAOTCA Ha KOHEYHOM YCTPOICTBE,
a Takxke KOHOUrypaumnoHHble 1 AoNoNHUTENbHbIe dalinbl.

— CepsBepHas. CogepXuT ncnonHgemole dalinbl, KOTOpPble BbIMOMNHAIOTCH Ha cepBepe
MaxPatrol ES, a Takxe KOHOUrypaLnoHHbIe 1 AONONHUTENbHbIE dannbl. CepBepHag 4acTb
MO[y/1s OTBeYaeT 3a O6MEH AaHHbIMU MeXay Be6-4acTbio MOOYNS N areHTOM.

— Be6-yacTb. ConepxuT ncrnonHsemble n KoHGUrypaumnoHHble dalinbl, a Takxe dalifbl pasmeTKu,
OTBevalLLe 33 BO3MOXHOCTI PYYHOIrO pearnpoBaHuns Ha yrposbl 13 Be6-nHTepdeinca
MaxPatrol ES.

Paspa6oTka mogynei B MaxPatrol ES 1
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PucyHok 2. CTpykTypa moaynen

4.2. MNpuHUmnbl pa3paboTkn moaynien

B aTom paspene npuBefeHbl OCHOBHbIE NPUHLMMbBI pa3paboTku Mmogynein B MaxPatrol ES n npumepbl
NCXOOHOrO Kofa CEPBEPHOI 1 areHTCKOM YacTu Mogyns.

B aTom pa3pene

Bsanmopeicteue yacten Lua-koga B Mmogynsax (cm. pasgen 4.2.1)

MonyyeHne n oTnpaBka coobleHni (Cm. pasgen 4.2.2)

Mpymep MapLUpyTr3aLMmn COOBLLEHNIA B CEPBEPHOI YacTi MOAY/S AN CBA3KMN areHTCKO 1 Be6-
yacTtu (cm. pasgen 4.2.3)

Mpumep areHTCKOW YacTu Mogyns pearnpoBaHus (cM. pasgen 4.2.4)

Mpumep areHTCKoM YacT Mogy st o6HapyxeHus (cM. pasanen 4.2.5)

4.2.1. Bzanmopgenctaue yacten Lua-koga B moaynsax

CepBepHas 1 areHTckas YyacTuyl MOAy1s MPeACcTaBngloT cO60 CKpUMThI Ha 93bike Lua ¢
BO3MOXHOCTbIO MOAKIMIOYEHNS CKOMMUANPOBaHHbIX 616noTek Ha g3bikax C n C++. CkpunTbl
NCMOMHAI0TCS NOCnefoBaTeNlbHO B CPefe C KOonepaTUBHOWM MHOMr03aga4yHoCTbio. lcnonHeHne
CepBEpPHON 1 areHTCKOW YacTell MOayNng Bcerga HaunHaeTcd ¢ danna main. lua. VIcxogHbin kog,
CepBEePHON 11 areHTCKOW YaCTel BbIMOMHIET ABE OCHOBHbIE FpyMnbl GYHKLNA:

— 06paboTka COO6LLEHNI TUNa action OT cepBepa 1 Apyrnx Moaynen, BbiMONHEHe AeNCTBAIA 1
perncTpaLmns cobbITUN MO NX pedynbTaTam;

— OMpOC CEHCOPOB, BbI30B CUCTEMHbIX 6MGANOTEK, MOSTyYEeHNEe KOMMMIEKCHbIX OTBETOB OT
LOMHaMNYeCKNX 6UGANOTEK 1 OTMPaBKa COBbITUI Ha cepBep.

Paspa6oTka mogynei B MaxPatrol ES



B cooTBeTCTBMM C NPUHLMNaMy KOONepaTUBHON MHOM03aAa4yHOCTI MOLY N AOMKHbI NMony4YaTb
ynpaBneHne 1 BbINONHATb None3Hble aeicTaing. MNprMep NCXoQHOro Kofa Mogyns C MUHUMANbHbIM
HabopOoM bYHKLINIA:

-- cmodule/main.lua
__api.await(-1)

OTOT KOA NpW NHNLMANM3aLuy MOays cpasy nepenaeT ynpasfeHne Apyrum Moaynsm Ha
HeorpaHNYeHHbI CPOK (BbI30B dyHKUMN _ api.await ¢ napameTpom -1).

KnueHTckas n cepBepHas 4aCcTu MOAYS B3aUMOLENCTBYIOT C APYIMN MOZYSMI 1 CEPBEPOM
MaxPatrol ES ¢ nomoLLbio ABYX KOMMOHEHTOB:

— Cuctema obpaTHbIX Bbi3oBOB (callbacks) nossonsgeT nonyyatb CTPYKTYPUPOBaHHYO
nHdOPMaLMIO 1 pearnpoBaTb Ha Hee B KOLe MOAYNS.

— CucTtema KoMMyHUKaumm (networking) mosBonseT oTnpaenaTb AaHHbIE 11 KOMaHObl MeXay
YacTIMU MOLY/IS N OCYLLECTBASTE B3aUMOLENCTBIE C APYTMY MOLYISIMUA.

O6paTHble BbI3oBbI (callbacks) perncTpupyoTcs BO BpeMs MHLMaNn3aunmn Mogyns ¢ MoMoLLbo
dyHKUMKM _ api.set cbs():

-- Ha4vano 610Ka WHMUMANM3aUUKM MoLyNs
__api.set _cbs(...)
-- KOHel 6Jl0Ka MHWLMANU3auuu

-- nepejada ynpaB/ieHUs Bbi3biBAKWEMY KOAY
__api.await(-1)

-- Havano ¢uHanbHOro 6s70Kka Momyss

-- KOHel, ¢uHanbHoro 6s10Ka

BHumaHwme! [NonyyeHne coobLueHnii Yepes cucteMy o6paTHbIX BbI30BOB paboTaeT B paMkax
cpefbl C KOonepaTUBHON MHOM03a4a4YHOCTbIO 1 MO TeM Xe NMPUHLMNAaM, YTO 1 OCTallbHble YacTu
moayns. OgHMM 13 BapnaHTOB BO3BpaTa yrpaBleHns Kogy Moayns 9BngdeTcs nepenava
06paTHOro BbI30OBA.

Ecnun mopysb 0OMKEH BbINMOMHSATE Kakne-nnméo AeNcTBIS HE3aBUCMO OT BHELLUHNX COOBLLEHNIA, TO
0151 3TOr0 eMy HYXXHO Neproamnyeckin BO306HOBNATb paboTy 1 NepenaBaTh yrpaBneHne
BbI3blBalOLLLEMY KOAY:

-- Ha4vano 610Ka WHMUMANM3auUM Momyns
__api.set_cbs(...)
-- KOHeL 6J10Ka MHWLMANM3ALMUU

while not _ _api.is_close() do

__api.await(100) -- MMHMMaNbHOE KOMMYEeCTBO MWAIUCEKYHJ AO BO3BpaTa YNpaBieHWUA MOAYJ
do_own_work()

end

-- Havano ¢vHanbHOro 670Kka Momyns
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-- KOHel, ¢uHaNbHOro 610Ka

B aTom npumepe dyHKUMg  api.is close() no3BonsieT yCTaHOBUTb MOMEHT, B KOTOPbIN
yNpaBAsoLWniA Kog OCTaHOBWA paboTy Moaynd, a dyHKuns  api.await() nepenaeT ynpaBneHune
Bbl3blBalOLLLEMY KOAY Ha 3afaHHOe Bpems.

4.2.2. [onyyeHne n oTrpaBka COOBLLEHNI

[ns nonyyeHns mogynem coobLueHnin ¢ o6paTHol cBa3blo (callbacks) HyXHO 3apernctTprpoBaTb
cooTBeTCTBYOLWMe PyHKUMW. [119 9Toro ncrnonbayeTcs pyHkuma  api.add cbs (add callbacks):

__api.add_cbs({

data = function(src, data)
__log.debugf("received data: %s", data)
return true

end,

file = function(src, path, name)
__log.debugf("received file '%s' stored in: %s", name, path)
return true

end,

action = function(src, data, name)
__log.debugf("received action '%s' with payload: %s", name, data)
return true

end,

control = function(name, data)
__log.debugf("received control msg '%s' with payload: %s", name, data)
return true

end,

1)

Mocne perucTpaunm Takoro Ha6opa yHKLMA MOoLyNb MOXeT o6pabaTbiBaTb COOBLLEHNS YeTbipex
TUMOB:

— action — BbI3bIBaAET BbIMOHEHNE onpegeneHHoro OencTeug;
— data — BbI3bIBaeT rnepecoblsiky NpPpon3BOJIbHOTO Ha6opa OaHHbIX;

— file — BbI3blBaeT OTNpaBky ¢pannos (B TOM Ymcne 6UHapHbIX), KOTOPble aBTOMAaTNYECKM
COXpaHsIoTCS B GpalnoBo CUCTEME;

— control — BbI3bIBaeT 06paboTKy OOHOro 13 ynpaBasoLwmx cobbiTnin: quit, agent_connected,
agent_disconnected, update config.

MpuMep oTNPaBKN COOBLLEHNS 3 MOAYSIS Ha cepBep UIv ApyromMy MOAYIo:

__api.send_data_to(dst, data)
__api.send_file from fs_to(dst, path, name)
__api.send_action_to(dst, data, name)

Paspa6oTka mogynei B MaxPatrol ES 14



Mpumep perncTpaunm CobbITUS:

require("engine")
event_engine:push_event(name, data)

CM. TaKkxke

Mpumep MapLUpyTH3aLM COOBLLEHNIA B CEPBEPHOI YacTi MOAYSIS AN CBA3KMN areHTCKOl 1 Be6-
yacTtu (cm. pasgen 4.2.3)

4.2.3. Npumep MmapLipyTmn3aumnm coobLeHn B cepBepHO
YyacTn MOLYyNSA ANS CBA3KN areHTCKOW 1 Be6-4acTu

B cepBepHoin yacTu MOgyns O6bI4HO 3a0aeTC MeXaHU3M B3aMOAENCTBUS areHTCKO 1 Be6-4yacTu
mMopyns. B aTom cnyyae ckpunT cepBepHOI YaCT MOAYS BbINOMHSET MapLUpyTU3aLmio 3anpocoB
OEeNCTBUIA OT BE6-4acTy MOy K areHTCKOW YacTu 1 BO3BpaLLLaeT pe3ynbTaT AeCTBUS 06paTHO B
Be6-4yacTb. CHavasna BbIMoJIHAeTCs perncTpaLuns o6paboTumkoB COOBLLEHNI C MOCNeayoLen
nepenaven ynpaBneHuns Bbi3blBaloLLEMY KOAY:

-- smodule/main.lua

__api.add_cbs({

action = function(src, data, name)
__log.infof("receive action '%s' from '%s' with data %s", name, src, data)
return true

end,

data = function(src, data)
__log.infof("receive data from '%s' with data %s", src, data)
return true

end,

control = function(name, data)
__log.debugf("receive control msg '%s' with data %s", name, data)
return true

end,

})

__log.infof("module '%s' was started", _ config.ctx.name)
__api.await(-1)
__log.infof("module '%s' was stopped”, __ config.ctx.name)
return "success"

Mpumep ncxogHOro Koga ong nepegayn encTenii oT Be6-yacTii Mogyns:

local action_data = cjson.decode(data)
action_data.retaddr = src

local id = get_agent_id by src(src, "any")
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local dst = get_agent_src_by id(id, "VXAgent")
if dst ~= "" then

__api.send_action_to(dst, cjson.encode(action_data), name)
else

__api.send_data_to(src, cjson.encode({status
= "error", error = "connection_error"}))

end

B aTOM nNpumepe cHavana gecepuannadyetcs 06bekT AaHHbIX:
action_data.retaddr = src

[anee 3anofHgeTCs agpec, Ha KOTOpPbIN 6yaeT oTnpaB/eH OTBeT:
action_data.retaddr = src

3aTeM BbIMOHAETCS MOUCK I/IJJ,eHTI/ICI)I/IKaTOpa areHTCKOW YacTun monyng, KOTOpOIﬁ HeobXoamMmo
OoTrnpaBUTb MNMakeT:

local id = get_agent_id by src(src, "any")
local dst = get_agent_src_by id(id, "VXAgent")

Ecnn nonyyaTtenb He HalloeH, 06paTHO OTNPaBASIETCS OTBET C OLLUNGKOIA:

__api.send_data_to(src, cjson.encode({status
= "error", error = "connection_error"}))

Ecnn nonyyaTenb HangeH, BbINOMHAETCS ceprannlaunsg 1 oTrpasKa faHHbIX 3TOMY NosydaTento:
__api.send_action_to(dst, cjson.encode(action_data), name)
AHanornyHbIn NpuMep NCXOOHOro Koda nepegayn oTBeTa OT areHTCKOW YacTu Moayns:

local payload = cjson.decode(data)
local retaddr = payload.retaddr

local id = get_agent_id by src(src, "VXAgent")

if type(retaddr) == "string" and retaddr ~=
payload.retaddr = nil
__api.send_data_to(payload.retaddr, cjson.encode(payload))

and id ~= "" then

end

4.2.4. T1lpymep areHTCKOn YacTu MOoLys pearnpoBaHmns

B aToM npumepe Moayb pearnpoBaHuns B OTBET Ha cCoobLLeHMe Tuna action BbINOAHIET Ha
KOHEYHOM YCTPOWNCTBE ONpefeneHHoe OeliCTBUE:;

local cjson = require("cjson.safe")

__api.add_cbs({
action = function(src, data, name)
local action_data = cjson.decode(data) or {}
local result = {
retaddr=action_data.retaddr, agent_id=__aid, name=name,

type="exec_test_response"”, status="", error=
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}
if name == "update_test_file" then
filewrite = io.open("tempfile", "w")
filewrite:write(data)
filewrite:close()
result.status = "success"
else
result.status = "error"
result.error = string.format("action %s not registered", name)
end

__api.send_data_to(src, cjson.encode(result))
return true
end,

B
__api.await(-1)

return "success

[ng neceprannaaunm noayyeHHoro cooblleHns Tuna action n popmmpoBaHns WabnoHa oTeeTa
perncTpupyetcs GyHKLUS:

__api.add_cbs({
action = function(src, data, name)
local action_data = cjson.decode(data) or {}
local result = {
retaddr=action_data.retaddr, agent_id=__aid, name=name,

type="exec_test_response", status="", error=
}

[Mocne 3Toro BbINOHAETCH NpoBepka AencTeus. Ecnu gpencreme nogaoepxmnsaeTcd Mogynem, To
MOAYNb BbINOMHSET ero 1 AOMONHSET OTBET:

if name == "update_test_file" then
filewrite = io.open("tempfile", "w")
filewrite:write(data)
filewrite:close()
result.status = "success"
else
result.status = "error"
result.error = string.format("action %s not registered", name)

[Nocne BbiNONHEHNS OelICTBIS OoTnpaBnvdeTCd OTBET NCTOYHUKY N3Ha4YanbHOro COO6LLI,eHVI9|Z

__api.send_data_to(src, cjson.encode(result))
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4.2.5. Npumep areHTCKoW YacTu Mogyns obHapyXeHns

B aTom npumepe mopynb 06HapyXeHNs pernctpupyeT cobbiTs 06 N3MEHEHNN ONpeaeneHHOro
danna B pannioBon CncTeme:

require("engine")

local function read file(file)
local file = open(file, "rb")
if not file then return nil end
local content = file:read "*a"
file:close()
return content

end

local file_name="tempfile"
local prev_file contents = read file(file_name)

while not _ api.is close() do
__api.await(10000)
do_own_work()
local cur_file_contents = read _file(file_name)
if prev_file_contents ~= cur_file_contents then
event_engine:push_event({ name="test_file changed", data={}, actions={} })
prev_file contents = cur_file contents
end
end

return "success"

Bo Bpems nHuumanmusaumm mogyns GopmMmpyeTcsd HadanbHOe COCTOSHME 1 3anNOMUHAEeTCs
copepxumoe nckomoro danna:

local file_name="tempfile"
local prev_file contents = read file(file_name)

3aTtem Mmoayb LUKANYHO pa3 B 10 cekyH NpoBepseT 3TOT Xe dalin 1 CpaBHMBaET ero CoaepXmmoe
C CcOxXpaHeHHoI Bepcurel. Ecnu monynb o6HapyXnBaeT HECOOTBETCTBUE, TO PErNCTPUPYeTCS
cobbITuE:

event_engine:push_event({ name="test_file changed", data={}, actions={} })

BHumaHue! OTOT Nnpumep He NOAXOANT AN Pa3paboTKu peanbHbix Mogyne. Mogynb XpaHuT B
namaTy dain, a Takke BbIMOHAET MOCTOSHHbBIA ONMPoc GainnioBor CUCTEMbI 1 UTEHNE
copepxumoro dainna. 3To MOXeT NPUBECTY K Ype3MEePHOMY NCMONb30BaHMNI0 PECYPCOB Ha
KOHEYHOM YCTPOWNCTBE.
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4.3. [Mognuch Koga mopynen

Ecnun npn yctaHoBke MaxPatrol ES 6bi/1 akTUBMPOBaH MeXaHn3M NpoBepki Koga Mogynen, To gng
LOCTaBKW pasdpabaTbiBaeMbIx MOOYMe Ha KOHeYHble YCTPONCTBA MX KOf, AOMKEH ObITb MOgnmcaH.
[ns nognmncy koga Bbl MOXeTe NCMNob30BaTh cepTudurKaTbl, reHeprpyemMble aBTOMaTNYeCKn nNpu
yCTaHOBKe NpoaykTa, uin co6CTBEHHble cepTrdmKaTbl. [1oannch Koga BbiNOMHIAETCS aBTOMaTYECKM
npu co3paHn MOAYNS, MPU MMMNOPTE 1 NPU KaXAoM COXPaHEHNN ero KOHPUrypaumnun.

4.4. Co3gaHune moayng

> YT06bl CO30aTb MOAY/Ib:

1. B rnaBHOM meHI0 BbibepunTe ﬁ:l: Moaynu.

HaxmuTe Paspa6oTka mopynen.

Haxmunte Co3gaTb Mogyb.

BBegunTe ngeHTndmnkaTop Moayns.

BbibepuTe LWabnoH, Ha OCHOBE KOTOPOro ByaeT co3naH Moay/b.
Beenute HoMep nepBo BEPCU MOLYIIS.

Bb|6ep|/|Te TUMNbl onepaunoHHbIX CNCTEM, Ha KOTOPbIX 6y,c|,eT pa6OTaTb MoayJib.

© N o g k&~ W N

Haxmute Co3gaTb.

4.5. PaspaboTka moayng

[nsa pa3paboTku cepBepHOI 1 areHTckon YyacT moaynsa B MaxPatrol ES ncnonbayioTcs 93bik Lua u
komnunsTop LuallT. bonee TpetoBaTenbHble K pecypcam YacTu Moy MOryT 6biTb BbIHECEHbI B
B6MBNNoTeKN, HancaHHble Ha s3bikax C n C++. Be6-4yacTb MOayns OCHOBbIBAaeTCS Ha dpeliMBopke
Vue.js, ong ee paspaboTku ncnonbaytotcs 93bikn JavaScript, HTML n CSS.

[anee nprneeneHbl OCHOBHbIE NHCTPYKUWK NO pa3pa60TKe monyng.

B aTom pa3pene

[o6aBneHune nepemeHHon (cm. pasgen 4.5.1)

[o6aBneHune cobbiTuii (cM. pasgen 4.5.2)

[o6asneHune gencTeus (cm. pasoen 4.5.3)

[o6aBneHne napameTpoB Mmoayns (cm. pasnen 4.5.4)

[o6aeneHne napameTpa cobbiTus unm gencteug (cm. pasgen 4.5.5)
O6bgBneHne 3aBucumocTen (cm. pasgen 4.5.6)

Pa6oTta ¢ pannamu (cm. pasgen 4.5.7)
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Jlokannsaumsa mogyns (cm. pasgen 4.5.8)
[o6aBneHune nctopun n3MeHeHnn Bepcumn moayns (cm. pasgen 4.5.9)

MpoBepka paboTbl Moayna (cm. pasoen 4.5.10)

4.5.1. [lobaBneHmne nepeMeHHoN

Mogaynu ncnonb3yoT B CBOel paboTe NepemMeHHble, C MOMOLLbIO KOTOPbIX OH O6MEHBAOTCS
daHHbIMK. Hanprvep, Mmoaysib 06HapyXeHns ¢ NoMoLLblo nepemeHHol filepath B cobbiTun
nepenaeT B MOAY/1b pearnpoBaHus NyTb K onacHoMy daliny, KOTOpbI HYXHO yaanuTb. [ng nepenaun
MoZy1eM faHHbIX UMW BbIMOMHEHNS UM OeACTBUA BaM HY>XHO [06aBUTb NEPEMEHHbIE.

MpumeuaHme. B MaxPatrol ES 3adukcunpoBaH psig nepemMeHHbIX (CM. npunoxeHune b), koTopble
NCMOMb3YIOTCA MOLYNSMU.

> YT06bl 106aBNTb NEPEMEHHYIO:

B rnaBHOM MeHI0 BbiGepuTe :EJ: Mopaynu.

—_

Haxmute PaspaboTka mogynen.
HaxmuTte Ha Ha3BaHUe Mogyns.
BoibepuTte Bknagky NepemeHHble.

HaxmunTe [lo6aBUTb.

o oA W N

Ecnu TpebyeTcs, UTo6bl BCE COBLITUA 1 eNCTBUS MOLYS NCMOAb30BaN 3Ty NEPEMEHHYIO,
ycTaHoBuTe dnaxok fAa.

~

BBeanTte ngeHTudMKaTOP NEPEMEHHON.
8. BblbepuTe TN faHHbIX NepeMeHHO.

9. Ecnu tpebyeTcs, B none [lononHUTEeNbHbIE KJIOUMN BBEANTE AOMNONHNTENBHYIO
KOHbUrypaunio nepemMeHHOoN.

Ecnun B pononHuTeNbHOM KOHPUIrypaLmmn HyXXHbl MapamMeTpbl AN COOBLLEHNS, TpebyloLune
noKanuaauunmy Ha pasHble 93bIKW, BBOQMTE COOTBETCTRBYIOLLME KNtoun B popmaTe
Domain.Feature.ControlType.Function. B aTom cnyyae Bbl CMOXeTe /IOKann3oBaTh MX Ha
Bknagke Jlokanusauums.

Hanpumep:
"ErrMsg": "BrowserModule.BlockByIpConfig.ErrorText.IncorrectFormat"

MpumeuaHue. B MaxPatrol ES nHterpupoaH reHepatop dpopm ncform. [Mpu paspaboTke
MOLY/11 Bbl MOXETe NCMNoJb30BaTb AOKYMEHTALMIO BEHO0PA 1 BU3YaslbHYIO MAOLLAAKY.

10. [Jo6aBbTe NepeMeHHyIo XoTs 6bl B OQHO cobbiTue (cM. pasgen 4.5.2) nnn genctane
(cm. pasgen 4.5.3).

1. Haxmunte CoxpaHUTb.
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4.5.2. lobaBneHmne cobbiTni

Mogynb MOXeT perncTpmpoBaTb COBbITUS TPEX TUMOB:

— ATomapHble. [1pocTbie CobbITYS.

— ArperupoBaHHble. Cn/siH/Ie HECKOSIbKNX OONHAKOBbIX COBbITUI MIO60ro TMNa B OAHO
pesynbTupyloLLee.

— KoppensuunoHHble. CnusiHme LLenoykit CoBbITUN No6biX TUMOB B OQHO pe3ynbTupyioLee.

[anee npuBeneHbl MHCTPYKLMN NO A06aBNEHNIO COBLITUI BCEX TUMOB.

B aTom pa3pene

[o6aeneHne npocToro cobbiTug (cM. pasgen 4.5.2.1)

[ob6aBneHune arpernpoBaHHOro cobbiTus (cMm. pasnen 4.5.2.2)

[o6aBneHne KoppensunoHHoro cobbitus (cm. pasagen 4.5.2.3)

4.5.2.1. lo6aBneHne NpoCcToro cobbuITnd

> YT06bl 006aBNTb MPOCTOE COBbITUE:

1.
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B rnaBHOM MeHI0 BbiGepuTe :EJ: Mopaynu.

Haxmute PaspaboTka mogynen.

Haxmunte Ha Ha3BaHUe Mogyns.

Boi6epuTte Bknanky CobbiTus.

B naHenn Cxema HaxmuTe [lo6aBUTb.

BBeanTte ngeHTudmMKaTop CObbLITMS.

Ecnn TpebyeTcs, BoibepuTe NepemMeHHble, KoTopble 6yayT nepefaBaTb CobbITHE.

Ecnu TpebyeTcs, B none [lononHUTENbHbIE K/TIOMU CO6bITUMA BBEANTE AOMNONHATENbHYIO
KOHUrypaumo cobbITuS.

Ecnn B [oNonHNTENnbHOM KOHPUrypaLmn HyXXHbl MapamMeTpbl U COOBLLEHNs, TpebyioLlne
noKanuaaumnm Ha pasHble 93bIKW, BBOQMTE COOTBETCTRBYIOLLME KNtoun B opmaTe
Domain.Feature.ControlType.Function. B aTom cnyyae Bbl CMOXeTe /IOKann3oBaTh MX Ha
Bknagke Jlokanusaums.

Hanpumep:
"ErrMsg": "BrowserModule.BlockByIpConfig.ErrorText.IncorrectFormat"

MpumeuaHwme. B MaxPatrol ES nHterpuposaH reHepatop dopm ncform. Mpwn paspaboTke
MO[Y/15 Bbl MOXETE NCMOMb30BaTh 4OKYMEHTALUMIO BEHAOPA 1 BU3YyanbHYO NAOLLAOKY.
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9.

Ecnn TpebyeTcy, B naHenu Mo yMmonuaHuio BbiGepuTe AeiCTBUS, KOTOpbIe 6yayT
BbINOSIHATLCS MO YMOYaHWNIO MpY PErncTpaumnm CobbITrs.

10. HaxxmuTe CoXpaHUTD.

45.2.2. [lobaBneHne arpernpoBaHHOro cobbiTns

> YT106bI LO6ABUTL arpernpoBaHHOe CObbITUE:

1.
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B rnaBHOM MeHI0 BbiGepuTe ﬂ: Mogynu.

Haxmute PaspaboTka mogynen.

HaxmuTte Ha HazBaHWe Mogyns.

BbibepuTe Bknanky CobbiTus.

B naHenu Cxema HaxmunTe [lo6aBUTDb.

BeeaunTte ngeHTUdMKaTOP COBLITUS.

Bbi6epuTe TN cobbiTn aggregation.

B naHenn Mo ymMonuyaHuMIo HAaCTPONTe anropyuTM arperauunmn CoobITuiA.

Arperaums HaunHaeTCs NPV perncTpaunmn HeCKONbKX OQNHAKOBbIX COBbITUN (610K
napameTpoB MocnepaoBaTeNbHOCTD), B KOTOPbLIX COBMAfaloT 3HAYEHMS YKa3aHHbIX
nepemMeHHbIx (610K NapameTpos FpynnupoBKa No nepeMeHHbIM). ArpernpoBaHHoe
cobbITne 6yOeT 3aperncTprupoBaHo, eC/n KOMYEeCTBO NoaxoasLLnX cCobbiTuin 6yaeT 60/blue,
yeM 3HauyeHue NnapameTpa min_count. Arperauys 3aBepLiaeTcs nméo nocne perncrpauunm
MaKCHManbHOMO KOMMYeCTBa NOAXOAaLLMX cobbiTui (NapameTp MakcumanbHoe
KONMYECTBO CO6bITUM), NGO NOCe NCTEYEHNS YKa3aHHOro BpeMeHu (mapameTp Bpems
Ans c6opa nocnefoBaTeNIbHOCTHU, CEK).

Ecnu TpebyeTcs, B naHenu Mo yMonuaHuio BbibeprTe AeNCTBIYS, KOTOpble 6yayT
BbINOMHATLCS MO YMOMYaHNIO NpY PErNCTPaLmn COBbITHS.

10. Haxmunte CoxpaHUTb.

4.5.2.3. [lobaBneHne KoppenaumnoHHOro cobbiTng

> Y7066l LOGaBUTb KOPPENSLOHHOE COBbITHE:!

1.

2
3
4.
5

B rmaBHOM MeHI0 BbiGepuTe :G.:F Moaynu.
Haxmnte PaspaboTka moaynen.
Haxmunte Ha Ha3BaHue Mmogyns.
BbibepuTe Bknagky Co6biTuUS.

B naHenn Cxema HaxmuTe [lo6aBUTD.
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6. BeeguTe ngeHTUdUKaTOP COBLITHS.
7. BbibepuTte TN cobbiTus correlation.
8. B naHenn Mo yMmon4yaHuIo HaCTponNTe anropuTM Koppenaumnmn cobbIThiA.

[ns perncTtpauunmn KoppensumoHHOro CobbITVS OMKHA MPOW3ONTI LiernoYka cobbiThi (610K
napameTpoB MocnepoBaTenbHOCTb) B TeYeHMe ykasaHHOro BpemeHn (napameTp Bpems
Ans c6opa nocnepoBaTeNbHOCTH, cekK). B koppensunm 6yayT yunTbiBaTbCS TONbKO T
Co6bITNS, Y KOTOPbIX 6yayT COBMaAaTb 3HAUEHUS yKa3aHHbIX NepeMeHHbIX (6/10K napamMeTpoB
FpynnupoBKa no nepeMeHHbIM).

9. Ecnwn TpebyeTcs, B naHenn Mo ymonuyaHuio BoibepuTe OeriCTBUS, KOTOopble 6yayT
BbIMNOMHATLCS MO YMOMYaHMIO NPY perncTpaunn cobbiTus.

10. HaxxmuTe CoXpaHUTbD.

45.3. JobaBneHne gencTengd
ECJ'II/I MOﬂ,yﬂb 6y.c|,eT BbINOJTHATb ,El,eIZCTBVIFI, BaM Hy)KHO ,D,O6aBVITb nX.

> YT106bI [OBABUTL OENCTBUE:

—

B rnaBHOM MeHI0 BbiGepuTe 1:.‘:': Mogynu.
HaxmuTe PaspaboTka moaynen.
HaxmuTte Ha HasBaHWe Moayns.
BbibepuTe Bknagky lencTBUS.

B naHenu Cxema HaxmunTe [lo6aBUTDb.
BBegunTe ngeHtndumnkaTop 4ENCTBUS.

Ecnun TpebyeTcs, BbibepuTe nepemMeHHble, KoTopble 6yaeT Ncrnonb3oBaTb AecTBIE.

© N o o k&~ W N

YKaxuTe npnopuTteT AeNCTBUS B YCNOBHbIX eguHumuax ot 140 100.

MpuropunTeT onpeaenseT NopsaoK BoiNOSHEHNS AEACTBUIA, €CN NX HAa3HAaYEHO HECKOJIbKO Ha
OfHO cobbiTne. Ecnun y AByX OeCTBUIA OQUHAKOBBIA MPUOPUTET, TO OHN ByOyT BbINOHATLCS B
cny4yanHom nopsake.

9. Ecnu tpebyeTcs, B none [lonoNHUTENIbHbIE KIOUYM AeNCTBUIA BBeOUTE OOMONMHUTENbHYIO
KOHUrypaumo oencTemg.

Ecnn B pononHuTenbHom KOHGUIrypauum HyXXHbl MapamMeTpbl U COObLLEeHNS, TpebyioLmne
noKannsaumn Ha pasHble S3blku, BBOAMTE COOTBETCTBYIOLLME KITIoYM B popmaTe
Domain.Feature.ControlType.Function. B aTom cnyyae Bbl CMOXeTe NIoKann3oBaTb X Ha
Bkagke Jlokanusaums.

Hanpumep:
"ErrMsg": "BrowserModule.BlockByIpConfig.ErrorText.IncorrectFormat"
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MpumeuaHue. B MaxPatrol ES nHterpupoBaH reHepatop popm ncform. Mpu paspaboTke
MOy Bbl MOXETE NCMNOb30BaTh LOKYMEHTaLMIO BEHAOPA 1 BU3YaslbHYIO MAOLLLAAKY.

10. HaxxmuTe CoXpaHUTD.

4.5.4. [lobaBneHne napamMmeTpoB MOay4

Bbl MOXeTe [06aBnaTb NapamMeTpbl B KOHbUrypauuio Moayns. Takum napameTpomM MOXeT GbiTb,
Hanpumep, agpec cepBepa, Ha KOTOPbI MOAy b 6yAeT OTNPaBNaTb AaHHble. 3HAaUEHUS NapaMeTPOoB
MO[y/19 3a0al0TCs OTAENbHO B KaXA0W NOANTUKE NPU HAaCTPOIKe Moay s,

MapameTpbl MOryT 6bITb O6bIYHBIMI 1 3aLLMLLEHHBIMI. Bbl MOXETE 1Cnob3oBaTh 3aLlUMLLEHHbIE
napameTpbl 4Ns AaHHbIX, KOMAPOMETaLMS KOTOPbIX MOXET NMPUBECTH K YLLep6y AN opraHnsaunm.
3HaueHVs Taknx NapamMeTpoB NepenaloTCs Ha areHTbl B 3awndpoBaHHOM Buge. [pocmaTtpriBaTh 1
N3MEHSITb 3alLMLLEHHbIe MapaMeTpbl MOTYT TOMbKO MO/Ib30BaTENN C COOTBETCTBYIOLLVIMI NpaBamMu.

B aTom pa3pene
[o6aBneHune obbl4HOro NnapameTpa (cm. pasgen 4.5.4.1)

[ob6aBneHue 3aluLLeHHOro napameTpa (cm. pasgen 4.5.4.2)

4.5.4.1. [lo6baBneHmne obbIYHOrO NapameTpa

> YT06bl LO06aBUTb OBbIYHbIV NapamMeTp:

—t

B rmaBHOM MeHI0 BbiGepuTe :G.:F Moaynu.

Haxmnte PaspaboTka moaynen.

HaxmuTe Ha Ha3BaHne Moayns.

BoibepuTte Bknagky Konpurypauus.

Haxmunte [lo6aBUTD.

Ecnu TpebyeTcq, uTobbl NapameTp 6bls1 0693aTeNbHbIM, ycTaHoBUTE dpriaxok O6sa3aTenbHoe.
BBeaunTe ngeHtndumnkaTop napameTtpa.

Bbi6epuTe TN AaHHbIX NapameTpa.

o © N o ok~ 0N

Ecnu TpebyeTcs, B none [lononHUTEenNbHbIe KAOUMN BBEMTE LOMNONHUTENbHYIO
KOHUrypaumo napameTpa.

Ecnn B pononHnTenbHon KOHGUrypaLmm HyxHbl MapamMmeTpbl NN COOBLLEHNS, TpebyioLlne
noKanuaauunmy Ha pasHble 93bIKW, BBOQMTE COOTBETCTRBYIOLLE KNtoun B opmaTe
Domain.Feature.ControlType.Function. B aTom cnyyae Bbl CMOXeTe /I0Kann3oBaTh VX Ha
Bknagke Jlokanusaums.

Hanpumep:

"ErrMsg": "BrowserModule.BlockByIpConfig.ErrorText.IncorrectFormat"
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10.

1.

MpumeuaHue. B MaxPatrol ES nHterpupoBaH reHepatop popm ncform. Mpu paspaboTke
MOy Bbl MOXETE NCMNOb30BaTh LOKYMEHTaLMIO BEHAOPA 1 BU3YaslbHYIO MAOLLLAAKY.

Ecnu TpebyeTcs, B naHenu Mo yMmonuaHuIo 3afaiiTe 3HaueHe napameTpa rno yMondyaHuio.

Haxmunte CoxpaHuUTb.

4.5.4.2. [lobaBneHne 3aLUVLLLEHHOrO NapameTpa

> YTo6bl 4O6ABUTL 3aLLMLLEHHbIA NapamMeTp:

1.

N o o M 0D

©

10.

1.

12.

B rnaBHOM MeHI0 BbiGepuTe :E:F Mopaynu.

HaxmuTe PaspaboTka moaynen.

HaxmunTte Ha HasBaHWe Moayns.

BbibepuTe Bknaaky 3awumweHHas KOHPUrypaums.

HaxmunTe lo6aBUTD.

Ecnun TpebyeTcd, uTo6bl NapameTp 6bin 0693aTeNbHbIM, yCTaHoBUTE dnaxok O6s3aTenbHoe.

Ecnu 3HaueHne napameTpa He HyXHO NepefaBaTb Ha areHTbl, yCTaHOBUTE $hnaxok
WUcnonb3oBaTb TONbKO Ha cepBepe.

BeennTte ngeHtudumnkaTop napameTpa.
Bbi6epuTe TN AaHHbIX NapameTpa.

Ecnn TpebyeTcs, B none [lonoNHUTENbHbIE KJIOMM BBEANTE AOMNONTHNUTENBHYIO
KOHbUrypauuio napameTpa.

Ecnn B [ONonHUTENbHON KOHGUIypaLmM HYXXHbI MapamMeTpbl U COOBLLEeHNs, TpebyioLne
nokanusaumnn Ha pasHble S3blki, BBOAMTE COOTBETCTBYIOLLME KoY B popmaTe
Domain.Feature.ControlType.Function. B aTom cnyyae Bbl CMOXeTe /TOKann3oBaTh MX Ha
Bknagke Jlokanusauums.

Hanpumep:
"ErrMsg": "BrowserModule.BlockByIpConfig.ErrorText.IncorrectFormat"

MpumeuaHue. B MaxPatrol ES nHterpupoBaH reHepatop popm ncform. MNpu paspaboTke
MO[Y/1S Bbl MOXETE NCMOb30BaTh HOKYMEHTaLUMIO BEHOOPA 1 BU3yanbHYO NAOLLAOKY.

Ecnn TpebyeTcs, B naHen Mo yMonyaHMIo 3aaliTe 3HayeHre napameTpa no yMOo4YaHmio.

Haxmunte CoxpaHuUTb.

4.5.5. [lobaBneHne napameTpa CObbITUS NN AENCTBUS

Bbl MoXxeTe 0o6aBnaTb NapamMmeTpbl 4as cobbiTuiA 1 AencTBuiA. [NapameTpbl CO6bITAA 11 ASNCTBUIA
MOTYT 6blTb MONE3HbI, €CN B MONNTUKE HYXHO YUYNTbIBaTb YCNOBUS, NP KOTOPbLIX OHK
pPerncTpupyloTcs i BoinonHaoTca. Hanpumep, ong cobbitng «CkavaH Nogo3puTenbHblin dann»
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MOXHO C MOMOLLbIO O6ABNEHHOr0 NapameTpa yKa3aTb onpeaeneHHble NPUIOXeHNS, ANns KOTOPbIX
OyaeT BbINOMHATLCS NpoBepKa. 3HaYEHNS NapaMeTPOB COBbITUN 1 AeACTBUA 3a4al0TCS OTAEMNbHO B
KaXmgow nonmnTuke rnpw HacTPOWKe Moays.

[anee npuBegeHa MHCTPYKLUMS No Ao6aBneHnio napameTpa B cobbiTue. Bbl MoxeTe [06aBUTb
napameTp B AeCTBMNE TakiM Xe CroCOGOM.

> YT06bl 106aBNTL NapaMeTp:

1.

o 0o N o 0 & WD

10.

1.

12.

HaxmuTe PaspaboTka mopynen.

B rnaBHOM MeHI0 BbiGepuTe ﬂ: Mopaynu.
HaxmuTte Ha HazBaHue Mogyns.

Boi6epuTe Bknanky CobbiTus.

PackpoliTe KOHGUrypaumnio cobbITUS, HaxaB

B paznene Knioun koHurypaumm cobbituit Haxmute [lo6aBUTb.

Ecnn TpebyeTcd, uTo6bl MapameTp 6bin 0693aTeNbHbIM, yCTaHoBUTE dnaxok O6a3aTenbHoe.
Beegute ngeHTndukaTop napameTpa.

Bbi6epuTe TN AaHHbIX NapameTpa.

Ecnu TpebyeTcs, B none [lonoNHUTENbHbIE KMIOYMN BBEAMTE OOMNONHUTENbHYIO
KOHUrypaumo napameTpa.

Ecnun B gononHuTeNnbHOM KOHPUIrypaLmmn HyXHbl MapamMeTpbl AN COOBLLEHNS, TpebyloLune
nokKannsaunn Ha pasHble 93blku, BBOAMTE COOTBETCTBYIOLLME KITIoYM B popmaTe
Domain.Feature.ControlType.Function. B aTom cnyyae Bbl CMOXeTe NoKann3oBaThb X Ha
Bkagke Jlokanusaums.

Hanpumep:
"ErrMsg": "BrowserModule.BlockByIpConfig.ErrorText.IncorrectFormat"

MpumeuaHue. B MaxPatrol ES nHterpupoBaH reHepatop ¢popm ncform. Mpu paspaboTke
MOy Bbl MOXETE NCMNOb30BaTh LOKYMEHTaLMIO BEHAOPA 1 BU3YasibHYIO NAOLLAAKY.

Ecnun TpebyeTcs, B naHenu Mo yMmonuaHuIo 3afaiiTe 3HaueHne napameTpa rno yMmondyaHuio.

Haxmunte CoxpaHuTb.

4.5.6. O6bsBNeHe 3aBUCMOCTEN

MO,D,yJ'Ib MOXeT NMMeTb 3aBNCMOCTb OT BepCln areHTa. OTO 03HayaeT, YTO OH MOXeT 6bITb
YCTaHOBJIEH TOJIbKO Ha T€ areHTbl, BepChi KOTOPbIX HE HIXe yKasaHHoM. Takxe Yy Moayng MmoryTt 6bITb
3aBUCUMOCTWN OT Apyrunx Mo,u,yne|7|, eCJin OH 6y,u,eT nony4yaTtb N OTrNpPaBngaTb MM aHHbIe. B atux
clly4yadax BaM HY>XHO 06bABUTb 3aBUCKMOCTH monyng.
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> YT06bl 06BABUTL 3aBUCUMOCTIA:

—t

B rnaBHOM MeHI0 BbiGepuTe ﬂ Mopaynn.
HaxmuTe Paspa6oTka moaynen.
Haxmute Ha Ha3BaHMe Mogyng.

BoibepuTte Bknagky 3aBUCUMOCTM.

a c W N

Ecnn koppekTHasa paboTa Mogyns 3aBUCUT OT BEPCUM areHTa, BblbepuTe BEPCUO areHTa,
HauMHag C KOTOPOU MoAyNb ByaeT NoaaepPXnBaTbCS.

6. Ecnun mopynb 6yneTt nonyyaTtb AaHHble OT Apyroro Mmoayns, B 6noke napameTpos MonyveHue
AaHHbIX [O6aBbTe 3TOT MoAy/b.

MpumeyaHue. MNpun HeOEXOOMMOCTHY Bbl MOXEeTe Bbi6paTb Bepcuio Jo6aBNeHHOro Moayns,
HaulHas C KOTOPOI 3aBUCMMOCTb ByaAeT akTyasibHa. Bbl Takxe MoxeTe 0o6aBnTb MOAY b,
KOTOPOro rnoka HeT B pernosnTopun, BBeas ero HassaHue.

7. Ecnn mogynb 6yneT oTnpaBngaTb AaHHble B ApYrol Moayb, B 6510ke NnapameTpoB OTnpaBKa
AaHHbIX JO6aBbTe 3TOT MOAY/b.

8. Haxmunte CoxpaHuTb.

4.5.7. PaboTa c dpannamm

B MaxPatrol ES Bbl MOXeTe paboTaTb C daiiiaMmm Mogyns, B TOM YMC/Ie NCMOSb3YS BCTPOEHHbIN
penakTop koga. Pannbl xpaHaTcs Ha cepBepe MaxPatrol ES B kaTanorax <MaeHTudukaTtop
moaynAa>/<Bepcua>/<CTpyKTypHaa 4acTb>.

B kapTouke moayns Ha Bknagke Painbl HTepdec pa3but Ha Tpu pasaena, COOTBETCTBYIOLLNX
CTPYKTYPHbBIM YaCTIM MOLYNS — areHTCKOW, CepBepHON 1 BE6-4acTu.

AreHTCKas 1 cepBepHas YaCT COCTOST U3 TPEX OCHOBHbIX KaTasioros ¢ dannamu:
— code. Katanor gng xpaHeHus nnatdopmoHesaBmcnumoro Lua-koga.
— data. Katanor ona xpaHeHns npon3BobHbIX AaHHbIX MOZYS.

— clibs. KaTtanor co ctporoii nepapxuel BNOXeEHHbIX KaTanoros A9 XpaHeHNs CKOMMUANPOBaHHbIX
OVIHAMNYECKNX 61UbNnoTeK.

Mpw co3naHny MOAyNs B KaTanorn code aBTomaTtnyeckn 0,o6aBnsaoTcs ob6g3aTenbHble dalinbl
main.lua, args.jsonummain.vue.

[anee npuBeneHbl UHCTPYKLMK NO paboTe ¢ dannamu.

B aTom pa3pene
CozpaHue daina (cm. pasgen 4.5.7.1)

PepaktupoBaHue danna (cm. pasgen 4.5.7.2)
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3arpyska daiinia Ha cepaep (cM. pasgen 4.5.7.3)
CkaunmaHue daina (cm. pasgen 4.5.7.4)
MNepemelleHne danna (cm. pasoen 4.5.7.5)

YnaneHune dainna (cm. pasgen 4.5.7.6)

4.5.7.1. CospaHune danna

> YT06bl co3path dain:

1. B rnaBHOM meHI0 BbibepurTe ﬁ:l: Moaynu.
HaxmuTe Paspa6oTka Mmopynem.
HaxmuTe Ha Ha3BaHVe Moayns.

Boibepute Bknagky Pansbi.

a c 0>

o [
HanpoTue kaTanora, B KOTOPOM Bbl XOTUTE co3aaTb dalisl, HaxXMUTE & 1 B PaCKPbIBLUEMCS
MeHI0 Bbl6epuTe NyHKT Co3paThb.

IS

Beegute nyTb 1 nvs danna.

7. Haxmute Co3pgaTb.

4.5.7.2. PegaktnpoBaHune danna

> YT06bI OTpenakTpoBaTb daiin:

1. B rnaBHOM meHIo BbibepuTe :@: Moaynu.
HaxmuTe Paspa6oTka mopynen.
HaxmuTe Ha Ha3BaHne Moayns.
Boibepute Bknagky Pansbi.

Haxxmute Ha nma danna.

BHecute nameHeHns B dpann.

N o o &~ 0D

Haxmunte CoxpaHUTb.

Kpome Toro, Bbl MOXeETe COPOCUTbL U3MEHEHIS N BEPHYTbCS K Bepcun dalina, KoTopas CoxpaHeHa Ha
cepBepe, HaxaB
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4.5.7.3. 3arpyska daina Ha cepBep

> YT06bI 3arpy3nTb dalin Ha cepeep:

1.

2
3.
4

B rnaBHOM MeHI0 BbiGepuTe 1:.‘:': Mopaynu.
HaxmuTe PaspaboTka moaynen.
HaxmuTe Ha HasBaHne Moayns.

Bbi6epuTe Bknagky Pannbi.

o o .
HanpoTuB kaTanora, B KOTOPbI Bbl XOTUTE 3arpy3nTb Gaiif, HaxMnTe & 1 B pacKpbiBLUEMCS
MeHIO BblbepurTe NyHKT 3arpy3uTb.

BbibepuTte darin.
BeeaunTe nyTb K KaTanory, B KOTOPbIA Bbl XOTUTE 3arpy3nTb daiin.

Haxmunte 3arpysuTb.

4.5.7.4. CkaunBaHune panna

> YT06bI CKauaTb dalin:

1.

2
3.
4

5.

B rnmaBHOM MeHI0 BbiGepuTe ﬂ Moaynu.
Haxmnte PaspaboTka moaynen.
Haxmute Ha Ha3BaHue Mmogyng.

Boibepute Bknagky Paisbi.

o o [
HanpoTue daiina, KOTopbI Bbl XOTUTE CKayaTb, HAXMUTE § 1 B PACKPbIBLUEMCS MEHIO
BblbepuTe MyHKT CKavaTb.

4.5.7.5. lNepemelleHne painna

Bbl MoxeTe nepemelaTb dalinbl B opyrne katanorn B pamMmkax OCHOBHOro kaTtasnora. lNepemecTtutb
daiin B opyroil OCHOBHOI KaTanor U B APYrylo CTPYKTYPHYIO YaCTb MOAY/S Bbl MOXETE C MOMOLLbIO
onepauunin ckaunBaHus (cm. pasgen 4.5.7.4) n sarpyskun ¢aiina Ha cepsep (cMm. pasgen 4.5.7.3).

> YT06bI NepemMecTuTb Gaiisl B ApYro katasor:

1.

2
3.
4

B rmaBHOM MeHI0 BbiGepuTe ﬂ Moaynu.
Haxmvnte PaspaboTka moaynen.
Haxmute Ha Ha3BaHue Mogyns.

Boibepute Bknagky Pasbi.
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HanpoTus daiina, KOTOPbI Bbl XOTUTE NEPEMECTUTb, HAXMUTE ¢ 1N B PaCKPbIBLUEMCS MEHIO

Bbl6epuTe NyHKT MepemecTUTb.
BeBenunTte HOBbIN NyTb K daliny.

HaxmuTe MepemecTUTb.

4.5.7.6. YpaneHune danna

Bbl mOxeTe yoannTb co3fpaHHble 1 3arpyXeHHble dannbl. Yaanutb ¢annsi main. lua, args.json u

main.vue HEeBO3MOXHO.

>  YTo6bl yoanutb gainn:

1.

a c 0>

B rnaBHOM MeHI0 BbiGepuTe :EJ: Mopaynu.
Haxmute PaspaboTka mogynen.
HaxmuTe Ha HasBaHWe Moayns.

Bbi6epuTe Bknagky Pannbi.

o - [
HanpoTue daiina, KOTopbI Bbl XOTUTE YOANNTb, HAXMUTE & 11 B PacKpbIBLUEMCA MEHIO
BbiGepuTe NyHKT YAanuTb.

Haxmute YaanuTtb.

4.5.8. llokannzauus moayng

Bbl MOXeTe Nlokann3oBaTb Ha PYCCKUI 1 aHFNACKNI 93bIKW Ha3BaHKe 1 ONcaHe Moayns, Bce
Co6bITUS, AENCTBUS, MepPeMEHHbIe, METKI 11 MapamMeTpbl KOHbUrypauun.

> YTO6bl NOKaNn3oBaTb Moy b:

1.

o oA w N

B rnaBHOM MeHI0 BbiGepuTe ﬂ Mopaynn.

HaxmunTe Paspa6oTka moaynen.

HaxmunTte Ha HasBaHue Moayng.

BoibepuTte Bknagky Jlokanusauums.

PackpoliTe cnncku napamMmeTpoB HEO6X0ONMbIX O6BEKTOB 1 JTIOKANN3YyNTe nX.

Haxmunte CoxpaHuTb.

4.5.9. [lobaBneHne Nctopum N3MeHeHnn BepCcuin Moayns

[o penunsa Bepcum Moayns Bbl MOXETE 3aMONHNTD XypPHas ee N3MeHeHUA.
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> YT06bl LO6aBUTb NUCTOPUIO N3MEHEHWIA:

—t

B rnaBHOM MeHI0 BbiGepuTe ﬂ Mopaynn.
HaxmuTe Paspa6oTka moaynen.
Haxmute Ha Ha3BaHMe Mogyng.

BoibepuTte Bknagky AcTopus n3SMeHeHUMN.

PackpoliTe CNCoK C TekyLlel Bepcuen Moaynis 1 0o6aBbTe UCTOPUIO ee N3MEHEHNIA.

o oA W N

Haxmunte CoxpaHuTb.

4.5.10. NpoBepka paboTbl MOAYNS

> UYT06bI NpOBEPUTL PAaboTy MOAYS:
1. YcTaHoBWTE areHT.
ABTOPUIYINTE areHT.
Cospante nonuTuky.
[o6aBbTe paspabaTbiBaeMblil MOAY b B MOANTUKY.

HasHaubTe NonuTnky Ha rpynny areHToB, B KOTOPYIO BXOAUT Ball areHT.

o oA w N

Ecnn gng pa6OTbI pa3pa6aTblBaeM0ro Monoyn4 Heob6XxoaNMbI opyrme monoynum, HasHaubTe
MNONNTNKN C HAMW Ha rpynny areHToB, B KOTOPYIO BXOAWT Ball areHT.

7. TlpocmoTpuTe CobbITUS MOLYS.

MpumeyaHwme. [NogpoBHbIe MHCTPYKLMW CM. B AOKYyMeHTe PykoBoACTBO agMuHUCTRaTOpa.

4.6. Boinyck penmnza Bepcuin Mogynig

Mo ymonyaHuio co3gaHHas BepCus MOays MMeeT CTaTyC «4ePHOBUK». Bbl MOXeTe ncnonb3oBaTthb
YEepPHOBUK B MONNTIKAX AN OTNaaKmy paboTbl MOAyNs Ha areHTax. lMocne okoH4YaHus pa3paboTKy Bbl
MOXeTe BbIMyCTUTb PEeNn3 N HauaTb paspaboTky HOBOW Bepcun mogyns (cm. pasgen 4.7). Ecnn
YepPHOBUK NCMONBb30BANCs B MOANTIKAX, TO MoAyb 6yAeT aBTOMaTUYeCKN O6HOBMEH B HAX NMOCe
penunaa.

> YT06bI BbINYCTUTb PENN3 BEPCUM MOZYSIS:

1. B rnaBHOM MeHto Bblibepute :EF Moaynu.
2. Haxmute PaspaboTka mopynemn.

3. Haxmute Ha HasBaHue Moayss.

4. Haxmunte
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5.

6.

B 6nokax napameTpoB Pycckuii 93biK 1 AHFIMACKUIA 93bIK 3aMO/THATE XYypHan n3MeHeHI
MOy Ha ABYX S3blKaXx.

HaxmuTte BbinycTuTb penus.

4.7. CosgaHune HOBOW Bepcuin Moayns

Mocne pennsa Bepcun Mmoayng (cm. pasgen 4.6) Bbl He MOXeTe ee pefakTMpoBaTb. N9 aanbHeiwen
pa3paboTKi Moy BaM HYXHO CO3AaTb ero HOBYIO BEPCIIO.

> YT06bl CO30aTb HOBYIO BEPCUIO MOAYS:

1.

B rnaBHOM MeHI0 BbiGepuTe ﬁ:l: Mopaynu.

2. Haxmute PaspaboTka mogynen.
3. HaxmwuTte Ha Ha3BaHne mopayns.
4. Haxmute
5. BeeguTe HOMep HOBOW BEPCU MOLYIS.
6. B 6nokax napameTpoB Pycckuit 13biK I AHFMUMACKUIA S13bIK 3aMO/THUTE XYypHas N3MeHeHIA
MOAyNs Ha ABYX A3blKax.
7. HaxmuTte Co3gaTb YepHOBMK.
Cm. Takxe

Bbinyck pennsa Bepcuv moayng (cm. pasnen 4.6)

4.8. CHXpOHMN3aLng BEpCUn Moay g

Mocne BHeCEHUS N3MEHEHI B BEPCUIO MOAYS, KOTOpas yXe YCTaHOBMIeHa Ha areHTax, BaM HyXHO
CUHXPOHN3MPOBaTb €e CO BCEMY MOMNTNKAMU.

> YT06bl CUHXPOHN3NPOBATL BEPCUIO MOZYS:

1.

2.

B rnaBHOM MeHI0 BbiGepuTe ﬂ: Mopaynu.
HaxmuTe Paspa6oTka moaynen.

HaxmunTe Ha Ha3BaHune Monyns.

Haxmunte
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4.9. SkcnopT moayng

Bbl MOXeTe aKCnopTMpOBaTh C cepBepa OAHY UK cpasy BCe BepCUn Moays. TO MOXET 6biTb
NoJsIe3HO, ECNIN Bbl XOTUTE COXPaHNTb Pe3ePBHYIO KOMMIO MOAY/IS Ha BalleM KoMMbloTepe, nepenatb
dannbl Mogyns Apyrum paspaboTyrikam Uy BeCTr paspaboTKy MOAYS B NMPUBbLIYHOW O/19 Bac cpefe.

>  YT06bl 3KCMOPTUPOBATL MOAY/b:

1. B rnaBHOM meHI0 BbibepuTe :EF Moaynu.
2. Haxmute PaspaboTka mogynen.

3. HaxmwuTte Ha Ha3BaHMe mMopyns.
4

Ecnu Bbl XOTUTE 9KCMOPTUPOBaTb TOMBbKO ONpeaeneHHyio Bepcuio Moayss, Bolbepute ee B
packpbiBatoLieMcs crniucke <Homep Bepcumu>.

o

BbinonHnTe ogHO 13 crnepyowmnx 4enCTBUIA:
« Ecnuy mogyng ecTtb TONbKO 0fiHa BEPCUS, HaXMNTE DKCNOPTUPOBATD.

- Ecnny Mmoayns ecTb HECKONIbKO BEPCUIA 1 Bbl XOTUTE SKCMOPTUPOBATb TOMBKO OTKPbITYIO,
HaXMnTe AKCNOPTUPOBATb 1 BbibepuTe NyHKT Tonbko Bepcuio <Homep Bepcum>.

« Ecnuny mopyns ecTb HECKOMBbKO BEPCIUI 11 Bbl XOTUTE 3KCMOPTNPOBATb UX BCE, HAXMUTE
OkcnopTupoBaTb 1 BoibepuTe NyHKT Bce Bepcum.
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5. [Nyénunynbin AP

C nomoupto nybanyHoro APl MaxPatrol ES Bbl MoXeTe nonyyaTtb CNUCKN CePBEPOB areHToB, rpynn
areHToB, areHToB, AOCTYMHbIX OeNCTBUN 4119 pearnpoBaHns Ha areHTe, a Takxe 3anyckaTb
pearvpoBaHune 1 nepemMeLlaTb areHTbl B gpyryto rpynny. Cxemy AP Bbl MoXeTe ckayaTb N0 CChUIKE.

KopHesoin URL API:

https://<Apgpec MaxPatrol ES>:8444/api/edr/external/vl
Hanpumep:

https://edr.example:8444/api/edr/external/vl

BHumaHwme! [Nepepn BbINONHEHNEM 3aMPOCOB HEOBXOANMO NPOTI aBTOPU3ALLMIO 1 MOYYNTb
TokeH pgoctyna B PT MC. Nogpo6Hble MHCTPYKLMN MO 3TUM Onepaunsm npruBeaeHsl B
pokymeHTtauumm kK cucteme MaxPatrol 10.

MpumeyaHwue. [115 BbINOHEHWS 3aNPOCOB Y MOJly4eHHOro TokeHa AOCTYyrna AOMKHbI 6biTb
COOTBETCTBYIOLLE NPUBUNETI.
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6. MoHunTopuHr coctosHus MaxPatrol ES

Bbl MoxeTe oTcnexmnBaTb paboTy cepBepa MaxPatrol ES, areHToB, Moaynen n BHYTPEeHHNX
KOMMOHEHTOB, aHaNN3Npys crieunanbHble MeTPUKIA 1 JaHHble TpacCupoBK. [1ng MOHUTOpPUHra
cocTosHng MaxPatrol ES BmecTe ¢ npogykToM yCTaHaBNVBaOTCS CrieaytoLne CepBuChI:

— OpenTelemetry — ong nepegayn gaHHbIX TPACCUPOBKN C areHTa Ha cepBep MaxPatrol ES;
— Jaeger — gnsl paboTbl C AaHHbIMUN TPACCUPOBKU;

— Elasticsearch — gnga xpaHeHuns gaHHbIX TPacCupoBKY;

— VictoriaMetrics — ong xpaHeHns MeTpuK;

— Grafana — ong Bn3yanuaauunuy, MOHUTOPUHIa 1 aHann3a MeETPUK 1 aHHbIX TPaCCMPOBKU;

— Grafana Loki — gng xpaHeHus n npocmMoTpa XypHarsos.

88 edr / EDR Agent Server % <@

All ~

~ Server resources utilization

CPU usage percent

13:50 14.00 1410 14:20 14:30 14:40 14:50 15:00 1510 1520 15:30 15:40 15:50 16:00 16:10 16:20 16:30 16:40

== process_cpu_usage_percent{job="vxserver", server_id="3be21e19f74da5e62589ddd39f556e70", service_name="vxserver’, service_version="v2.0.0-73f31d90"}

VIRT memory usage bytes RSS memory usage bytes

14:00 14:30 15:00 15:30 16:00 16:30 14:00 14:30 15:00 15:30 16:00 16:30

== process_virtual_memory_bytes{job="vxserver", server_id="3be21e19f74da5e62589ddd39f556e70", service_n == process_resident_memory_bytes{job="vxserver", server_id="3be21e19f74da5e62589ddd39f556e70", service.

PucyHok 3. MoHnTopuHr MaxPatrol ES B Grafana

B aTom pa3pene
[MpocMmoTp 3anuceln B CUCTEMHOM XypHane (cMm. pasgen 6.1)
Pa6oTa c paw6opgamun (cm. pasgen 6.2)

[MocTpoeHue rpadpurka meTpuku (cm. pasgen 6.3)

MonutopuHr coctogHna MaxPatrol ES
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6.1. [pocmoTp 3anncen B CUCTEMHOM XYpHarne
Bbl MOXeTe npocMoTpeTb 3anncu o paboTe cUcTeMbl ¢ NoMoLLbio ceparca Grafana Loki.

> YT06bI NMPOCMOTPETb 3anncu B CAICTEMHOM XypHase:

1. Bongute B Be6-uHTepdelic Grafana no agpecy https://<IP-agpec wnm FQDN
cepBepa>:3000.

2. BeguTe noruiH 1 naponeb.

MpumeyaHwue. JloruH no ymonyaHuio admin, naposnb 3agaeTcyd B MaHudecTe Npu ycTaHOBKE
CUCTEMbI.

MpumeuaHue. ViIHcTpykuns npnseneHa ang Grafana sepcun 12.3.0. MNMogpobHasa nHpopmaums
no paboTe C CepBMCOM JOCTYIMHa Ha caliTe NPon3BOAUTENS.

3. B naHenun cnesa HaxmunTe Explore.
4. B pacKkpblBaloLLEMCS CMNCKE CBEPXY BbI6epnTe NCTOUYHUK faHHbIX Loki.

5. B 6noke napameTpos Label filters Boibepute MeTKn 1 X 3HAYEHINS, MO KOTOPBIM HYXHO
ncKaTb 3anmncu B XypHarne.

Hanpumep. 4ns noncka sanucein o paboTe cepBepa areHTOB Bbl MOXeTe BblbpaTb
noeHTndunKaTop cepeepa C MOMOLLbIO MeTKn server_id.

6. Haxmwute Run query.

6.2. PaboTa ¢ pawbopgamm

Haw6opp B Grafana — 370 cTpaHuua ¢ rpadukamm, gnarpamMmmamim 1 Npoyein CTaTuCTUYECKON
nHbopMaLmen o paboTe To v NHOW IT-cncTemsl.

Mpwn ycTtaHoBke MaxPatrol ES B Grafana no6aBnaioTcs HECKONbKO CTaHAapPTHbIX Aall6opaos ansg
MOHUNTOPUHra COCTOSHIS NPOaYKTa.

> YT06bI OTKPbITb Aawbéops;

1. Bongute B Be6-uHTepdelic Grafana no agpecy https://<IP-agpec wnm FQDN
cepBepa>:3000.

2. BeguTe norviH 1 naponeb.

MpumeuaHwue. JloruH no ymonyaHuio admin, naponb 3agaeTcyd B MaHudecTe Npu yCTaHOBKE
CUCTEMbI.

MpumevaHwue. ViIHcTpykuns npnseneHa ang Grafana sepcun 12.3.0. MNMogpo6Hasa nHpopmaums
no paboTe C CepBMCOM OOCTYMNHa Ha canTe Npou3BoanTens.

3. B naHenu cnesa Bbi6epuTe Dashboards.

4. BblbepuTe gawiéopa.
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6.3. [locTpoeHune rpadunka MeTpuKy

Bbl moxeTe aHanuaupoBaTtb MeTpuku B Grafana Ha rpadukax.

> YT06bI NOCTPOUTL rpaduK MEeTPUKIA:

1.

o o o~ W

BowngunTe B Be6-nHTepdeinc Grafana no agpecy https://<IP-agpec wan FQDN
cepBepa>:3000.

BeeawnTte noruH n naposb.

MpumeyaHwue. JloruH no ymonyaHuio admin, naposnb 3agaeTcyd B MaHudecTe Npu ycTaHOBKE
CUCTEMbI.

MpumeuaHue. ViIHcTpykuns npnseneHa ang Grafana sepcun 12.3.0. MNMogpobHasa nHpopmaums
no paboTe C CepBMCOM JOCTYIMHa Ha caliTe NPon3BOAUTENS.

B nanenu cnesa HaxmuTe Explore.
B packpbiBatoLemMcs crivicke cBepxy BolibepuTe ncTouHmK gaHHbix VictoriaMetrics.
B none Metrics BBeguTe MeTpuky unm BolbepuTe ee B CrcKe.

Haxmunte Run query.
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7. O TexHnyeckonm nogaepxke

MapaHTUHag nogaepxka OOCTyMNHa A9 BCex BnagesbLeB AeCTBYOLWINX nuueH3nin Ha MaxPatrol ES
B TeUeHue nepuoga npenoctaBneHns 06HOBNEHNI 1 BKITIOYaeT B cebs crnenyiolwmii Habop yCryr.

MpepocTaBneHne goctyna K 06HOBNEHHbIM BepCUsiIM NpoAyKTa

O6HOBNEHNs NpoayKTa BbiMyCckalTCs B Mopsake 1 B cpoku, onpepensemolie Positive Technologies.
Positive Technologies noctaBnseT 06HOBNEHHbIE BEPCUN MPOAYKTa B TEYEHMNE OMTaYeHHOro
nepuoga rnonyyeHns o6HOBNEHII, yKa3aHHOMO B 6/1aHKe NNLEH3UN NProBpeTeHHOro NPoAyKTa
Positive Technologies.

Positive Technologies He npon3BoanNT yCTaHOBKY O6HOBIEHWI NPOAYKTa B paMKaXx rapaHTUHO
nooaepXKn 1 He HeceT OTBETCTBEHHOCTU 3a MHUMAEHTbI, BO3HUKLUNE B CBS3V C HEKOPPEKTHOW U
HeCcBOeBpPEMEHHOI YCTaHOBKOW OGHOBIEHNIA MPOaYKTa.

BoccTaHoOBNeHMe paboToCcnoCO6HOCTM NPoAyKTa

Cneunannct Positive Technologies npoBoguT onarHoCcTuky 3asBneHHoro cbos n NnpefocTasnsgeT
peKoMeHZaLnn 419 BOCCTaHOBEHNS paboToCNoCcobHOCTY NpoaykTa. BoccTaHoBneHne
PaboTOCNOCOBHOCTIN MOXET 3aKNio4aTbCsl B Bblgaye pekoMeHaaunin no ycTaHoBKe NpoaykKTa 3aHOBO
C NOTEeHLMaNbHOM NoTepeil HaKoMEHHbIX 4aHHbIX 60 B BOCCTAHOBAEHV BEPCUY NpoayKTa 13
LOCTYMHOW pe3epBHON KOMuK (pe3epBHOE KOMMPOBaHWE AOMKHO 6biTb HACTPOEHO
3abnaroBpemeHHo). Positive Technologies He HeceT OTBETCTBEHHOCTU 3a MOTEPIO AaHHbIX B CllyYae
HEeBEepPHO HAaCTPOEHHOIO PEe3ePBHOMO KOMMPOBAaHNS.

MpumeuaHwme. NomoLLb OKa3bIBAETCH NP YCOBUY, YTO KOHEYHbIM MOMNb30BaTeNeM NPOayKTa
cobntofeHbl Bce annapaTHble, MporpaMMHble 11 MHble TPeB6oBaHNS 1 OrpaHnyeHusl, OncaHHble B
LOKYMEHTaLMN K MPOAYKTY.

YcTpaHeHne ownbok n gedekToB B paboTe npoaykTa B pamMkax
BbiNyCKa O6HOB/IEHHbIX BEepcumn

Ecnun B pesynbTaTte anarHocTukim obHapyeH gedekT unm ownbka B paboTe npopykTa, Positive
Technologies 0693yeTcs BKMOUNTL NCNPaBAeHME B 6KalLLIne BO3MOXHbIE O6GHOBNEHNS MPOAYKTa
(c yueToM pennsHoro umkia NpoaykTa, npuoputeTa gedekra nm owmnbKn, CAOXHOCTN TPpebyeMblxX
N3MEHEHIIA, a TaKXe 3KOHOMUNYECKON LienecoobpasHoCT ncrnpasnerHns). Cpokun Beinycka
OBHOBMEHNI MPOAYKTa ocTalTcs Ha ycMoTpeHme Positive Technologies.

PaccmoTpeHne npeanoXxeHuin no gopaboTke NpoayKTa

Mpu o6paLleHnn C NpeasioxeHnemM nNo fopaboTke NpoaykTa HeO6XoAMMO NOAPOBHO onncaThb Lesb
Takow JopaboTKu. Bbl MoXeTe NogennTbCcs pekoMeH4aLnsgMMN Mo YAYYLLIEHNIO NPOoAyKTa 1
onTuMmn3aumn ero pyHKUMoHanbHocT. Positive Technologies 0653yeTcs paccMoTpeTb Bce
npenIoXeHns, o4HaKo He NPUHUMaET Ha cebs 0693aTeNbCTB MO peann3aunmn Kaknx-nmnéo
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popa6oTok. Ecnu Positive Technologies npuHnMaeT pelleHne o gopaboTke NpoaykTa, TO Clocobbl 1
CPOKW ee peannsaunm ocTaloTcd Ha yecmoTpeHume Positive Technologies. 3asBkuy NpuH1MaloTCs Ha
nopTane TEXHNYECKOW NOAAEPXKKN.

MopTan TexHnYeckon NoaaePIKKM

Ha noptane TexHnyeckon NnogaepXki Bbl MOXeTe KpyrnocyTto4yHo co3fgaBaTtb U OB6HOBNATb 3as1BKI U
4YnTaTb HOBOCTW MPOAOYKTOB.

[na nonyyeHns gocTyna K nopTany TEXHNYeCKOol NoAaePXKM HY>XHO CO3AaTb YYETHYIO 3amnnch,
NCrnonb3ys agpec 3NeKTPOHHOWM NoYTbl B 0duLmanbHOM OMEHe Ballel opraHusaunn. Bel moxeTte
yKasaTb Apyrve agpeca anekTPOHHON NMoYThl B KaYecTBe AoMNoHNTENbHbIX. [lo6aBbTe B Npoduib
Ha3BaHVe BaLlell OpraHn3aunm 1 KOHTakTHbIN TefiedoH — Tak Ham 6yAeT NpoLLe C BaMU CBS3aTbCS.

Moppepxka Ha nopTasne NPefoCTaBNSeTCS Ha PYCCKOM U aHMINACKOM 93blKax.

YcnoBus npeaocTaBneHNs rapaHTUAHOWN NOoAAe PXKU

[ng nonyyeHns rapaHTUnHON NOAAEPXKN HEO6XOANMMO OCTaBUTb 3asiBKY Ha NopTasie TEXHNYECKON
NoOfepXKY 1 NMPEeaoCTaBUTb CleayloLmne AaHHbIe:

— HOMep NNLUeH3nn Ha NCnoJib3oBaHme NpoaykTa;
— Cl)al‘/lﬂbl XypHanoB n Ha60pr OnarHoCTn4yeCKnx gaHHbIX, KOTOpble Tpe6y|OTC9| 014 aHannaa,;
— CHUMKW 2KpaHa.

Positive Technologies He 6epeT Ha cebs 0693aTeNbCTB MO OKa3aHMIo YCyr rapaHTUIHON NOAAEPXKIA
B C/lyyae Ballero oTkasa NnpefocTaBuTb 3anpaluviBaeMyo MHPOpMaLMio U oTkasa oT BHeQpEeHNs
NpPefoCcTaB/IEHHbIX PEKOMEHOaLMIA.

Ecnu 3aka3unk He NpefocTaBnseT HeobXxoanmyio nHbopmaumio no npoecTsun 20 KaneHaapHbIX
AHel C MOMeHTa ee 3anpoca, CrneunanmncT TeXHNYECKON NoaaepXK MeeT NpaBo 3aKPbiTb 3asBKY.
Oka3zaHuie ycnyr MoXeT 6biTb BO306HOBIEHO MO Ballel HLMAaTUBeE Npu YCNOoBIN NpeaocTaBneHns
3aMnpOoLLUEHHO paHee NHpopMaLni.

Ycnyrn no rapaHTUIAHON NopaepXke NpoayKTa He BKIIYaloT B cebs yCyrii Mo nepeycTaHoBKe
npoayKTa, pelleHne Npobiem ¢ onepaunoHHON CUCTEMON, MHOPACTPYKTYPO 3aKkasunka unm
CTOPOHHNM NPOrpamMMHbIM 06ecneYeHnem.

3agBKIN MOryT HanpaBnsaTb YNOHOMOYEHHbIE COTPYAHUKI 3aKa34ynka, Blageiowero NpoaykKToM Ha
3aKOHHOM OCHOBaHWK (BK/TlOYas Hanuyme aenctayowein niuueH3nn). CneumanncTbl 3aKka3ymka
LOMMKHbI UMETb [OCTAaTOYHO 3HAHWIA 11 HAaBbIKOB A9 cbopa 1 NpefocTaBNeHNs ONarHOCTUYEeCKON
NHbOpPMaLK, HEOBXOANUMON AN PeLLEeHNS 3asBNEHHON NPOGAeMbI.

Ycnyru no rapaHTUiHOM NoAnepXXKe OKa3blBAOTCS B OTHOLLEHUN NOAAePXBaeMbIX BEPCUIA
npopykTa. ViHpopmaLums o nogaepXmBaeMbix BEPCUAX COQEPXUTCS B «[1o1nTIIKE NOAAEPXKKNA BEpCUin
nporpamMmmMHOro o6ecnedyeHns» 1 (1nn) NHbIX NHPOPMaLMOHHBIX MaTepuanax, pasmMeLLeHHbIX Ha
oduumnanbHom Be6-caliTe Positive Technologies.
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Bpems peakuun n npuoputusaumns sasBok

Mpw NonyyYeHnn 3asBkI el NpUCBanNBaeTCs PErncTPaLiOHHbIA HOMep, CReLnanncT CnyXo6bl
TEXHNYECKOI NoaAepXKn KnaccupuumpyeT ee (MpuceBanBaeT TUM N YPOBEHb 3HAYNUMOCTI) 1
BbIMOSIHSET fanbHelwre waru no ee o6paboTke.

Bpewms peakuum paccumntbiBaeTCs C MOMEHTa MoJly4YeHsl 3asiBKI O MepPBNYHOro oTBeTa
crneumnanncTa TEXHNYECKON NOAOEPXKKIN C yBEAOMIIEHNEM O B3ATUM 3asBKI B paboTy. Bpems peakuun
3aBUNCUT OT YPOBHS 3HAYMMOCTH 3aaBkin. CreumanncT cnyX6bl TEXHNYECKOI NoaaepXK ocTaBnseT
3a cob0li NpaBo NepeonpenennTb YpoBEHb 3HAYMMOCTI B COOTBETCTBIN C MPUBEAEHHBIMI HXE
KpuTepusmu. YkasaHHble CPOKI SBASIOTCS LieNeBbIMM, HO BO3MOXHbI OTKJIOHEHIS! OT HIX MO
06BbEKTUBHBIM MPUYMHAM.

Tabnuua 2. Bpems peakunn Ha 3asBKy

YpoBeHb 3Haun- | Kputepumn sHauMMocCTu 3asiBKN Bpems peakuuu
MOCTH 3asiBKM Ha 3asBKy
Kputunueckuni ABapuiiHble c6ou, NprBoasLLE K HEBO3MOXHOCTI WwTaT- | [o 4 yacoB

HOW paboTbl NpoaykTa (MCKUaga nepBoHadanbHyo yCTa-
HOBKY) N60 OKasblBaloLLE KPUTNYECK 3HaUMOe BNS-
HIVe Ha 613HecC 3aKasuylka

Bbicokuin C6ow, nposBnsaoLmecs B NobbIX YCIOBUAX 9KCMyaTa- [o 8 yacos
LMK NPOAyKTa 1 OKasblBaloLMe 3HaUNTebHOE BINSHNE
Ha BU3HecC 3akasyuka

CpepnHuin C6ou, npogBngoLmecs B crieldunyeckmx ycnosmsax akc- | o 8 yacos
nayatauumm NpogykTa NMbo He okasblBaloLLe 3HaYMTeNb-
HOro BAVSIHNS Ha BU3HEC 3aKa3unka

Huskuni Bonpocbl nHpopmaLmoHHOro xapaktepa 6o céou, He [o 8 yacos
BAVSIOLLME Ha 9KCMlyaTaumio npoaykTa

YKkazaHHble Yacbl OTHOCATCS K paboyemy BpemeHun (padoune gHu ¢ 2:00 go 18:00 UTC+3)
crneumnanncToB TeXHNYeckon nogaepxku. Mog pa6oynm gHem noHnmaeTcs Nto6ol AeHb 3a
NcKIloYeHnem cy660Tbl, BOCKPECEHbS 1 AHEN, ABNSIOLLXCS OPULManbHbIMN HepabounMmn GHSIMN B
Poccuinckon ®enepauuu.

O6paboTka 1 3aKpbiTUe 3a9BOK

Mo Mepe pacCMOTPEHIS 3aIBKI 11 BbINOSIHEHNS HEO6XOAMMbIX AENCTBUI CNeunanncT Cnyxe6bl
nooaepXkn coobLLaeT Bam:

— 0 XOfe OAMarHOoCTVKI Mo 3asiBfIeHHON r|p06ne|v|e N ee pesynbTaTax;

— nNnaHax Bbirnycka 06HOBMNEHHOI Bepcun NpoaykTa (ecnm TpebyeTcs a9 yCTpaHeHns npo6aembl).
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Ecnn no ntoram o6paboTkiy 3asBKN HEOBXOAVMO BHECTU N3MEHEHNS B MpoaykT, Positive
Technologies BkntoyaeT paboTbl MO UCNpPaBAEHIO B 6/1alillee BO3MOXHOE N1aHOBOe O6HOBEHNE
npoaykTa (C y4eToM pennsHoro Uukia npoaykTa, nproputeta gedekTta uim owmnbKr, COXHOCTN
TpebyeMbIX N3MEHEHUIA, a TakKe SKOHOMINYECKON LienecoobpasHocT ncnpaeneHuns). Cpokun
BblMyCcka OGHOBMIEHUI NMPOoAyKTa OCTaloTCcs Ha ycMoTpeHmne Positive Technologies.

Cneunanuct 3aKpblBaeT 3a4BKYy, eCln:

— npepocTaBfieHbl pPeLleHne U BO3MOXHOCTb O60ONTIN Mpobaemy, He BAUSIOLLNE Ha KPUTNYECKN
BaXHYIO GYHKLMOHaNbHOCTb NpoayKTa (no ycmoTpeHuto Positive Technologies);

— [AmarHocTnpoBaH fedekT npoaykTa, cobpaHa TexHnyeckas nHpopmauus o nedekte 1 yCnoBmusx
ero BOCMnpoun3BeneHuns, ncnpaeneHne gedekra 3aniaHNPOBaHO K BbIXOAY B paMkax Ny1aHOBOro
O6GHOBNEHNS NPOAYKTA;

— 3asgBfeHHad npobnema Bbl3BaHa NMporpamMmmMHbIM obecrnedyeHnem nm o60pyaoBaHNEM CTOPOHHNX
NpPon3BOANTENEN, Ha KOTOPbIE HE PacnpPOCTpaHaoTCs obs3aTenbcTBa Positive Technologies;

— 3asgBfeHHad npobnema knaccuounumnpoBaHa creumanuctamu Positive Technologies kak
HernoaaepXneaemasl.

MpumeuaHue. Ecnu npoaykT npuobpeTtancg BMecTe ¢ annapaTHON nnatpopmon B Buae
nporpamMmmMHo-annapaTtHoro komnnekca ([MAK), pelueHne 3asBok, CBI3aHHbIX C OrpaHnYeHneM
N OTCYTCTBUEM PaboTOCMOCOBHOCTI anmnapaTHbIX KOMMOHEHTOB, MPOUCXOANT COrfacHO
YCNOBUSIM 1 CPOKaM, YKa3aHHbIM B FrapaHTUIHbIX 0693aTenbCTBax (rapaHTUiHbIX TafloHax) Ha
Takue anmnapaTHble KOMMOHEHTHI.
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[MpunnoxerHune A. @annbl 6a30BON KOHPUIypaLUK

®dalinbl 6a30BO KOHGWIypaL M pacnonoXeHbl B nanke config.

dann

Tabnuua 3. Pannbl 6azoBon KoHOWIypauum

OnucaHue

info.json

O6Lwas nHdopmauus o mogyne

config schema.json

[MapameTpbl MOgyng v nx KOHGUrypaumns

default_config.json

3HayeHns NapameTPOB MOAY/IS MO YMOYaHIO

current_config.json

Ha aTane paspaboTku Moayns COoTBeTCTBYeT daliy
default config.json.Npu gpo6aBneHnn Mmoayns B NOANTIKY Me-
pesanncbiBaeTcsa KOHbUrypaumen Mogyns B NnOANTHNKe

event_config schema.j
son

CobbITns 1 X KOHGUrypaums

default_event config.
json

3HayeHns napameTpoB COBbITUN MO YMOYaHIIO, a Takxke OeCTBUS
Mo YMOJ4YaHuIo, KOTOpble HadHauYeHbl Ha cobbiTue

current_event_config.
json

Ha aTane paspaboTku Mogyns CooTBeTCTBYeT danny
default event config.json. Npu gobaBneHun mogyns B nNonu-
TUKY Nepe3anncbiBaeTcs KOHbUrypaumnen CobbiTuin B NOANTUKE

action _config schema.
json

[encTtaug n nx koHdurypaums

default_action_config
.Jjson

3HayeHns napameTpoB AENCTBUIA MO YMONYaHNIO

current_action_config
.json

Ha aTane paspaboTku Mogynst CoOoTBeTCTBYeT daliny
default_action_config. json. lMpn po6aBneHnn mogyns B Nonum-
TUKY NepesanncbiBaeTcs KOHbUrypaunen oencTania B NoANTUKe

fields_schema.json

[MepeMeHHble 1 nx KoHdUrypaums

static_dependencies.j
son

YKasaHHble 3aBNICUMOCTH Moayn4d

dynamic_dependencies.
json

Ha aTane paspaboTku moayns dann nyct. [Nocne no6asneHns Mo-
OyNs B NOAINTYIKY 3aMONHAETCS AaHHbIMU O 3aBUCMOCTAX. 3aBUCK-
MOCTU MOTYT MNOSABUTLCS, HAaNpPUMeEP, MPW Ha3HauYeHn OencTBUN Ha
COBbITUS MOAYS

locale.json

Jlokanunzaumnga mogyns

changelog.json

XypHan nameHeHunn mogyns

MpunoxeHune A. Palinbl 6a3oBol KOHOUIypaLm
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[MpunoxeHune b. [NepemeHHble moaynen

B MaxPatrol ES 3adukcurpoBaH pag nepemMeHHbIX, KOTopble NCnonbayoTca mogynamu. Kpome Toro,
HeKOTOpble MOy B KauecTBe NepemMeHHbIX MCNonb3yiloT nons cobbituin n3 MaxPatrol SIEM.

Ta6nuua 4. NepemeHHblie moayneii MaxPatrol ES

UpeHTndukaTtop Tun paHHbIX OnucaHue

credential String YyeTHag 3anuncb

malware_class String Knacc BpegoHocHoro MO, koTopoe 6b110 06Ha-
pyxeHo npu npoeepke B PT Sandbox

object.account.type String Twun yyeTHOM 3anncu

object.account.valid Bool [MpucyTCcTBMUE YYEeTHOWN 3anmnciu B CNNCKe fo-
KasIbHbIX YUYETHbIX 3aMnunceil, 3aperncTpnpoBaH-
Hbix B OC

object.is_malware Bool PesynbTaTt npoBepku darna mogynem «lpo-

Bepka dannos B PT Sandbox»: true — o6Hapy-
XeHo BpegoHocHoe MO, false — BpegoHOCHoe
MO He o6HapyXeHo

object.md5 hash String Xelw-cymma dainna-obbekta (MD5)
object.sha256_hash String Xelw-cymma darina-obbekTa (SHA-256)
object.size Integer Pasmep ¢ainna-obbekTa

rule_name String Vims npaBuna B mogyne «YARA-ckaHep»
rule precision Number TouHocTb NpaBuna B moayne «YARA-ckaHep»
rule type String Twn npasuna B mogyne «YARA-ckaHep»
rules String Cnincok npaBwn, KOTOpble NCMOMb30BaNCh

npw npoeepke moaynem «YARA-ckaHep»

subject.fullpath String MyTb K dpanny-cy6bekTy

threat String NHdopmauna 06 o6HapyxeHHom B PT Sandbox
BpepoHocHom 10

version String Bepcug komnoHeHTa

MepemeHHble 13 TakcoHomum MaxPatrol SIEM: action, alert.context, alert.key, body,
category.generic, category.high, category.low, chain_id, correlation_name
correlation_type,dst.asset,dst.fqdn, dst.host, dst.hostname, dst.ip, dst.mac,
dst.port, event_src.asset, event_src.category, event_src.fqdn, event_src.host,
event_src.hostname, event_src.ip, event_src.rule, event_src.subsys, event_src.title,
event_src.vendor, importance, incident.aggregation.key,

incident.aggregation.time window, incident.aggregation.timeout,

MpunoxeHue b. MNepemeHHble mogynein 43



incident.attacking addresses, incident.category, incident.severity, labels, object,
object.account.domain, object.account.id, object.account.name
object.account.session_id, object.account.type, object.account.valid,
object.fullpath, object.hash, object.id, object.name, object.new_value, object.path
object.process.cmdline, object.process.cwd, object.process.fullpath,
object.process.guid, object.process.hash,object.process.id, object.process.meta,
object.process.name, object.process.original name, object.process.parent.cmdline
object.process.parent.fullpath, object.process.parent.guid
object.process.parent.id, object.process.parent.name, object.process.parent.path
object.process.path, object.process.version, object.property, object.query
object.state, object.storage.fullpath, object.storage.id, object.storage.name
object.storage.path, object.type, object.value, object.version, reason, src.asset
src.fqdn, src.host, src.hostname, src.ip, src.mac, src.port, status, subject,
subject.account.domain, subject.account.id, subject.account.name
subject.account.privileges, subject.account.session_id, subject.name,
subject.process.cmdline, subject.process.fullpath, subject.process.guid
subject.process.id, subject.process.meta, subject.process.name,
subject.process.original _name, subject.process.parent.cmdline,
subject.process.parent.fullpath, subject.process.parent.id
subject.process.parent.name, subject.process.parent.path, subject.process.path,
uuid.

MpumeyaHwme. MNogpobHasa NHPopMaLNG 06 3TUX NepPEeMEHHbIX MpuBeaeHa B AOKYMEHTALUN
MaxPatrol SIEM.
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[‘noccapun

areHT

MpunoxeHne, KOTOPOEe YCTaHaBINBaETCH Ha KOHEUYHOM YCTPOWCTBe A1 o6ecneyvyeHns paboTbl
MOoAynen N CBS3N C CepBEPOM areHTOB.

aKTuB
O60pyﬂ.OBaHVIe, nvieroulee LLeHHOCTb o4 opraHm3aunn n nogyexatljee salinte ot K|/|6epyrp03.

rpynna areHToB

OAQWH N HECKOMbKO areHToB, 06beAHEHHbIX MO ornpepgesieHHoOMy npuHUWny ong Ha3Ha4eHunsd v
OOHUX N TeX Xe NONNTUK.

peucrteune Moayna

Onepauus, KOTOPYIO MOAySIb BbINOSHIET Ha KOHEYHOM YCTPONCTBE. 3anyck onepauuy MoxeT
BbIMNOMHSTLCS MO KOMaHAe Nosib30BaTeNs U aBTOMaTUYECKN NMpu perncTpauum Toro Uam NHoro
cobbiTng VB.

3aBUCUMOCTDb

YcnoBue, KOTOpOoe A0/MKHO BbINMOHATLCS A1 KOPPEKTHOW paboTbl MOAY/IA areHTa.

KOHeYyHoOe yCTpOﬁCTBO
O6opynoBaHue, nMetoLLee LEHHOCTb A OpraHmn3auny 1 nogsexallee 3awmnTe oT Knbepyrpos.

MoAyJib areHTa

MpunoxeHne, KOTOPOE 3arnycKaeTcs Ha areHTe 4719 BbINOJIHEHNS OCHOBHbIX GyHKLMIA NpoaykTa. ECTb
NSTb TUMNOB MOAYNER: MOAYN OCTaBKN N YCTaHOBKN, C60pa, MHTErpaLnm, O6HapyxXeHus,
pearvpoBaHus.

nonuTUKa KoOHUrypauum mogynen areHToB

MexaHunam ynpasneHns MocTaBKko Mofyeli areHTOB B 3aaHHON KOHOUrypaLumum Ha KOHEeYHbIe
yCTpoicTBa. MonunTrka COCTONT U3 NepeyHs MoAyNel 1 ONMCcaHns Nx KOHOUrypaLmnm, KOTOpPbIN
Ha3HayaeTCcd rpyrnrne areHToB.

npuopuTeT AencTBuS
YcnoBHag BennynHa, KOTOpa4da onpependeTt Nopanok BbIMOJIHEHNA D,eI7ICTBVII7I npwn perncrtpaunm Toro

VAN NHOro cobbiTng NB.

cepBep areHToB

CepBepHoe NpunoxeHune, NpegHasHayeHHoe As yrpaBneHns areHTaMmm 1 Mogynsmu.
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ynpasnsiowmn cepeep
CepBepHoe NpunoxeHne, NpegHasHa4YeHHoe 419 ynpaBieHns KOHPUrypaumen Cnctemol.

"noccapuin
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positive
technologies

Positive Technologies — oguH 13 nuaepoB B 06/1acTh pesynbTaTUBHON
knbepbesonacHocTN. KomnaHus sSBnseTcs BeayLwm pa3paboTunkom
NPOAYKTOB, PELLEHWNIA N CEPBUCOB, MO3BOSAIOLLMX BbISBNATb

1 NpefnoTBpaLLaTh KnéepaTtakiy O TOro, Kak OHN MPUYMHSAT HenprememMbli
yep6 6usHecy 1 LenbiM oTpacnam akoHomuky. Positive Technologies —
nepBas N eAUHCTBEHHAas KOMMaHus 13 cdepbl Knbepbe3onacHOCTH

Ha MockoBckoi 6upxe (MOEX: POSI). KonnuecTBo akLMoHepoB NpeBbillaeT
220 TbICAY.
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