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ECTb JIN1 HEOBXOOAVMMOCTDb
B ABTOMATUN3ALUNN
TECTNPOBAHWUS

HA MPOHNKHOBEHWE

HecmoTps Ha nocTogHHo pacTyLumii cnpoc @ Ha pelueHns ang nHGOPMaLMOHHO
6e30MacHOCTU, YNCO YCMeLlHbIX K6epaTak Ha opraHmsauny rno BCcemy Mupy exe-
rogHo yBenuumBaeTcs. Tak, no gaHHbiM Positive Technologies, B 2023 rogy aT1oT no-
kasaTenb soipoc @ Ha 18%, u, cyas no TeHaeruvav € 2024 roga, NpoaomXnT pacTul.
OnHVM 13 haKTopOoB PocTa, Mo aaHHbIM nccrenosaHus @ o kKMbepycTonuMBOCTY Op-
raHndauuin, sensetca undposunsaumns. KomnaHum aBToMmaTUsnpyoT MNPoLEeCcChl N BHE-
OPSIOT HOBblE MHPOPMALMOHHbIE TEXHOMOM N, YTO BEAET K YBENTMYEHMIO Yncna ung-
POBbIX aKTVBOB, KOTOPbIE MOryT CTaTb YA3BUMbIM MEeCTOM B UHbpacTpykType 6e3
obecrneyeHns Nx onepaTyBHOWM 3aLNTbI.




Llenn, meToabl n yYaCTHUKMN nccnegoBaHus

Llenb nccnepoBaHUsi — OUEHUTb 3PenocTb MHPOPMaUVOHHONW 6e30nacHOCTU
B pOCCI/II;ICKVIX KOMMaHW4aX, Yy3HaTb, XOPOLUO 1 OHW CNpaBdaloTCd C Km6epaTaKaM|/|,
eCTb 1INy HUX NNaHbl MO pa3BUTUIO B Ha 6nunxanwmne NaTb N1eT N roTOBbI 1 OHW Ne-
pexoanTb OT PYYHOro TECTUPOBaHUS Ha NPOHUKHOBEHME (MeHTecTa) K aBTomMmaTu-
3auum 3TOro rnpouecca.

VlccnepoBaHmne ocHOBaHO Ha pegdynbTaTax aHOHVUMHOIO onpoca, KOTOPbIN MPOBO-
auncs B TpeTbeMm kBapTane 2024 roga. B onpoce npuHann yyacTne npencraBmnte-
NN POCCUNCKNX KOMMaHUI cpefHero n KpynHoro 6usHeca, go 300 cneunannucTos
13 Yymcra oQupPeKkTopoB No MHGOPMAaLMOHHON 6e30MacHOCTU N MHDOPMALVIOHHbIM
TexHonorunam, pykosoautenen SOC, a Takxe gpyrme CoTpyaHuKun, npuHnmMapLwme
peweHuns, cesa3aHHble ¢ T-uHdpacTpykTypol n nHdopmMauNoHHON 6e3onacHo-
CTblo KOMMaHum n3 cdepbl VT, TpaHcnopTa, NPOMbILLNEHHOCTU, PUHAHCOBOro
cekTopa, puTenna n gpyrux otpacnen.



Pasmep komnaHun

[ns nonyyeHns o6bekTUBHOWN OLEHKM B UCCNeqoBaHU MPUHManin ydacTtme
KOMMaHnn pasHoro pasmepa:

ot 1000 po 2000 C YNCNEHHOCTbIO COTPYAHNKOB
COTPYAHWKOB 6onee 2000

Bo BTOpyto KaTeropuo Takxe BOLUNV KOMMaHUK, B KOTOPbIX YACO COTPYAHUKOB Npe-
BblwaeT 5000 yenosek (cm. puc. 1).

B52% 1000-2000 uenosek

27% 2000-5000 uenosek
21% >5000 yenoBek l

PucyHok 1. Paamep koMnaHuii, y4acTBOBaBLUMX B UICCeQoBaHUMN (KONMYEeCTBO COTPYAHNKOB)
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PucyHok 2. CneumnanuncTbl, ydacTBOBaBLUME B UCCnefoBaHnmn



Coepa UT 15%

TpaHcnopT 12%
onenoe n%
NHTepHeT-Toprosns 9%
Hayka n o6pasoBaHue 9%
PrHaHCOBbIN CEKTOop 9%
Putenn 6%
HedTerasosag otpacnb 6%
MepguunHa n dapmaueBTmkKa 5%
CBI3b 1 TeNeKOMMYHMKaLm 5%
TonnnBHoO-3HepreTnyeckas 4%
ockomnaHms 4%

NN TOCCTPYKTYpa

o,
Opyras coepa 5%

PuncyHok 3. Chepa oearenbHOCT KOMMaHni — y4aCTHUKOB onpoca



OCHOBHble pe3ynbTaTbl NCCNneaoBaHNS

3a nocnegHun rog atakam nogeepranncb 53% onpoLleHHbIX KOMMNaHNN, N3 HAX OKO-
no 25% 6blnn aTakoBaHbl MeHbLUe nofyroga Hasaf,. Yalle Bcero cCKoMnpomMeTmnpo-
BaHHbIMW OKa3blBaslNCb yOalleHHble yc-rpoMc-rBa.

Cpenmn onpoLlleHHbIX KoMnaHuin 79% ykasanun, 4To nameHeHus B nx IT-cpepe npo-
NCXOOAT YaLle, Yem pas B kBapTas. [py 3ToM Tonbko 21% OnpoLUeHHbIX 3aKa3bliBaloT
YCnyru no py4yHOMY TECTUPOBaHUIO Ha MPOHUKHOBEHNE, U3 HUX PerynspHble neHTe-
CTbl AenatoT Tonbko 64%.

B cpegHem komnaHum ncnonslytoT ot 10 o 30 npoaykTos anga Vb. MNpwn atom nna-
Hbl Ha 3aKyMKY HOBbIX PeLUeHNN B MepcrekTBe 0o 2 neT ecTb 'y 63% OnpoLUeHHbIX
KOMMaHnM.

CornacHo nccneposaHuio Positive Technologies «/ITorn neHtector 2023» @, B 96%
clly4aeB NeHTEeCTbl MPOLEMOHCTPUNPOBaN NOTEHUMAaNbHYIO HE3aLWMNLWLEHHOCTb KOM-
naHun nepeg OeNcTBUSMU BHELHUX 3n0yMblluneHHnkoB. B 100% npoBepeHHbIX
KOMMaHW Npu MPOBEeAEeHNN BHYTPEHHEro neHTecTa cneunanmcTbl CMOrnn ycTaHo-
BUTb MOJHbIN KOHTPOb Hag MHPPacTPYKTYypon, a B 63% 6b1110 YCTaHOBEHO, YTO CO-
BEPLUNTb MPOHUKHOBEHNE B CE€Tb KOMMaHNM N3BHE CMOXET faXe 3/10YMbILUNEeHHUK
C HN3KOW KBanuukaumen.

MoxHo cpenaTb BbIBOA, YTO HECMOTPS Ha BHedpeHune cTpaTteruni 6e30nacHoOCTun
B KOMMaHUSAX pPasHOro pasmepa, Nx ypoBeHb 3aLUULLEHHOCTN He MOo3BONgeT obecre-
UNTb KNB6EPYCTOMYNBOCTb. DTO NOATBEPXAaeT nccnegoBaHue «AKTyarnbHble Kubepy-
rpoabl Ans opraHusauni: utorn 2023 roga» @, B KOTOPOM CKazaHo, YTO KONMMYECTBO
yCreLlHbIX aTak exerogHo pacTteT no Bcemy mMmupy. B 2023 rogy nx nponsa Bbipocna
Ha 18% no cpaBHeHnio ¢ 2022 rogoM, 3TV TeHaeHUMY coxpansiotes @ n B 2024 roay.

B nocTtosiHHO MeHsowemMcs naHawadTe Knéepyrpos BaxHO He TONbKO BblCTpavBaTb
HaOeXHYIO0 CUCTEMY 3aLLNTbI, HO N PErynsapHO NpoBepsTb ee addeKTUBHOCTb. Npo-
BepKa 3allUNLLEHHOCTUN HPPaCTPYKTYPbl NO3BONASET BbIIBUTb U YCTPaHUTb crnabble
MecTa B CUCTEME, CHMXas BEPOATHOCTb TOro, YTO 3M0YMbILLUNIEHHUKN NCMOMb3YIoT
X ON9 MPOHUKHOBEHUS. ECTb n Takas npakTrka B POCCUNCKNX KOMMaHUSaX — noka-
XEeT Halle nccnegoBaHume.



KUBEPATAKW
B POCCUNNCKNX
OPIrAHN3ALNSAX

3N0yMbILLUNEHHUKN NMPOHNKAIOT B UHPPaCTPYKTYPY NPeanpusaTns, NCNoNb3ys pasHble
MeToAbl: OT coumnanbHON NHXEHEePUN N PacCbiNOK C BPEOOHOCHbIMY BNOXEHUSMN
0O aKcnnyaTtauim ysa3BmmocTen. No HawmnmM gaHHbIM, KONMYEeCTBO YCMeLUHbIX aTak
Ha opraHn3aLun exerogHo pacteT @ no BceMy MUpY, YEMY CMOCOBCTBYET MHOXE-
CTBO PakTOPOB, Cpeaun KOTOPbIX — CMIOXHas MUpOoBas reononnTrdyeckast oO6CTaHoBKa,
MaccoBas aKCryaTauns ya3BrMOCTEN HyNeBoro AHs B nonynapHom 10O, a Takxe
YCMOXHEHMNE N N3OLLPEHHOCTbL aTak.

HecmoTps Ha 3HaunTenbHble NHBECTULNN B MHOPACTPYKTYpY 6e30onacHoOCTy, 3a No-
cnegHun rog xepteamMu Knéepatak ctanm 55% onpoLleHHbIX OpraH3aumnii, N3 KoTo-
pbIX Ka)Xpgas YyeTBepTas 6blna atakoBaHa B nocnegHue nonroga. OcTasnbHble yyacT-
HUKIK onpoca OTMEeTWUNN, YTO CTankmBanncb C MHUMOEHTaMn 6e3onacHoCcTn 6onee
rnonyTopa NneT Hasafd, U TONbKO He6osblUas YacTb KOMMaHWIA HUKOrga He noasepra-
nacb kmbéepaTtakam.

[a, 6onee
6 MmecqueB Hasaf,

29 %

[a, meHee
6 mecqaueB Hasaf,

Bce onpoleHHbie 1000-2000 coTpynHmMKoB

PucyHok 4. Mogeepranach Nin KOMMNaHNsa atakam 3a NocnegHunin roq,

Bonee 2000 coTpynHukoB



MocnepcTBUS KNMbepartak

Bocemb 13 gecatm onpoLUeHHbIX KOMMAaHUn CTONKHYNNCh C CEPbe3HbIMUN Mocnea-
cTBUsSMIN KnbepaTtak B 2024 rogy, v nuitlb 13% KOMMaHuii OTMETUN, YTO He NOoyYnnuv
3HAUYUTENBbHOrO YpPOHa OT BasioMa. YeTBepTb opraHnsaumni coobLmnm o GprHaHCOBbIX
noTepsx — 3TO rOBOPUT O TOM, UTO OOHOWN 13 rMaBHbIX Lenen ANg 3M10yMbllUAEHHN-
KOB OCTaloTCH AeHbr. Takoe Xe KOnmMyecTBO KOMMaHuin (4yTb 6onee 25%) coobLuunm
O penyTaunoHHbIX noTepsix. OgHako camble 6onblUNE PUCKN CBSA3aHbl C HEMpepbIB-
HOCTblo BUsHeca: 48% OMNpPOLUEHHbIX OTMEeTUNN, YTO aTaka npuBena K HesannaHu-
POBaHHbIM MPOCTOSAM, 13-3a KOTOPbIX KOMMaHUN 6bIaY BbIHY>XAEHbl MPUOCTaHOBUTL
KIoYeBble NPOoLLEeCChl UM MOTEPANY KOHTPOSb Haf o6opyaoBaHveM. BnnaHmne atakum
Ha KoHduaeHunanbHble gaHHble oTMmeTunn 34% pecnoHOeHToB, a onsa 18% KomnaHwuin
VHUNOEHT NpuBen K topugnyeckum npobnemam.

[MpocTon ns-3a o,
HepaboTaloWwmnx cucTem 48%
YTeuka KoHbMaeHUanbHom o,
nHbopmaunn 34%
PenyTauunoHHble noTepu 26%
®duHaHcoBbIe NoTepyn 24%
lOpunanyeckas 18cy
OTBETCTBEHHOCTb °
He 6bino o,
cepbesHbix NocneacTBuii 13%
[pyroe 3%

PucyHok 5. HeraTuBHble nocnencTeums knéepaTtak
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CKoMnNpoMeTUpoBaHHbIE CErMEHTbI

3M0YMbILLNEHHVIKN aTaKyloT MO BCEeM HarpaBieHUsIM, He OrpaHnYnNBasCb KOHKPeT-
HbIMV BEKTOPaMU UM NHGPacTPYKTYpHOW cpepoit. MepumMeTp opraHnusaumnmn CUIbHoO
PasMbIT, 1 Xakepbl BbIHY>XAEHbl TLaTelbHO FOTOBUTLCHA — 13y4yaTb UHDPACTPYKTYPY
1 cobupaTb AaHHble, — Npexae Yem HauaTb KnbepaTaky. iccneqosaHuie nokasbisa-
€T, UTO MOA YrPO30I HAXOOATCA He TONbKO yAaleHHbIe NN flIoKalbHble YCTPOWCTEa,
HO 1 o6rayHas MHPPacTPYKTypa, KOTOPOW TpebyloTcs crieumasnbHble CpeacTsa 3a-
wnThl. MOXHO MPeanofioXunTb, YTO C POCTOM UCMOMb30BaHNG O6MadHbIX peLueHuni
UNCNO aTak Ha HUX 6yOeT TOMbKO PacTu.

33% 23% 4% 3% —
YnaneHHble NokanbHag O6nayHasg TecToBag 3aTpyaHsiocb
ycTpoiicTBa cpepa cpena cpepna oTBETUTL

PucyHok 6. Kakoin cermeHT 6b151 CKOMMPOMETUPOBaH B NocneaHen kmbepaTtake



@ Bce onpoleHHble

<10

31%

11-20

21-30

Ncnonbsyemble npoaykTbl ans b

BonbWNHCTBO opraHnsaumni, y4acTBOBaBLUMX B orpoce, ncnonbaytoT ot 10 go 30 pe-
weHun pnga VB, n tonbko 20% KomMnaHuii ncrnonbaytoT MeHee 10 aBTomMmaTnanpoBaH-
HbIX CPEeACTB 3alMTbl. HecMoTps Ha npenmMyLlecTBa MHOroypoBHEBOIro o6ecrneye-
HNS 6e30MacHOCTI, Ha NMpakTUKe Takoe KONMMYeCTBO CUCTEM He peLuatloT NpobriemMsl.
Mpw HenpaBWbHOW HAaCTPOIKE peLLeHs NPON3BOAAT MHOMO YBEOOMIIEHWNI O NMOTEH-
umanbHbIX Npobnemax v NHUMOEHTax, YTO 3aTPYLAHAET MOHUTOPWHI N yrpaBrieHne
NHDPaCTPYKTYPOW, OrpaHnyrBas CnoCo6HOCTb OpraHu3au i o6HapyXXnBaTb yrpo3abl
1 pearvpoBaTb Ha Hux. Kpome Toro, nogaoepxka paboToOCNOCO6HOCTY MHOXEeCTBa
CUCTEM U X NHTEerpaunm Mexay cobom TpebyeT AOMNONMHUTENbHbIX PECYPCOB, KOTO-
pble He BCe KOMMaHny MoryT ce6e No3BoMnTb.

KonnyectBo mcrnonbayembix npogyktoB Aons VB 3aBucuT OT pasmepa KomnaHuu:
B KPYMHbIX KOMMNaHusx B 2,5 pasa yalle ncrnonbayetcsa 6onee 30 npoayktoB. Me-
Hee 10 cuctem valle UCronb3ylT KOMMaHuU, B KOTOPbIX patoTaeT MeHee 2000 co-
TpyaHMNKoB. Cpean KPYrHbIX KOMMaHNM BCTPEYaloTCS 1 Takne, KOTOpble NCMNOMb3YIoT
ON9 3alNTbl MHGpPacTpyKTypbl 6onee 50 pelueHun.

1000-2000 coTpynHukos @ Bonee 2000 coTpyaHNKOB

32% 32%
29%

23%
17% 19%  18%
13%
%4% I
0%
51+

31-40 41-50 51+ <10 11-20 21-30 31-40 41—50

PucyHok 7. KonnyecTBo ncnonbayembix npoaykTos anga V1B
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CtpaTterum nipopmaumoHHOn 6e3onacHoOCTM

LleHTp cTpaTernyeckmx paspaboTok B MccrnenoBaHun «[1porHos pasBuTug pbiHka
knbepbesonacHocTn B Poccuiickon @enepaumn Ha 2024-2028 roabi» @ otmevaer,
uTO O6bEeM poccuickoro poiHka VIB B cnepytolme nsaTe net 6yaeT pacTu Cco cpen-
HerogoBbIM TeMrnom npupocTa B 23,6% 1 k 2028 rogy nocturHeT 715 mnpa pyénei.
Mbl yTOUHNAW Y KOMMA@HWIA, MAAHVNPYIOT NN OHU 3aKynKu peLueHnn gnga nHdopmaum-
OHHOW 6€30MacHOCTU B KPaTKOCPOUYHON U JONTOCPOYHON NepcreKkTrBe.

PeaynbTaT onpoca nokasblBaeT, UTO ANS KPYMHbIX KOMMaHU 6ornee xapakTepHO
OONrOCpOoYHOE MnaHupoBaHue: nnaHbl Ha 5 n 6onee net nmetoT 13% o4veHb KPYMHbIX
KOMMaHuiA, Torga Kak cpegun opraHusaumm pasmvepom 1000-2000 coTpyaHMKOB Ta-
Kne nnaHbl UMeloT Tonbko 3% kKomnaHuii. Mpn aToMm nogasnsoliee 60MbLLUNHCTBO
KomMnaHui (63%) nmMmeeT nnaHbl No 3akyrnkam cuctem ans VIb Tonbko B nepcnektuee
6nKanLLNX 1-2 neT, YTO FOBOPUT O TaKTUYECKOM YPOBHE MaHnpoBaHus. BoaMoxHo,
ONS CTpaTernyeckoro niaHnpoBaHUs KOMMaHUSM He xBaTaeT nHpopmauim O ToMm,
Ha KakoM ypoBHe 6e30MacHOCTV OHUN HaxOOATCS B AaHHbIA MOMEHT.

O,

@ Bce onpolieHHbie 1000-2000 coTpynHMKoB @ Bonee 2000 coTpyaHNKOB
o,
a1, 32% 36% 33%
32%
25% 28%
25%
22%
8%
4%
EcTb TONbKO Yxe EcTtb Ectb  He nnaHnpyem EcTb TONbKO Yxe EcTtb
[0 KOHLUA@  MMaHMpyeM Ha ropu3oHTe cTpaTernye-  BOOGLULE [0 KOHL@a nnaHupyem Ha ropusoHTe
aTOro roga Ha cnemyio- 1-2 net cKkue uenn 3TOro roga Ha cnenyioLmia 1-2 net
LA rop, Ha ropn3oHTe ron,
5 net

PucyHok 8. MnaHbl Mo 3akynkam cuctem v npoayktos ans VI Ha 6nuxariee Bpems

He nnanunpyem



HecmoTpsa Ha nHBectuuum B VIb, komnaHum Bce ewe HegoCcTaToYHO 3allnEHbI

N NOCTOAHHO CTankKnBakTCHA C KI/I6epaTaKaMVI, 4YTO BblIHY>XXAaeT X 3aKkynaTb HOBble
cpencTBa 3awnTbl. C 0OgHOI CTOPOHbDI, 3TO FOBOPUT O TOM, UTO KOMMaHNW BbiCTpa-
MBAIOT 3LLENIOHUPOBAHHYIO 3aLLNTY N MHOroCcTyneH4YaTylo 6e3onacHocTb. C gpyron
CTOpPOHbI — 6onblwoe konudectBo C3U cospaeT MHOro cobbiTuin 6e3onacHoOCTH,
KOTOpble TpebyloT BHUMAaTENbHOro uayyeHus cnyx6éom B, saTpyaHas onpenene-
HVe NpnopunTeTHbIX NHUMNOEeHTOB N NOoTeHUaibHbIX Yrpo3.




NMNOYEMY KOMMAHWN BCE
ELWLE YA3BVIMbI NMEPE
KNBEPIMPECTYINMHUNKAMW

3HaHne co6cTBEHHOW MHPPACTPYKTYpPbI

Mo paHHbIM onpoca, kaxaas TpeTbs komnaHus (30%), HezaBUCUMO OT 4ucna
COTPYOHVKOB, HE yBepeHa, UTo obnagaeT TouHol MHbopmauvern o6 annapaTHOM
W nporpaMMHOM o6ecreyeHny, KoTopoe ©GopMUpyeT OCHOBY OrepauyvioHHON
pestenbHocTu. [pu aToM npakTudeckn 6o WT-akTuB KOMMAHUU MOXET
CcTaTb BXOOHOWN TOYKOW AN 3MO0YMbILWIEHHWKOB, W CreunanncTbl, oTBevYaloLline
3a 6e30MacHOCTb, JO/MKHbI 3HaTb, YTO MMEHHO HYXXHO 3aluuLLaTh.

23% 3aTpynHsich
oTBETUTL

70%

8% HeTt

PucyHok 9. 3HaeTe nn Bbl nnu Balua cryx6a 1B, CKonbKo y3roB eCTb B Ballell KOMNaHnm
B NI0O60 MOMEHT BpeEMeEHN

CnoxHocTb NT-nHppacTpykTypbl pacTeT BO BCEX KOMMaHUSX, N OHUN BbIHYXOEHbI
BHeOPSTb HOBble pelleHns ons yrpaBneHns 6e30nacHOCTbO N NoanepXaHus kKnée-
pycTtonumBocTn. PasBepTbiBaHne HoBoro MO, po6aBneHne nnn ynaneHne paboymx
CTaHUUI HEeN36EeXHO MeHSIOT NHbpacTpyKkTypy. Kaxaoe nameHeHne cosnaeT HoBble
rnoTeHuVvanbHble 6peLun, KOTopble MOryT UCMOoMb30BaTh 3M10yMblLUNEeHHUKN. Komna-
HUN NMEIOT CITIOXHYIO MHPPaCTPYKTYPY, COCTOSLLYIO N3 faTa-ueHTpos, AM3, cermeH-
TOB paboynx CTaHUWI, reorpadpuyeckn pacnpeneneHHbix odncoB ¢ pasHbIMU Yaco-
BbIMW NogcamMum, TECTOBbIX CErMEeHTOB U T. 4. Bce aTn cermeHTbl nMetoT pasnnyHbii
YPOBEHb N 0Ccobble TpeboBaHUs K 3amTe V1B, KOHTpONMpPoOBaTb KOTOPbIE B MOMEHTE
OYEHb CMOXHO.



N3meHeHne akTuBoB B UHPpaACTPYKTYype

Okono 80% onpoLUeHHbIX KOMMaHUM, He3aBNCMO OT pasMepa, 406aBMAsoT UN OT-
KIIoYaloT akTUBbl Kak MUHUMYM pas3 B KBapTars, YTO CUIbHO MeHAET MHPPaCTPYKTYPy
N MOXeT okasaTb BNVSHNE Ha YPOBeHb 3alluLLeHHOCTU. [lo6aBrneHne 1 oTKItoYeHe
aKTUBOB (CepBepoOB, ceTeBblX YCTPONCTB, N0, cuctem ynpaeneHus b, a Takxe pas-
TN4YHbIX BNOOB KOHd)VILI,eHLJ,VIaJ'IbeIX ,D,aHHbIX) MOXeT crnpoBouUnpoBaTb nogsrieHne
OONONHNTENTbHbIX y9|3BVIMOCTeI7I n HezalwnLLeHHbIX MeCT, KOTOpble MOryT 6bITb VC-
nosb30BaHbl 014 NnpoBeaeHNs aTak.

@ Bce onpolueHHbie 1000-2000 coTpyaHMKOB

44%
35%
9%
> 8%

2% 2%
He 3Hato Pa3 Pa3 Pa3 Pa3 Pexe
B Mecsl, BKBapTas BMOAroga Brof pa3sa
1 yale Brof

@ Bonee 2000 coTpyaHUKOB

46%
439
40%
29%
12% o
7% 7%9 %
1%2;/o 1% Zz
He 3Hato Pa3 Pa3 Pa3 Pa3 Pexe
B MecsL, B KBapTan B nonropa Brof pasa
N yale Brof

PucyHok 10. Kak 4acTo n3ameHsaeTCs KONMYecTBO akTUBOB B BalLel MHPPaCTPYyKType
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CnoxXHOCTb NHPPACTPYKTYPbl KOMMaHUA HEMPEPLIBHO pacTeT: MOCTOSHHO MeHSs-

eTcs KONMMYecTBO akTUBOB, YBENNYMNBaETCs KONMMYECTBO CPEeAcTB 3aluTbl — 3TO
TpebyeT NOCTOSIHHOW MPOBEPKU HacTpoek n cocTosHna C3U, nctouHmkoB co-
6bITN N NpoueccoB IB (MoOHUTOPKWHI, pearvpoBaHue, XxapAeHunHr, treat hunting
M T. A.). I3-3a AuHaMN4HbIX N3MEeHeHUN NHPPACTPYKTYpbl KOMAaHUN He Bcerpa
TOYHO 3HAalT O COCTOSAHUN NT-akTNBOB N TOM, KaKk HacTpoeHa nx 6e3onacHoCTb,
UTO co3paeT AOMOJIHUTENbHbIE YS3BUMbIe MecTa, KOTOPbIMU MOryT BOCMOSb30-
BaTbCS 3/10YMbILLNEHHUKMW.




OLEHKA SALLUNLWEHHOCTWN

OueHka 3alULLEHHOCTN NHPPACTPYKTYPbl MOXET BbISBUTb y3KUe MecTa N Head-
PeKTBHbIE MPOLLEeCChbl, KOTOpPble HEeOo6XOAUMO OMNTUMU3NPOBaTb A5 YydlleHUs
KN6epyCTONYMBOCT KOMMaHun. PasHoobpasne MeTogoB aHanmsa 3alvLeHHOCTHN
rno3BoNseT BbIbpaTb Hanbonee Noagxoagiune, B 3aBNCIMOCTI OT PECYPCOB 1 YPOBHS
3penoctun NI B komnaHuu. No gaHHbIM nccnegoBaHns «OTOBbI N1 POCCUNCKNE KOM-
naHny NPOTUBOCTOATb KnbepaTakam?» {®, Hanbonee o6bLEKTVBHYIO OLIEHKY YPOB-
HS 3aLLUULLEHHOCTU MOXHO MOMYy4YnTb, €Cr NPOBOAUTL aHanns, 4eCTBUS KOTOPOro
VIMeIoT MaKCMaibHOe CXOACTBO C AENCTBUAMY pearibHbIX 3/10YMbILLIEHHUKOB.

PerynsapHas oueHka cocTossHUS 6e30MacHOCTHU

Bonee 90% KoMnaHW MPOBOAAT OLEHKY 6€30MacHOCTY 1 3alumeHHocTu, 61%
13 HUX OenatoT 3TO PerynspHo.

———

- %/////// ) 3

MpoBoaum oueHKy
Bpems OT BpeMeH!

[
/] \
I

I\

61%

[a, npoBoanm
perynspHo

Bce onpolueHHble 1000-2000 coTpyaHuMkoB Bonee 2000 coTpynHukos

PucyHok 11. MpoBoaunTe nu Bbl PEryNsipHYIO OLLEHKY COCTOSHUS 6€30MacHOCTU



OTO CBA3a@HO C TeM, YTO MHOIMM KOMMaHUSM HeOBXoaMMO cobroaaTh Tpe6toBaHa
perynatopoB B 0651acTu 3alnTbl UHbGOPMaLn, HECOOTBETCTBUE KOTOPbIM MOXET
NPUBECTU K cepbeaHbiM WTpadam. Kpome Toro, perynapHasa oueHka NHbpacTpyKTy-
pbl MOMOraeT BbISIBMATb U YCTPaHATb ciabble MecTa, KOTOpble MOTrYT 6bITb NCMOMb30-
BaHbl 4719 MPOHVIKHOBEHMS B CUCTEMY 1 KPaXu OaHHbIX, MeHATb MpoLLecchl, MAenbykin
VI CLLeHapuu pearpoBaHns Ha yrposbl, a Takxe choKyCcupoBaTbCa Ha CaMbiX Bepo-
ATHbIX BEKTOpax aTak.

BiopxeT Ha TecTUpoBaHue 6e30nacHOCTU

KomnaHuun, KoTopble MHBECTUPYIOT HE TOMbKO B CUCTEMbI AN MHPOPMAaLMIOHHON
3alMThl, HO U B UX TECTUPOBaHNE, UMEIOT MeHbLLE LLIaHCOB CTONIKHYTbCS

C KmbepaTtakamu, yTeukamu aHHbIX 1 ApYrMin Kubepyrposamuy, 4To crnocobcTByeT
CTabunbHOMY 1 yCMELLIHOMY pa3BuTuio 6r1sHeca.

B cpepHem Ha oueHKy 3awmueHHocTn TpaTtutcs okono 10-30% 6topxeTa, B 60nee
KPYMHbIX KOMMaHNAX 3aTpaTbl HECKOMNbKO Bbille. HekoTopble KoMnaHu MoryT He-
npaBuibHO OLEHVBaTb BaXXHOCTb TECTUPOBaHWS 3aLUNLLEHHOCTW, He NMpuaaBaTb emMy
3HaAYEeHVs N HanpaBnsaTb OCHOBHYIO YacTb 6loa)XeTa Ha BbiCTpaviBaHVe MpoLeccoB
3aWmnThl MHDPAaCTPYKTYPbI.

Bce onpolieHHble

5% 21%

30-50% 20-30%

2% — 6onee 50%

1000-2000 coTpyaHMNKOB

4% 17% 57% 21%
30-50% 20-30% 10-20% Metee 10%

Bonee 2000 coTpyaHnKoB

24%

MeHee 10%

PVICyHOK 12. Kakon NnpoueHT 6lopxeTa Ha KVI6€p6€3OI'IaCHOCTb BbloesieH Ha TeCTupoBaHe 3allTHbIX Mep



61%

Ayont
6e3onacHocCTu

MeToabl npoBepku 6e3onacHoOCTn

Mbl  onpocunn KoOMMaHun, KOTOpble pPEeryngapHoO TeCcTUPYIOT 3allULLEHHOCTb,
1 BbISICHWAW, YTO caMble MOonynspHble Coco6bl MPOBEPKN — ayanT 6e30MnacHOCTu
1 NCMONb30BaHNE CKaHepOoB ya3BMMOCTEN. [TouTn B ABa pa3a pexe NCMNonb3ylTcd
KnéepydyeHns v crneunannanpoBaHHble nporpamMmbl. MNpy 9TOM pPy4YHOW MeHTecT
3aKasblBaloT TONMbKO 21% KOMMaHui, XoTa B MuUpe HabnonaeTcs yCTONYMBbBIA POCT
VHTepeca K Nogo6HbIM yCryram.

CkaHepbl yg3BuMocTen

53%
Kn6epuncnbitaHns

38%
Co6CcTBEHHbIE TEXHOMOTNN

38%
Cneunann3npoBaHHble Nporpammbl

27%
Mporpammbl 6aréayHTn

22%
PyyHoln neHTecT

21%

PucyHok 13. Kakne metoabl mpoBepkin 6€30MacHOCT NCTMONb3YIOT KOMMaHnn
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Pe3yn bTaTbl TeCTUpoBaHN4A

TpaflUMOHHO BO MHOIMMX OTpacngx MnpoBepka 3alUWEeHHOCTU BO3HUKNa
KaKk HeOBXOOVMOCTb COOTBETCTBOBATb TPeGoBaHUAM perynatopoB. HeT comHeHun
B TOM, UTO 3TN TpeBoBaHNS, faxe ecnu OHN HaBs3aHbl PerynmpyowmmMmm opraHamu,
Mno-rnpexHemMy B HEKOTOPOW CTeneHn CTUMYIVPYIOT KOMMaHuM MnpoBOANTb
TecTnpoBaHMe Ha 6e30MacHOCTb.

OpnHako OCHOBHOW MPUYNHOW ON9 MPOBEPKN 3aLMNLLEHHOCTU ABASeTCa Heobxoam-
MOCTb MPUOPUTU3ALLNN 3aKYMNOK 1 BbiGopa AENCTBUTENbHO HYXHbIX peLueHnin. Kpome
TOro, HemMmanoBaXHbIM GakTOPOM Ha3bIBalOT AEMOHCTpaLVIo pe3ysbTaToB Ton-Me-
HEeOXXMEHTY ANs MHPOPMUPOBaHNS O pUcKax KnéepbesornacHOCTY Kak BHYTPU KOM-
rnaHuu, Tak 1 3a ee nNpegenamu. 113 onpolueHHbIX cneunannctos no Vb 48% coobum-
N, YTO OEendaTcs pesynbTaTaMin C BbICLLUMM PYKOBOACTBOM, Tak Kak C yBernyYeHnem
ymcna rpoMKUX HapyLleHUn NpuxXoanT OCO3HaHMe BaXHOCTU KnbepbesonacHocTw,
rMoHVMaHne BU3HEC-PUCKOB N BO3MOXHOIO GUHAHCOBOro yulep6a OT NocneacTeuni
aTak. 9kcnepTHble 3HaHns B o6nacTtu VIB cTaHoBATCS BCce 60ee pacrnpocTpaHeHHbl-
MU cpenun Ton-mMeHenxmeHTa. BnonHe BeposiTHO, UTO ynpaBneHLbl Bce yalle 6yayT
3anpalvBaTh OTYETbI OIS OLLEeHKM COCTOSHNS 6€30MacHOCTU, MO3TOMY Ba)XHO, YTO-
6bl TV OTYETbI BbINN CYEPMbIBAIOLLMMU/ U MOHATHBIMW. Pe3ynbTaThl MPoBepKY TakxXke
BbIXOASAT 3a NMpefenbl opraHnaaunii. B cBs3n ¢ pocToM pYCKOB OT TPETbUX UL, 1 BO3-
MOXHOCTIN KOMMpOMeTaLnn Yepes Lenoyky noctaBok 20% OnNpoLUEHHbIX KOMMNaHNn
OensaTcd pesynbrataMuy CO CBOVIMU KITMEHTaMU.

[ins npunopunTr3aLmm 3akymnok 53%
Moka3blBaeM MeHeaXMEHTY 48%
OTnpaBngem perynaropam a1%

[Nenumcs pesynbtatamun 20%
Huuero He nenaem 3%

PucyHok 14. Kak ncnonbsyoTcs pesynbtaThl TECTMPOBaHNS
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YacToTa 3aKkasa py4yHOro neHtecTa

Cpenn Bcex ornpoLUeHHbIX KOMMaHun 79% coobLatoT, YTO X MHPpacTpyKTypa Me-
HeTCsa He pexe ofHoro pasa B kBapTtan (cm. puc. 10), ogHako ycnyrm no py4yHomy
TECTUPOBAHMIO Ha MPOHVKHOBEHVE 3aKa3blBatoT ToNbko 21% (cm. puc. 13). Mepuroany-
HOCTb NPOBEeAEHVS PErynsipPHbIX MEHTECTOB OYeHb BaXHa, Tak Kak YeM MeHbLUe NH-
TepBasn Mexay rnpoBepkamu, Tem 6onee akTyanbHy MHGOPMaLUIO O HaNNYNIA ysa3-
BYMOCTEN N MOoTeHLUManbHbIX OENCTBUAX 3MOYMbILUEHHUKa ByaeT nonyyaTb oTaen
NB. Kaxabllh AeHb xakepbl COBEPLUEHCTBYIOT TaKTUKW U TEXHUKN aTak, NosBMAsSeTCH
MHbOPMaLUs O paHee HeV3BECTHbIX YA3BUMMOCTSX, ANHAMUYHO U3MeHseTCsa uHbpa-
CTPYyKTypa — BCe 3TO 3HAUYUTENIbHO BINSET Ha COCTOsIHME 3aluyLLeHHoCcTU. Ons one-
paTVBHOIo pearnpoBaHung Ha Yrpo3bl HEOBXOAUMO PErynsipHO NPOBepPSTb 6e3onac-
HOCTb KPUTNYECKW BaXKHbIX Y3/10B U K/TIOYEBbIX CUCTEM.

— 1%
HenpepbIBHbIN Kaxabii Pas [Ba pasa Pa3s Pexe
neHTecT mMecsL, B KBapTan B rog B rof pasa Brog

PIACyHOK 15. Kak yacTo koMMnaHun 3aKkasbiBatoT TecTnpoBaHe Ha NPOHNKHOBEHNe



YacToTa npoBefeHns neHTecTa 3aBNCUT OT MHOXeCcTBa dakTopOoB, BKItoUad TUM op-
raHn3aunm, xapakTepucTukn MHPOPMaLMOHHON CNCTEMBI N N3MEeHeHe naHgwadTa
yrpos. He Bcerga ectb BO3MOXHOCTb MPOBOAUNTL TECTUPOBaHWE MNP BHECEHNN N3-
MeHeHUNn B undpoBble akTVBbl, HaNnpuMmep Npu BHeOPEHUN HOBbIX TEXHOMOMM, 06-
HoBneHun MO nnu nameHeHNn BU3HeC-NPOLLeCCOB. 3a4acTyio KOMMaHWUM NPoBOOST
nMeHTecT ONs cobnoaeHns oTpaceBbIX CTaHOAPTOB 1 TpeboBaHnn perynatopos. Ha-
npumMep, cornacHo nonoxeHuo 683-I LieHTpansHoro 6aHka PO ), 6aHkn n HKO
0653aHbl NPOBOAUTb TECTNPOBAHME Ha MPOHNKHOBEHE eXeroaHo.

Mo pesynbTaTamMm mccnegoBaHUs, Tonbko 11% KomMmaHun NpoBOAAT HEMpPepbIBHbIN
neHTecT, a 14% 3aka3biBaloT MEHTECT eXeMecsayHo. [1poBepaloT 3aLlUVLLEHHOCTb Te-
CTUPOBaHNEM Ha NMPOHNKHOBEHME pas B kKBapTan 39% komnaHun. OcTanbHble 3aKka-
3bIBAIOT Takme yCnyr ropasfao pexe 1 AenatoT 3TO HeperynsgapHo NrMéo no 3anpocy.

MpuunHbI 3aKkas3a ycnyr py4yHoro neHTecTa

OueHka adpPeKTNBHOCTN
paboTbl peLueHnin 1 NPoAyKTOB
nng b

49%

BbigsBneHmne noteHumnanbHbixX
BEKTOPOB aTak 1 CaMblX
He3alnleHHbIX MecT

NHPpacTpyKTypbI

45%

Bbi6op npropunteToB
A5 BHEAPEHNS peLleHnn
n npogyktos anga b

35%

OueHka NoTeHUMnanbHoOro
yliep6ba oT aTaku

22%

Y

PucyHok 16. MNMpununHbl 3akasa neHTecTa

KoHTponb 1 npoBepka kKn6epb6e3onacHOCTU, a TakxXe oueHka adpdekTBHOCTU pa-
60Thbl cpencTB 3allnTbl vmd;opmau,mm — OBe OCHOBHble MOTUBaUn ON4 npoBegeHnsd
TECTUPOBAHNS Ha MPOHVKHOBEHUE, KPOME BbIMONHEHVS TpeBGoBaHUN perynsaTopoB.
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MeHTecT Takxe ucnonb3lyeTcsd [ANs OLEHKM MoTeHumanbHoro yuiepba oT aTak
1 Oons Bbibopa cTpaTerny NHBeCTMpOoBaHNS B obecrneyvyeHmne 6e3onacHocTu. 3To ro-
BOPUT O TOM, UTO KOMMNaHNN Ha4YNHaIOT NCMNOo1b30BaTb MeHTeCT He TOJ1IbKO OJ14 BbIMo1-
HeHWs TpeboBaHU perynnpyroLwmnx OpraHoB, HO 1 AN OLLEeHKIN peaibHOro COCTOSHUS
KN6epyCTONYNBOCTU NHDPACTPYKTYPbI.

Bapbepbl gnga neHTecTa

[ByMs rnaBHbIMIY NPENSTCTBUSAMUI AN 3aKa3a perynspHoro TeCTpoBaHng Ha
MPOHVKHOBEHWE SBMSIOTCSH OTCYTCTBME BI0AXETa, a TakXe yrposa HapyLUeHns
HenpepbIBHOCTN BUsHec-npoLueccos. MNpexae Bcero, nepepn cnyxséon VB ctont
3apadva obecneunTb 6e3onacHocTb N T-cpenbl n 6ecrnepebonHOCTb 613HeC-
onepauwnin. Pykooguntenn VT n VIb ¢ OCTOPOXHOCTbIO OTHOCATCS K MeHTecTam,
MOCKONbKY MHOMME CTasnkBanuch C MPOCTOSMU B paboTe. DTO roBOPUT O TOM, YTO
KOMMaHVsSM HeOBXOANMO paboTaTb TOMIbKO C CaMbIMU OMbITHBIMY KOMaHaamu,
KOTOpPbIE NMEIOT XOPOLLYIO penyTaLnio i MHOFONETHUIA OMbIT paboTbl MO OKa3aHuo
TaKUX YCNyr v MOryT o6ecrneudnTb BbICOKUIA YPOBEHb NPOBepKn 6e30MacHOCTH

C MUHMMasbHbIM PUCKOM /15 MpoLeccoB. Hemano koMmnaHui, oCo6eHHO
npepncTaBuTeNny HeGoMbLIOro 6U3Heca, TakxXe o3afgavyeHbl HEO6XOOVIMOCTbIO
MPUHSATUS Mep Mo UCMpaBfeHno O6HapYXeHHbIX Npob6iem 6e30MacHOCTH.

HeT 6loaxeTa Ha 3TO 25%

Mposoaum neHtect o,
COBCTBEHHbBIMU CrTaMu 22%

Purick ang HenpepbiBHOCTY o,
613Hec-npoLeccoB 21%

HepnocTaTok BHYTPEHHUX
pecypcoB 4ns paboTbl 19%
C pesynbTaTaMu NEeHTECTOB

HeT Heo6xognmocTn 13%

PucyHok 17. Bapbepsbl ons 3akasa ycnyr py4YHoro rneHtecra
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KTo oTBeuaeT 3a npoBepKy 6e3onacHoCTu

Tonbko B 10% KpynHbIX KOMMaHNM eCTb CBOS KOMaHaa neHTecTepos (red team). Mpu-
MEepPHO B MOJSIOBMHE OMPOLUEHHbIX KOMMaHUM €CTb CreunanncTbl, KOTopble oTBeYatoT
VICKTIOYNTENBHO 3a OpraHn3aLmio oueHk 6e3onacHocTy, a 'y 41% onpoLLeHHbIX 9TON

3agadvell 3aHMaloTCs CneumanncTbl CO CMEeXHbIMY 0693aHHOCTAMN.

OueBungHO, ecTb onpepeneHHas HexBaTka kKBannduLMpPOBaHHbIX KaopoB, KOTopble
oTBedYanu 6bl 3a BbICTpanBaHMne npoueccoB TeCTnpoBaHNg 6e30MnacHOCTN 1N 6blnu

nornouweHbl TONTbKO 3TMW 3agadami.

@ Bce onpolueHHble

50%
41%

7%

n 2

EcTb cBOS [a, ectb OT0 3afiaya  HeT KomaHbl,
KoMaHpaa cneumannucTbl, nexunT nonbayemcs
neHTecTepoB KOTOpble Ha cneumnann- ycnyramu
(red team) oTBeuvaloT cTax, KoTopble BHELHNX
TONbKO BbINOMHAT  NMOAPSAYNKOB
3a OpraHM3aunio  CMexHble
nposepku 3apgaym no b

1000-2000 coTpynHmKoB

@ Bonee 2000 coTpynHMKOB

o,
51%
o,
O,
48 47%
o,
35%
o,
10%
o,
2'%L
EcTb cBOS [a, ecTb 370 3apava HeT komaHgbl,
KoMaHaa cneumnanuncTsl, nexmt nonb3yemcs
neHTecTepoB KoTOopble Ha cneunanu- ycnyramm
(redteam) oTBevaloT cTax, koTopble BHELUHNX
TONbKO BbIMOMHSAIOT NoapsAYNKoOB
3a opraHmsauuio CMeXHble
npoBsepkun 3apaun no b

PucyHok 18. ECTb N BHYTPU KOMMA@HUN CMeLmnanncTbl, OTBeYaloLLme 3a NpoBepKy 6e30MacHoCT
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C ofHOW CTOPOHbI, KOMMaHNN XOoTeNn 6bl NPOBEpPSATb KN6EepPyCTONYNBOCTb HE TOMb-

KO ANS BbINOSIHEHNS Tpe6oBaHNI perynatopa, Ho 1 AN NMOHNMaHWS peanbHOW cu-
Tyauum ¢ 6e30nacHOCTbIO B CBOUX MHpacTpykTypax. C apyron — Ha pbiHKE eCTb
p,e(bI/ILI,VIT KBa.ﬂI/IdDI/ILI,VIpOBaHHbIX KOMaHA Ang npoBeeHund KavdeCtBeHHOro neHrte-
CTa, a BHYTPU KOMMaHN HEAOCTaTOYHO CO6CTBEHHbIX PECYpPCOB AS BbicTpansa-
HUS nNpouecca TecTupoBaHuns. Kpome Toro, poccumckme KoMmnaHum NCnbiTbiBaOT
HepocTaTok 6logxeTa Ha NpoBeaeHne perynsapHbIX MPOBEPOK U ornacalTcs Hapy-
LWeHns 6N3HeC-NpoLLecCcoB.




KAK OBECIEYNTDb
PEIMYJ14PHYIO NPOBEPKY
BE3SOIMNMACHOCTWU

Poccuiickne komMnaHum BbIHYXAeHbl paboTaTb B YCNOBUSGX M3MeHeHun IT-nHdpa-
CTPYKTYpPbl N MOCTOSIHHO MeHsiiolerocs naHawadTa Kuéepyrpos. BoamoxHocTb
MPOBOAVTb PErysPHbIA PYYHOWN NEHTECT eCTb He Yy BCeX KOMMaHWN, HO eCTb NoTpe6-
HOCTb MUHMW3NPOBaTb PUCKK 6€30MacHOCTH, BbISBAATL MPo6nemMbl 3aLlLnTbl N TLLa-
TenbHO NNaHNPoBaTb 3aKkyrnku peweHnin ang VIb ¢ yueTom BO3MOXHOCTEN 1 NoTpes6-
HocTen VIT-nHppacTpyKTypbl.

O6ecneunTb perynspHoe TecTUpoBaH/e 3aLUNLLEHHOCT MOTYT UHCTPYMEHTbI, KO-
Topble MPOBOAAT aBTOMaTUYECKNE MEHTECTbl Tak, Kak 9TO AenaloT HacToslme xa-
kepbl. Positive Technologies paspa6oTtana npoaykT PT Dephaze, KoTopbli MO3BONUT
peLnTb BCe NpobremMbl, BbiSBNeHHble B xofde nccnegosaHus. PT Dephaze @ — cu-
cTema ang 6e3onacHoOn CUMYNaLMU aTak, KoTopasi NpoBepseT 3alUNLLEHHOCTb UH-
PpacTpyKTypbl Yepes aMYNALMNIO TEXHUK N TaKTUK 3M10YMbILLTEHHUKOB.

MpoayKT No3BonseT HenpPepbiBHO NPOBEPATb MHPPACTPYKTYPY MOBON CNOXHOCTMN
Ha Hanu4ymne ys3BMMOCTEN N NOTEHLUMaNbHOM BO3MOXHOCTIW OJ19 XaKepoB MonyynTb
npuBUNernpoBaHHbll JocTyn K cucteme. PT Dephaze nogocBeTtuT He6eszonacHble
MecTa WHPOPMAaLMOHHOW CUCTEMbl 1 MOMOXET MPUOPUTUINPOBaTb WHBECTULIAN
B 3aKyrnKy cpencTB 3awuTbl. Cuctema paclmpseT o6nacTb TECTMPOBaHNS, He POoKy-
CUPYSACb Ha KakoOM-TO OTAEIbHOM CerMmeHTe, ONTUMU3VPYET 1 MacluTabrpyeT neH-
TEeCcT B yCNnoBUsX, KOrAa HenpepbiBHOE pyyHOe TeCTUpOoBaHME Ha MPOHUKHOBEHME
HEeBO3MOXHO.
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Mbl MPOBEJIN KOMMEPYECKWNI 3AMYCK

PT DEPHAZE 27 ®EBPAJS 2025 IOOA

N MOKA3AJIN ErO B AENCTBUUN — SANYCTUNA
ABTOMATUYECKYIO NMPOBEPKY B MPAMOM
SPUPE N PACCKA3AJIN, KAKOW DKCMEPTN30N
HAMOMHYEM MPOAOYKT, YTOBbl OH HAXOAOWN
BCE YSI3BUMbIE MECTA B PA3HbIX
NMHOPACTPYKTYPAX.

A4 TOro, UTobbl MOCMOTPETb 3AMNCDb

NN OCTABUTDL 3AABKY HA «MNNOT»,
3APEMr'MICTPUPYNTECbHb HA HALLEM CANTE ®.

28



Y3HaTb 60onblue
o PT Dephaze




