
$C>>6>4AB6> ?> <5@4@E<< @5AC@A>6 AWS
�B4DB5AB5 DG>B6B4EF6B CB >BAF5CF8O@ Amazon Web Services, BD74A87B64AAB5 CB DGA>F8BA4?LAO@ 
>4F57BD8O@ E 8ECB?L7B64A85@ EB6D5@5AAOE 4847D4@@ Mermaid.



�47>64O 8=DD4EFDG>FGD4
�EAB6AO5 BD74A874F8BAAO5 8 E5F56O5 >B@CBA5AFO, ?564M85 6 BEAB65 6E5E E?G65 AWS.

�5D54 87GG5A85@ GE?G7 5B?55 6OEB>B7B GDB6AO A5B5EB48@B CBAOFL 547B6GN 8ADD4EFDG>FGDG AWS. �E5 6 AWS 
D45BF45F 6 >BAF5>EF5 GG5FAOE 74C8E59, D578BAB6 8 7BA 4BEFGCABEF8, B5D47GO 85D4DE8G5E>GN EFDG>FGDG, 
>BFBD4O B55EC5G8645F >4> BD74A874F8BAAO5 7D4A8FO, F4> 8 6OEB>GN 4BEFGCABEFL.



�D74=874F8>==4O 85D4DE8O
AWS Organizations CD54BEF46?O5F F5AFD4?87B64AAO9 ECBEB5 GCD46?5A8O A5E>B?L>8@8 GG5FAO@8 74C8EO@8 
AWS.
�4644O GG5FA4O 74C8EL BEF4UFEO BF45?LAB9 548A8F59 E EB5EF65AAO@8 A4EFDB9>4@8 557BC4EABEF8 8 58??8A7B@, 
AB Organizations CB76B?O5F B5N548A8FL 8E 6 85D4DE8G5E>GN EFDG>FGDG E B5M8@8 CD468?4@8 8 
>BAEB?848DB64AAO@ 6OEF46?5A85@ EG5FB6.

'G5FAO5 74C8E8 @B6AB 7DGCC8DB64FL 6 >@74=874F8>==O5 ?>4@4745?5=8O (OU) 4?O G4B5EF64 GCD46?5A8O.
% CB@BMLN ?>?8B8> >>=B@>?O A?C65 (SCP) 44@8A8EFD4FBD @B65F 744464FL B5M85 B7D4A8G5A8O 4 8E A5?L7O 
B5B9F8 4465 A4 GDB6A5 BF45?LAB9 GG5FAB9 74C8E8.



$57<>=4?L=4O < E5F564O <=DD4EFDG>FGD4
$578BA4?LA4O 8 7BA4?LA4O EFDG>FGD4 AWS ?568F 6 BEAB65 4DE8F5>FGD E 6OEB>B9 BF>47BGEFB9G86BEFLN.
 578BAO 4 MFB 75B7D4D8G5E>8 D4ECD545?UAAO5 B5?4EF8, >4644O 87 >BFBDOE 6>?NG45F A5E>B?L>B 7BA 
4BEFGCABEF8 (Availability Zones, AZ). �BAO 4BEFGCABEF8 CD54EF46?ONF EB5B9 87B?8DB64AAO5 F5AFDO B5D45BF>8 
44AAOE 6AGFD8 D578BA4, EB548AUAAO5 @564G EB5B9 6OEB>BE>BDBEFAO@8 >4A4?4@8.

�AGFD8 D578BA4 EB744NFEO 68DFG4?LAO5 G4EFAO5 B5?4>4 (VPC) 4 87B?8DB64AAO5 E5F56O5 ED54O, 745 @B6AB 
D47@5M4FL D5EGDEO.
�B4E5F8 6AGFD8 VPC CB76B?ONF D4ECD545?OFL D5EGDEO CB 7BA4@ 4BEFGCABEF8 8 B55EC5G864FL 4BCB?A8F5?LAB5 
D4745?5A85 8 >BAFDB?L FD4D8>4.

�?>54?L=4O <=DD4EFDG>FGD4 AWS

 578BA AWS 4 MFB 75B7D4D8G5E>8 BCD545?UAA4O 
B5?4EFL (A4CD8@5D, �6DBC4 ($D4A>DGDF) 8?8 
%,� (�8D468A8O)), EB45D64M4O A5E>B?L>B 7BA 
4BEFGCABEF8.

�BA4 4BEFGCABEF8 A 4 87B?8DB64AAO9 F5AFD 
B5D45BF>8 44AAOE 6 CD545?4E D578BA4, 
E6O74AAO9 E 4DG78@8 7BA4@8 6OEB>BE>BDBEFAO@8 
>4A4?4@8.

�BA4 4BEFGCABEF8 B 4 BF45?LAO9 F5AFD 
B5D45BF>8 44AAOE, D878G5E>8 8 ?B78G5E>8 
A57468E8@O9 BF 7BAO A.

�BA4 4BEFGCABEF8 C 4 5MU B48A 87B?8DB64AAO9 
F5AFD B5D45BF>8 44AAOE, B55EC5G864NM89 
4BCB?A8F5?LAGN GEFB9G86BEFL 8 D575D68DB64A85.

%5F564O >E=>64 AWS

VPC (Virtual Private Cloud) 4 68DFG4?LAB5 
G4EFAB5 B5?4>B, EB744NM55 87B?8DB64AAGN 
E5F56GN ED54G 6AGFD8 AWS.

�G5?8GA4O CB4E5FL 4 G4EFL VPC, D5EGDEO 
>BFBDB9 8@5NF 4BEFGC > �AF5DA5FG (A4CD8@5D, 
655-E5D65DO).

'4EFA4O CB4E5FL 4 87B?8DB64AA4O G4EFL VPC, 
CD54A47A4G5AA4O 4?O 6AGFD5AA8E D5EGDEB6 
(A4CD8@5D, 547 44AAOE), 557 CDO@B7B 4BEFGC4 > 
�AF5DA5FG.

,?N7 �AF5DA5F4 (Internet Gateway) 4 
>B@CBA5AF, B55EC5G864NM89 EB548A5A85 VPC E 
�AF5DA5FB@ 8 B5@5A FD4D8>B@ @564G A8@8.

&45?8F4 @4DLDGFB6 (Route Table) 4 A45BD 
CD468?, BCD545?ONM8E, >G44 A4CD46?O5FEO 
E5F56B9 FD4D8> 87 CB4E5F59 6AGFD8 VPC.



�E=>6O 557>?4E=>EF8 8 
845=F8D8>4F88
�57BC4EABEFL 6 AWS EFDB8FEO 6B>DG7 GCD46?5A8O 845AF8D8>4F859 8 
4BEFGCB@ (IAM 4 Identity and Access Management), >BFBDB5 
BCD545?O5F, >FB @B65F CB?GG8FL 4BEFGC > D5EGDE4@ 8 GFB BA @B65F E 
A8@8 45?4FL.

IAM B55EC5G8645F 4GF5AF8D8>4F8N (CB4F65D645A85 ?8GABEF8 
CB?L7B64F5?O) 8 46FBD874F8N (D47D5L5A85 459EF689), DBD@8DGO 
BEAB6G 557BC4EABEF8 6E5E E5D68EB6 AWS.
�D8AF8C @<A<@4?LAB A5B5EB4<@OE CD46 D54?87G5FEO G5D57 785>GN 
E8EF5@G CB?8F8> 4 BA8 @B7GF CD8@5AOFLEO >4> > CB?L7B64F5?O@ 8 
DB?O@, F4> 8 A4CDO@GN > D5EGDE4@, B55EC5G864O EFDB789 >BAFDB?L 
4BEFGC4 A4 6E5E GDB6AOE.



! ���¬ IAM
�>?L7>64F5?8 IAM 4 MFB 8A48684G4?LAO5 GG5FAO5 74C8E8 E CBEFBOAAO@8 845AF8D8>4F8BAAO@8 44AAO@8 
(A4CD8@5D, ?B78AB@ 8 >?NG4@8 4BEFGC4). �A8 CD54A47A4G5AO 4?O ?N459 8?8 E8EF5@, >BFBDO@ FD55G5FEO 
CBEFBOAAO9 4BEFGC > AWS.

 >?8 IAM 4 MFB 6D5@5AAO5 845AF8GABEF8, >BFBDO5 @B6AB "CD8A8@4FL A4 E55O". �A8 8ECB?L7GNFEO 4?O 
557BC4EAB7B 6748@B459EF68O @564G E?G654@8 AWS 8?8 CD8 CD54BEF46?5A88 4BEFGC4 6A5LA8@ CB?L7B64F5?O@ 
557 A5B5EB48@BEF8 EB74464FL BF45?LAO5 GG5FAO5 74C8E8.

�@G??O IAM 4 B5N548AONF CB?L7B64F5?59, GFB5O GCDBEF8FL GCD46?5A85 D47D5L5A8O@8. �B?8F8>8, 
A47A4G5AAO5 7DGCC5, 46FB@4F8G5E>8 CD8@5AONFEO >B 6E5@ 5U GG4EFA8>4@.

�>?8F8>8 IAM 4 MFB 4B>G@5AFO 6 DBD@4F5 JSON, >BFBDO5 BCD545?ONF, >4>85 459EF68O D47D5L5AO 8?8 
74CD5M5AO 4?O CB?L7B64F5?59, 7DGCC 8?8 DB?59.

� ¡�¦���� 
����¡�¤���§��

Root User - 6?445?5F 
GG5FAB9 74C8E8

�B?L7B64F5?L IAM - 
8A48684G4?LA4O 
845AF8GABEFL

�DGCC4 IAM - >B??5>F8O 
CB?L7B64F5?59

 B?L IAM - CD8A8@45@4O 
845AF8GABEFL

!���������¸ 
�����¨����

'CD46?O5@4O CB?8F8>4 - 
CB6FBDAB 8ECB?L7G5@O5 
D47D5L5A8O

�EFDB5AA4O CB?8F8>4 - 
CDO@B5 CD8EB548A5A85

�B?8F8>4 D5EGDEB6 - 
D47D5L5A8O A4 BEAB65 
D5EGDEB6

��©�©���¬� �� ¢� ¬

�BD78A4 S3 - ED4A8?8M5 
B5N5>FB6

�AEF4AE EC2 - 
6OG8E?8F5?LAO9 D5EGDE





�57>?4E=>EFL <564G GG5F=O<8 74?8EO<8
�BEFGC @564G GG5FAO@8 74C8EO@8 (Cross-Account Access)

,45?BAO 4BEFGC4 @564G GG5FAO@8 74C8EO@8 8ECB?L7GNF DB?8 IAM, GFB5O B55EC5G8FL 557BC4EAB5 
6748@B459EF685 @564G D47AO@8 GG5FAO@8 74C8EO@8 AWS 557 C5D544G8 4B?7BEDBGAOE GG5FAOE 44AAOE.

&4>B9 CB4EB4 CB76B?O5F B4AB9 GG5FAB9 74C8E8 6D5@5AAB <CD8A8@4FL= DB?L 87 4DG7B9, CB?GG4O 4BEFGC FB?L>B > 
F5@ D5EGDE4@, >BFBDO5 O6AB D47D5L5AO CB?8F8>4@8.
-F4 @B45?L BEB55AAB 646A4 4?O:

4DE8F5>FGD E @AB65EF6B@ GG5FAOE 74C8E59 (multi-account), 745 D5EGDEO 8 >B@4A4O 87B?8DB64AO 4?O 
557BC4EABEF8;

8AF57D4F88 EB EFBDBAA8@8 E5D68E4@8 8 CD8?B65A8O@8, >BFBDO@ FD55G5FEO B7D4A8G5AAO9 4BEFGC 557 
>B@CDB@5F4F88 GG5FAOE 44AAOE.



�OG<E?<F5?L=O5 < >>=F5==5D=O5 E5D6<EO
�������µ �ª£�������¨��µ ��¡����������� AWS �¢���ª���� ���¨ ������ 4 �� ������� �������µ ��� 
��������� �� �������¨´ ������µ��ª¢ ����������ª¢ ��¥����.

� �� ������ ����� Amazon EC2, ����������µ´¦�� �������¨�ª� ��¥��ª � ����ª� ����������� 
�����¤������ ��������, ���¡�����¤��� � ���¨´. �� ������ ���¤� ������� ��¢�����µ AWS Lambda 4 
���ª�����-��������������µ ����¡����, ��� ��� ����������µ ��� ���������µ ��¡������������.

����� ¯���� ��������µ�� ���������´��µ ����������ª� ��¥���µ:

Amazon ECS (Elastic Container Service) 4 ������ ��µ ��������¤�� ����������� � ����������¨´ 
�����¦���µ �� ���������ª¢ ECĈ-��������¢.

AWS Fargate 4 ������� ������� ECS ��� EKS ��� ���������µ ���������, ��� AWS ��������£���� 
�ª���µ�� ������ª ��� ���������ª.

Amazon EKS (Elastic Kubernetes Service) 4 ������µ��ª� Kubernetes, ������£���´¦�� ������������¨ �� 
���������ª�� ������������� ¯��������ª Kubernetes.

�DGCCO 46FB-@4ELF458DB64A8O (Auto Scaling Groups) ���ª¥�´� ���������¨ � �����������¨ ������, 
��������£���� ������µµ ��� �����µµ �������ª � ����������� �� ��������.
�4?4AE8DB6M8>8 A47DG7>8 (Application Load Balancers) ���������� ���������µ´� �¢��µ¦�� ���¡�� ����� 
������ª�� ����������, ������£���µ �����£�����¨ � �ª����´ ����������¨.

��������� ¯��� �����¢�� �������� �ª�����¨ �������¨�ª� ������¨ �������¤��:

EC2 4 ����� ����� ����ª� �������¨.

ECS 4 ��µ ������µ���� ��������¤�� �����������.

Fargate 4 ��µ ����������� ��� ��������.

Lambda 4 ��µ ���ª����ª¢ � ���������£�ª¢ ����£�¢ ��������.

����ª� ������¨ ���������µ�� ������ ����� �������¨´ � ��������� ¯��������¤��.



%5FL < 4>EF46>4 >>=F5=F4
AWS B5N548AO5F 6<DFG4?LAGN G4EFAGN B5?4GAGN <ADD4EFDG>FGDG (VPC) 8 7?B54?LAO5 E5F56O5 E?G65O, 
B55EC5G864O 557BC4EAB5 CB4>?NG5A85 8 5OEFDGN 4BEF46>G >BAF5AF4 CB 6E5@G @8DG.

�4 D57<BA4?LAB@ GDB6A5 459EF6G5F Amazon VPC (Virtual Private Cloud) 4 87B?8DB64AA4O E5FL, 6 >BFBDB9 
D47@5M4NFEO D5EGDEO, GCD46?O5@O5 CB?L7B64F5?5@. �A4 CD54BEF46?O5F >BAFDB?L A44 IP-484C47BA4@8, 
@4DLDGF874F859, CB4E5FO@8 8 L?N74@8.

�4 7?B54?LAB@ GDB6A5 D45BF4NF E?G65O, B55EC5G864NM85 E6O7ABEFL 8 4BEF46>G 44AAOE:

Amazon CloudFront 4 E5FL 4BEF46>8 >BAF5AF4 (CDN), GE>BDONM4O D4ECDBEFD4A5A85 44AAOE CB?L7B64F5?O@ 
CB 6E5@G @8DG.

AWS Global Accelerator 4 G?GGL45F CDB876B48F5?LABEFL 8 4BEFGCABEFL CD8?B65A89, A4CD46?OO FD4D8> CB 
BCF8@4?LAO@ @4DLDGF4@ 7?B54?LAB9 E5F8 AWS.

AWS Direct Connect 4 CD54BEF46?O5F 6O45?5AAB5 CB4>?NG5A85 > AWS 87 ?B>4?LAOE 44F4-F5AFDB6, 
CB6OL4O 557BC4EABEFL 8 EF458?LABEFL >4A4?B6 E6O78.

AWS Transit Gateway 4 F5AFD4?87G5F @4DLDGF874F8N @564G A5E>B?L>8@8 VPC 8 ?B>4?LAO@8 E5FO@8.

�BA8@4A85 D47?8G89 @564G 7?B54?LAO@< E?G654@< (A4CD8@5D, CloudFront, Global Accelerator) 8 
D57<BA4?LAB= <ADD4EFDG>FGDB= VPC CB@B745F CDB5>F8DB64FL CD8?B65A8O, >BFBDO5 B4AB6D5@5AAB 
@4ELF458DGNFEO 7?B54?LAB 8 BEF4NFEO 87B?8DB64AAO@8 8 557BC4EAO@8 6AGFD8 D578BA4.

�?>54?L=O5 E?G65O

Route 53, CloudFront

$57<>=4?L=4O E5FL

VPC, CB4E5F8, L?N7O

�>>4?L=O5 D5EGDEO

EC2, RDS, CD8?B65A8O



�?>54?L=O5 E5F<
Amazon Route 53 CD54BEF46?O5F GCD46?O5@O5 E?G65O DNS E CB445D6>B9 8AF5??5>FG4?LAB9 @4DLDGF874F88 8 
CDB65D>8 D45BFBECBEB5ABEF8 D5EGDEB6. -FB CB76B?O5F A4CD46?OFL CB?L7B64F5?59 > 5?8649L8@ 8 A485B?55 
4BEFGCAO@ FBG>4@ CD8?B65A8O, B55EC5G864O BF>47BGEFB9G86BEFL 8 BCF8@4?LAGN CDB876B48F5?LABEFL.

Amazon CloudFront 4 MFB 7?>54?L=4O A5BL 4>AB46>8 >>=B5=B4 (CDN), >BFBD4O >ML8DG5F 44AAO5 A4 
?>7@4=8G=OE C7?4E (edge locations) CB 6E5@G @8DG. -FB EB>D4M45F 7445D6>8 CD8 747DG7>5 8 CB6OL45F 
E>BDBEFL BF>?8>4 CD8?B65A89 4?O CB?L7B64F5?59 A57468E8@B BF 8E @5EFBCB?B65A8O.



%5FL VPC
%5FL AWS CBEFDB5A4 A4 >BAF5CF88 Virtual Private Cloud (VPC) 4 68DFG4?LAB7B G4EFAB7B B5?4>4, >BFBDB5 
EB744UF 87B?8DB64AAGN E5F56GN ED54G 6AGFD8 D578BA4 AWS. � D4@>4E VPC 6O BCD545?O5F5 484C47BAO IP-
44D5EB6, EB744UF5 CB4E5F8, @4DLDGFO 8 GCD46?O5F5 CB4>?NG5A85@ > �AF5DA5FG.

�57BC4EABEFL B55EC5G8645FEO @AB7BGDB6A56O@ >BAFDB?5@ 4BEFGC4, 6>?NG4NM8@:

Security Groups 4 CD468?4 4?O GCD46?5A8O 6EB4OM8@ 8 8EEB4OM8@ FD4D8>B@ A4 GDB6A5 8AEF4AEB6.

Network ACL (Access Control Lists) 4 D8?LFD4F8O FD4D8>4 A4 GDB6A5 CB4E5F59.

Route Tables 4 BCD545?ONF @4DLDGFO E5F56B7B FD4D8>4 6AGFD8 8 74 CD545?4@8 VPC.

�B4>?NG5A85 > �AF5DA5FG BD74A87G5FEO G5D57 D47AO5 @5E4A87@O:

Internet Gateway (IGW) 4 B55EC5G8645F 6OEB4 CG5?8GAOE CB4E5F59 6 �AF5DA5F.

NAT Gateway 4 CB76B?O5F G4EFAO@ D5EGDE4@ 8A8F88DB64FL 8EEB4OM85 CB4>?NG5A8O 557 CDO@B7B 4BEFGC4 
87 �AF5DA5F4.

VPC Peering 8 Transit Gateway 4 EB548AONF A5E>B?L>B VPC 4?O 557BC4EAB7B B5@5A4 FD4D8>B@.





%D4=5=85 8 5474 44==OE
AWS CD54BEF46?O5F L8DB>89 EC5>FD E5D68EB6 4?O ED4A5A8O 44AAOE 8 GCD46?5A8O 5474@8 44AAOE 4 BF 
4B?7B6D5@5AAB7B ED4A5A8O B5N5>FB6 4B 6OEB>BCDB876B48F5?LAOE GCD46?O5@OE %'��.

%D4=5=85 44==OE

Amazon S3 (Simple Storage Service) 4 B5N5>FAB5 ED4A8?8M5, B55EC5G864NM55 CD4>F8G5E>8 
A5B7D4A8G5AAGN @4ELF458DG5@BEFL 8 4B?7B65GABEFL A4 GDB6A5 99.999999999% (11 456OFB>). 
�B445D68645F A5E>B?L>B >?4EEB6 ED4A5A8O (Standard, Infrequent Access, Glacier), GFB CB76B?O5F 
BCF8@878DB64FL EFB8@BEFL CB4 D47AO5 EF5A4D88 4BEFGC4.

Amazon EBS (Elastic Block Store) 4 5?BGAB5 ED4A8?8M5 4?O EC2-8AEF4AEB6, B55EC5G864NM55 A87>GN 
7445D6>G 8 6OEB>GN CDB876B48F5?LABEFL. �B4EB48F 4?O 547 44AAOE, 6GDA4?B6 FD4A74>F89 8 4DG78E 
CD8?B65A89 E G4EFO@8 BC5D4F8O@8 GF5A8O/74C8E8.

�47O 44==OE

Amazon RDS (Relational Database Service) 4 GCD46?O5@4O E?G654 D5?OF8BAAOE 547 44AAOE (MySQL, 
PostgreSQL, MariaDB, Oracle, SQL Server). �6FB@4F878DG5F D575D6AB5 >BC8DB64A85, C4FG8 8 
@4ELF458DB64A85, EA864O BC5D4F8BAAO5 74FD4FO.

Amazon DynamoDB 4 55EE5D65DA4O NoSQL-5474 44AAOE E 46FB@4F8G5E>8@ @4ELF458DB64A85@ 8 
6B7@B6ABEFLN 7?B54?LAB9 D5C?8>4F88 4?O @8A8@4?LAB9 7445D6>8 4BEFGC4.

Amazon ElastiCache 4 E?G654 >ML8DB64A8O 6 C4@OF8 (Redis, Memcached), GE>BDONM4O D45BFG CD8?B65A89 
74 EGUF ED4A5A8O G4EFB 74CD4L8645@OE 44AAOE 6 BC5D4F86AB9 C4@OF8.

�O5>D GD>6=O ED4=5=8O

�D8 CDB5>F8DB64A88 E8EF5@ ED4A5A8O 8 547 44AAOE 646AB GG8FO64FL 54?4AE @564G:

4B?7B65GABEFLN (S3 4 @4>E8@G@ A44U6ABEF8 4?O 4DE864F88 8 5M>4CB6),

CDB876B48F5?LABEFLN (EBS 4 6OEB>4O E>BDBEFL 66B44/6O6B44 4?O 4>F86AOE 44AAOE),

BC5D4F8BAAO@8 8745D6>4@8 (RDS 8 DynamoDB 4 46FB@4F874F8O 8 @8A8@874F8O 44@8A8EFD8DB64A8O).

&4>B9 CB4EB4 CB76B?O5F EFDB8FL 785>85 8 A44U6AO5 4DE8F5>FGDO, 444CF8DB64AAO5 CB4 CBFD55ABEF8 
CD8?B65A89 4 BF 4DE86AB7B ED4A5A8O 4B 6OEB>BA47DG65AAOE FD4A74>F8BAAOE E8EF5@.



'CD46?5A<5 < 44@<A<EFD<DB64A<5
%B6D5@5AAO5 D4ECD545?UAAO5 E8EF5@O FD55GNF A5 FB?L>B A44U6AB9 8ADD4EFDG>FGDO, AB 8 GCD46?O5@BEF8 A4 
GDB6A5 BD74A874F88. %?G65O GCD46?5A8O AWS DBD@8DGNF BEAB6G 4?O MFB7B, B5N548AOO CB4EB4O 
8ADD4EFDG>FGDO >4> >B44 (Infrastructure as Code, IaC), 85D4DE8G5E>B7B GCD46?5A8O GG5FAO@8 74C8EO@8 8 
BC5D4F8BAAB7B >BAFDB?O.

AWS CloudFormation D54?87G5F 45>?4D4F86AGN @B45?L GCD46?5A8O 8ADD4EFDG>FGDB9. % CB@BMLN L45?BAB6 6 
DBD@4F5 YAML 8?8 JSON BC8EO64NFEO D5EGDEO 8 8E 7468E8@BEF8 4 BF E5F56OE >B@CBA5AFB6 4B 547 44AAOE 8 
CD8?B65A89. &4>B9 CB4EB4 B55EC5G8645F 6BECDB876B48@BEFL B>DG65A89, >BAFDB?L 65DE89, 6B7@B6ABEFL 
46FB@4F8G5E>B7B BF>4F4 8 4A4?87 87@5A5A89 (drift detection). �ADD4EFDG>FGD4 EF4AB68FEO >B4B@, CB444NM8@EO 
D56LN 8 8AF57D4F88 6 CI/CD-CDBF5EEO, GFB EGM5EF65AAB CB6OL45F A44U6ABEFL 8 EB7?4EB64AABEFL 
D476UDFO64A89.

�4 GDB6A5 BD74A874F88 GCD46?5A85 55DUF A4 E55O AWS Organizations. -FBF E5D68E CB76B?O5F B5N548AOFL 
A5E>B?L>B GGUFAOE 74C8E59 6 85D4DE8G5E>GN EFDG>FGDG E >BAEB?848DB64AAO@ 58??8A7B@ 8 A4E?54B64A85@ 
CB?8F8>. % CB@BMLN Service Control Policies (SCP) 44@8A8EFD4FBDO 7444NF 7?B54?LAO5 B7D4A8G5A8O 8 CD468?4 
557BC4EABEF8, >BFBDO5 459EF6GNF 6B 6E5E GG5FAOE 74C8EOE, A57468E8@B BF CD46 ?B>4?LAOE 44@8A8EFD4FBDB6. 
-FB EB744UF 54?4AE @564G F5AFD4?87B64AAO@ >BAFDB?5@ 8 46FBAB@859 BF45?LAOE >B@4A4.

�C5D4F8BAAO9 E?B9 D54?87G5FEO G5D57 AWS Systems Manager (SSM) 4 GA865DE4?LAGN C?4FDBD@G 4?O 
B5E?G6864A8O 8 >BAFDB?O 8ADD4EFDG>FGDO. % 5U CB@BMLN @B6AB GCD46?OFL 8ECD46?5A8O@8, CDB65DOFL 
EBBF65FEF685 >BAD87GD4F89 CB?8F8>4@ 557BC4EABEF8 8 CB4>?NG4FLEO > 8AEF4AE4@ G5D57 Session Manager, A5 
BF>DO64O SSH-4BEFGC. �B@CBA5AF Parameter Store B55EC5G8645F 557BC4EAB5 ED4A5A85 >BAD87GD4F89 8 
E5>D5FB6 E 6B7@B6ABEFLN 8AF57D4F88 6 CloudFormation 8 4DG785 E5D68EO AWS.

&4>8@ B5D47B@, 6 AWS DBD@8DG5FEO FDUEGDB6A564O 85D4DE8O GCD46?5A8O:

�D74A874F8BAAO9 GDB65AL (Organizations, SCP) 4 EFD4F578G5E>85 7D4A8FO 8 F5AFD4?87B64AAO5 
CB?8F8>8.

�ADD4EFDG>FGDAO9 GDB65AL (CloudFormation) 4 EB744A85 8 >BAD87GD4F8O D5EGDEB6.

�C5D4F8BAAO9 GDB65AL (Systems Manager, Parameter Store) 4 M>EC?G4F4F8O 8 >BAFDB?L EBEFBOA8O.

-F4 EFDG>FGD4 B55EC5G8645F >BDCBD4F86AO9 @4ELF45 GCD46?5A8O 8ADD4EFDG>FGDB9 CD8 EBED4A5A88 785>BEF8 
8 A57468E8@BEF8 BF45?LAOE >B@4A4. � E8EF5@AB@ 48749A5 BA4 EF4AB68FEO DGA44@5AFB@ 4?O CBEFDB5A8O 
GCD46?O5@OE, EB7?4EB64AAOE 8 557BC4EAOE B5?4GAOE ED54.





�45?N445@BEFL < 4A4?<F<>4
�45?N445@BEFL (observability) 4 MFB >?NG56B9 M?5@5AF E8EF5@AB7B 48749A4 EB6D5@5AAOE D4ECD545?UAAOE 
E8EF5@. � AWS BA4 EFDB8FEO A4 EBG5F4A88 native-E5D68EB6 8 EFBDBAA8E D5L5A89, >BFBDO5 6@5EF5 
B55EC5G864NF CDB7D4GABEFL, >BDD5?OF8N EB5OF89 8 D4AA55 B5A4DG65A85 CDB5?5@.

Amazon CloudWatch O6?O5FEO F5AFD4?LAO@ >B@CBA5AFB@ M>BE8EF5@O A45?N445@BEF8. �A EB58D45F @5FD8>8 8 
?B78 EB 6E5E E5D68EB6 AWS, CB?L7B64F5?LE>8E CD8?B65A89 8 E8EF5@AOE 475AFB6.

CloudWatch Metrics 4 47D578DG5F @5FD8>8 8ADD4EFDG>FGDO (A47DG7>4, 7445D6>4, 8ECB?L7B64A85 D5EGDEB6).

CloudWatch Logs 4 F5AFD4?87G5F 6GDA4?O, CB76B?O5F 6OCB?AOFL CB8E> 8 EFDB8FL 687G4?874F88 A4 8E 
BEAB65.

CloudWatch Alarms 8 Dashboards 4 B55EC5G864NF 46FB@4F8G5E>B5 BCB65M5A85 8 687G4?LAO9 >BAFDB?L 
EBEFBOA8O E8EF5@O.

�?O 7?G5B>B7B 4A4?874 D4ECD545?UAAOE E8EF5@ 8ECB?L7G5FEO AWS X-Ray, >BFBDO9 6OCB?AO5F FD4EE8DB6>G 
74CDBEB6 G5D57 @8>DBE5D68EO, DGA>F88 Lambda 8 API Gateway. �A CB@B745F 6OO6?OFL G7>85 @5EF4, 
A5MDD5>F86AO5 6O7B6O 8 BL85>8 6 F5CBG>5 7468E8@BEF59. �AF57D4F8O X-Ray E CloudWatch EB744UF E>6B7AB9 
>BAF5>EF @564G @5FD8>4@8, ?B74@8 8 FD4EE8DB6>4@8, GFB BEB55AAB F5AAB 4?O >BDD5?OF8BAAB7B 4A4?874.

�B@8@B 6EFDB5AAOE 8AEFDG@5AFB6, AWS CB445D68645F 8AF57D4F8N EB EFBDBAA8@8 C?4FDBD@4@8 
A45?N445@BEF8, F4>8@8 >4> Datadog, New Relic 8 Grafana.
� G4EFABEF8, Datadog D4EL8DO5F DGA>F8BA4?LABEFL CloudWatch 74 EGUF:

CDB468AGFB9 4A4?8F8>8 @5FD8> 8 ?B7B6,

8AF5??5>FG4?LAOE BCB65M5A89,

C4A5?59 @BA8FBD8A74, B5N548AONM8E 44AAO5 87 AWS, CD8?B65A89 8 EFBDBAA8E E8EF5@.
�75AF Datadog EB58D45F @5FD8>8 E EC2, >BAF59A5DB6, Lambda 8 E5D68EB6 AWS, B55EC5G864O 548AGN 
A45?N445@BEFL 4?O 785D84AOE 8 @G?LF8B5?4GAOE 4DE8F5>FGD.

�5D4DE8O A45?N445@BEF8 AWS 6O7?O48F E?54GNM8@ B5D47B@:

%5BD 44AAOE 4 CloudWatch 8 475AFO Datadog EB58D4NF @5FD8>8, ?B78 8 FD4EE8DB6>8.1.

�A4?87 8 >BDD5?OF8O 4 X-Ray 8 4A4?8F8G5E>85 8AEFDG@5AFO Datadog E6O7O64NF 44AAO5 @564G 
E5D68E4@8.

2.

�87G4?874F8O 8 BCB65M5A85 4 CloudWatch Dashboards, Datadog 8 SNS G654B@?ONF B EB5OF8OE 8 
CD54BEF46?ONF >BAF5>EF.

3.

&4>B9 CB4EB4 CB76B?O5F D54?87B64FL CDB4>F86AO9 @BA8FBD8A7: A5 CDBEFB D8>E8DB64FL E5B8, 4 
CDB7AB78DB64FL CDB5?5@O 4B FB7B, >4> BA8 CB6?8ONF A4 CB?L7B64F5?59, 8 8ECB?L7B64FL EB5D4AAO5 44AAO5 
4?O A5CD5DO6AB9 BCF8@874F88 CDB876B48F5?LABEF8.



�?NG56O5 6748@>E6O78
�4 CD86545AAOE 6OL5 4847D4@@4E CB>474AB, >4> D5EGDEO AWS 6 >464B9 >4F57BD88 E6O74AO 4DG7 E 4DG7B@. 
�865 CD86545AO A5>BFBDO5 646AO5 @56>4F57BD89AO5 6748@BE6O78:

�OG8E?8F5?LAO5 E?G65O D45BF4NF 6 VPC E5F59 8 8ECB?L7GNF D5EGDEO ED4A5A8O 4?O B55EC5G5A8O 
CBEFBOAEF64

�B?8F8>8 8 ED54EF64 >BAFDB?O 557BC4EABEF8 CD8@5AONFEO >B 6E5@ >4F57BD8O@ E?G65, 4 IAM B55EC5G8645F 
BEAB6G 4?O 4GF5AF8D8>4F88

%?G65O GCD46?5A8O, F4>85 >4> CloudFormation, CD54BEF46?ONF D5EGDEO 6B 6E5E >4F57BD8OE E 
8ECB?L7B64A85@ 8ADD4EFDG>FGDO >4> >B44

�AEFDG@5AFO A45?N445@BEF8 BFE?56864NF 8 EB58D4NF 44AAO5 87 D5EGDEB6 6E5E >4F57BD89 E?G65.

%?G65O ED4A5A8O 8AF57D8DB64AO EB E?G654@8 557BC4EABEF8 4?O L8DDB64A8O 8 >BAFDB?O 4BEFGC4.

%5FL B55EC5G8645F BEAB6G 4?O CB4>?NG5A8O, >BFBD4O CB76B?O5F E?G654@ 6OG8E?5A89 557BC4EAB 
B5@5A864FLEO 44AAO@8.

-F4 >?4EE8D8>4F8O CB@B745F D47D45BFG8>4@ CBAOFL, >4> E?G65O AWS 6748@B459EF6GNF 4DG7 E 4DG7B@ 4?O 
EB744A8O 557BC4EAOE, @4ELF458DG5@OE 8 A45?N445@OE B5?4GAOE CD8?B65A89, EBED4AOO CD8 MFB@ 
BC5D4F8BAAGN MDD5>F86ABEFL 74 EG5F 46FB@4F874F88 8 GCD46?5A8O.


