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�EAB6AO5 D47?8G8O @564G 4GF5AF8D8>4F859 
8 46FBD874F859

�GF5AF8D8>4F8O
�GF5=F8D8>4F8O CDB65DO5F ?8GABEFL: 
CB4F65D6445F, GFB CB?L7B64F5?8 O6?ONFEO F5@8, 
74 >B7B E55O 6O44NF, CGF5@ CDB65D>8 GG5FAOE 
44AAOE.

�6FBD874F8O
�6F>D874F8O >BAFDB?8DG5F 4BEFGC: BCD545?O5F, > 
G5@G 4GF5AF8D8F8DB64AAO5 CB?L7B64F5?8 @B7GF 
CB?GG8FL 4BEFGC 8?8 GFB BA8 @B7GF 6OCB?AOFL 6 
E8EF5@5, 8EEB4O 87 8E D47D5L5A89 8 DB?59.



�@8B8G5A>4O 646=>ABL >558E A8AB5< 
557>?4A=>AB8
�54 MF8E GDB6AO 557BC4EABEF8 8@5NF D5L4NM55 7A4G5A85: E5B8 6 4GF5AF8D8>4F88 CB76B?ONF CB445?4FL 
?8GABEFL, 4 E5B8 6 46FBD874F88 CD86B4OF > A5E4A>F8BA8DB64AAB@G 4BEFGCG > 44AAO@. �54 EF5A4D8O EB744NF 
E5DL57AO5 GO768@BEF8 6 557BC4EABEF8, >BFBDO5 @B7GF 8@5FL E5DL57AO5 CBE?54EF68O 4?O 587A5E4.
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 4AA85 @5FB4O 4GF5AF8D8>4F88 BEAB6O64?8EL A4 CDBEFOE >B@58A4F8OE 8@5A8 CB?L7B64F5?O 8 C4DB?O, GFB 
5O?B 4BEF4FBGAB, >B744 E8EF5@O FD55B64?8 D878G5E>B7B 4BEFGC4.  4768F85 B5?4GAOE E8EF5@ CBFD55B64?B 
5B?55 E?B6AOE CB4EB4B6 > 4GF5AF8D8>4F88 4?O 5BDL5O E D4EL8D5AAO@8 65>FBD4@8 4F4>.
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�F 547>6>9 > 449465EF-4GF5=F8D8>4F88

�47>64O 4GF5=F8D8>4F8O

�47>64O 4GF5=F8D8>4F8O C5D54464?4 GG5FAO5 
44AAO5 6 6845 B5OGAB7B F5>EF4 E >464O@ 74CDBEB@, 
EB74464O 7A4G8F5?LAO5 GO768@BEF8 6 557BC4EABEF8 
87-74 D4E>DOF8O GG5FAOE 44AAOE 6B 6D5@O C5D544G8 
CB E5F8.

�49465EF-4GF5=F8D8>4F8O

�49465EF-4GF5=F8D8>4F8O COF4?4EL D5L8FL MFG 
BG5684AGN CDB5?5@G CGF5@ E5L8DB64A8O C4DB?59 
C5D54 8E BFCD46>B9. -FB 5O?B ?GGL5, G5@ A8G57B, AB 
6E5 D46AB A5 8454?LAB 4 E4>5DO CB-CD56A5@G 
@B7?8 8ECB?L7B64FL D44G6AO5 F45?8FO 4?O 67?B@4 
MF8E E5L59, 4 BEF4?LAO5 44AAO5 CB-CD56A5@G 
C5D54464?8EL 557 74M8FO.



$56B?NF<O FB>5AB6 < @AB7BD4>FBDAB= 
4GF5AF<D<>4F<<
�������¡���¤�µ �� ������ ������� CD5B5D47B64?4 557BC4EABEFL, BF45?86 CDB65D>G GG5FAOE 44AAOE BF 
CBEFBOAAB7B 4BEFGC4. �B?L7B64F5?8 CDBEB4OF 4GF5AF8D8>4F8N B48A D47, GFB5O CB?GG8FL FB>5A, >BFBDO9 
46FBD87G5F CBE?54GNM85 74CDBEO. $>F4F<O F>>5=>6 CB6OL45F 557BC4EABEFL 74 EG5F 46FB@4F8G5E>8E F8>?B6 
B5AB6?5A8O FB>5AB6 (B5OGAB 15-60 @8AGF), 6O4464O AB6O5 FB>5AO 8 45?4O CD54O4GM85 A5459EF68F5?LAO@8. 
�DB876B4EF65AAO5 E8EF5@O D54?87GNF @5E4A87@O B5AB6?5A8O FB>5AB6 4?O CB445D64A8O E54AEB6 
CB?L7B64F5?59 557 CB6FBDAB9 4GF5AF8D8>4F88.

�����¡�������µ �������¡���¤�µ (MFA) CBL?4 5M5 44?LL5, FD55GO A5E>B?L>8E 4B>474F5?LEF6: GFB-FB, GFB 6O 
7A45F5 (C4DB?L), GFB-FB, GFB G 64E 5EFL (64L F5?5DBA), 4 8AB744 8 GFB-FB, GFB 6O 5EFL (64L BFC5G4FB> C4?LF4). 
�A574CAB >D464 FB?L>B 64L57B C4DB?O C5D5EF4?4 5OFL 4BEF4FBGAB9.



�D>F>>>?O 4GF5=F<D<>4F<<
%B6D5@5AA4O 4GF5AF8D8>4F8O BEAB64A4 A4 EF4A44DF878DB64AAOE CDBFB>B?4E, >BFBDO5 B55EC5G864NF 
557BC4EAGN, 6748@BEB6@5EF8@GN 4GF5AF8D8>4F8N 6 D47?8GAOE E8EF5@4E 8 CD8?B65A8OE.

SAML

XML-CDBFB>B? 4?O 
>BDCBD4F86AB7B SSO

OAuth 2.0

�6FBD874F8O FD5FL8E 
EFBDBA 557 GG5FAOE 44AAOE

OpenID Connect

$4EL8D5A85 OAuth 2.0 4?O 
845AF8D8>4F88



SAML: >>@?>@4F<6=>5 
@5L5=<5 54<=>7> 6E>44
SAML (Security Assertion Markup Language) - MFB BF>DOFO9 EF4A44DF, 
>BFBDO9 CB76B?O5F D54?87B64FL 548AO9 6EB4 (Single Sign-On, SSO) 
@564G D47AO@8 E8EF5@4@8. �A B55EC5G8645F 557BC4EAO9 B5@5A 
44AAO@8 B5 4GF5AF8D8>4F88 @564G E5D68EB@, > >BFBDB@G 
CB?L7B64F5?L EBG5F CB?GG8FL 4BEFGC (A47O645@O@ CDB64945DB@ 
GE?G7), 8 E8EF5@B9, >BFBD4O GCD46?O5F 57B GGUFAO@8 74C8EO@8 
(CDB64945DB@ 845AF8D8>4F88). �B744 CB?L7B64F5?L COF45FEO 6B9F8 6 
CD8?B65A85, 57B C5D5A4CD46?ONF A4 4B65D5AAO9 8EFBGA8> 
4GF5AF8D8>4F88 4 A4CD8@5D, >BDCBD4F86AGN E8EF5@G 6DB45 Okta 8?8 
Google Workspace. �BE?5 GEC5LAB7B 6EB44 MFBF 8EFBGA8> DBD@8DG5F 
SAML-4EE5DL5A 4 CB4C8E4AAB5 EBB5M5A85 6 DBD@4F5 XML, >BFBDB5 
CB4F65D6445F ?8GABEFL CB?L7B64F5?O 8 6B76D4M45F 57B B5D4FAB 6 
CD8?B65A85 G65 46FBD87B64AAO@. &4>8@ B5D47B@, SAML 87546?O5F 
?N459 BF A5B5EB48@BEF8 66B48FL C4DB?8 6 >464B@ E5D68E5 BF45?LAB 
8 CB76B?O5F BD74A874F8O@ F5AFD4?87B64AAB >BAFDB?8DB64FL 4BEFGC, 
CB6OL4O >4> G4B5EF6B, F4> 8 557BC4EABEFL.



OAuth 2.0: 557>?4A=4O 
46B>@874F8O 557 ?4@>?59
OAuth 2.0 4 MFB FB65 EF4A44DF 4?O GCD46?5A8O 4BEFGCB@, AB 57B F5?L 
A5@AB7B 8A4O. �E?8 SAML 6 C5D6GN BG5D54L D5L45F 7444GG 
4GF5AF8D8>4F88 (FB 5EFL CB4F65D645A8O ?8GABEF8 CB?L7B64F5?O) 8 
G4M5 8ECB?L7G5FEO 6 >BDCBD4F86AOE E8EF5@4E, FB OAuth 2.0 
CD54A47A4G5A 4?O 46FBD874F88 4 CD54BEF46?5A8O CD8?B65A8N 
B7D4A8G5AAB7B 4BEFGC4 > 44AAO@ 8?8 459EF68O@ BF 8@5A8 
CB?L7B64F5?O, 557 C5D544G8 C4DB?O.

�4CD8@5D, >B744 6O D47D5L45F5 E49FG CB4>?NG8FLEO > 64L5@G 
Google-4>>4GAFG, GFB5O 8@CBDF8DB64FL >BAF4>FO, 6O D4>F8G5E>8 
8ECB?L7G5F5 OAuth 2.0. � MFB@ E?GG45 Google BEF4UFEO ED4A8F5?5@ 
64L8E GGUFAOE 44AAOE, 4 EFBDBAA55 CD8?B65A85 CB?GG45F FB?L>B 
EC5F84?LAO9 FB>5A 4BEFGC4, >BFBDO9 459EF6G5F B7D4A8G5AAB5 6D5@O 
8 44UF EFDB7B BCD545?UAAO5 CD464.

�DB@5 D47?8G8O 6 F5?8 (46FBD874F8O 8 4GF5AF8D8>4F8O), 87 D47?8G89 
BF@5F8@, GFB SAML EF4DL5, E?B6A55 8 BEAB64A A4 XML, 4 OAuth 2.0 
CDBM5, 785G5 8 8ECB?L7G5F DBD@4F JSON, GFB 45?45F 57B G4B5AO@ 4?O 
EB6D5@5AAOE 655- 8 @B58?LAOE CD8?B65A89. OAuth (8 OIDC, B >BFBDB@ 
A865) ?GGL5 CB4EB48F 4?O 8AF5DA5F-E5D68EB6 8 API, 4 SAML 4 4?O 
>BDCBD4F86AOE E8EF5@ 8 548AB7B 6EB44 6 BD74A874F88.



OpenID Connect: EF4=44DF878D>64==4O 
845=F8D8>4F8O
OpenID Connect (OIDC) 4 MFB EB6D5@5AAB5 D4EL8D5A85 CDBFB>B?4 OAuth 2.0, >BFBDB5 4B546?O5F > A5@G 
4GF5AF<D<>4F<N. �E?8 OAuth BF65G45F A4 6BCDBE «@B6AB ?8 CD8?B65A8N CB?GG8FL 4BEFGC?», FB OIDC 
4B546?O5F BF65F A4 6BCDBE «>FB MFBF CB?L7B64F5?L?».

&5EA8G5E>8 OIDC 8ECB?L7G5F FBF 65 @5E4A87@ FB>5AB6, GFB 8 OAuth 2.0, AB 4BCB?AO5F 57B EC5F84?LAO@ ID-
FB>5AB@ 4 A55B?LL8@ JSON-B5N5>FB@, CB4C8E4AAO@ CDB64945DB@ 845AF8D8>4F88. � AU@ EB45D68FEO 
CDB65D5AA4O 8ADBD@4F8O B CB?L7B64F5?5: 8@O, 44D5E M?5>FDBAAB9 CBGFO, 6D5@O 6EB44 8 CDBG85 44AAO5. 
�?47B44DO MFB@G OIDC CB76B?O5F A5 FB?L>B 6O44FL CD8?B65A8N 4BEFGC, AB 8 FBGAB 7A4FL, >FB 6BLU?.

�B EGF8, OIDC B5N548AO5F ?GGL85 EFBDBAO 46GE @8DB6: CDBEFBFG 8 785>BEFL OAuth 2.0 E 6B7@B6ABEFLN 
4GF5AF8D8>4F88, E4D4>F5DAB9 4?O SAML. �A ?57G5, D45BF45F E JSON 8 HTTP, BF?8GAB CB4EB48F 4?O 655-
CD<?B65A<=, @B5<?LAOE >?<5AFB6 < API, 8 CBMFB@G EF4? EF4A44DFB@ «CB G@B?G4A8N» 4?O EB6D5@5AAOE 
E5D68EB6.



�BDCBD4F<6AO5 E<EF5@O 
GCD46?5A<O <45AF<D<>4F<5=
� >BDCBD4F86AOE ED544E B5OGAB 8ECB?L7GNFEO >4F4?B78 LDAP 4?O 
F5AFD4?87B64AAB7B ED4A5A8O 8ADBD@4F88 B CB?L7B64F5?OE, Active 
Directory 4?O >B@C?5>EAB7B GCD46?5A8O 845AF8D8>4F859 Microsoft 8 
Kerberos 4?O E5F56B9 4GF5AF8D8>4F88 557 CB6FBDAB7B 66B44 GG5FAOE 
44AAOE. -F8 E8EF5@O 8AF57D8DGNFEO G5D57 SAML, GFB5O B55EC5G8FL 
55ECD5COFEF65AAO9 4BEFGC A4 6E5E >BDCBD4F86AOE C?4FDBD@4E.



�O5BD CD46<?LAB7B CDBFB>B?4
�O5BD CDBFB>B?4 7468E8F BF >BA>D5FAOE 4DE8F5>FGDAOE FD55B64A89 8 BD74A874F8BAAB7B >BAF5>EF4:

SAML

BCF8@878DB64A 4?O EF5A4D856 
SSO 6 >BDCBD4F86AB9 ED545 E 
GEF4AB6?5AAB9 
8ADD4EFDG>FGDB9 >4F4?B7B6

OAuth 2.0 + OIDC

CB4EB48F 4?O EB6D5@5AAOE 
655-CD8?B65A89/@B58?LAOE 
CD8?B65A89 8 4DE8F5>FGD A4 
BEAB65 API

�BDCBD4F<6AO5 E<EF5@O

(LDAP, AD, Kerberos) 
B5E?G6864NF BD74A874F88 EB 
E?B6AB9 85D4DE859 
CB?L7B64F5?59 8 
FD55B64A8O@8 > 8AF57D4F88 
GEF4D56L8E E8EF5@



�6B>@874F8O: >>=B@>?L 
4>ABC?4 ?>A?5 
4CB5=B8D8>4F88

-6>?NF8O >>=B@>?O 
4>ABC?4



�F EC<E>B6 >BAFDB?O 4BEFGC4 > EB6D5@5AAO@ 
@B45?O@
�BE?5 GEC5LAB9 4GF5AF8D8>4F88 E8EF5@O 4B?6AO BCD545?OFL CD464 CB?L7B64F5?59 8 CD868?5788 4BEFGC4 E 
CB@BMLN D47?8GAOE @B45?59 46FBD874F88.

 4AA85 E8EF5@O 8ECB?L7B64?8 A?<A>< >>=B@>?O 4>ABC?4 (ACL), >BFBDO5 A4CDO@GN EBCBEF46?O?8 
CB?L7B64F5?59 E CD464@8 4BEFGC4 > D5EGDE4@. -FBF CB4EB4 A5 B55EC5G8645F @4ELF458DG5@BEFL CD8 
GCD46?5A88 FOEOG4@8 CB?L7B64F5?59 8 @8??8BA4@8 D5EGDEB6.

ACL (%C<E>< >BAFDB?O 
4BEFGC4)

�DO@B5 EBCBEF46?5A85 
CB?L7B64F5?59 E D5EGDE4@8

RBAC (�4 BEAB65 DB?5=)

�DGCC8DB64A85 D47D5L5A89 CB 
DB?O@

ABAC/ReBAC (�4 BEAB65 
4FD<5GFB6)

�DB468AGFO5 @B45?8 >BAFDB?O 
4BEFGC4



ACL
�BAFDB?L 4BEFGC4 A4 BEAB65 EC8E>B6 (ACL) 8ECB?L7G5FEO 4?O FBGAB7B, B5N5>FAB-BD85AF8DB64AAB7B GCD46?5A8O 
CD464@8. � >464B9 74C8E8 ACL G>47O645FEO, >FB 8@5AAB 4 >BA>D5FAO9 CB?L7B64F5?L 8?8 7DGCC4 4 8@55F 
4BEFGC > D5EGDEG 8 >4>85 459EF68O 5@G D47D5L5AO: GF5A85, 74C8EL, 6OCB?A5A85 8?8 G44?5A85. &4>B9 CB4EB4 
B55EC5G8645F 6OEB>89 GDB65AL 45F4?874F88 8 785>BEF8 CD8 A4EFDB9>5 557BC4EABEF8.

ACL EBDBLB CB4EB48F 4?O A55B?LL8E 8?8 87B?8DB64AAOE E8EF5@, 745 646AB 8@5FL CB?AO9 >BAFDB?L A44 
>464O@ B5N5>FB@. �B 6 >DGCAOE D4ECD545?UAAOE ED544E 4 B5?4>4E, >BDCBD4F86AOE C?4FDBD@4E 8?8 
@8>DBE5D68EAOE 4DE8F5>FGD4E 4 5U G4EFB 74@5AONF A4 DB?56O5 @B45?8 6DB45 RBAC, >BFBDO5 ?GGL5 
ECD46?ONFEO E @4ELF45B@ 8 F5AFD4?87B64AAO@ GCD46?5A85@. �DB5?5@4 6 FB@, GFB ?N5B5 87@5A5A85 FD55G5F 
B5AB6?5A8O @AB65EF64 74C8E59, GFB CB6OL45F D8E> BL85B> 8 A4DGL5A89 557BC4EABEF8



RBAC: @4ELF45<DG5@B5 GCD46?5A<5 DB?O@<
�>=B@>?L 4>ABC?4 =4 >A=>65 @>?5= (RBAC) G?GGL45F @4ELF458DG5@BEFL 74 EG5F 7DGCC8DB64A8O D47D5L5A89 
CB DB?O@ (D544>FBD, CDBE@4FD864NM89, 44@8A8EFD4FBD) 8 A47A4G5A8O CB?L7B64F5?O@ EBBF65FEF6GNM8E DB?59. 
�EAB6AO5 C?4FDBD@O, 6>?NG4O AWS IAM 8 Kubernetes, D54?87GNF RBAC 4?O G4B5AB7B GCD46?5A8O 
D47D5L5A8O@8.

�4@<A<EFD4FBD

�B?AO9 4BEFGC >B 6E5@ 
D5EGDE4@ 8 A4EFDB9>4@ 
E8EF5@O

 544>FBD

%B744A85, 87@5A5A85 8 
G44?5A85 >BAF5AF4

�DBE@4FD<64NM<=

&B?L>B GF5A85 44AAOE 557 
6B7@B6ABEF8 87@5A5A8O



�DB46<AGFO5 @B45?< >BAFDB?O 4BEFGC4
�7D4A8G5A8O RBAC 6B7A8>4NF, >B744 FD55G5FEO 5B?55 FBA>89 >BAFDB?L. �BAFDB?L 4BEFGC4 A4 BEAB65 
4FD<5GFB6 (ABAC) GEFD4AO5F MF8 B7D4A8G5A8O CGF5@ BF5A>8 A5E>B?L>8E >BAF5>EFAOE 4FD85GFB6: E4D4>F5D8EF8> 
CB?L7B64F5?O, E6B9EF6 D5EGDEB6, GE?B689 B>DG64NM59 ED54O 8 F8CB6 459EF689. ABAC CB76B?O5F 
D54?87B6O64FL E?B6AO5 CB?8F8>8, F4>85 >4>: « 47D5L8FL 4BEFGC, 5E?8 DB?L CB?L7B64F5?O 4 D47D45BFG8> � 
F5?564O ED544 4 F5EFB64O � 74CDBE CBEFGC45F 87 >BDCBD4F86AB7B 484C47BA4 IP-44D5EB6 � 4BEFGC CDB8EEB48F 
6 D45BG55 6D5@O».

'CD46?5A<5 4BEFGCB@ A4 BEAB65 BFABL5A<= (ReBAC) CD54EF46?O5F EB5B9 A485B?55 E?B6AGN @B45?L 
GCD46?5A8O 4BEFGCB@, BCD545?ONMGN D47D5L5A8O A4 BEAB65 BFABL5A89 @564G EGMABEFO@8.  47D5L5A8O 
D5CB78FBD8O GitHub O6?ONFEO CD8@5DB@ F4>B7B CB4EB44: 4BEFGC 7468E8F BF BFABL5A89 6?445A8O, 
EBFDG4A8G5EF64 8?8 G?5AEF64 6 BD74A874F88. ReBAC 5EF5EF65AAO@ B5D47B@ CB4EB48F 4?O E?B6AOE EF5A4D856, 
6>?NG4O 85D4DE8G5E>85 BD74A874F88 8 GCD46?5A85 B5M8@8 D5EGDE4@8.

�DB876B4EF65AAO5 B5?4GAO5 CD8?B65A8O B5OGAB D54?87GNF 785D84AO5 4DE8F5>FGDO >BAFDB?O 4BEFGC4, 
EBG5F4O RBAC 4?O L8DB>8E >4F57BD89 D47D5L5A89 E ABAC 8?8 ReBAC 4?O 5B?55 FBA>B7B >BAFDB?O. �?O GEC5E4 
A5B5EB48@B 6O5D4FL CB4EB4OM85 @B45?8 4?O >BA>D5FAOE >B@CBA5AFB6 E8EF5@O 8 B55EC5G8FL 8E 
CBE?54B64F5?LAGN D54?874F8N 6B 6E59 4DE8F5>FGD5.

RBAC ABAC / 
ReBAC

�FABL5A8O @564G 
EGMABEFO@8

�FD85GFO 8 CB?8F8>8

�7D4A8G5AAO9 >BAF5>EF

 B?8 8 D47D5L5A8O



�6FBD874F8O 6 EB6D5@5AAOE CD8?B65A8OE

SAML GF65D645=<O

SAML GF65D645A8O 6>?NG4NF 6 E55O >4> CDB65D>G 
4GF5AF8D8>4F88, F4> 8 4FD85GFO 46FBD874F88. 
�ADBD@4F8O B DB?OE, C5D544645@4O G5D57 SAML-
BF65FO, 8ADBD@8DG5F CD8A8@4NM85 CD8?B65A8O B 
D47D5L5A8OE CB?L7B64F5?59 8 GDB6AOE 4BEFGC4.

OAuth 2.0 >5?4EF<

OAuth 2.0 D54?87G5F FBGAGN 46FBD874F8N API G5D57 
>5?4EF< 45=EF6<O, >BFBDO5 BCD545?ONF >BA>D5FAO5 
A45BDO D47D5L5A89. �D8?B65A8O 74CD4L864NF 
BCD545?5AAO5 B5?4EF8 459EF68O 6B 6D5@O 
46FBD874F88, GFB CB76B?O5F B7D4A8G8FL 4BEFGC 557 
B5@5A4 GG5FAO@8 44AAO@8 @564G E?G654@8.



&8CO CD54BEF46?5A8O OAuth 2.0
OAuth 2.0 BC8EO645F A5E>B?L>B ECBEB5B6, >4> CD8?B65A85 @B65F CB?GG8FL 4BEFGC > D5EGDE4@ 4 8E A47O64NF 
F8C4@8 CD54BEF46?5A8O (grant types). �464O9 87 A8E CB4EB48F 4?O E6B57B EF5A4D8O: 745-FB CB?L7B64F5?L E4@ 
6EB48F, 4 745-FB CD8?B65A8O B5@5A864NFEO 44AAO@8 @564G EB5B9.

�D54BEF46?5A85 >B44 46FBD874F88 - 
557BC4EAO9 EF4A44DF

-FB BEAB6AB9 8 E4@O9 557BC4EAO9 ECBEB5. 
�B?L7B64F5?L 74EB48F 6 CD8?B65A85, 57B 
C5D5A4CD46?ONF A4 EFD4A8FG 6EB44 (A4CD8@5D, 
Google 8?8 Facebook), BA CB4F65D6445F 4BEFGC, 8 
E8EF5@4 6B76D4M45F CD8?B65A8N >B4 
46FBD874F88. �D8?B65A85 BFCD46?O5F MFBF >B4 
B5D4FAB A4 E5D65D 46FBD874F88 8 CB?GG45F FB>5A 
4BEFGC4.
"4>B9 CB4EB4 G4B55A 4?O 655-CD8?B65A89 8 
B55EC5G8645F 6OEB>89 GDB65AL 557BC4EABEF8, 
CBFB@G GFB FB>5A A5 C5D544UFEO A4CDO@GN G5D57 
5D4G75D.

�5O6AB5 CD54BEF46?5A85 - GEF4D5?B

 4ALL5 8ECB?L7B64?BEL 4?O B4ABEFD4A8GAOE 
CD8?B65A89 (SPA), 745 A5?L7O 5O?B ED4A8FL 
E5>D5FO. "B>5A 4BEFGC4 6O4464?EO ED47G, 557 
CDB@56GFBGAB7B >B44.
!57B4AO MFBF ECBEB5 EG8F45FEO GEF4D56L8@ 8 
A5557BC4EAO@, CBFB@G GFB FB>5A @B65F 5OFL 
C5D5E64G5A 7?BG@OL?5AA8>B@. �@G A4 E@5AG 
CD8LU? GEB65DL5AEF6B64AAO9 64D84AF 4 FBF 65 
CBFB> >B44 46FBD874F88, AB E D4EL8D5A85@ PKCE, 
EC5F84?LAB 4?O SPA.

�D54BEF46?5A85 GG5FAOE 44AAOE >?85AF4 
- 4?O @4L8AAB7B 4BEFGC4

�ECB?L7G5FEO, >B744 6748@B459EF6GNF 464 
E5D68E4 557 GG4EF8O G5?B65>4 4 A4CD8@5D, 
@8>DBE5D68EO 6AGFD8 E8EF5@O. � MFB@ E?GG45 
CD8?B65A85 E4@B «6EB48F» BF E6B57B 8@5A8, 
CD54NO6?OO E6B9 845AF8D8>4FBD 8 E5>D5F, 8 
CB?GG45F FB>5A 4?O 4BEFGC4 > AG6AO@ D5EGDE4@.

�D54BEF46?5A85 C4DB?O 6?445?LF4 
D5EGDE4 - ?GGL5 875574FL

�45EL CB?L7B64F5?L A4CDO@GN 66B48F E6B9 ?B78A 
8 C4DB?L 6 EFBDBAA55 CD8?B65A85, >BFBDB5 74F5@ 
CB?GG45F FB>5A.
"4> 45?4FL @B6AB, AB >D49A5 A565?4F5?LAB 4 
557BC4EA55 6E5744 C5D5A4CD46?OFL CB?L7B64F5?O 
A4 BD8F84?LAO9 M>D4A 46FBD874F88, 4 A5 
EB58D4FL 57B C4DB?L 6 GG6B@ 8AF5DD59E5. -FBF 
ECBEB5 4BCGEF8@ FB?L>B 6 CB?ABEFLN 4B65D5AAB9 
ED545 (A4CD8@5D, 6AGFD8 >BDCBD4F86AB9 
8ADD4EFDG>FGDO).



PKCE: GE8?5AA4O 557BC4EABEFL 4?O @B58?LAOE 
CD8?B65A89
PKCE (CDB87ABE8FEO >4> «C8>E8») 4 MFB D4EL8D5A85 CDBFB>B?4 OAuth 2.0, EB744AAB5 4?O CB6OL5A8O 
557BC4EABEF8 46FBD874F8BAAB7B CBFB>4, BEB55AAB 6 @B5<?LAOE < B4ABEFD4A<GAOE CD<?B65A<OE (SPA), 745 
A5?L7O 557BC4EAB ED4A8FL E5>D5FO. �D8AF8C CDBEF: C5D54 A4G4?B@ 6EB44 CD8?B65A85 75A5D8DG5F E?GG49AGN 
EFDB>G 4 >B4-CDB65D>G (code verifier) 4 8 EB744UF 87 A5U EML, A47O645@O9 code challenge. -FBF EML 
BFCD46?O5FEO 6@5EF5 E 74CDBEB@ A4 46FBD874F8N. �B744 E5D65D 6B76D4M45F >B4 46FBD874F88, CD8?B65A85 
CD54NO6?O5F 8EEB4AGN EFDB>G, 8 E5D65D CDB65DO5F, EB6C4445F ?8 BA4 E D4A55 C5D544AAO@ EML5@. �E?8 6EU 
EB6C4445F 4 6O44UFEO FB>5A. &4>B9 @5E4A87@ CD54BF6D4M45F C5D5E64F >B44 7?BG@OL?5AA8>B@: 4465 5E?8 
>FB-FB G7A45F >B4 46FBD874F88, 557 CD468?LAB9 code verifier BA A5 E@B65F B5@5AOFL 57B A4 FB>5A.



%>>5@465=<O ?> 6=54@5=<N 
6 ?@>44>L5=
�D4>F8G5E>4O D54?874F8O 4GF5AF8D8>4F88 8 46FBD874F88 FD55G5F 
D5L5A8O 6BCDBEB6 GCD46?5A8O E5EE8O@8, B5D45BF>8 FB>5AB6 8 
557BC4EABEF8 6 CDB876B4EF65AAOE ED544E.



%FD4F5788 GCD46?5A8O E5EE8O@8
�57EBEFBOF5?LAO9 E4D4>F5D HTTP FD55G5F FM4F5?LAB7B CB4EB44 > CB445D64A8N >BAF5>EF4 CB?L7B64F5?O 
@564G 74CDBE4@8:

�GF5AF8D8>4F8O A4 BEAB65 FB>5AB6
�GF5AF8D8>4F8O A4 BEAB65 FB>5AB6 EF4?4 CD54CBGF8F5?LAO@ CB4EB4B@ 4?O EB6D5@5AAOE 655-CD8?B65A89, 
CD54?474O DO4 CD58@GM5EF6 CB ED46A5A8N E FD448F8BAAO@8 @5FB44@8 A4 BEAB65 E5EE89:

01

%B744A85 FB>5A4

�B?L7B64F5?L CDBEB48F 4GF5AF8D8>4F8N 8 CB?GG45F 
FB>5A

02

�5D544G4 FB>5A4

&B>5A BFCD46?O5FEO E >464O@ 74CDBEB@

03

�DB65D>4 FB>5A4

%5D65D 64?848DG5F FB>5A 557 EBEFBOA8O

04

�5AB6?5A85 FB>5A4

�6FB@4F8G5E>4O DBF4F8O 4?O 557BC4EABEF8



JSON Web Tokens (JWT): A4<>?>4?8A4==O5 8 
=5?@>7@4G=O5
JSON Web Tokens (JWT) 4 MFB 46FBAB@AO5 FB>5AO, >BFBDO5 EB45D64F 8ADBD@4F8N B CB?L7B64F5?5 8 
74O6?5A8O. �A8 EBEFBOF 87 FD5E G4EF59: 747B?B6>4, BCD545?ONM57B 4?7BD8F@, CB?57AB9 A47DG7>8, EB45D64M59 
74O6?5A8O, 8 CB4C8E8 4?O CDB65D>8. JWT @B7GF 5OFL:

%4<>?>4?8A4==O5 B>>5=O

CD8?B65A85 CDB65DO5F FB>5A E CB@BMLN B5M57B 
E5>D5FAB7B 8?8 BF>DOFB7B >?NG4, GFB GEFD4AO5F 
A5B5EB48@BEFL CB8E>4 6 5475 44AAOE CD8 >464B@ 
74CDBE5. &B>5AO 845AF8D8>4F88 OpenID Connect 
(OIDC) O6?ONFEO OD>8@ CD8@5DB@ 4 MF8 
E4@BCB4C8E4AAO5 JWT 6EFD4864NF 74O6>8, F4>85 >4> 
sub (845AF8D8>4FBD CB?L7B64F5?O), email, name 8 exp 
(EDB> 459EF68O), A5CBED54EF65AAB 6 FB>5A 8 B5OGAB 
CB4C8EO64NFEO E CB@BMLN RS256 (RSA E SHA-256), 
GFB 45?45F 8E 557EBEFBOF5?LAO@8 8 5OEFDO@8 4?O 
CDB65D>8.

�5?@>7@4G=O5 B>>5=O

E?GG49AO5 EFDB>8, A5 EB45D64M85 G8F45@B9 
8ADBD@4F88 4 E5D65D 4B?65A CDB65DOFL 8E, 
B5D4M4OEL > E5D65DG 46FBD874F88. � FB 6D5@O >4> 
FB>5AO 845AF8D8>4F88 OIDC (>BFBDO5 
CB4F65D644NF 64LG ?8GABEFL) O6?ONFEO JWT, FB>5AO 
4BEFGC4 OAuth 2.0 (>BFBDO5 CD54BEF46?ONF 
D47D5L5A85 A4 6O7B6 API) G4EFB O6?ONFEO 
A5CDB7D4GAO@8, 8 OAuth 2.0 87A4G4?LAB 
CD54CB?474? 8ECB?L7B64A85 A5CDB7D4GAOE FB>5AB6. 
�8GAO5 FB>5AO 4BEFGC4 GitHub 8 @AB785 >?NG8 API 
8ECB?L7GNF MFBF DBD@4F. �B@CDB@8EE BG56845A: 6O 
CB?GG45F5 6B7@B6ABEFL @7AB65AAB9 BF@5AO 8 
?GGLGN 557BC4EABEFL (CBE>B?L>G FB>5A A8G57B A5 
D4E>DO645F 6 E?GG45 >D468), AB 74 EG5F 7445D6>8 
E5F8 CD8 >464B9 CDB65D>5.



&¡�©¡�° � ¢£¡��£�� ¤�£��£�
�>4E>4O > ?@>65@>5 A5@65@4 6>?NG4NF:

&£¡��£�� ��� ¤¡©£� � �¼ 
¤¡¤¥¡¼ �¼

8ECB?L7B64A85 
>D8CFB7D4D8G5E>8E CB4C8E59 
4?O CDB65D>8 F5?BEFABEF8 
FB>5A4 557 ED4A5A8O A4 
EFBDBA5 E5D65D4

� ¥£¡¤¢��«�¼ ¥¡�� �

74CDBE > E5D65DG 46FBD874F88 
4?O CDB65D>8 FB>5AB6 8 
CB?GG5A8O E6O74AAOE 
@5F444AAOE

���£�� °� ¢¡�©¡�°

EBG5F4A85 ?B>4?LAB9 CDB65D>8 
E C5D8B48G5E>B9 CDB65D>B9 A4 
E5D65D5 4?O BCF8@4?LAB9 
CDB876B48F5?LABEF8 8 
557BC4EABEF8



�@C7<5 A?>A>5O ?>4B65@4<BL 
A6>N ?<G=>ABL
�GF5=F<D<>4F<O =4 >E=>65 E54=E4 EB7445F 845AF8D8>4FBDO E54AE4 
A4 EFBDBA5 E5D65D4, C5D544645@O5 G5D57 HTTP-cookie. 'CD46?5A85 
E54AE4@8 6>?NG45F A4EFDB9>G EBBF65FEF6GNM8E >BAFDB?59 EDB>4 
459EF68O G5D57 4FD85GFO cookie (Max-Age, HttpOnly, Secure) 4?O 
54?4AE4 @564G G4B5EF6B@ 8ECB?L7B64A8O 8 FD55B64A8O@8 
557BC4EABEF8.

�?NG< API CD54BEF46?ONF CBEFBOAAO5 GG5FAO5 44AAO5 4?O 
CDB7D4@@AB7B 4BEFGC4, >BFBDO5 B5OGAB 8ECB?L7GNFEO 4?O E6O78 
@564G E5D65D4@8. � BF?8G85 BF FB>5AB6 CB?L7B64F5?59, >?NG8 API 
845AF8D8F8DGNF CD8?B65A8O, 4 A5 BF45?LAOE CB?L7B64F5?59, 8 
FD55GNF DGGAB9 DBF4F88 4?O CB445D64A8O 557BC4EABEF8.

�GF5=F<D<>4F<O =4 >E=>65 E5DF<D<>4F>6 8ECB?L7G5F



�57BC4EABEFL 6 B5?4GAOE E8EF5@4E
�5?4GA4O 557BC4EABEFL 4 MFB 4@E8B5>BC@=O9 ?@8=F8?, CDBA87O64NM89 6E5 GDB6A8 E8EF5@O 4 BF 
>BAF59A5DB6 4B E5F56OE CB?8F8> 8 CDBF5EEB6 CI/CD. �D74A874F88, >BFBDO5 CDB5>F8DGNF 557BC4EABEFL E E4@B7B 
A4G4?4, 4 A5 4B546?ONF 5U CB765, EB744NF E8EF5@O, GEFB9G86O5 > G7DB74@ 8 D57G?OFBDAO@ D8E>4@. &4>B9 
CB4EB4 B55EC5G8645F A5 FB?L>B 74M8FG, AB 8 E>BDBEFL D4768F8O: 557BC4EAO5 4DE8F5>FGDO ?57G5 
@4ELF458DGNFEO, GCDBM4NF 4G48F 8 CB6OL4NF 4B65D85 >?85AFB6.

� Kubernetes 557BC4EABEFL D54?87G5FEO G5D57 E?B8: EF4A44DFO 557BC4EABEF8 Pod B7D4A8G864NF CD868?5788 
>BAF59A5DB6, E5F56O5 CB?8F8>8 CD54BF6D4M4NF A5E4A>F8BA8DB64AAB5 6748@B459EF685 E5D68EB6, 4 RBAC 
GCD46?O5F 4BEFGCB@ CB CD8AF8CG @8A8@4?LAOE CD868?5789. Service Mesh (A4CD8@5D, Istio 8?8 Linkerd) 
4BCB?AO5F MFBF GDB65AL 46FB@4F8G5E>8@ 6748@AO@ L8DDB64A85@ FD4D8>4 (mTLS) 8 F5AFD4?87B64AAO@ 
>BAFDB?5@ CB?8F8>. Kubernetes EF4AB68FEO A5 CDBEFB BD>5EFD4FBDB@ >BAF59A5DB6, 4 ED54B9 E 6EFDB5AAB9 
@B45?LN Zero Trust.

� AWS 557BC4EABEFL EFDB8FEO A4 DGA44@5AF5 87>?8@>64==OE A5B56OE A@54 (VPC), GCD46?5A88 
845AF8D8>4F859 8 4BEFGCB@ (IAM) 8 >BAFDB?5 E5F56B7B FD4D8>4 G5D57 Security Groups 8 Network ACL. �?O 
74M8FO 655-CD8?B65A89 CD8@5AONFEO AWS WAF 8 Shield, 4 AWS Config, GuardDuty 8 Security Hub 
B55EC5G864NF A5CD5DO6AO9 4G48F 8 @BA8FBD8A7. �@5EFB DGGAB9 A4EFDB9>8 CD46 6EU G4M5 8ECB?L7G5FEO 
8=D@4AB@C>BC@4 >4> >>4 (Terraform, CloudFormation) 8 policy-as-code, GFB CB76B?O5F 46FB@4F8G5E>8 CDB65DOFL 
EBBF65FEF685 >BAD87GD4F89 FD55B64A8O@ 557BC4EABEF8.

%B6D5@5AAO5 CD4>F8>8 557BC4EABEF8 4BCB?AONFEO 8AF57D4F859 E F5CBG>B9 CBEF46B> (supply chain security) 8 
>BAFDB?5@ 6B 6D5@O 6OCB?A5A8O. �AEFDG@5AFO 6DB45 Kyverno 8 Open Policy Agent CDB65DONF CB?8F8>8 
Kubernetes 4B 45C?BO, 4 Falco 8?8 GuardDuty BFE?56864NF CB4B7D8F5?LAB5 CB6545A85 >BAF59A5DB6 A4 GDB6A5 
E8EF5@AOE 6O7B6B6. �B4C8EL B5D47B6 (Cosign, Sigstore) 8 >BAFDB?L F5?BEFABEF8 4DF5D4>FB6 74M8M4NF BF 
>B@CDB@5F4F88 6 CDBF5EE5 E5BD>8 8 4BEF46>8.



�@E8F5>FG@4 VPC 8 74M8F4 ?@8?>65=89
�DE<F5>FGD4 VPC (Virtual Private Cloud) EBEF46?O5F BEAB6G E5F56B9 557BC4EABEF8. �GGL85 CD4>F8>8 
557BC4EABEF8 87B?8DGNF E5D65DO CD8?B65A89 8 547O 44AAOE 6 G4EFAOE CB4E5FOE, B7D4A8G864O 4BEFGC > 
B5M54BEFGCAO@ CB4E5FO@ 54?4AE8DB6M8>4@ A47DG7>8 8 L?N74@ NAT. �GDA4?O CBFB>B6 VPC CB76B?ONF 
BFE?56864FL E5F56B9 FD4D8> 8 B5A4DG6864FL 4AB@4?88.

AWS WAF (Web Application Firewall) B55EC5G8645F 74M8FG BF D4ECDBEFD4A5AAOE GO768@BEF59 655-
CD8?B65A89 5?47B44DO 8AF57D4F88 E CloudFront, Application Load Balancer 8 API Gateway. �45BDO 
GCD46?O5@OE CD468? CB76B?ONF CDBF86BEFBOFL EF4A44DFAO@ 65>FBD4@ 4F4>, 6>?NG4O SQL-8AN5>F88 8 
@56E49FB6O9 E>D8CF8A7.



Zero Trust < @<A<@4?LAO5 ?@<6<?57<<
��¢�������� Zero Trust D45BF45F CB CD8AF8CG «A8>B744 A5 4B65DO9, 6E5744 CDB65DO9», FD55GO 4GF5AF8D8>4F88 
8 46FBD874F88 4?O >464B7B 74CDBE4 A4 4BEFGC, A57468E8@B BF @5EF4 57B CDB8EEB645A8O. -F4 @B45?L 
B>474?4EL A574@5A8@B9 4?O B5?4GAOE CD8?B65A89, D4ECD545?5AAOE @564G A5E>B?L>8@8 CBEF46M8>4@8 
B5?4GAOE GE?G7 8 75B7D4D8G5E>8@8 D578BA4@8.

�?NG56O5 >B@CBA5AFO Zero Trust 6>?NG4NF:

�@>65@>4 845=B8G=>AB8

A4456A4O 4GF5AF8D8>4F8O 
6E5E CB?L7B64F5?59 8 E?G65

%>>B65BAB685 CAB@>9AB6

B55EC5G5A85 EBBF65FEF68O 
GEFDB9EF6 EF4A44DF4@ 
557BC4EABEF8 C5D54 4BEFGCB@

�57>?4A=>ABL 
?@8?>65=89

74M8F4 8ECB?L7G5@OE 
CD8?B65A89 8 44AAOE

�4M8B4 44==OE

>?4EE8D8>4F8O 8 74M8F4 44AAOE 6 7468E8@BEF8 
BF EF5C5A8 >BAD845AF84?LABEF8

�57>?4A=>ABL 8=D@4AB@C>BC@O

74M8F4 547B6B9 8ADD4EFDG>FGDO 8 E5F59

������ � �������¨�ª�� ���������µ�� B7A4G45F CD54BEF46?5A85 @8A8@4?LAOE CD46, A5B5EB48@OE 4?O 
6OCB?A5A8O 7444G8. -FBF CD8AF8C CD8@5AO5FEO A4 6E5E GDB6AOE: CB?8F8>8 IAM, RBAC Kubernetes, CD464 
4BEFGC4 > 5474@ 44AAOE 8 46FBD874F8O CD8?B65A89.

$54?874F8O CD8AF8C4 @8A8@4?LAOE CD868?5789 FD55G5F E8EF5@AB7B CB4EB44:

������ �� ���������´: 6D5@5AAB5 CB6OL5A85 CD868?5789 6 7468E8@BEF8 BF F5>GM8E CBFD55ABEF59

 ����µ���µ �������� �������: C5D8B48G5E>89 4G48F A47A4G5A8O CD46

��������£����� ����´£���� �������: E8EF5@4F8G5E>B5 G44?5A85 4BEFGC4, >B744 BA 5B?LL5 A5 FD55G5FEO

���������� ���ª¥���µ ����������: BCB65M5A85 6 D568@5 D54?LAB7B 6D5@5A8 B5 87@5A5A8OE CD46

$54?874F8O @8A8@4?LAOE CD868?5789 FD55G5F 54?4AE4 @564G 557BC4EABEFLN 8 BC5D4F8BAAB9 
MDD5>F86ABEFLN. 'D57@5DAO5 B7D4A8G5A8O CD5COFEF6GNF D47D45BF>5 8 M>EC?G4F4F88, 4 A54BEF4FBGAO5 
B7D4A8G5A8O G65?8G864NF GO768@BEFL E8EF5@O 557BC4EABEF8. -DD5>F86A4O D54?874F8O A4G8A45FEO E 
B7D4A8G8F5?LAOE 547B6OE FD55B64A89 8 CBEF5C5AAB7B D4EL8D5A8O CD46 A4 BEAB65 CB4F65D645AAOE 
FD55B64A89.



%B6D5@5AAO5 4F4>8 8 74M8F4 BF A8E
-DD5>F86AO5 EFD4F5788 74M8FO FD55GNF 6E5EFBDBAA57B CBA8@4A8O EB6D5@5AAOE 65>FBDB6 G7DB7, A4F5?5AAOE 
A4 B5?4GAO5 E8EF5@O, 8 EBBF65FEF6GNM8E @5FB4B6 8E E@O7G5A8O.  �����������ª� ����� ���� «����� � 
������������» (DDoS) C5D57DG64NF E8EF5@O 5B?LL8@ B5N5@B@ FD4D8>4 87 A5E>B?L>8E 8EFBGA8>B6, A4DGL4O 
4BEFGCABEFL E5D68EB6. !FD4F5788 E@O7G5A8O CBE?54EF689 6>?NG4NF AWS Shield 4?O 46FB@4F8G5E>B9 74M8FO, 
AWS Shield Advanced 4?O D4EL8D5AAB9 4847ABEF8>8 8 CB445D6>8, 4 F4>65 CB7D4A8GAO5 E5F8 CloudFront 4?O 
D8?LFD4F88 8 CB7?BM5A8O FD4D8>4 4B 4BEF865A8O 8EEB4AOE E5D65DB6.

SQL-��©��¤�� 8ECB?L7GNF GO768@BEF8 CDB65D>8 6EB4AOE 44AAOE CD8?B65A89 4?O 6OCB?A5A8O 6D54BABEAOE 
74CDBEB6 > 5475 44AAOE, GFB @B65F CD865EF8 > >D465 8?8 @4A8CG?OF88 44AAO@8. !FD4F5788 74M8FO 6>?NG4NF 
C4D4@5FD87B64AAO5 74CDBEO, >B@C?5>EAGN CDB65D>G 66B48@OE 44AAOE, 5D4A4@4GMDO 547 44AAOE 8 
GCD46?O5@O5 DGA>F88 557BC4EABEF8 547 44AAOE, F4>85 >4> L8DDB64A85, 46FB@4F8G5E>B5 D575D6AB5 
>BC8DB64A85 8 87B?OF8O E5F8.

���������ª� ��������� (XSS) 4 MFB 4F4>8, CD8 >BFBDOE 6 655-CD8?B65A8O 6A54DONFEO 6D54BABEAO5 
E>D8CFO, GFB CB76B?O5F C5D5E64F8FL E5EE8N, C5D5A4CD468FL CB?L7B64F5?O 8 6OCB?A8FL A5E4A>F8BA8DB64AAO5 
459EF68O. !FD4F5788 74M8FO EBG5F4NF CD468?4 5D4A4@4GMD4 655-CD8?B65A89 E ED54EF64@8 >BAFDB?O A4 
GDB6A5 CD8?B65A89, 6>?NG4O >B48DB64A85 6O6B44, 747B?B6>8 Content Security Policy 8 BG8EF>G 66B48@OE 
44AAOE.

����� �� ¤���£�� �������� >B@CDB@5F8DGNF 4B65D5AAO5 >B@CBA5AFO FD5FL8E EFBDBA, GFB5O CB?GG8FL 
A5E4A>F8BA8DB64AAO9 4BEFGC > E8EF5@5 G5D57 ?578F8@AO5 4B65D8F5?LAO5 BFABL5A8O. �AF845AF E SolarWinds 
O6?O5FEO CD8@5DB@ MFB7B 65>FBD4 G7DB7. �?O 57B E@O7G5A8O FD55G5FEO >B@C?5>EAB5 E>4A8DB64A85 
7468E8@BEF59, 4A4?87 EBEF464 CDB7D4@@AB7B B55EC5G5A8O, BF5A>4 GO768@BEF59 B5D47B6 >BAF59A5DB6 8 
46FB@4F8G5E>B5 B5A4DG65A85 GO768@BEF59 E CB@BMLN F4>8E 8AEFDG@5AFB6, >4> AWS Inspector, Snyk 8?8 GitHub 
Dependabot.

����������ª� �¯����� 4 MFB 4F4>8, >BFBDO5 8ECB?L7GNF GO768@BEF8 ED54O 6OCB?A5A8O 8?8 O4D4 4?O 
A4DGL5A8O 87B?OF88 >BAF59A5DB6 8 4BEFGC4 > EBEF-E8EF5@4@. !FD4F5788 CD54BF6D4M5A8O 6>?NG4NF 
6OCB?A5A85 >BAF59A5DB6 557 CD46 root, >BAD87GD4F8N D49?B6B9 E8EF5@O FB?L>B 4?O GF5A8O 8 @BA8FBD8A7 
557BC4EABEF8 ED54O 6OCB?A5A8O E CB@BMLN F4>8E 8AEFDG@5AFB6, >4> Falco 8?8 AWS GuardDuty.

��������������� API 4 MFB 46FB@4F878DB64AAO5 4F4>8, 6>?NG4O E>D4C8A7 44AAOE, CB45BD C4DB?59, CBCOF>8 
C5D55BD4 8 A5E4A>F8BA8DB64AAGN M>EFD4>F8N 44AAOE. !FD4F5788 74M8FO 6>?NG4NF B7D4A8G5A85 CDBCGE>AB9 
ECBEB5ABEF8 L?N74 API, CD5B5D47B64A85 74CDBEB6/BF65FB6 8 B7D4A8G5A85 E>BDBEF8 A4 BEAB65 845AF8D8>4F88, 
4 A5 A4 BEAB65 IP-44D5EB6, GFB5O GG5EFL D4ECD545?5AAO5 4F4>8 5BFA5FB6.

���������� �����ª 8EEB4OF BF 46FBD87B64AAOE CB?L7B64F5?59, >BFBDO5 A4@5D5AAB 8?8 A5CD54A4@5D5AAB 
7?BGCBFD55?ONF 74>BAAO@8 CD464@8 4BEFGC4. !FD4F5788 E@O7G5A8O CBE?54EF689 6>?NG4NF CD8AF8CO 
@8A8@4?LAOE CD868?5789, D4745?5A85 B5O74AABEF59, >B@C?5>EAB5 6545A85 6GDA4?B6 4G48F4 8 4A4?87 
CB6545A8O 4?O B5A4DG65A8O A5B5OGAOE @B45?59 4BEFGC4.

����£�ª� ����� 8ECB?L7GNF BL85>8 A4EFDB9>8 E5D68EB6 8 A4F5?5AO A4 B5?4GAGN 8ADD4EFDG>FGDG G5D57 API 
8 8AF5DD59EO GCD46?5A8O.  4ECDBEFD4A5AAO5 GO768@BEF8 6>?NG4NF B5M54BEFGCAO5 ED4A8?8M4, GD57@5DAO5 
D47D5L5A8O IAM 8 A574L8DDB64AAO5 ED4A8?8M4 44AAOE. �?O B5A4DG65A8O 8 CD54BF6D4M5A8O FD55G5FEO 
@BA8FBD8A7 >BAD87GD4F88 E CB@BMLN AWS Config Rules, Security Hub 8 BF5AB> Well-Architected Framework.

�?O MDD5>F86AB7B E@O7G5A8O CBE?54EF689 4F4> FD55G5FEO @AB7BGDB6A564O 4DE8F5>FGD4 74M8FO, 6 >BFBDB9 
A5E>B?L>B C5D5E5>4NM8EEO ED54EF6 >BAFDB?O 557BC4EABEF8 B55EC5G864NF >B@C?5>EAGN 74M8FG. �8 B4A4 
BF45?LA4O @5D4 557BC4EABEF8 A5 @B65F ECD468FLEO EB 6E5@8 65>FBD4@8 G7DB7; 6@5EFB MFB7B 8ECB?L7GNFEO 
@AB7BGDB6A56O5 CB4EB4O, >BFBDO5 CB76B?ONF B5A4DG6864FL, CD54BF6D4M4FL 8 D5478DB64FL A4 D47?8GAO5 
8AF845AFO 557BC4EABEF8.

DDoS 4F4>8

AWS Shield, CloudFront, 46FB@4F8G5E>4O 74M8F4

SQL-8AN5>F88

�4D4@5FD87B64AAO5 74CDBEO, WAF, 64?844F8O

XSS 4F4>8

CSP 747B?B6>8, >B48DB64A85 6O6B44, BG8EF>4

&5CBG>4 CBEF46B>

!>4A8DB64A85 7468E8@BEF59, 4A4?87 EBEF464

�BAF59A5DAO5 4F4>8

Non-root 6OCB?A5A85, @BA8FBD8A7 runtime

�?BGCBFD55?5A85 API

Rate limiting, 845AF8D8>4F8O, 64?844F8O



�¥¡�
�GF5AF8D8>4F8O 8 46FBD874F8O 4 MFB 464 6748@BE6O74AAOE, AB 6OCB?AONM8E D47AO5 DGA>F88 EFB?C4 
557BC4EABEF8. �5D64O BF65G45F 74 ?>4B65@645=<5 ?<G=>AB<, 6FBD4O 4 74 >>=B@>?L 4>ABC?4. �@5EF5 BA8 
DBD@8DGNF DGA44@5AF ?N5B9 E8EF5@O, 745 5EFL CB?L7B64F5?8, 44AAO5 8 CD464.

%B6D5@5AAO5 CB4EB4O 4 BF FB>5AB6 8 @AB7BD4>FBDAB9 4GF5AF8D8>4F88 4B CDBFB>B?B6 OAuth 2.0, OpenID 
Connect 8 SAML 4 CB76B?8?8 G9F8 BF CDBEFOE C4DB?59 > @AB7BGDB6A56O@, @4ELF458DG5@O@ @5E4A87@4@ 
4B65D8O. � @B45?8 >BAFDB?O 4BEFGC4 6DB45 ACL, RBAC, ABAC 8 ReBAC B55EC5G864NF 785>B5 8 557BC4EAB5 
GCD46?5A85 CD464@8 6 E8EF5@4E ?N5B7B @4ELF454.

� 7D5?B9 4DE8F5>FGD5 557BC4EABEFL 4 A5 B4ABD47B64O CDB65D>4, 4 =5?@5@O6=O= ?@>F5AA ?>4B65@645=<O < 
>7@4=<G5=<O 4>ABC?4. �@5AAB EBG5F4A85 A44U6AB9 4GF5AF8D8>4F88, >BDD5>FAB9 46FBD874F88 8 CD8AF8C4 
@8A8@4?LAOE CD868?5789 CB76B?O5F 74M8F8FL E8EF5@O BF 6A5LA8E 4F4> 8 6AGFD5AA8E BL85B>, EBED4AOO 
54?4AE @564G 557BC4EABEFLN 8 G4B5EF6B@.


