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3aknoveHue 0 COOTBETCTBUU CUCTEMbI 3aLUTbI NEPCOHaNbHbLIX AaHHbIX
Tpeb6oBaHnaM Ne152-d3 «O nepcoHanbHbIX AAHHbLIX»

000 «Kapg Cek»

(H {0BaHUE OPraHWU3aLMK-U3roToBUTENs, aMunNua, UMA, OTHECTBO UHANBUAYANLHOTO NPEANPUHUMATENS, NPUHABLLINX AeKNapaLrio O COOTBETCTBUM)
(anpec, TenedoH, dakc)

Nuuensuna OCTOK Ha aeaTenbHOCTb NO TEXHUYECKON 3awumTe KoHduaeHUManbHoW nHpopmMaumm
Nef1024-00107-00/00583151 o1 22 Hosi6ps 2016

B nuue reHepanbHoro aupekropa MBanosa AnekcaHgpa lOpbesuya
(Pamunus, uMsi, OTYECTBO PYKOBOAUTENS OPraHuaaumu, OT UMEHW KOTOPOW NPUHUMAETCS AeKnapaLus)

3anBNseT, YTO B pesynbTaTe NpOBEdEHHOro ayauTa CUCTEMbl 3alWThl nepcoHanbHbiX AaHHbix WCTOH «Mnatcopma
«Angekc.Obnako» B oTHoWweHUU CepBUCOB, NponucaHHbix B Mpunoxenun 1, pasmelieHHoix B LIO:

000 «AHgeke» no agpecy . MbiTuwm, yn. CunukartHas, a.19;

000 «AHgekc ALl Bnagumup» no agpecy r. Bnagumup, yn Nouckosas (Mkp. SHepreTrk), 4. 1;
000 «Angekc ALI» no agpecy yn. MywkuHa, 4.21, r. Cacoso;

000 «Angekc ALl Kanyra» no agpecy r. Kanyra, 1-it AsTomobunbHbin npoesq, 4. 8

Ha MOMEHT NPOoBeAEeHNs OLIEHKM COOTBETCTBUS OblNK BLINOMHEHbI BCe HEOBXOAUMbIE Mepbl ANA HEUTPpanu3auun akTyanbHbIX
yrpo3 6esonacHocTu MNAH. Mo pesynbrataM MOAENUPOBAHUS Yrpo3 GbiNv NpU3HaHbl aKTyanbHbIMU Yrpo3bl TPeTbero Tuna u
HeaKTyarbHLIMU yrpo3bl NePBOro U BTOPOro Tuna.

Tarkke ycranoBneHo cooTeTcTBre MCMNAOH «Mnatdopma «Anpekc.O6nako» TpeGoBaHuaM:

1. Ne152-93 «O nepcoHanbHbIX AaHHbLIX» OT 27 uions 2006 r.

2. «TpeboBaHMA K 3alKUTE NEPCOHANbHbLIX AaHHbIX NPU X 06paboTke B MHGOpMaLIMOHHLIX CUCTEMaxX
nepcoHanbHbIX AaHHbIX», yTBepxaeHHsle MoctaHoBNeHueM MNMpaBuTenncTBa Poccuiickon Peaepauun Ne 1119
ot 01.11.2012 .

3. «CocTtaB M coepXaHue TeXHUYEeCKUX M OpraHu3aLMOHHbIX Mep No obecne4yeHnto 6€30NacHOCTH
nepcoHanbHbIX 4aHHbLIX NPU UX 06paboTke B MH( OPMALIMOHHLIX CUCTEMAX NMePCOHANbHbLIX AaHHbLIXY,
yTBepxaeHHbil NMpukazom ®CTIK Ne 21 ot 18.02.2013 r.

(O603HaueHNe HOPMATUBHbIX 4OKYMEHTOB, COOTBETCTBUE KOTOPbIM NOATBEPKAEHO AAHHONA ASKNapaumen C yKazaHMeM NyHKTOB, COAEPXaLUX TPeGoBaHUA 41 AaHHOMK
npoAYyKLUY)

B UCNAH «MnaTtcdopma «AHgekc.O6nako» obecneynsaercs: 1-# ypoBeHb 3awuuieHHocTH NOH

KpaTkoe onucaHue BCTPOEeHHbiX 3aluTHbiXx mexaHusmoB UCMOH «Mnatdopma «Axngexkc.O6nako» ¥ 3aMTHbIX Mep,
BblNOMNHEHUE KOTOPbIX MNO3BONUT KMWEHTaMm BbINONHUTL TpebBoBaHua 3akoHopaTenscTBa PP K nepBoMy YpPOBHIO
3alWLLEHHOCTN NepPCoHanbHbIX AaHHbIX, MPUBEAEHO B [pUnoxeHun 2.

Cxema AeknapupoBaHna CoOoTBETCTBUA Ha OCHOBaHUM COGCTBEHHbIX AOKAa3aTeNbCTB

B 000 «Anaekc.06nako» NPUHATbI OPraHM3aLlMoOHHbIe M TeXHUYeCcKue Mepbl, obecneumBaloliMe COOTBETCTBUE
ncngu «Mnardpopma «AHgekc.06nako» TpeboBaHnam Ne152-93 «O nepcoHanbHbIX JaHHbIX» U €ro NoA3aKoHHbIX
aKToB

Hata nognucanus 23.12.2024

reHepanbHbiii gupektop 000 «Kapg Cek», MsaHos A.1O.
(MHuumans!, damunvs)
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Mpunoxexue 1. Cnucok cepBucoB B o6nacTtu ayaura cuctemsl 3awutbl UCMNOH
«Mnatdopma «Angekc.Obnako»

Yandex Identity and Access Management (IAM)
Yandex Cloud Organization

Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway

0. Yandex Managed Service for: (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®,
GreenPlum®, OpenSearch)

11. Yandex Data Processing

12. Yandex Container Registry

13. Yandex Cloud Functions

14. Yandex loT Core

15. Yandex Managed Service for Kubernetes
16. Yandex DatalLens

17. Yandex Cloud Marketplace

18. Yandex Message Queue

19. Yandex Database

20. Yandex SpeechKit

21. Yandex Translate

22. Yandex DataSphere

23. Yandex Application Load Balancer
24. Yandex DataTransfer

25. Yandex Vision OCR

26. Yandex Audit Trails

27. Yandex SpeechSense

28. Yandex Foundation Models

29. Yandex Smart Web Security

30. Yandex SmartCaptcha

(HaumeHoBakue, TMn, Mapka NPOAYKUMM, Ha KOTOPYIO PacrpocTpaHseTcs aeknapauns, kog OK 005-93 u (unu) TH B3 CHI)

DO PN OOy MW=

[aTta noanucaHusa 23.12.2024

reHepanbHeli gupektop OO0 «Kapg Cek», MBaHos A.IO.

(Uhuumans!, pamununs)
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MpunoxeHue 2. Pa3pgeneHne oTBeTCTBEHHOCTHU 3a 3aliUTY NepcoHanbHbIX 4aHHbIX

CopepxaHue Mep no obecneveHuno

BcTpoeHHble 3alUTHbIe

3awWuUTHbIEe Mepbl,

UcTouHuk KOTOpbIe AOSTXHbI
6e30nNacHOCTH NEePCOHarbHbIX MexaHu3mbl Mnardopmbl Ll
TPGGOBaHMH QaHHbIX ((ﬂHAeKC O6r1ako» BbINOJNTHUTL KNTUEHTbI
2 ansi pocTuwxkeHus ¥3 - 1
Unentudukaumsa n aytTeHTMdUKaumsa cybbekToB goctyna u o6Lektos aoctyna (MAD)

NAD.1 WaenTndomkaums n ayteHTudurkaums Ha ypoBHe: Ha ypoBHE KIUEHTCKUX
nonb3oBaTenewn, ABNAIOLINXCS BUPTYanbHbIX MawuH ©
paBoTHMKaMK onepaTopa * ¢6w3wqecxoro KNNEHTCKNX Docker-

0bOopyAocBaHNs KOHTEHepoB
MnaTchopmei;
e CcpeacTs ynpaeneHus
cpeaov BUpTyanusauuu,
e cepBUCHbIX/CyxebHbIX
cepeepos [lnatcopmbl  u
npo4nx BUPTYanbHbIX
YCTPOWCTB;
e cepaucos lNnatgopmbl.

NAD.2 NpeHTudmkauma 1 ayTeHTrdmKaums Ha ypoBHe cusundeckoro | He npumeHserca
YCTPOWCTB, B TOM YuCre CTauMoHapHblx, | obopyaosanus MNnaTgopmb
MOOUNbHBIX U MOPTATUBHbIX

NAD.3 YnpaeneHnuve ngeHtudukatopamu, 8 Tom | Ha yposHe: Ha ypoBHE  KIWUEHTCKUX
yucne cosgaHwue, NpUCBoeHNe, BUMPTYanbHbIX MawwuH W

o (hU3nYeCcKoro
YHUUTOXEHUE WAEeHTUNKATOPO. KIMEHTCKUX Docker-
obopynosaHus “
KOHTeRHepoB

NAD .4 YnpaeneHve cpeacrsamn Mnatdopmei;
ayTeHTucukauun, B TOM yucne
XpaHeHue, Bblaua, MHULManusauvs, ® CpeacTe ynpasnenus
BrIOKUpOBaHNE CPeaCTs cpeaov BupTyanusauum,
ayTeHTUuKaLmMm 1 NpUHATUE Mep B o CEPBUCHBIX/CNYXEBHbIX
cnyyae yTpaTb! U (Mnu) kKoMnpomeTaLun cepeepos  Inathopmbl 1
CpeacTs ayTeHTUdUKaLmm NpoumMx BUPTYaNbHBIX

WAD.5 3aluta obpaTHON CBSA3W NPU BBOAE YCTPOWCTE,
ayTeHTNNKaLMOHHON NHpopMaLMm cepeucos Mnatdopmei.

NAD.6 NaenTndmkaums n ayteHTudukaums Ha ypoBHe poctyna K | Ha ypoBHE KNUEHTCKUX
nonb3oBarenen, He ABNAIOLUXCA cepBucam Mnatdopmel, | BAPTYanbHbIX MallMH W
paboTH1kamu onepaTtopa (BHELUHNX NpPeAoCTaBASEMbIM KIUEHTEM | KITMEHTCKUX Docker-
nonb3oBareneu) KOHTEHEepoB

YnpaeneHue oocTynom cy6bekToB aoctyna Kk o6bekram gocryna (YI1H)
yna.i YnpaBneHue (3aBefeHue, akTusauus, Ha yposHe: Ha ypoBHE KIUEHTCKUX
GrIOKMPOBAHUE U YHUMTOXEHNE) BUPTYanbHbIX MaWuH u
- e (husmyeckoro
YYeTHbIMK 3arncsiMy Nonb3osartenei, B 6 KNUEHTCKUX Docker-
TOM YNCNE BHELIHUX NoNb3oBaTene 00OpyAOBaHUA KOHTEHepoB
MnaTdopmsl;

yna.2 Peanusauns HeobxoaUMbIX METOZ0B
(AMCKPELIMOHHBIA, MaHAATHbIN, ponesoii | © CPEACTB yNpasnenms
WM MHOIA MeTOoR), TUMNOB (YTeHue, cpenou BupTyanusauuu,
3anuchb, BbINONHEHWE U MHOA TUN) U o CEPBUCHBIX/CIYKEBHbIX
npaewr pasrpaHuyeHmns goctyna cepeepos  MnaTopMbl 1

npo4nx BUPTYanbHbIX
YyCTPOWCTB;
e cepsucos [TnaTcopmel.

yna.3 YnpaeneHue (hunbTpauus, YnpasneHue ceTeBbIM | Ynpasnexue CceTeBbIM
MapLUpyTU3aLIMA, KOHTPOMNb CO8AMHEHUNA, | AOCTYNOM Ha YPOBHE: DOCTYynoMm:
ogHOHanpaeneHHas nepegaya v nHble
CcrocoBbl ypaBneHus) . cbﬁvlawuecxoro * MeXAy  CerMeHTamu
MHOPMALIMOHHBIMU NOTOKAMM MEXay 0bopyAoBaHuA KnnewTckon |

Mnatcdopmbi; BUPTYanbHOW ceTu;

YCTPOWCTBaMU, CErMEHTaMU
MHDOPMAaLMOHHOW CUCTEMBI, a Takoke
mexay vHOPMaLMOHHLIMW CUCTEMAaMK

e CepBUCHLIX/CNy}eBHbIX

e CETEeBOro
KITMEHTCKON

goctyna K
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CopepxaHue mep no o6ecneyeHnIo

BCTpoeHHbIe 3alWnTHbIE

3awmTHbIE MEpbI,

BRI 6e30nacHOCTM NepcoHanbHbIX MexaHu3Mmbl NMnaTdopMbi oroRete AOMKHE!
TpeboBaHus BbINONHUTL KITUEHTbI
OaHHbIX «Anpgekc.O6nako»
Ansa gocrmwkeHus Y3 - 1
cetei [MnaTtchopmbl; BUPTYanbHOW CETW u3-3a
ee npeaenos.
e orpaHuyeHue Aoctyna
MEeXJy CermMeHTamum ceTten
pasnuuHbIX KIMEHTOB
MnatdopMbl;
e OrpaHudexHme pgoctyna us
KNWEHTCKNX ceTen B
cepBUcHyto/cnyxebHyto
ceThb.
yng.4 PaspgeneHve nonHomouunn (ponei) Ha ypoeHe: Ha ypoBHe KIWEHTCKUX
nonb3osarenen, aaMMHUCTPATOPOB U BUPTYanbHbIX MawuWH U
nny, 0BecneunBaioLLmx e uamdeckoro KITMEHTCKUX Docker-
(YHKLIMOHNPOBaHUE MHOPMALIMOHHON obopyAoBaHNs KOHTEHEpPOB
CHCTEMbI MnaTcopmbi;
yna.s HasHayeHne MUHMMAanbHO ¢ cpeacte ynpaenenna
HEOBXOAMMbBIX NPaB 1 NPUBKUNEr Wil Cpeaon BupTyanusauum,
nonb3oBaTensm, agMuHMcTpaTopam u o CEPBUCHBIX/CIYXEBHbBIX
nuuam, obecnevusalowmm cepeepoB naThopmbl 1
hyHKLMOHUpOoBaHWe MHOPMaLMOHHON npoumnx BUPTYarbHbIX
cucTEMbI yCTPOWCTB;
yrna.e OrpaHuyeHne HeycnetHbIX NONbITOK « cepsucos Mnatdhopmbi.
BX0Aa B UH(DOPMALIMOHHYIO CUCTEMY
(mocTyna k MHpOpMaALIMOHHOWN cucTeme)
yna.10 BnokupoBaHue ceaHca pocTyna B
MHCOPMALIMOHHYIO CUCTEMY Mnocre
yCTaHOBMNEHHOTO BpemeHn besnencrauns
(HEeaKTMBHOCTY) NOMNb3OBATENSA UMK NO
ero 3anpocy
yna.i1 Paspeluerue (3anpeT) gencTeuni
nonb3oBartenei, paspeLlleHHbIX 40
naeHTudunkauum n ayteHtTudukauun
yra.13 Peanunsauus sawmuieHHoro yganeHHoro | Ha ypoBHe goctyna: Ha ypoBHe yaaneHHoro
AocTtyna cybbekToB AocTyna kK obbekTam . [OCTYNa K KIUEeHTCKUM
JOCTYrNa Yepes BHELUHWe ¢ ronb3oBaTenen K CepBncaM | pynryanpHLIM cepeepam n
WHEOPMALMOHHO- Fnatcpopmsr; knueHTckmum Docker-
TeNEeKOMMYHUKaLMOHHble CeTh o aAMUHUCTPATUBHOTO KOHTeiiHepam
aoctyna K uUsMyeckum v
BUPTYarbHbIM
CEpPBUCHbBIM/CIYKEeBHBIM
CUCTEMHBIM KOMIMOHEHTaM.
yrna.14 PernameHTayus 1 KOHTPONb He npumeHseTcs He npumeHsieTca
UCMoNb3oBaHust B MHCHOPMALMOHHON
cucTeMe TexHosnoruii 6ecnposogHoro
pocTtyna
yng.15 PernameHTauns n KOHTpOnb He npumeHseTcs He npumenseTca
WCMNOoNb30BaHUs B MHCOPMALIMOHHON
cucteMe MOBUNbHBIX TEXHUYECKNX
cpeacTs
yna.16 YnpaeneHue B3aNMOLEACTBUEM C Ha ypoBHe Mpu oprannsaummn Takoro
MHOPMAaLMOHHBIMY CUCTEMaMM cepBUCHbIX/CryeBHbIX B3aUMOZENCTBNA C
CTOPOHHWUX OpraHn3auui (BHewWHue CUCTEMHbBIX KOMMOHEHTOB. KITUEHTCKUMMN
NHOPMALMOHHBIE CUCTEMDI) BUPTYanbHbIMU MalLMHaAMK
1 knueHTckumn Docker-
KOHTeHepamu
yna.17 ObecneyeHne nOBEPEHHOW 3arpy3km Ha ypoBHe He npumensieTca
CpeACTB BbIMUCITUTENBHOW TEXHUKN CEPBUCHBIX/CryKeBHBIX
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CopepxaHue Mep no obecneveHuto

BCTpoeHHble 3alWMnTHbIe

3awmrHbie Mepbl,

T::gg;:::ﬂ 6e30NacHOCTU NEPCOHaNbHbIX MexaHu3Mb! MNnardopmbl B:%L%&ﬂ::ﬁg:‘:;'bl
AaHHbIX «Anpgekc.Obnako»
ansa goctuxeHus Y3 - 1
CUCTEMHBIX KOMMOHEHTOB
OrpaHuyeHue nporpammuon cpeabl (OMNC)

Orc.2 YnpasneHWe yCTaHOBKOM Ha ypoBHe: Ha ypoBHe KnUeHTCKUX
(MHCTannauuen) KOMNOHEHTOB BUPTYyasnbHbIX MaLUVH U
nporpamMmHoro obecneyenusi, B TOM * usnyeckoro knueHTckux Docker-
yncne onpeaeneHne KOMMNOHEHTOB, oBopyaosaHus KOHTeHepoB
NoAnexaLumx yCTaHoBKe, HacTpoiika Mnarcopmb;
napameTpOB yCTaHOBKM KOMMOHEHTOB, o CepBUCHBLIX/CTIYXeBHbIX
KOHTPOSb 38 YCTAHOBKON KOMMOHEHTOB cepeepos  natchopmbl ¢
nporpammHoro obecneueHus ApoumMx BUPTYarbHbIX

YCTPOWCTB.

onc.3 YcTaHoBKa (MHCTaNnALUMs) ToNbKo Ha yposhe: Ha ypoBHe KnueHTCKuX
paspeLUeHHOro K UCMoNb30BaHNIO BUPTYanbHbIX MaLLWH 1
NPOrPaMMHoro oBecriederis u (unu) ero | © PUnUeCKoro knneHTckux Docker-
KOMMOHEHTOB obopyAoBanus KOHTElHEepOoB

Mnartcopmsl;

e CepBUCHbIX/CNyxebHbIX
cepsepoB [natcopMbl  ©
npouunx BUPTYanbHbIX
YCTPOUCTB.

3awmTa MaWKHHbLIX HOCUTENnen NepcoHanbHbIX gaHHbIX (3HW)

3HWN.1 YyeT MalLmHHbIX HocuTenen Ha YpOBHe dusuuecknx | He npumerHumo
nepcoHanbHbIX AaHHbIX HocuTenemn vHdopmaLuu,

NPUMEHSIEMbIX B pamkax

MnaTdopmel.

3HWN.2 Ynpasnexnue AOCTYNOM K MatlMHHbIM Ha ypoBHe ¢hunandeckux He npumeHumo
HOCUTENAM NepCoHanbHbIX AaHHbIX HocuTenen uHdopmaLuu,

NpUMEHAEMbIX B pamMKax

Mnatcopmbl.

3HW.8 YHUUTOXEHME (CTUPAHWE) UIN Ha ypOBHe cusndecknx | He npumerHnmo
obesnnunBaHme nNepcoHarnbHbIX AaHHbIX | HOCUTEnen nHopmauuu,
Ha MaLUWHHBIX HOCUTENAX NPU NX NPUMEHsIEMbIX B pamkax
nepeaaye Mexgy nonb3osaTensmMu, B Mnardopmbl.

CTOPOHHWE OpraHu3aunm Ans peMoHTa
WY YTUNIK3ELUMK, @ TakKe KOHTPOIb
YHUUTOXEHUS (CTUPAHWA) unn
obesnuumBaHus
Peructpauus cobuiTuii 6esonacHoctu (PCB)

PCB.1 OnpegaeneHue cobbiTuii HesonacHoCTH, Ha yposHe: Ha ypoBsHe KnueHTCKux
nognexawmx perucTpaumm, u Cpokos nUx BUPTYanbHbIX CEPBEPOB U
XpaHeHus ® CepBUCHLIX/CMYXEBHbIX Docker-KoHTelHepos, a

s 5 CUCTEMHBIX KOMIMOHEHTOB; TaKKe WCTIONb3YEMOro Ha

. npeaeneHue cocgaaa n coaepxanus « copaycos Mnatdbopwbi, B | HAX MPOTpaMmHoro
MHhOpMALIK O CODLITIRX TOM uMcne  Knnewtckux | ODECMEUYEHUs U CpeacTs
BesonacHoCTW, NoAnexalux eiCTBU o | 3aLLmTL! uHdopMaLmy.
perucTpaumu

UCMOSIb30BaHMKIO CEPBUCOB.

PCB.3 C6op, 3anucb 1 xpaHeHme nHgpopmauum
0 coBbiTUsiX HE30NACHOCTU B TEYEHUE
YCTAaHOBMEHHOIO BPEMEHM XpaHeHus

PCB.5 MOHWUTOPWUHT (MPOCMOTD, aHanus)
pe3ynbTaToB perucrpauun cobbitum
6e30nacHOCTV U pearnpoBaHne Ha HUX

PCB.7 3awwmTta uHcopMaumm o cobbITUax

6e3onacHocTU

AHTUBUpPYCHas 3awmra (AB3)
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Copepxahue Mep no o6ecneveHnto

BcTpoeHHbIe 3aWMTHbIe

3awmTHbIE Mepbl,

UcToyHuk KOT I DKHbI
6e30nNacHOCTU NEPCOHaNbHbIX MexaHuambi MnaTtdopmbl Lt

TpeboBaHus BbINONHUTL KITUEHTbI

AaHHbIX «HAHpekc.Obnako»
ans goctuxeHus Y3 - 1
AB3.1 Peanu3auus aHTUBMPYCHOW 3aLLWTh! He npuMeHMMO, NOTOMY UTO Ha ypoBHe  KIUEHTCKUX
3aLUMLIEHHbIA CETMEHT BUPTYanbHbIX MalWH W

AB3.2 O6HoBNeHne Gasbl 4aHHbIX NPU3HaKoB CODEPXHT TOMBKO CEepBEpbI. KIMEHTCKIX Docker-
BPE/IOHOCHbIX KOMNBIOTEPHBIX MPOTPAMM | (3penaiionHas cucTema, KOHTEIHEPOB
(Bupycos) ucnonb3yemas Ha cepeepax,

NpakTUYEeCKW He NoJBepXKeHa
BUPYCHOMY 3apaxeHuio. Ha
cepsepax HeT NpsiMoro
poctyna B VIHTepHeT 1
ucnonbayetcs HIDS.
O6HapyxeHue BTOpXeHun (COB)
CcOB.1 O6HapyxeHue BTOPXKEHUN Ha yposHe: Ha ypoBHE KIUEHTCKUX
CEermeHTOB CETH
COB.2 O6HoBneHue 6a3bl pelatoLimx NpaBus o hUsnYecKoro
obopynosaHus
Mnatdopmbl;
e CEepBUCHbIX/CNYXeBHbIX
cepeepoB [Mnatdopmel
npoYnx BUPTYarnbHbIX
YCTPOWUCTB.
KoHTponk (aHanu3) 3amuieHHOCTH NepCcoHanbHbIX AaHHBIX (AH3)

AH3.1 BbisiBNeHne, aHanuns ysi3BUMocTein Ha yposHe Ha ypoBHE KNMUEHTCKUX
MHGOPMaLMOHHON CUCTEMBI U CepBUCHbIX/CNyXebHbIX BUPTyanbHbIX MaLLWH U
onepaTUBHOE YCTpaHeHWe BHOBb BUPTYanbHbIX U hrnyeckmx knueHtckux Docker-
BbISBMEHHbIX YA3BUMOCTEN CUCTEMHBIX KOMMOHEHTOB KOHTeHepoB

AH3.2 KoHTponb yctaHoBku 06HOBNEHWIA
nporpaMmmMHoro obecnevyeHus, Brkiovas
obHoBNEHMe NPorpaMmmHoro
ofecneyeHnn CpeacTs 3aLinTbl
vHchopmaumn

AH3.3 KoHTponb paboTocnocobHocTH,
napaMeTpoB HAaCTPOWKM U NPaBUNbHOCTU
(YHKLMOHMPOBAHMA NPOrPaMMHOIO
obecneyeHna U CPeACTB 3aLLUUTbI
nHopmauun

AH3.4 KoHTpOMb cocTaBa TEXHUYECKNX
cpeacTs, NporpamMmMHoro obecneveHus v
CpeacTB 3aLinThl MHhopMaLmi

AH3.5 KoHTpOMb npasun reHepaumn U CMeHbl

naponei nonb3osaTtenen, 3asefeHus u
yAaneHns y4eTHbIX 3anucen
nonb3oBaTenen, peanusauuy npasun
pasrpaHu4eHua JoCTyna, NOSIHOMOUMIA
nonb3oearene B MHMOPMaLMOHHON
cucreme

ObecneyeHue LLeNOCTHOCTU UHPOPMALIMOH

HOW CUCTEMbI U NepcoHanbHbIX AaHHLIX (OLT)

oun.1 KoHTponk LenocTHOCTU NporpamMHoro Ha ypoBHe: Ha ypoBHe KNUeHTCKNxX
obecneyeHus, BKNOYas NporpaMmMmHoe BUPTYanbHbIX MaLUWH 1
obecneyeHne cpeacTs 3aLmThl * ¢usnyeckoro krnenTckux Docker-
UHopMaLMK obopyaosaHus KOHTEAHEpOB
MnaTcopmel;
e CEepBUCHBIX/CNYXebHbIX
cepeepoB [narcdopmbl U
Npounx BUPTYanbHbIX
YCTPONUCTB.
oun.4 ObHapyxeHue 1 pearnpoBaHuve Ha He npumeHuMO, Tak Kak B Ha ypoBHe KIMeHTCKMX

NOCTYNfeHNe B MHOOPMALIMOHHYIO

coctae [Inatcopmbl He
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CopmepxaHue mep no obecnevyeHunto

BCTpoeHHble 3alWHUTHbLIe

3awunrTHbie Mepbl,

UcTouHuk KOT
6e30nMacHOCTU NEPCOHANbLHbIX MexaHu3Mbl Mnatdgopmbl O DEIC O
Tpe6oBaHus BbINOSIHUTb KITMEHTbI
AaHHBbIX «Anpekc.Obnako»
ans gocTuxeHus Y3 - 1
CUCTEMY He3anpallnBaeMbIx BXOAMUT (hyHKLMOHAN no MOYTOBLIX CEPBEPOB
3NEKTPOHHbLIX CooBLeHnA (Nucem, 0obMeHy 3MeKTPOHHOW NOYTON
LOKYMEHTOB) U UHOW MHChopMauuu, He
OTHOCSLIMXCS K (DYHKLKOHUPOBAHUIO
UHMOPMALMOHHON CUCTEMBI (3aluTa OT
cnama)
ObecnevyeHne QOCTYNMHOCTU NepCoHanbHbIX gaxHbIX (OAT)
oAarT.3 KoHTponb 6e3oTkasHoro Ha yposHe: Ha yposhe UCTOH
(hYHKUMOHUPOBAHUS TEXHUYECKNX KIMEHTa pesepBHoe
cpeacTs, obHapyxenue v nokanusauus | ° ‘*’é‘?’””ecmro KONWUpOBaHUE K
0TKa30B (byHKLIMOHUPOBAKUS, NPUHATHE % OPYﬂ-OBaHlfH BOCCTaHOBMeHne
MEp No BOCCTAHOBEHMIO OTKA3aBLUMX naTopMmbI; NepPCOHANBHLIX JAHHbIX
CPEeACTB M UX TECTUPOBaHUE o CEPBUCHLIX/CYKEBHBIX ocyuwiecTnseTcs
KIUEHTOM.
OAOT .4 Mepuoanyeckoe pesepeHoe cepsepos  natchopMbl U
KOMWUPOBaHWE NEPCOHANBHBLIX AAHHBIX HA npoHmx BUPTYanbHbIX | Ha ypopHe KNMEHTCKUX
pesepBHbIe MaLLMHHBIE HOCUTENK YCTPOUCTE. BUPTYaNbHLIX MALLWH 1
NepCcoHanbHbIX AaHHbIX BbINOMHSETCS koHTeHepoe Docker
pesepBHOE KOMUPOBaHWE
OoAaT.5 OBecredeHmne BO3MOXHOCTH aBTOMaTU3NpOBaHHasA P
pennuKkauns AGHHBIX g | AaHHbLIX ocyllecTenAeTcs
BOCCTaHOBMEHUst NEPCOHANbLHbLIX AaHHbIX KITMEHTOM C NOMOLLBIO
C Pe3epBHbIX MALLMHHBLIX HOCUTENEI! MNaTOPMEHHOM XPaHUTULLE. n
nNaTOPMEHHbIX
NEPCOHaNbHLIX AAHHBIX (pesepBHbIX MHCTPYMEHTOB.
KOMWiA) B TEYEHWE YCTaHOBNEHHOMO
BPEMEHHOr0 MHTepBana
3awmTa cpensi BupTyanusauum (3CB)
3CB.1 WpeHTudukauus n ayteHtudunkauua Ha yposHe: He npumeHumo
cybbekToB goctyna 1 o6bekToB gocTyna
B BUPTYanbHOW nHdpacTpykType, B Tom | ® CPEACTB ynpasnexus
UUCre aAMUHUCTPATOPOB YNPaBNEHNS Cpeaoun eupTyanusauumm,
cpeAcTsamu BUpTyanusaumn * CepPBMUCHBIX/CIYXEBHbIX
3CB.2 YnpaeneHue gocTynom Cy6bekTos cepeepos  [natdopMbl W M5V nopne kneHTCKIX
AocTyna k o6bekTam 4ocTyna B npoumx - BAPTYANbHLIX | pypryansHbix MatwmH 1
BUPTYanbHOMN WHPACTPYKTYpE, B TOM YCTPOUCTS, knueHTckux Docker-
yncne BHYTPY BUPTYanbHbIX MALLMH o cepBucos MnaThopmbi. KOHTeHEpPOB
3CB.3 Peructpauust cobbituii 6esonacHocTy B
BUPTyanbHOW UHPPaCTPYKType
3CB.6 YnpasneHune nepemelleHnem Ha ypoeHe: PeanunsosaHo Ha ypoBHe
BUPTYanbHbIX MaLLUH (KOHTEHEPOB) U apxuTekTypbl [Tnatdopmbl
oBpabaTblBaeMblX Ha HUX AaHHbIX ¢ Cpeacrs ynpasnexus
Cpepoi BUpTyanusauuu;,
e CepBUCHbIX/CNyXebHbIX
cepsepoB [natcdopmel  ©
npounx BUPTYanbHbIX
YyCTPOWUCTB.
3CB.7 KOHTpOsb LieNnoCTHOCTW BUPTYarnbHOMN Ha yposHe: Ha ypoBHe KNUEHTCKUX
MHMPACTPYKTYPbI U €€ KoHdMrypauun BUPTYanbHbIX MaWWH U
° CepBMCHbIX/CrJl'Iy)KeﬁHbIX KMeHTeknx Docker-
cepBepoB [Inatdopmbl 1 KOHTEIIHEpOB
npoumx BUPTYarnbHbIX
YCTPOWCTB.
3CB.8 PesepBHOe konMpoBaHue AaHHbIX, Ha ypoBHe: Ha ypoBHe KIMeHTCKUX
pe3epBUpPOBaHUE TEXHUYECKNX CPeacTB, y 6 BUPTYanbHbIX MALLWH U
NPOrPaMMHOro obecrneyeHus ® CEpBUCHbIX ‘I’_';y"(e HbIX knneHTckux Docker-
BUPTyanbHON UHGPACTPYKTYpPbI, @ TAKKE cepepos  [natpopMel U | oy reiinepos
KaHasnoB CBSI3! BHYTPY BUPTYaribHOM npo4ux BUpPTYyanbHbIX
MHPaCTPYKTYpbl YCTPOWCTB.
3CB.9 Peanusauusa n ynpasnexue He npumMeHuMoO, Tak kak B Ha ypoBHe KNUEHTCKUX

aHTUBUPYCHOW 3aLLMTON B BUPTYaNbHOW

3aLMLLIAEMOM KOHTYpE

BUPTYanbHbIX MaLWH 1
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" CopepxaHue Mep no obecneveHuto BcTpoeHHbIe 3alUTHbIe SEUIIED LI
STOAHUK 6e3onacHOCTU NEePCOHarbHbIX MexaHu3mbl Mnardopmbl noRobLIC AONKHb!
TpeboBaHuA P BbINOMTHUTL KITUEHTbI
AaHHbIX «Anpekc.06nako»
ana poctuxeHuna Y3 - 1
WH(ppacTpykType pacnonoxeHol knueHTckux Docker-
UCIKIIOUNTENBHO CEpBEPHbIE KOHTeAHepoB
MOLLHOCTK, ucnons3aytotcs OC
NpaKkTUYECKN He
noaBepKeHHble BUPYCHOMY
3apaxeHuio, OTCyTCTByeT
NpAMOW AOCTYN B UHTEPHET, a
Takxe Ha xocTax
npumensieTca HIDS.
3CB.10 PasbueHune supTyanbHon YnpasneHue ceteBbIM | Ha ypoBHe cermeHToB
MNHPACTPYKTYPbl HA CErMEHTbI AOCTYNOM Ha ypOBHe: CeTU KnueHTa
(cerMeHTMpOBaHWe BUPTyanbHON
MHPACTPYKTYPbI) ANA 0BPaBoTKM o CevaMCHbIX/CJ'Iy)KeﬁHbIX
NEePCOHarbHLIX AaHHBIX OTAEMNbHBIM ceteit MNnatchopmbi;
nonb3oeaTenem u (Unw) rpynnown e OrpaHuueHne pocryna
nonb3oBarteneu MeXgy cermeHTamu ceTeil
pasnuuHbiX KMWEHTOB
Mnatdopmbl.
3awmrta TexHuueckmx cpeacrts (3TC)
3TC.3 KoHTponb n ynpaenexune usn4eckum Ha ypoexe obecneveHus He npumeHumo
[OCTYNOM K TEXHUYECKUM CPEACTBaM, buaunyeckor 6esonacHocTy
cpeacTBam 3aluThl MHhopmaLuuu, Loa
cpeactBam obecnevueHus
hYHKLIMOHUpOBAHUS, a TaKke B
NOMELLEHWUSI U COOPYXKEHUA, B KOTOPbIX
OHW YCTaHOBINEHbI, UCKTIOYaIoLWmne
HECaHKLIMOHMPOBAHHbBIA HU3NYECKUN
JOCTyn K cpefcTeam o6paboTku
MHbopmaLMn, cpeacTaam 3alumThl
nHdopMmaumn U cpeacTeam
obecneveHns dyHKUMOHNPOBaHUA
MHOPMaLMOHHOW CUCTEMBI, B
NMOMELLEHNS U COOPYXEHWS, B KOTOPbIX
OHW YCTaHOBIIEHb!
3TC.4 PasmelleHne ycTponcTs BbIBOAA He npumeHseTca B IO ans He npumeHumo
(oToBpaxeHus) nHhopmaumu, oTtobpaxenus MO
nckniovarouee ee
HECaHKLWOHNPOBaHHbIN NPOCMOTP
3TC.5 3awumTa oT BHELWHUX BO3AEACTBUN Ha yposHe L|OJ He npumenumo
(BO3OENCTBMI OKPYXaloLen cpeapl,
HecTabunbHOCTW anekTpocHabxeHus,
KOHAMUMOHWUPOBAHWUSA U UHbIX BHELLHWX
thakTopoB)
3awmTa nHopMaUMOHHON CUCTEMbI, €€ CPefCTB, CUCTEM CBA3U U Nepeaayu gaHHbix (3UC)
3nC.A1 PaszpeneHve B MHGQOPMaLUMOHHON Ha yposHe: Ha yposHe KnueHTCKUx
cucTteme (PyHKUUA No ynpaeneHuio BUPTYarbHbIX MaLLWH U
(aAMUHUCTPUPOBAHMIO) * cpusudeckoro knueHTcknx Docker-
WHPOPMALIMOHHO CUCTEMON, obopyAoBanus KOHTEHepoB
ynpaBneHuio (aAMUHUCTPUPOBAHMIO) Mnarcopmbl;
CUCTEMOW 3aLLUMThl NEPCOHASTBHBIX e cpeacTs yrpaBsieHus
AaHHbIX, QyHKLUMIA no obpaboTke Cpenow BUpTyanu3aLmm;
NepcoHarnbHbIX AaHHbIX A UHbIX PYHKLIMIA
MHOPMALIMOHHON CUCTEMDI e CepBUCHBIX/CNyXebHbIX
cepsepoB [lnatcdopmbl 1
npoYunx BUPTYarbHbIX
YCTPOWCTB;
e cepsucos NnaTtdopmel.
3KC.3 ObecneyeHne 3aLmTbl NEPCOHANBHbIX Ha ypoBHe kaHanos: Ha ypoBHe kaHanos CBA3u,
OaHHbIX OT PackpbITUs, MoauduKaLmum u YCT@HOBMEHHbIM KTUEHTOM
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Co,qep)xaHue Mep no obecneyeHuo

BCTpoeHHble 3alWNTHLIe

3awuTHbIE MepbI,

AETRGDS 6e30nacHOCTU NepcoHanbHbiX MexaHuambl Mnartdpopmbl e b oI KHE)

TpeboBaHUA BbINOMHUTb KITUEHThI

AaHHbIX «Anpekc.Obnako»
ans goctuxeHus Y3 - 1
HaBA3bIBaHUA (BBOAA NOXHOM ® 1CMNOMb3yembIX AN AocTyna | ANA JOCTyna K ero
nHdopmaLuKn) Npu ee nepegave aAMUHUCTPATOPOR K | BUPTYanbHbIM MaluMHam U
(noaroToBke K nepeaaye) no kaHanam CUCTEeMHBbIM  KomrioHeHTam | Docker-koHTelRHepam.
CBSI3W, UMEIOLLIMM BbIXOZ 32 Mpeaerns! Mnatdopmb;
KOHTPONMPYEMOW 30HbI, B TOM 41Cne
GecnpoBOAHbLIM KaHaram CBA3U ® ucnonb3yembix Ans Aoctyna
nonb3oearenei ]
aaMUHNCTPATOPOB K
KOHCOnu ynpaeneHus
cpenow BUpTyanu3auum;
o mexay LIOL.

3nC.11 ObecneyeHne NOANMHHOCTU CETEBbIX Ha ypoBHe kaHanos: Ha ypoBHe cermeHTOB
COeaVHEHNI (CeaHCcoB ceTu KnueHTa
B3aMMOZEVICTBMS), B TOM YMCre 4N * “cnonbsyembix Ana Aoctyna
3aLLMTHI OT NOAMEHbI CETEBbIX AMUHACTPATOPOB K
YCTPOWCTB M CEPBUCOB CUCTEMHBIM  KOMMOHEHTaMm

Mnatcopmbl;

e UCNONb3yeMbixX ANA AOCTyna
nonb3oBarenen 7}
agMUHUCTPaTopoB K
KOHCOMM ynpaBsneHus
cpepov BUpTyanusaumy;

o mexgy LlOJ.

3UC.15 3awumTa apxvBHbIX hannos, Ha yposHe: Ha ypoBHe knueHTCKux
napameTpoB HaCTPOWKK CPEACTB BUPTYanbHBIX MALLWH U
3aLLUTbl MHCOPMALMY 1 NporpamMMHoro | © PU3udeckoro knueHTckux Docker-
0BecneyeHms 1 UHbIX AaHHBIX, He oBopyaosaHus KOHTEHepoB
noAnexaLLux U3MEHEHMIO B npoLecce Mnarcopmb!;
06paboTkn nepcoHansHbLIX AaHHbIX o CEPBUCHBIX/CIYXEBHbIX

cepeepoB [Mnatcopmbl u©
npoumnx BUPTYanbHbIX
YCTPOWCTB.

3nc.17 Pa3bueHune nHgpopmauunoHHol cuctemsl | Ha yposHe Ha yposHe cermeHTOB
Ha CermeHTbl (CerMeHTupoBaHue CepBUCHbIX/CRYXeBHbIX BUPTYanbHOMR CETU
NHGOPMALIMOHHOW CUCTEMBI) 1 CErMeHTOB CEeTU. KInueHTa
obecneveHne 3alWmnTbl NEPUMETPOB
CErmMeHToB MHPOPMALMOHHON CUCTEMBI

31C.20 3awmTa 6ecnpoBOaHbIX COeAUHEHUA, He npumeHumo He npumennmo
NPUMEHSIEMbIX B MHCPOPMALIMOHHON
cucteme

BbisiBrieHMe MHUWOEHTOB W pearmpoBaHue Ha Hux (UHLI)

MHLU A1 Onpegenenue nuu, OTBETCTBEHHBIX 3a W3 uucna paboTHukos W3 uncne paboTHUKOB
BbISIBITIEHVE WHLUUAEHTOB U Anpekc.Obnako unu ero KNUEHTCKOM opraHnsaumm
pearupoeaHue Ha HuX noapsaYUKoB UnNu ee NoapPsSAYMKOB

UHL.2 ObHapyxeHrue, ugeHTudnkaums n Ha yposHe: Ha ypoBHe KNNEHTCKUX

erncTpauma MHUMAEHTOB BUPTYanbHbIX MalLWH U
P P * cpusuueckoro KDIF:;TCKVIX Docker-
obopyaosaHus KOHTEiHepoB
MnaTcopmbl;
e CpeacTs ynpasneHust

cpenoii BUpTyanu3auuu,

e CePBUCHbIX/CNYXebHbIX
cepeepoB [Mnatcopmel  #
npoumx BUPTYyanbHbIX
YCTPOWCTB;

e cepsucos [naTdopmel.




ard

ecurity
VT CopgepxaHue mep no obecnevyeHUto BcTpoeHHkle 3alUTHbIe 32::)::’:::0":1‘:5:;;
Tpe6oBaHms 6e30nNacHOCTH NEPCOHarbHbIX MexaHu3mbl Mnardopmbl ORI TR
OaHHbLIX «Aupekc.Obnako»
ansa poctuxenus Y3 - 1
NHL.3 CeoeBpemeHHoe nHhopmupoBaHue nuu, | N3 uncna paboTHukoB W3 uncne paboTHukos
OTBETCTBEHHbIX 32 BbisSIBNIEHUE Anpekc.Obnako unu ero KNWEHTCKOW OpraHn3auum
WHUMAEHTOB U pearMpoBaHue Ha HKX, O noApAAYUKOB unu ee NOAPAAYNKOB
BO3HUKHOBEHWUMW WHUMAEHTOB B
WHOPMALIMOHHOK cucTeMe
nonbL3oBaTeENAMU U agMUHUCTpaTOpamn
MHu .4 AHanu3 HUWMAEHTOB, B TOM Y1cne Ha yposHe: Ha ypoBHe KNEeHTCKUX
onpefeneHne UCTOYHUKOB U NPUUUH BUPTYanbHbLIX MaLLKH U
BO3HVKHOBEHUS UHUMAEHTOB, @ TaKkke * (pusnueckoro krueHTckux Docker-
OLieHKa UX NocrneacTBui oBopyAoBaHus KOHTeiHepoB
MnaTdopmbl;
NHL.5 MpuHATHE MEP NO YCTPaHEHWUIo
MOCNeACTBUI MHLMAEHTOB ¢ cpeacts YNpaBneHna
cpenoi BupTyanusaumu;
MHLL.6 lMnaHupoBaHue y NpUHATNE Mep Mo
NPeAOTBPALLEHNIO NOBTOPHOTO e cepBUCHBIX/CNyXebHbix
BO3HMKHOBEHWS| MHLWAEHTOB cepeepos  [natopmbi 1
npo4mnx BUPTYanbHbIX
YCTPOWCTB;
e cepsucos lNnaThopmst.
YnpasneHue kOH(pUry patme MHOPMALIMOHHON CUCTEMbI U CUCTEMbI 3aLUThI NEePCOHanbHbIX AaHHbIX (YK®)
YK®.1 Onpeaenexve nuu, KOTOPLIM Ha ypoBHe: Ha ypoBHE KNUeHTCKOM
paspeLueHbl AEACTBUSI MO BHECEHUIO BUPTYanbHOM
M3MEHEHUIN B KOHUrypaLMIo * puanueckoro WHAPACTPYKTYPbI 1
MHOPMALIMOHHON CUCTEMbI U CUCTEMBI obopyAosaHus knuenTckux Docker-
3aLMUTh! NEePCOHAMBHBIX [aHHbIX Mnatchopmb; KOHTEiHepoB
YKD.2 YnpaBneHue n3MeHeHNsamMm ® CpeAcTs ynpasnenus
KOHpMrypaLmm NHOPMaLIMOHHON Cpeaow supTyanusauu,
CUCTEMbI U CUCTEMBI 3aLLMUTHI o CEPBMCHBIX/CIYXEBHBIX
nepcoHanbHLIX AaHHbIX cepsepoB  Mnatchopmbl 1
YK®.3 AHanW3 NMOTEHUMANbHOro BO3AEACTBUSA npoH4Mux BUPTYambHbLIX
NNaHNpyeMbIx U3MEHEHWI B yCTPOUCTB,
KOHMrypaumv nHGopmMaLoHHon o MporpamMmHoro
CUCTEMbI U CUCTEMBI 3aLLNTHI obecneuerns NnaThopmbl.
nepcoHarnbHbIX AaHHbIX Ha obecnevuerne
3aLLUUTbI NEPCOHAMbHbIX AaHHbIX 1
cornacoBaHue UsMeHeHuiA B
KOHUrypaumm nHopMaLMoHHON
CUCTEMb! C AOMKHOCTHLIM SIULIOM
(pabOTHUKOM), OTBETCTBEHHbIM 33
obecneyveHune 6esonacHoOCTU
nepcoHanbHbIX AaHHbIX
YK .4 [okymeHTUpoBaHve Hopmaumm
(aaHHbIX) 06 U3MEeHeHusx B
KOHbUrypaumu nHgopMaunoHHON
CUCTEMbI U CUCTEMBI 3aLLUTHI
NepcoHanbHbIX AaHHbIX
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