ADFS. ABTOCO3aaHMe Noab30BaTeNA

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.
Claim rule name:
|Claim 1
Rule template: Send LDAP Attributes as Claims

Attribute store:
|Adive Directory

Mapping of LDAP attributes to outgoing claim types:

e Lo Geloct ortypeto Outgoing Claim Type (Select or type to add more)

User-Principal-Name

UPN

Given Name

Given-Name

Sumame Sumame

K nepsomy npasuny gobasnsem aga HoBbix aTpubyTa Given-Name 1 Surname



You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.

Claim rule name:
|Claim 1
Rule template: Send LDAP Attributes as Claims

Attribute store:
Active Directory

Mapping of LDAP attributes to outgoing claim types:

I;gdA:ngibMe (Select ortype to Qutgoing Claim Type (Select or type to add more)

User-Principal-Name UPN
Given-Name Given Name

Sumame Sumame




You can use the following claim rule language to build a custom rule. To do this, copy the text
below, create a new custom rule using the Send Claims Using a Custom Rule template, and then

paste the text into the Custom Rule text box on the Configure Rule Template page in the Add Rule
Wizard.

Claim rule language:

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsa
ccountname”™, Issuer == "AD AUTHORITY"]

=> issue(store = "Active Directory", types =
("http://schemas.xmlscap.orqg/ws/2005/05/identity/claims/upn”,
‘http://schemas.xmlsocap.org/ws/2005/05/identity/claims/givenname "

’

http://schemas.xmlscap.org/ws/2005/05/identity/claims/surname '),
query = ";userPrincipalName,givenName,sn;{0}", param = c.Value);

B Teachabase B HacTpoitkax SAML yctaHaBnmBaem ¢nar «Co3aatb Nosb3oBaTensa» u
NponucbiBaem Hemmcnencol aTpMbyTos AnNa UMeHn n damunnm

(4 Cospatb nonbaosarena

Name (MmA)
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

Last Name (®amunun)
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Mpynnel



Co3paem ewe TpU HOBbIX claim gna nepeaadun rpynn nonb3osartena

Iaim 1

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

IGroup1

Rule template: Send Claims Using a Custom Rule
Custom rule:

c:[Type == A
"http://schemas.microsoft.com/w3/2008/06/identity/claims/windowsaccount |
name"”, Issuer == "AD AUTHORITY"]

=> add(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameDN"), query

= ";distinguishedName; {0}", param = c.Value):;

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer ==
"AD AUTHORITY"]

=> add(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameDN"), query =
".distinguishedName;{0}", param = c.Value);



Claim 2

Edit Rule - Group2 -

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

Group2

Rule template: Send Claims Using a Custom Rule
Custom rule:

cl: [Type == A
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccount
name"”, Issuer == "AD AUTHORITY"]

&s c2:[Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameDN" ]

=> add(store = "Active Directory"”, types =
("http://schemas.xmlsocap.org/claims/Group”™), query =
"(member:1.2.840.113556.1.4.1941:={1}) ;samaccountname; {0}", param =
cl.Value, param = c2.Value);

OK || Cancel

cl:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer ==
"AD AUTHORITY"]

&& c2:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameDN"]

=> add(store = "Active Directory", types = ("http://schemas.xmlsoap.org/claims/Group"), query

="(member:1.2.840.113556.1.4.1941:={1});samaccountname;{0}", param = c1.Value, param =
c2.Value);



Claim 3. B atom claim-e ot6op no npeduKcy rpynn HaunHawouwmxca Ha teachbase_. Ero mokHo
M3MEHUTb

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:
|Group3

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type == "http://schemas.xmlsoap.org/claims/Group”, Value =~ " (2
i) teachbase_"]
=> issue(claim = c);

c:[Type == "http://schemas.xmlsoap.org/claims/Group", Value =~ "(?i)teachbase_"]
=> jssue(claim = c);



You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts

claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:
|Group3

Rule template: Send Claims Using a Custom Rule
Custom rule:

c:[Type == 'http://schemas.xmlsoap.org/claims/Group ', Value =~ " (2
i) teachbase_"]

=> issue(claim = c);

npOI'IMCbIBaeM Helmcnenc Ana rpynn n coxpaHAaem HaCTpOVIKM.

Name (UmnA)
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Last Name (®amunun)
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
pynnel

http://schemas.xmlsoap.org/claims/Group

& Hide SAML Settings for Single Sign-On




