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@ 3aKOHOLI,aTefIbCTBO U pekomeHaaunnm perynatopon

17 oHsa

MuHundpbl PO pa3paboTano 3aKOHOMNPOEKT O WTpadax 3a yTeYKY NePCOHaNbHbIX
NaHHbIX rpaxaaH

MUHUCTEPCTBO LMPOBOro PasBMTUA, CBA3N M MACCOBbIX KOMMYHMKaLMI PO
pa3paboTano 3aKOHONPOEKT 06 0OOPOTHbLIX WTPadax ANA KOMMNAHWI 33 YTEUKY
NepcoHaNbHbIX AAaHHbIX rPaXaaH.

22 NioHA

MuHUMPPbLI BBOAUT HOBbIM MHAMKATOP PUCKA 4/1A ONepaToOpOB CBA3M


https://iz.ru/1530232/2023-06-17/mintcifry-rf-razrabotalo-zakonoproekt-o-shtrafakh-za-utechku-personalnykh-dannykh-grazhdan
https://iz.ru/1530232/2023-06-17/mintcifry-rf-razrabotalo-zakonoproekt-o-shtrafakh-za-utechku-personalnykh-dannykh-grazhdan
https://www.securitylab.ru/news/539248.php

OnepaTopbl CBA3M AOMKHbI HIOKMPOBATH 3aMpPeLLEeHHbIe CalTbl, AAXKe eCAN Y HUX
YCTaHOB/IEHbI «4epHble AWLNKM» PKH.

23 UioHA
B lymy BHECM 3aKOHOMPOEKT O PEryIMPOBAHMN PEKOMEHAALLMIA B MHTEPHETE

POCKOMHaA30p CMOXKeT B/10KMPOBaTb MHTEPHET-PECYPChl, KOTOPbIE OTKAXKYTCA
OTK/It0YaTb PeKOMEeHAALMN B Cy4anX, KOraa npu UX MCNo/1b30BaHUN BbiSB/EHbI
HapyLleHuna. MHMUMATUBY paHee KPUTUKOBANWU OHNaMH-peTennepsbl.

24 NioHA

MyTWUH NOANMCan 3aKOH O WTpadax A/1A rOCCNYKaLIMX 33 MHOCTPaHHbIe
MeCCeHaXepbl

MNpe3naeHT PO Bnaammmp MyTMH noanmcan 3aKOH O BHECEHUM M3MEHEHMI B
KogeKkc 06 aAMMHNCTPATUBHOM OTBETCTBEHHOCTU (KOAM) ANA roccayKaumx u
GUHAHCOBbIX OPraHM3aLUMMi, MCNONB3YIOLWMX 3apyDeKHble MecceHaKepbl ANA
NepecbINKN AAaHHBIX POCCUNCKUX FPaXKaaH.

28 UNioHA
MpaBnTENLCTBO pa3paboTaeT 3aKoH 06 MCKYCCTBEHHOM MHTENNEKTE

Cpeay OCHOBHbIX HanNpaBAEHNI — 0HE3IMYMBAHNE UCMOb3YEMbIX MM AAHHbIX U
MacLTabMpOBaHME yXKE MMEIOLLMXCA «NPABU/IbHbIX PELIEHNNY .

30 UioH~A
B CoseTe ®eanepaummn npeanoxumnmn cos3gatb "OCATO gna IT"

B Poccum Heobxoammo co3aatb "OCATO ana IT" — cTpaxoBKy AN KOMNaHWM B
cny4yae KmbepaTaK U yTeyeK JaHHbIX, COOTBETCTBYIOLME PeKOMEeHAaL MM
HanpasieHbl B MUHUMOPLI 1 LleHTpobaHK.

@ Hasepx

@ Ob6e3onacb ceba cam

5 UioHsa
PoccusiHam ganu CoBET, KaK 3acTaBUTb TeNleOHHOIo MOLLEHHMKA BblAaTh cebs

JKcnepT paccKkasas, YTo ecTb YeTbipe cnocoba onpeaennTb, YTO 3BOHUT
TenePOHHbIM MOLLUEHHMK.


https://www.rbc.ru/technology_and_media/23/06/2023/6495dd359a79473f2c8ca3df
https://iz.ru/1534225/2023-06-24/putin-podpisal-zakon-o-shtrafakh-dlia-gossluzhashchikh-za-inostrannye-messendzhery
https://iz.ru/1534225/2023-06-24/putin-podpisal-zakon-o-shtrafakh-dlia-gossluzhashchikh-za-inostrannye-messendzhery
https://www.rbc.ru/rbcfreenews/649b950c9a794732a27a407b
https://1prime.ru/itb/20230630/840958382.html
https://1prime.ru/telecom/20230605/840755543.html

21 UioHA
B LUb 06bACHMAK, 3a4EM MOLLIEHHMKM 3BOHAT M MOAYaAT B TPYOKY

MNHOrna MoLeHHNKM MOTYT 3BOHUTb a6OHeHTy N MO/14aTb B OTBET, d 3aTEM 6pOC8Tb
pr6|-(y. EcTb HECKONbKO 0O BACHEHMN TAKOTO noseaeHnA 3,10yMbllLNEHHMKOB.

24 NoHA

BbikntoyainTe TenedoH Ha HOYb 1 CNIMTE CMOKOMHO: COBET Npembepa ABCTPaNM NO
KnbepbeszonacHoOCTH

Moyemy BbIK/Ilo4aTb CMaPTHOH Ha HOYb - 3TO HE TOJIbKO XOPOLLO A9 340P0BbA, HO
n ana 6€30nacHoOCTH.

27 UNoHA

PoccraHam packpbiam, MoYemy onacHoO XpaHuTb GOTO BAaHKOBCKOM KapTbl Ha
TenedoHe

JKCNepT: He/b3A CHUMATb AOKYMEHTbI Ha CMapTd)OH, MOTOMY YTO €ero moryTt
B3/10MaThb.

28 UNioHsA
MOLWEeHHWKN NPUAYMann, Kak Ucnoab3osatb ToYKK Wi-Fi no-HoBOMY

310YMbILWAEHHMKN NPUAYMbIBAOT BCe HOBble cnocobbl 0bmaHa: 0AHO M3 HOBLUECTB
— mumnkpua nod Wi-Fi — Touku.

@ Hasepx

NHbOpPMaLUMOHHbIE CTaTbU

1 UNionn
MpaBMUTENbCTBO NOAAEPHKUT CO3aaHMe nyna paspabdaTtbiBatowmx MO opraHn3aumi

KabMuWH OKaXKeT rocnoaaep KKy B CO3AaHUN Nyaa U3 Hay4YHbIX OpraHM3auuii u
POCCUIMCKMX KOMMNAHWIM, KOTOPble COBMECTHO 3almyTca pa3paboTkomn
nporpammHoro obecnevyeHumsa (MNO) oTe4ecTBEHHbIX MPOU3BOACTB.

7 VoHsa
B Poccmn onpeaenmam camble TEXHONOTUYHbIe IT—KoMnaHnm

"Anaekc", "TabopaTtopuna Kacnepckoro" n "Cobep" Bo3rnasuam penTmHr
TEXHONIOTMYHOCTN POCCUMCKUX IT-KOMMNaHWI, COCTaBAEHHbIN Ha OCHOBE YMCAa


https://www.banki.ru/news/lenta/?id=10987259
https://www.securitylab.ru/news/539276.php
https://www.securitylab.ru/news/539276.php
https://1prime.ru/exclusive/20230627/840929101.html
https://1prime.ru/exclusive/20230627/840929101.html
https://1prime.ru/exclusive/20230628/840934414.html
https://1prime.ru/industry_and_energy/20230601/840736752.html
https://1prime.ru/itb/20230607/840773300.html

MMEIOLLMXCA Y KOMMNAHWI AeMCTBYIOLLMX NAaTEHTOB B 061aCT LMPPOBbLIX
TEeXHOOTUN.

13 UioHA
MnoH Mack Ha3Ban Bcex ntoaen knbopramm

AMmepunKaHCKMA NpeanpuHumatens MaoH Mack BbiCKasanca Ha Temy
MCKYCCTBEHHOTO MHTennekTa (M) 1 pa3Butma TEXHONOTUNA,

14 MoHsa

VK 1 "HopHuKkenb" norosopmance o paspaboTke IT-peleHmin ana
meTannypruyeckoro bmusHeca

NHTepHeT-xonamur VK n "HopHukenb" noanuncanm Ha MMI3® cornalueHme o
COTpYyAHMYecTBe B pa3paboTke IT-peleHnin Ana meTannyprmyeckoro bmnsHeca.

16 UioHsa

B MuHUmdpbl coodbLWMAM 0 NosBAEHUM BCE BoNee CNOXKHbIX BAPNUAHTOB KnbepaTak
Ha P®

KnbepaTakmn Ha Poccumto B HacTodALlee Bpems He orpaHnymsatotca DDoS-aTtakamm,
noABMAMCb 6onee CNOXKHble BapMaHTbl, COCTOALLME M3 HECKO/IbKMX 3TAMoB.

20 UNioHA
MuHUM pPbI XO4eT NpeaoCTaBMUTb By3am DECnNaTHbIM A40CTYN K POCCUMCKOMY COPTY

MuHUMbPbI PO roTOBUT MHMLMATMBY, KOTOPasA NO3BOIUT NPeA0CTaBAATbL By3am
HecnnaTHbIM AOCTYN K COPTY, COAEPKALLLEMYCA B PEECTPE POCCUIMNCKOTO
nporpammHoro obecnevyenus (MO).

28 UNioHA

NT-oTpacab onpeaenmna yetbipe "daarmaHcKkmMe" poccrinckme onepauymoHHble
CUCTEMBI.

NT-oTpacab onpeaenvna YeTbipe onepaLmoHHbIE CUCTEMbI, Ha KOTOpble
peKoMeHAyeT OPUEHTUPOBATLCA NPU GOPMUPOBAHUM CTPaTErMM UMPPOBOTo
Pa3BUTUA.

MuHundbpbl 1 ®CTIK npeanomam cosnate eanHyto cpeay besonacHom
pa3paboTKM

MuHundpbl 1 PCTIK BbICTYNUAN C UHULMATMBOM CO34aTh €AMHbIA KOHBENEpP
H6e3sonacHon pa3paboTku. Ero cosgaHmne A0NKHO CHU3UTbL NOPOT BXOAa ANA
pa3paboTYMKOB roCcyAapCTBEHHbIX MHPOPMALMOHHbIX cnctem 1 MO ana
KPUTMYECKOM MHPOPMALIMOHHOMN MHPPACTPYKTYPbI.

OC Windows nepeHecyT B «0b/1aK0»


https://lenta.ru/news/2023/06/13/cyborg/
https://www.interfax.ru/business/906200
https://www.interfax.ru/business/906200
https://iz.ru/1529594/2023-06-16/v-mintcifry-soobshchili-o-poiavlenii-vse-bolee-slozhnykh-variantov-kiberatak-na-rf
https://iz.ru/1529594/2023-06-16/v-mintcifry-soobshchili-o-poiavlenii-vse-bolee-slozhnykh-variantov-kiberatak-na-rf
https://www.interfax.ru/digital/908244
https://www.interfax.ru/digital/909335
https://www.interfax.ru/digital/909335
https://www.comnews.ru/content/227032/2023-06-28/2023-w26/mincifry-i-fstek-predlozhili-sozdat-edinuyu-sredu-bezopasnoy-razrabotki
https://www.comnews.ru/content/227032/2023-06-28/2023-w26/mincifry-i-fstek-predlozhili-sozdat-edinuyu-sredu-bezopasnoy-razrabotki
https://lenta.ru/news/2023/06/28/cloud_windows/

KomnaHua Microsoft 3annaHmMpoBana NofHOCTHIO MEPEHeCTM onepaLnoHHY
cuctemy (OC) Windows B «0b1a4HOE» XPaHUAULLE.

29 UioHA
C yacToTamm peLmnanm He MenbynTb

MuHUMOPbI NPeasoXKMN0 pas3BmnBaTh ceTn 5G Ha Hase eanMHOTo PaaMOYacTOTHOTO
onepaTopa C rocy4actmem, KoTopbii 6e3BO3ME3AHO NOYYNT YACTOThl B «30/10TOM
AvanasoHe» 3,4-3,8 [Tu B «pexnme COBMECTMMOCTM CO crneucnyxbamm».

Y3Hai HoBoe. TEXHONOTUN U METOAbI 3aLUTbI
MHPopmaumu

2 VioHA
B Poccmn co3gaayT HempoceTb 414 MOMCKAa AOMALLIHMX *KUBOTHbIX

Cuctemy A5 NoUCKa NOTEPSBLUMXCA AOMALIHUX XMUBOTHbIX MAaHUPYET 3anyCTUTb
POCCUIMCKUI pa3paboTUMK CUCTEMbI PACMO3HaBaHMUA UL, U aBTOMObOUAEN
NtechLab.

29 UNioHA
GPT-3 okazanca adpPeKTUBHbIM B pacnpocTpaHeHnn aesnHdopmaumm

YueHble LIlopnXCKOro yHMBepcuTeTa Nokasasm, YTo A3blkoBasa moaenb OpenAl GPT-
3 adpdeKTMBHEE NtoAEeN B TOM, YTO KacaeTca CO34aHMA M pacnpoCcTpaHeHua
aesnHdopmaumn.

30 UtoHs
MITRE BblnOMAa CNUCOK M3 25 Hanbonee onacHbIX COPTOBbLIX YA3BMMOCTEM

OpraHuzauma MITRE onybamkoBana cnnmcok n3 25 Hanbonee onacHbIX COPTOBbIX
ys13BMMOCTEN 1 6aros, KOTopble 3a NocaeaHMe ABa rofa A0Ky4Yaan Noib30BaTeNAM
M KOMMNaHMAM no Bcemy mupy. Mb-coobliecTBo npmsbiBatoT 06paTUTh BHUMAHNE
Ha 3T HBpewn.


https://lenta.ru/tags/organizations/microsoft/
https://www.kommersant.ru/doc/6070270
https://iz.ru/1522334/2023-06-02/v-rossii-sozdadut-neiroset-dlia-poiska-domashnikh-zhivotnykh
https://lenta.ru/news/2023/06/29/chat/
https://www.anti-malware.ru/news/2023-06-30-111332/41482

Foreigner corner

22 NoHA

ChatGPT nemoHcTpupyeT mHoroobellatollme pesynbTaTbl B 0OHAPYKEHNM
GULWMHTOBbLIX CanTOB

ChatGPT MOHO MCNO/b30BaTb A1A CO34aHMA GULLMHIOBbLIX CANTOB, HO MOXHO /1
€ro TaK»Ke MUCNoAb30BaThb 419 UX HaAeKHOoro obHapyeHua? Mccnenosatenn B
obnact nHbopmaLMoHHOM 6e30NacHOCTM NOMbITAIMCb OTBETUTL Ha 3TOT BOMPOC.

bar B Microsoft Teams no3sonseT BHeApATb BpeaoHocHOe 0O 13 BHeLWHNX
YyYeTHbIX 3anmcemn

Ncecneposatenn B 061act MHGOPMALMOHHOM 6@30MacHOCTM HaLW NPOCTOM
cnocob gocTtaBku BpeaoHocHoro MO B opraHusaumio ¢ nomoLibio Microsoft Teams,
HECMOTPA Ha OTPaHUYEeHMA B MPUNOXKEHUM AN Gata0B U3 BHELIHMX MCTOYHMKOB.

Mpw noaroToBKe MaTepuana UCnoabL30Ba/IMCL Ceayiowme MHPOPMaLMOHHbIE
pecypcbi:

http://banki.ru | http://tass.ru | http://rbc.ru | https://krebsonsecurity.com|
https://threatpost.ru | http://ehackingnews.com | http://securitylab.ru |
https://xakep.ru | http://kommersant.ru | https://ria.ru | https://iz.ru |
https://www.anti-malware.ru | https://www.reuters.com | https://d-russia.ru |
https://www.helpnetsecurity.com | https://www.kaspersky.ru |
https://www.mos.ru | https://www.ptsecurity.com | https://www.rt.com |
https://www.techradar.com | https://www.zdnet.com | https://digital.gov.ru/ru |
https://www.themoscowtimes.com | https://www.news.ru | https://lenta.ru |
https://informburo.kz | https://smartpress.by | https://ictnews.uz | http://today.t;
| https://360tv.ru | https://te.legra.ph | https://lukatsky.ru | https://rb.ru |
https://www.comnews.ru | https://www.gazeta.ru | https://1prime.ru |
https://radiosputnik.ria.ru | https://ict.moscow | https://www.interfax.ru |
https://www.scmagazine.com | https://www.novostiitkanala.ru |
https://www.computerworld.com | https://www.it-world.ru |
https://www.bleepingcomputer.com

MpucblnanTe BalLM MbICW U NPEaSIOKEHUS.
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Cnacnbo Bcem TEéM, KTO peKomMeH40Bas1 CTaTb ON1A 3TOro BbIMyCKa.

I I
DEMQBLE PELEHWA W TEXHONOTUIA
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HacTosuee coobuieHre coaepxuT MHOpMaLmio ToNbKo obLLero xapaktepa. Mpu aTom komnanum Fpynnel APT (AO APT v ero addunmposaHHbie nua)
He NpeAoCTaBAAOT NOCPEACTBOM AaHHOT O COOBLEHUA KaKMX-NMBO KOHCYNbTaLMIA MK YCYT NPOGECCHMOHANBHOTO XapaKTepa. Mpexae Yem NpuHATL
Kakoe-nnbo pelleHre Unn NpeanpuHATL Kakue -1Mbo AeicTBUA, KOTOPbIe MOy T OTPA3UTbCA Ha Ballem GUHAHCOBOM MONOKEHWUMN UNW COCTOAHUM Aen,
NPOKOHCYIbTUPYMTECH C KB VLW POBAHHBIM CMe LanncTom. H1 04HO M3 IopuanYecKmX nL, BXoaauLux 8 Mpynny JPT, He HeceT OTBETCTBEHHOCTU

3a Kakne-1nb o ybbI T, MOHECEHHbIE NH0DbIM TULL0M, MCMO/ b3YIOLLMM HacTosALLEe COOBLLEHMe.

AO IPT
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