ExxemecadyHaa noabopka HOBOCTEMN
NtoHb 2023 roaa, sbinyck #11

@ 3aI-(OHOLI,aTEI1bCTBO U pekomeHgaumnmn perynatopos

4 Mas
CaHKUMM 3@ HEe3aKOHHbI 060POT NepPCoHaNbHbIX AAaHHbIX YXKecTo4atoTca

B Focaymy BHECEH 3aKOHOMPOEKT, COrNacHO KOTOPOMY LUTPadbl 33 HE3aKOHHYIO
06pabOoTKy NepCcoHabHbIX AaHHbIX FPaXkaaH, BKAOYas BMOMETpUYECKMNE, KPaTHO
BO3pacTatoT. MaKcMMa ibHble CaHKLMM 3aKOHOMPOEKT yCTaHaBANBAET A

topuandeckmnx anu,: ao 700 Tbic. pyb. Npu NnepBom HapylieHnn n 4o 1,5 maH pyb.
Npv NOBTOPHOM.

5 Mas


https://www.kommersant.ru/doc/5968303

MpaBUTENbCTBO yTBEPANAO0 KOHUENLMIO MHPOPMALIMOHHOM He3onacHoOCTH AeTen

OCHOBHOW 33Z@4ei KOHLEeNUMN ABASETCS 3allmTa AeTel OT Pa3INYHbIX YIrPo3 U1
PUCKOB B COBPEMEHHOM LIMGPOBOM MUpPE.

16 Mas

LB pa3paboTan 3aKOHOMPOEKT, YNpoLatoLWmii 06opoT maTepmnanos ¢ 6aHKOBCKOM
TarHOM

BaHK Poccnmn HamepeH No3BonnTL BaHKam nepesaBaTtbh Ha ayTcopc pa3paboTky IT-
peLleHn n xpaHeHne ceeaeHnn ¢ BaHKOBCKOM TallHOM B 06/1a4HbIX CEpPBMCaX.

18 Mas

MMHLLMCI)pr FTOTOBUT 3aKOHOMPOEKT O NpMHUKMnax onpeaeneHna KPpUTn4HOCTN
I/IHCbpaCprHTypbl

MuHUMPPbI paboTaeT Had 3aKOHOMPOEKTOM, B COOTBETCTBMU C KOTOPbIM
NpPaBUTENbLCTBO DyAET onpenensTe nepedeHb 0OBbEKTOB KPUTUYECKO
NHPOPMALMOHHOM MHPPACTPYKTYpPbI (KNW), a TakKe CpoKM UX nepexoaa Ha
OTEYECTBEHHbIe peLleHus.

23 Mas
Ffocayma NpuHANa 3aKOH O NOAAEPKKE TEXHOMAPKOB B CHepe BbICOKMX TEXHONOTMN M

[IOKyMeHT Ha 3aKoHOZaTe/IbHOM YPOBHE OnpeaenseT NpaBoBoM CTaTyC
TexHoMapKa B chepe BbICOKMX TEXHOOTUI 1 NpeayCMaTPUBaET Mepbl
rocy/1apCTBEHHOM NOAAEPHKKM Ha Co3aaHMe MHOPACTPYKTYPbI AN TaK1X
TeXHONapKoB. [pn 3ToM TpeboBaHMUA K TaKMM TeXHONapKam ByayT aHanorMyHbl
TEM, YTO MPUMEHSAIOTCS K MHAYCTPUANbHBIM NapKam v MPOMbILLIJEHHbIM
TeXHOMapKam.

@ Ob6e3onacb ceba cam

1 Mas
PoccusiHamM paccKkasan, Ha Kakne 3BOHKM HeNb3s OTBEYaTb

Jlto60oI1 3BOHOK C HE3HAKOMOTO HOMEpPa — MOBO/, HACTOPOMKMTLCSA, HO eCTb 0CObbIe
CUrHa/bl, YTO Ha APYrOM KOHLLE MPOBOAA MOLLIEHHWK.


http://government.ru/news/48416/
https://www.vedomosti.ru/technology/articles/2023/05/16/975183-tsb-razrabotal-zakonoproekt-uproschayuschii-oborot-materialov-s-bankovskoi-tainoi
https://www.vedomosti.ru/technology/articles/2023/05/16/975183-tsb-razrabotal-zakonoproekt-uproschayuschii-oborot-materialov-s-bankovskoi-tainoi
https://www.vedomosti.ru/technology/articles/2023/05/18/975584-mintsifri-gotovit-zakonoproekt-o-printsipah-opredeleniya-kritichnosti-infrastrukturi
https://www.vedomosti.ru/technology/articles/2023/05/18/975584-mintsifri-gotovit-zakonoproekt-o-printsipah-opredeleniya-kritichnosti-infrastrukturi
https://1prime.ru/telecommunications_and_technologies/20230523/840662070.html
https://1prime.ru/exclusive/20230501/840492386.html

5 Mas
PoccuaH npeaynpeamnmn o HeobblMHOM cnocobe Kparkn AaHHbIX C KOMMbOTEpPa

KnbepnpecTynHUKM NpuayMbIBatoT BCe HOBble cnocobbl 0bmaHa poccusaH. OamnH K13
TaKMX CNOCODOB YrpoXKaeT AaKe KOMMbIOTEPAM, KOTOPbIEe HEe MOAKAOYEHbI K CETH,

10 Mas

Y7o Aenatb, eCAn Bbl HA3Ba/IM MOLLEHHMKAM aHHble HaHKOBCKOM KapTbl NN
nepesean MM AeHblrn: MHCTPYKLUNA

PacckasblBaem, KakuMe yJIOBKN MCMOMb3YIOT ad)epMCTbI M 4TO AenaTb, eC/in Bbl
Ha3Ba/In AaHHbIE KapTbl NN NMepeBeI AEHbIN.

17 Masn
B LB BbIABMAM HOBYHO CXxemy No obmaHy poccuaH

MolwleHHWKK B Poccunm ctanm NMPNTBOPATLCA HE CI)VIHaHCOBbIMl/I opraHmM3aunamm, a
X areHTamu.

18 Mas
XaKkepbl HAYy4YNAMCb B31aMblBaTb OMOMETPUYECKYIO aBTOPM3aALMIO

Xakepbl C NMOMOLLLbIO HEMPOCETU HAYYUAINCh MEHATbL M30b6parkeHNe YeNoBeEKa,
4YTOObI 06XOANTH BMOMETPUYECKYIO aBTOPMU3ALMIO Ha Pa3HbIX CETEBbIX PECYPCaX.

20 Mas
3aparkeHHoe «f610K0»: Xakepbl CO34anM BUPYC AN1A KOMMbloTepos Apple

Xakepckana rpynnmposKa LockBit, nonyymsLiaa nssecTtHoCcTb 6aarogaps CBOMM
BMPYCaM-BbIMOraTeIAM, CO3/aJ/1a Nepsoe BpegOHOCHOEe NPorpaMmmHoe
obecneyeHune (MO) cneumansHo Ans KomnbtoTepos Apple Mac.

27 Mas

HoBbIM BMPYC-BbIMOTaTe/lb HE TO/IbKO KpaAdeT BalWW AaHHble, HO 1 MOXXET
coBepuwaTb HaHKOBCKMeE nepesodbl C Ballero akkayHTa.

B mae 2023 roaa akcneptbl “/labopaTopmn Kacnepckoro” obHapyKmMam HOBbIM
BMPYC-BbIMOraTenb Ans Android-yCcTpoicTs, KOTOPbIM NoAy4Ynn Ha3BaHMe Rasket.
TpodAHeL, pacnpocTpaHaeTca Yepes crnam-paccbl/iky CMC ¢ ccbiikamuy Ha
BPEAOHOCHbIE MPUNOKEHMA, MUMUKPUPYIOLLIME MO, CEPBUCHI ANA 3HAKOMCTB,
pafap-AeTeKTOPbI, MOAbl U NOTEPEMN.

29 Man
CMC nnum push: Kakme yBegomneHua no Kapte 6esonacHee 1 BbirogHee

BaHKM MHGOPMUMPYIOT KAMEHTOB 06 onepaumsax No KapTe, a TaKXKe PaccbiNatoT Koapbl
NOATBEPKAEHMA NOKYNOK ¢ nomolbto CMC nam push-ysegomneHnin. Pazbepemcs,


https://1prime.ru/exclusive/20230505/840535634.html
https://www.banki.ru/news/daytheme/?id=10984597
https://www.banki.ru/news/daytheme/?id=10984597
https://ria.ru/20230517/moshennichestvo-1872289717.html
https://radiosputnik.ria.ru/20230518/khakery-1872677477.html
https://iz.ru/1500308/dmitrii-bulgakov/zarazhennoe-iabloko-khakery-sozdali-virus-dlia-kompiuterov-apple
https://www.securitylab.ru/news/538487.php
https://www.securitylab.ru/news/538487.php
https://www.banki.ru/news/daytheme/?id=10985693

4em 3TW CNocobbl OTAMYADTCA APYr OT APYra U KOMY KaKon BapuaHT noaonaeT
bonblue.

30 Mas
BupycHas Harpy3Kka: Kakme NporpaMmbl ONAaCHO CKa4YMBaTb Ha Paboymin KOMNbIOTEP

IKCNepTbl 0O6BACHUAN, KaK NPABUIbHO YCTaHaBMBaTb COPT.

NHPOopPMaLMOHHbIE CTaTby

4 Mas
MuHundpbl NPeanoXMN0 pa3paboTaTb HOPMbI PeryampoBaHmna paboTsl 61orepos

B Poccun HeT 3akoHo4aTeNbHOM 6a3bl KacaTelbHO HAOrepoB, ee Hy»KHO
pa3paboTatb, oTMETUNI0 MUHUMPPLI. Baorepsl, Kak U Apyrue Noab3oBaTenu,
[O/IXKHbI cOB104aTb 3aKOHO4ATEeNbCTBO B MHTEpPHET-chepe, Hanpumep,
OTHOCUTENbHO 3anpeLLeHHON MHPOPMALLUN.

12 Mas
BaHKMpPbI OnacatoTca yTeyek 4yBCTBUTEbHOM MHbOPMaLLMM

BaHKMpPbl HEraTUBHO OTHEC/IUCL K HOBbIM TpeboBaHMAM LIb nepenasathb
nHbopmaumto 06 ncnonbsosaHum VPN B POCKOMHaA30p NO HE3aLWMLLEHHOMY
KaHany — 3/1eKTPOHHOM noyTe.

17 Masn

B Poccuun 3a rog ytekno 6onee 660 maH 3anmMcein ¢ NnepcoHaNbHbIMM AaHHBIMMK
Yncno yTeKwmx nepcoHasibHbIX AaHHbIX B 4,5 pa3a npesbiCUI0 HaceneHmne Poccuu.
22 Mas

Poccuickmne KomnaHMm 3aMMyT NONI0BUHY PbiHKa Knbepbe3zonacHoCTH

[ons oTeyecTBeHHbIX pelweHuit No MHPpopMaLMOHHON BesonacHoCcTn B Poccum no
ntoram 2022 roaa coctasuna 30-35%, kK KoHuy 2023 roga oHa npesbicnT 50%.

23 Mas

becnepebolHaa kMbepbeszonacHOCTb


https://iz.ru/1519137/mariia-frolova/virusnaia-nagruzka-kakie-programmy-opasno-skachivat-na-rabochii-kompiuter
https://www.rbc.ru/technology_and_media/04/05/2023/6452d27f9a7947b3ea0b421b
https://www.kommersant.ru/doc/5979225
https://www.rbc.ru/technology_and_media/17/04/2023/643936229a7947134f0ce21c
https://ria.ru/20230522/kiberbezopasnost-1873307794.html
https://www.kommersant.ru/doc/6000601

HoBbIl yKa3 npe3snaeHTa 06a3yeT GeaepanbHyto CAyKOy TEXHNYECKOTO U
9KCNOPTHOTO KOHTPOAA Poccum (PCTIK) cocTaBUTb NepedeHb KoMmnaHui B ob6a1actu
KnbepbesonacHoCTH, AeATeNbHOCTb KOTOPbIX KPUTUYECKM BaXKHA AN CTPAHbI.

24 Mas
B l'ocayme 3aaBMAKM O NAaHax co3aaTb B Poccum cBOM aHanor « Bukmuneamm»

B Poccum co3gaayT aHa/iIor OHAAMH-3HUMKAONeaMn «BuKkmneama» noa Ha3BaHMEM
«PycBUKN».

XaKepbl B Mae yCTpanBaan aTakM Ha NpaBUTeNbCTBEHHbIE OpraHmM3aLumnmn Poccmm

Yncno DDoS-atak Ha calTbl NPaBUTENLCTBEHHbIX opraHn3aumin ¢ 10 no 20 mas
BbIPOC/I0 Ha 74% B CpaBHEHMW C aHANOMMYHbIM NEPUOAOM NPOLLIOro roaa, Mx
opraHm3aTtopamm HbIIN NOAUTUYECKM MOTUBUPOBAHHbIE XaKepbl.

29 man

POCKOMHaA30p MOXKET NONY4YMTb NPaBo BIOKMPOBATb PpeKOMeHAATENbHbIE
CepBUCHI

B 3aKOHOMPOEKT O peryMpoBaHMM POCKOMHAA30pOM peKoMeHAaTeNbHbIX
CepBMCOB BHEC/IM HOBbIE MOMPABKM, KOTOPbIE NO3BOAT BEAOMCTBY 6/710KMPOBaTh
TaKne CepPBUCHI, €CIM UX aNITOPUTMbl HapyLLAT POCCUMICKOE 3aKOHO4aTebCTBO.

Y3Hatt HoBoe. TEXHONI0TUU U MEeTOAbI 3aLLUTbI
nHbopmaLmm

28 Mas

Y4yeHble co34ann NPOTOTUN KOMMbIOTEPA, KOTOPbIM NpeacKasbiBaeT byayliee
nyylle, Yem UmMdpoBbie aHanorm.,

HoBbI TN aHaNIOrOBbIX KOMMBIOTEPOB MOXKET ObITb Honee apPeKTUBHBIM U
H6esonacHbIM, Yem UnbpoBble.

29 Mas
3Be3/Hble BO/IHbI: COTOBbIE TenedoHbl B PO noaKAto4aT K CNYyTHUKAM

K 2035 roay B Poccmm noAaBMTCA COTOBO-CMYTHUKOBAA CeTb CBA3K. C ee NOMOLLbLO
MOKHO OY/EeT 3BOHWUTb, BbIXOAWTb B MHTEPHET M CMOTPETL TB BO BCEX yronKkax
CTPaHbl, BK/ItOYaA 3anonapbe.

30 Mas


https://www.rbc.ru/rbcfreenews/646e0e199a79473c9cf5aa13
https://ria.ru/20230524/khakery-1873863782.html
https://www.kommersant.ru/doc/6012832
https://www.kommersant.ru/doc/6012832
https://www.securitylab.ru/news/538497.php
https://www.securitylab.ru/news/538497.php
https://iz.ru/1519098/valerii-kodachigov/zvezdnye-volny-sotovye-telefony-v-rf-podkliuchat-k-sputnikam

ASUS 3anyckaeT HoBbIl cepsuc « W Kak ycayra» Ha 6ase npoueccopos NVIDIA

NWN-cepBepbl OyayT pasmeLlaTbCs Ha TEPPUTOPUM KAMEHTA N NPeaoCTaBAT
cobcTBeHHYO HerpoceTb ASUS ANnA BbIYNMCAEHUN.

Foreigner corner

26 Masn
Mpasutenoctso CLLUA pacnpocTpaHAeT WNMOHCKME NPOorpaMmmbl B Apyrme CTpaHbl

AAMUHUCTPaLMA MexayHapoaHoi Toprosan CLUA (ITA) npusHana, 4yto noouwpsaeT
npoAaxy 0oA0bpeHHbIX aMepPUKaHLAMN KOMMEPYECKMX LLIMMOHCKUX NPOrpamm
MHOCTPAHHbIM NPABUTENLCTBAM, U He DyAeT OTBeYaTb Ha BONPOCHLI 06 3TOM, NO
CNoBaM aMepUrKaHCKoro ceHatopa PoHa YainaeHa (D-OR).

27 Man
3anpet Netflix Ha 0bmeH naponamu obpywmnca Ha CLUA

Netflix peannsyet MHMLUMATMBY NO BCEMY MMUPY, HANPaBAEHHYIO Ha COKpaLleHume
0bLLero AoCTyna K akkayHTam 3a npeaenammn oTAeNbHbIX JOMOX034KCTB. Ha 3ToM
HeJene KOMMNaHUA 3aaBKUIa, YTO HAYHET PaCcCblNaTb S1EKTPOHHbIE MUCbMa
NONb30BaTeNAM, KOTOPbIE, CyAA MO BCEMY, AENATCA CBOMMM YYETHLIMK 3aMUCAMM C
MOAbMU, HE MPOXKMBAIOLLMMW B OAHOM MECTe, 4Tobbl MpeaynpeamnTb MX O TOM, YTO
3TV Nonb3oBaTenn byayT 3a0N10KMPOBAHbI.

Mpu NoAroToBKe MaTepuana UCMob30BanuUCh caeayiolime MHGOPMaLMOHHbIE
pecypcbil:

http://banki.ru | http://tass.ru | http://rbc.ru | https://krebsonsecurity.com|
https://threatpost.ru | http://ehackingnews.com | http://securitylab.ru |
https://xakep.ru | http://kommersant.ru | https://ria.ru | https://iz.ru |
https://www.anti-malware.ru | https://www.reuters.com | https://d-russia.ru |
https://www.helpnetsecurity.com | https://www.kaspersky.ru |


https://www.securitylab.ru/news/538545.php
https://www.theregister.com/2023/05/26/wyden_ita_spyware_policy/
https://www.wired.com/story/netflix-password-sharing/
http://banki.ru/
http://tass.ru/
http://rbc.ru/
https://krebsonsecurity.com/
https://threatpost.ru/
http://www.ehackingnews.com/
http://securitylab.ru/
https://xakep.ru/
http://kommersant.ru/
https://ria.ru/
https://iz.ru/
https://www.anti-malware.ru/
https://www.reuters.com/
https://d-russia.ru/
https://www.helpnetsecurity.com/
https://www.kaspersky.ru/

https://www.mos.ru | https://www.ptsecurity.com | https://www.rt.com |
https://www.techradar.com | https://www.zdnet.com | https://digital.gov.ru/ru |
https://www.themoscowtimes.com | https://www.news.ru | https://lenta.ru |
https://informburo.kz | https://smartpress.by | https://ictnews.uz | http://today.tj
| https://360tv.ru | https://te.legra.ph | https://lukatsky.ru | https://rb.ru |
https://www.comnews.ru | https://www.gazeta.ru | https://1prime.ru |
https://radiosputnik.ria.ru | https://ict.moscow | https://www.interfax.ru |
https://www.scmagazine.com | https://www.novostiitkanala.ru |
https://www.computerworld.com | https://www.it-world.ru

MpucblnamTe BalWM MbICIIM U NPEOSONKEHMUA.

Cnacubo Bcem TeéM, KTO peKOMeHA0Ba1 CTaTbW A4 3TOTO BbIMyCKa.

I I
[LENOBLIE PELIEHWS W TEXHONATUIA

BUSINESS SOLUTIONS AND TECHNOLOGIES

www.delret.ru

HacTosiee cooblyeHne cogepnT MHGopMaLmio TONbKO obliero xapakTepa. Mpu atom komnauum Mpynnel APT (AO APT 1 ero adpdunmposaHHble anLa)
He NpeAoCTaBAAOT NOCPEACTBOM AAHHOMO COOBLLIEHMUA KaKMX-TMBO KOHCYAbTaLMIM UAK yCayT NPOdECCMOHANILHOrO XapakTepa. Mpeskae Yem NpuHATL
Kakoe-nnbo peleHne nn NpeAnpUHATL Kakne-Nnbo AeCTBIA, KOTOPbIE MOTYT OTPa3UTLCA Ha BalleM GUHAHCOBOM MOONKEHUW WU COCTOAHUK fen,
NPOKOHCYNIbTUPYNTECH C KBAMPULMPOBAHHbLIM CMEeLMasUCTOM. Hi O4HO M3 I0pUANYECKMX UL, BXOAALWWMX B Mpynny PT, He HeceT OTBETCTBEHHOCTU

3a KaKkmne-1Mbo yObITKM, MOHECEHHbIE 0ObLIM SIMLLOM, UCMO/b3YIOLWMM HACTOALLEE COObLLEeHME.

AO APT


https://www.mos.ru/
https://www.ptsecurity.com/
https://www.rt.com/
https://www.techradar.com/
https://www.zdnet.com/
https://digital.gov.ru/ru
https://www.themoscowtimes.com/
https://www.news.ru/
https://lenta.ru/
https://informburo.kz/
https://smartpress.by/tags/%D0%BA%D0%B8%D0%B1%D0%B5%D1%80%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C/
https://ictnews.uz/
http://today.tj/
https://360tv.ru/
https://te.legra.ph/
https://lukatsky.ru/
https://rb.ru/
https://www.comnews.ru/
https://www.gazeta.ru/
https://1prime.ru/
https://radiosputnik.ria.ru/
https://ict.moscow/
https://www.interfax.ru/
https://www.scmagazine.com/
https://www.novostiitkanala.ru/
https://www.computerworld.com/
https://www.it-world.ru/
http://www.delret.ru/
https://vk.com/delret
https://www.youtube.com/c/%D0%94%D0%B5%D0%BB%D0%BE%D0%B2%D1%8B%D0%B5%D0%A0%D0%B5%D1%88%D0%B5%D0%BD%D0%B8%D1%8F%D0%B8%D0%A2%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D0%B8
https://t.me/delret
https://www.linkedin.com/company/delretru/mycompany/?viewAsMember=true
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