ExxemecadyHaa noabopka HOBOCTEMN
Mawn 2023 roaa, sbinyck #10

@ 3aI-(OHOLI,aTEI1bCTBO U pekomeHgaumnmn perynatopos

4 Anpens

[yma BBOAUT WTPadbl 414 ONepaToOpOB CBA3M 33 OTKA3 OT YCTAHOBKMU CUCTEMbI
XpaHeHua Tpaduka

CornacHo nonpaskam, ¢ 1 aHBapa 2024 roga npednaraeTca yCTaHOBUTb
aAMUVHUCTPATUBHYO OTBETCTBEHHOCTb 33 HEUCMO/IHEHME ONEepPaTOPOM CBA3M
06a3aHHOCTM No ycTaHoBKke COPM.

21 Anpensa


https://tass.ru/ekonomika/17447473
https://tass.ru/ekonomika/17447473

KabuHeT MUHNCTPOB 0400pMA 3aKOHOMNPOEKT: IT-KOMMNaHMK NOIy4aT HOBbIM CTATYC
CMCTEMHO 3HaYMMbIX

Poccuiickue IT-komnaHnm noaydaT nogaepky ot MuHUndpbl B 06MeH Ha
NHBECTULLUN.

@ Obe3onacb ceba cam

3 Anpens
[ocTtaBka npobnem. Kak MOLWEHHUKM KpaayT AeHbrM POCCUAH Ha MapKeTnaencax

PoccuaH npeaynpeaman o MOLWEHHMYECTBE C «MOATBEPKAEHNEM AOCTABKM» Ha
MapKeTnaencax.

4 Anpens

Bonblie He BepbTe CBOMM ylam! MoLWeHHNKM Hay4yMauncb NoAAENbIBATb
yenoBeyecknin ronoc ana bonee apGeKTUBHOIo BbIMOraTe1IbCTBA

Tenepb JaxKe B pa3aroBopax C POACTBEHHUKAMM HYXKHO ObITb NpeaeibHO
6aMTeNbHbIMN.

11 Anpens

Be3onacHOCTb BallMX AaHHbIX NOA, yrpo30i: POCKOMHaA30p NpeaynpexaaeT 0b
onacHoCTK ncnosab3osaHWA VPN-cepsurcos

PKH npwu3biBaeT nonb3oBaTenen 6bITb OCTOPOXKHbIMK ¢ VPN-cepBuncamu.
19 Anpena
CTano 1M3BECTHO, KaK YaCTO POCCUAH aTaKytoT GMHAHCOBbIE MOLIEHHWKN

PocKayecTBO: exxeHeebHO 3BOHKM OT PUHAHCOBbLIX MOLLIEHHWUKOB Noay4YatoT 40
NPOLUEHTOB POCCUAH.

NHPopMaLMOHHbIE CTaTby


https://www.securitylab.ru/news/537723.php
https://www.securitylab.ru/news/537723.php
https://www.gazeta.ru/tech/2023/04/03/16484743.shtml
https://www.securitylab.ru/news/537383.php
https://www.securitylab.ru/news/537383.php
https://www.securitylab.ru/news/537487.php
https://www.securitylab.ru/news/537487.php
https://1prime.ru/society/20230419/840411474.html

3 anpens
be3 aaHHbIX: 06bemM CKauMBaHMA MHPOPMALIMKM M3 CoLCETEN orpaHMyaT

HoBbI MexaHM3M 3aLLMTbl KOCHETCA CEPBMCOB MO MOMUCKY PaboTbl, 4OCOK
00BbABNEHUN N APYTUX CEPBMCOB.

14 anpens
PockoMHaa3op 3a610KMpoBan okono 3,5 ThIC. «3epKan» CalToB MHOAreHToB

[na coxpaHeHuA CBOEro BAMAHUA Ha pOCCMl\/‘ICKy}O ayanTopunto BaadeNblbl
pecypcos Ha CMCTEMHOM OCHOBE CO34al0T «3epKasa» CaNTOB, @ CCbIIKM Ha HUX
I'Iy6l'|l/1KYI-OT Ha CBOUX CTPaHUNLUAX B 3apy6e>KHb|x CoumnanbHbIX CeTAX.

17 Anpena
B Poccuun 3a rog, ytekno 6onee 660 MH 3anmMcen ¢ nepcoHaNbHbIMM AaHHbIMMK

32 2022 roa, B Poccrm KOAMYECTBO YTEKLIMX 3anmcer MePCOHaIbHbIX AaHHbIX U
NNaTEXHON MHPOPMaLMK BbIPOCNO B 2,67 pa3a MO CPAaBHEHUIO C NpeablayLm
rofgom 1 coctaBuno bonee 667 MAH eaUHUL,

18 anpens
NT-komnaHnm Poccum AOroBopuaMCb O CaMoperyimposaHnm ueH Ha 10

MuHundpbl PO npoBeno BCTpeyy € y4aCTHUKAMM PbliHKA, YTobbl 06CyaAnTb
LueHoobpasoBaHue Ha 0.

19 anpens

«PocTenekom» owTtpadosaH Ha 60 Tbic. pybaen 3a yTeyky AaHHbIX COTPYAHMKOB U
KIMEHTOB KOMMAHMUM

MupoBsoi cya r. CaHkT-lMeTepbypr 06a3an KOMNaHMO «POCTENEKOM» BbINAATUTb
wrpad B pasamepe 60 TbiC. pybaei 3a yTeUKy AaHHbIX KIMEHTOB U COTPYAHMKOB
KOMMNaHnK, KoTopble NpousoLwnm B noHe 2022 roaa. LLtpad 6bin Ha3HayeH B
COOTBETCTBMM C 3aKOHO4ATeNbCTBOM B 06/1aCTU NepPCOHa/bHbIX AaHHbIX MO Y. 1 CT.
13.11 KoAl P®.

MuHUMdpblI PO cokpallaeT cpokn nepesosa MHOOPMALIMOHHbIX CUCTEM Ha
rocyapCTBEeHHY eaAnHyto 061a4Hy0 naatdopmy

"Tocobnako" HauHeT NnoNHoLEeHHO GyHKLMOHMpPoBaTh B 2023 roay.

naBa MuHUMdPbI pacckasan o HeobxoAMMOCTH 3alMPPOBbLIBAaTb MEPCOHANbHbIE
JlaHHble TpaXkKaaH B rocyapCTBeHHbIX 6a3ax

BegoMCTBO XO4eT CHU3UTb BO3SMOXHbIE YTEYKN rOCyAapCTBEHHbIX 6a3 AaHHbIX.

20 anpensa


https://iz.ru/1492417/valeriia-mishina/bez-dannykh-obem-skachivaniia-informatcii-iz-sotcsetei-ogranichat
https://iz.ru/1498269/2023-04-14/roskomnadzor-zablokiroval-okolo-35-tys-zerkal-saitov-inoagentov
https://www.rbc.ru/technology_and_media/17/04/2023/643936229a7947134f0ce21c
https://www.securitylab.ru/news/537643.php
https://www.securitylab.ru/news/537672.php
https://www.securitylab.ru/news/537672.php
https://www.securitylab.ru/news/537664.php
https://www.securitylab.ru/news/537664.php
https://www.securitylab.ru/news/537663.php
https://www.securitylab.ru/news/537663.php

Bnactn Poccum roToBAT 3aKOHOMNPOEKT A5 CO34aHMA HAaLMOHANbHOM
KpunTonaaThopmbl

Mnatdopma byaeT popmMpoBaTb PEECTP ONepaTopoB UMPPOBbLIX BAIOT U
NIMLLEH3MPOBATb UX AEATENbHOCTb.

MuHumdpbl BbicTynaeT 3a 100% nepexon Ha oTeyecTBeHHoe 10 B
rocyaapcTBEHHbIX KoMmnaHnAax Ao 2025 roaa

BegomcTBo npeasaraet 06A3aTb rOCKOMNaHMMN nepeMTM Ha oTeyectBeHHoe 10 B
HUWaX, rae eCtb 3peble peweHnA N KOHKypeHUMA.

22 Anpena

CyBepeHuTEeT UK 3aTPYAHEHUS: HOBbIE NPaBMaa A1A POCCUNCKMX pa3paboTynKoB
MO BbI3bIBAIOT CMOPbI M HEAOBONLCTBO

Poccuickoe MO gonxkHO NoaaepKmMBaTh ABa OTe4YeCTBEHHbIX npoueccopa n OC.
25 Anpensa

MuHundpbl Npeanoxmno 0b6a3aTb ycTtaHaBAMBaTb poccminckyto OC Ha
KOMMbOTEPbI

MpaBuUTENbCTBO pelwmnno 0bA3aTb NPOAABLOB CTaBUTb poccuicKyto OC Ha Bce
HOYTOYKK 1 K.

26 anpens
WhatsApp paclumpmnn BO3MOXKHOCTM MCMNONb30BAHMUA aKKayHTa

WhatsApp 3anycTna onuuio MCNoAb30BaHNA OAHOMO akKayHTa Ha YeTblpex
cMapThOHax.

27 anpens
Foc3akynkn Windows B Poccum noYtn NpekpaTuamcb

Foc3akynkn Windows B Poccum nouTn NnpekpaTtuamce, B NepBOM KBapTane bbina
Wb O4Ha.

28 anpens

Ob6BEM roc3akynok poccminckoro MO BnepBble NPeBbICK 3apyberKHbIM NoYTH 2
pasa

Bonee NonOBMHbLI TEHAEPOB B CTPAHE COCTaBUAM 3aKyMNKu poccuninckoro MO Ha
cymmy 6onee 102 mapa. pybnen.



https://www.securitylab.ru/news/537691.php
https://www.securitylab.ru/news/537691.php
https://www.securitylab.ru/news/537697.php
https://www.securitylab.ru/news/537697.php
https://www.securitylab.ru/news/537734.php
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Y3Hatt HoBoe. TeEXHONI0TMU U MEeTOAbI 3aLLUTbI
MHPOpPMaLUU

7 Anpens

Kakue NPUNOXEeHNA CUIbHEE BCEIO Pa3pAKatoT 6aTape+o M YTO C 3TUM MOXKHO
caenaTb

Cneumannctbl KomnaHum Artezio cneunanobHo ana «lfasetol.Ru» nposenn
nccnenoBaHue, B pesyabTaTe KOTOPOro BbiABMAM 20 CaMblX SHepPro3aTpaTHbIX
MOBOUAbHbIX NpunoxKeHni Ha Android n iOS.

17 Anpena

PeBOJ'IFOLI,l/Iﬂ NCKYCCTBEHHOIO MHTE/TNEKTA: MCCNeaoBaTe/ N Google paccyxaatoT O
TOM, KaK TEXHOJIOTUW MEPEBEPHYT Yye/10BEeYEeCKN M MNP

CneumanncTbl yBepeHbl, TEeKYLLAn cTaana passuTua VA — nuib nepenomHbli
MOMEHT Nnepe/, CKOPbIM CKaYkoM Brepés.

@ Hasepx

Foreigner corner

6 Anpens
MHorme opraHnsaumm NPU3HaAOTCA B COKPbITUN yTEYEK AaHHbIX

Ha MT-KkomaHAbl OKa3blBaeTCcA AaBaeHme, YTOObl OHU AeprKann UHLUAEHTLI B
TanHe.

10 Anpens

®BP npeaynpexkaaet 06 0bLEeCTBEHHbIX 3apAAHbIX CTAHLMAX, KOTOPbIe KpaayT
BalllM AaHHble. KaK 0cTaBaTbCA 3aWMLLEHHbIM

Mo aaHHbIM PBP, 06WECTBEHHbIE PO3ETKM HE3aKOHHO MoAMULMPYIOTCA ANR
Kpaku AaHHbIX Balero TenedoHa. BOoT Kak coxpaHuTb Bally MHGOpMaLMIO B
besonacHoCTH.

20 Anpens

YPOKMU, N3BNEYEHHbIE U3 KPYMHENLINX yTEYEK AAaHHbIX M HAPYLEHMA
KoHbUAeHUManbsHocT B 2022 roay


https://www.gazeta.ru/tech/2023/04/07/16515271.shtml
https://www.gazeta.ru/tech/2023/04/07/16515271.shtml
https://www.securitylab.ru/news/537623.php
https://www.securitylab.ru/news/537623.php
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https://www.zdnet.com/article/fbi-warns-of-juice-jacking-charging-stations-in-public-areas-how-to-stay-protected/
https://www.zdnet.com/article/fbi-warns-of-juice-jacking-charging-stations-in-public-areas-how-to-stay-protected/
https://www.scmagazine.com/podcast-segment/lessons-learned-from-2022s-biggest-data-breaches-and-privacy-violations-sandy-carielli-esw-314
https://www.scmagazine.com/podcast-segment/lessons-learned-from-2022s-biggest-data-breaches-and-privacy-violations-sandy-carielli-esw-314

Bonee 1 munnmapaa 3anuncer 6biaM PackpbITbl TONBKO B 35 KpynHENMLLMX B3/10MaX,
bonee 2,6 MUNNMAPA0B A0NNAPOB ObINO YKpaAeHO B pe3ynbTaTe AeBATH
KpYNHEeMLWMX HapyLLIeHNI KpUNToBaNtOTLI 1 bonee 2,7 MUNANAPAO0B A0N1aPO0B B
BMAE WTPahOB, HANOKEHHbIX HA 35 OCHOBHbIX HapyLLUUTENEN.

Mpu NoAroToBKe MaTepmana MCMo/b30BaIUCh Ceaylolme MHGOPMaLMOHHbIE
pecypcbi:

http://banki.ru | http://tass.ru | http://rbc.ru | https://krebsonsecurity.com|
https://threatpost.ru | http://ehackingnews.com | http://securitylab.ru |
https://xakep.ru | http://kommersant.ru | https://ria.ru | https://iz.ru |
https://www.anti-malware.ru | https://www.reuters.com | https://d-russia.ru |
https://www.helpnetsecurity.com | https://www.kaspersky.ru |
https://www.mos.ru | https://www.ptsecurity.com | https://www.rt.com |
https://www.techradar.com | https://www.zdnet.com | https://digital.gov.ru/ru |
https://www.themoscowtimes.com | https://www.news.ru | https://lenta.ru |
https://informburo.kz | https://smartpress.by | https://ictnews.uz | http://today.tj
| https://360tv.ru | https://te.legra.ph | https://lukatsky.ru | https://rb.ru |
https://www.comnews.ru | https://www.gazeta.ru | https://1prime.ru |
https://radiosputnik.ria.ru | https://ict.moscow | https://www.interfax.ru |
https://www.scmagazine.com | https://www.novostiitkanala.ru |
https://www.computerworld.com | https://www.it-world.ru

HpMCbIJ’IalZTe Balln MbICN N NpPpeaNoXeHNA.

Cnacvbo BCEM TEM, KTO PEeKOMEH10Ba CTaTbM A/19 3TOTO BbIMyCKa.

I I
LENOBLIE PELIEHWA W TEXHONOM N

BUSINESS SOLUTIONS AND TECHNOLOGIES

www.delret.ru

HacTosulee coobuieHne coaep1T MHGOPMaLMio TONbKO 0bLLEero xapaktepa. Mpu aTom komnaHum Mpynnel APT (AO APT 1 ero addunmposaHHblie mua)
He NpesoCTaBAAT NOCPELCTBOM AAHHOMO COOBLLEHNA KaKUX-MOBO KOHCYIbTAaUMIA AW YCayT NpodeccMoHanbHOro xapakTepa. Npexae 4em NpuHATb
Kakoe-nnbo peweHne nan npegnpuHATb KaKkue-nmbo ﬂ,el;ICTBMﬂ, KOTOPble MOryT OTPa3nUTbCA Ha Ballem d)MHaHCOBON\ NONOXeHUN nn CoOCToAHNKU aen,
HDOKOHC\/ﬂbTVIp\/\;\TECb C KBaJ‘IVId}VILLVIpOBaHHbIN\ cneynanncTtom. Hu OAHO U3 HOPUANYECKUX NNLL, BXOAALLNX B I’pynﬂy ﬂPT, He HeceT OTBETCTBEHHOCTU

3a Kakune-nnbo \/6b\TKM, NoHeceHHble N1t06bIM MLOM, NCNoNb3yo WM HacToAllee COO6LU,8HVI€,
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