ExxemecayHaa noabopKka HOBOCTEN
OkTAbpb 2023 roaa, BbinycK #15

@ 3aKoHOAaTeNbCTBO M PEKOMEHAALNM PEryaATOPOB

12 CeHTabpsa
B Poccuu 3anyckaeTca peryimpyemoe CTpaxoBaHmne HaHKOBCKMX KapT.

BaHK Poccum ycTaHOBMA MUHUManbHble TpeboBaHMA K CTPaXOBaHMIO HAHKOBCKMX
KapT. COOTBETCTBYHOLLEE YKa3aHMe BCTynaeT B cuny ¢ 1 okTabpa 2023 roaa.

16 CeHTAbpA
MUHUMPPLI NePECMOTPUT NPOrPaMmbl NPOGNOArOTOBKM No KnbepbesonacHoOCTy.

MUHUMPbLI NepecMoTpmT NPodNoAroTOBKY Ha OCHOBE HYXKJ, KOMMNaHMUI No
KnbepbesonacHoCTML.


https://www.banki.ru/news/lenta/?id=10991934
https://1prime.ru/state_regulation/20230916/841764198.html

19 CeHT1Abps

PKH npeanoxmn ¢ mapTa 3anpewartb 40CTyn K nHdopmaumm ob obxoae
ONOKMPOBOK.

PKH npeanoxun ¢ mapta 2024-ro 610KMpOBaTb CaTbl C MeToAamMm 0bxoaa
H10KMPOBOK.

26 CeHTabpA
MaKcManbHbIN WTPad MAM KOMNEHcauus: YTo BbibepyT onepaTtopbl MAH?
MHnumaTnBa MUHLMPPbLI MOMKET OCTaTbCs TONbKO Ha bymare.

PKH 0653an NOMCKOBMKM MAapKMPOBaTb HaPYLLAOLLMX 3aKOH XOCTUHT-
npoBalaepos.

PKH 0653an NOMCKOBMKM MapKnpoBaTb 12 HapyLlatoLWmMX 3aKOH XOCTUHT-
NpOBanaepoB.

@ Obe3onacb ceba cam

7 CeHTAbpA

Bosb BO3BpaTa: MOLEHHWKK NpuayMann nereHay obmaHa c noTeper cpeacTs Ha
bupiKe.

Kaknm 0b6pa3om oHW KpadyT AeHbIM U MOYEMY CXEMA PUCKYET MONYYUTb MAaCCOBOE
pacnpocTpaHeHue.

19 CeHTAbpn

"TuHbKOG D BaHK" Nnpeaynpeann KAMEHTOB O GEMKOBOM NPUTOKEHUN.
"TuHbkodd BaHK" Nnpeaynpeann KAMEHTOB O GENKOBOM NPUNOKeHUN B AppStore.
COpOCUTb 40 HYAA: MOLWEHHUKM NPUAYMAAN HOBYHO CXEMY KPaXKu AeHer.

OHM CTanun BbIMaHMBaTb CPeACTBA POCCUAH NoA NPeasiorom «0bHOBNEHMAY cYeTa.
25 CeHTAbpn

Bpeautenn Ha pepme: KaK 3almUTUTbL CMapTOOH OT TAMHOTO MaHMUHTa.

Y710 AenaTb, 4TOObI TenedoH He cTan «30Mbu» ana becnnaTtHoM A06bI4M LMPOBbIX
neHer?

26 CeHTAbpA


https://www.rbc.ru/technology_and_media/19/09/2023/6508c23c9a79475b00bb3d8d
https://www.rbc.ru/technology_and_media/19/09/2023/6508c23c9a79475b00bb3d8d
https://www.securitylab.ru/news/542157.php
https://1prime.ru/telecommunications_and_technologies/20230926/841824791.html
https://1prime.ru/telecommunications_and_technologies/20230926/841824791.html
https://iz.ru/1569878/natalia-ilina/bol-vozvrata-moshenniki-pridumali-legendu-obmana-s-poterei-sredstv-na-birzhe
https://iz.ru/1569878/natalia-ilina/bol-vozvrata-moshenniki-pridumali-legendu-obmana-s-poterei-sredstv-na-birzhe
https://1prime.ru/banks/20230919/841777522.html
https://iz.ru/1574819/mariia-frolova/sbrosit-do-nulia-moshenniki-pridumali-novuiu-skhemu-krazhi-deneg
https://iz.ru/1577083/dmitrii-alekseev/vrediteli-na-ferme-kak-zashchitit-smartfon-ot-tainogo-maininga

PoccuaHam paccKkasanu, Kak nosb3osatbca WhatsApp Ha cTapbix cmapThoHax.
NB-3KcnepT: CTOPOHHME KaneHTbl WhatsApp 6yayT paboTaTb Ha cTapom Android.
29 CeHTAbpA

PoccuaH npeaynpeanan o NosiBAEHUN MOLLIEHHUYECKNX NpUaoxKeHni B App Store.

"NabopaTtopus Kacnepckoro": MolLleHHUYEeCKNE NPUNOKEHNA NOABUANCE B App
Store.

NHPopMaLMOHHbIe CTaTbu

8 CeHTAbpA
Co3/aH OTKPbITbIM aNrOPUTM, 3aLWMLLIAIOLWNA M30DpaKeHns oT AMNdenKos.

ITa pa3paboTKa - BaXKHbIM LWar Ha NyTW K 3almTe AaHHbIX OT HAMEPEHHOTO
NCKaXeHus, nuweT npecc-cnyba LleHTpa nHdopmaLumoHHoM besonacHocTH
fenbmronbLa.

9 CeHTAbpA

B "AHaekce" noacumMTanu 4000 KOMNAHUKU Ha PbIHKE YMHbIX YCTPOMCTB B Poccum.
"AHpekc": komnaHua 3aHnmaeT 90% POCCUIMCKOTO PbIHKA YMHbIX YCTPOMCTB.

15 CeHTAbps

"NabopaTopusa Kacnepckoro" Hapactuaa Ao 87% nonto B pa3paboTymke aHanora
HR-cuctembl oT SAP.

"NabopaTtopua Kacnepckoro" nonyyunna 87,2% s OO0 "donunn" (bpeHn,
ForPeople, pa3paboTumk aHanora HR-nnatdopmbl repmaHckom SAP - GP
OrgManager), cneayeT u3 aaHHbix EMPHO/I.

19 CeHTAbpA
MFlash nonyumn ceptndmnkat GCTIK.

MFlash, KopnopaT1gHbI cepBMC 4NA 3aLLUMLEHHOrO 0OMeHa AAaHHbBIMM, YCNELWHO
npowen cepTUMKaLMOHHbIE UCMbITaHUA 1 Noayumn cepTudukat PCTIK no 4
YPOBHtO goBepuma 1 TY No cxeme «CcepuitHoe Npon3BOACTBOY.

20 CeHTAbpsa

Pacxoapbl Ha NT-6e3onacHocTb B EBpone 8 2023 roay BbipacTyT bonee yem Ha 12%.


https://www.gazeta.ru/tech/news/2023/09/26/21370447.shtml
https://1prime.ru/telecommunications_and_technologies/20230929/841848783.html
https://nauka.tass.ru/nauka/18686953
https://1prime.ru/telecommunications_and_technologies/20230909/841699092.html
https://www.interfax.ru/digital/920995
https://www.interfax.ru/digital/920995
https://www.anti-malware.ru/news/2023-09-19-111332/41947
https://www.interfax.ru/business/921735

Pacxoabl Ha obecneyeHune nHGopmaumoHHom besonacHocTy B EBpone B 2023 roay
yBenn4yatca Ha 12,2% B ro40BOM BblpaXKeHWM, HECMOTPA Ha SKOHOMMYECKMIA cnag,
B permoHe, roBopuTca B nporHose International Data Corporation (IDC).

25 CeHTAbpA

CTOMT M A0BEPATb YMHOMY YaliHMKY? l0T-yCTpOCTBa BCE Yallle CTaHOBATCA
MULLIEHBIO XaKEepPOB.

«JlabopaTtopua Kacnepckoro» caenana HeyTewnTenbHble BbIBOAbI O H830MacHOCTM
NHTepHeTa Belen.

26 CeHTAbpPA

B P® Ha pa3BuTue TexHonoruit MU Boliaenat 5,2 mapa pyonen.

MuwycTuH 3aasun, 4to B 2024 roay Ha passutue MW HanpasAaT 5,2 mapa pybnen.
27 CeHTs6pA

Cnenytouinin BUTOK aBotoLmn MIN: ceeT npeBpaTuT HEMPOCeTH B
cynepadpPeKTUBHbIN MO3T.

JHeprua ceeTa NOMOKET co34aTb bonee coBeplueHHbIn I, He orpaHMyMBanch
MOLLIHOCTbIO KOMMblOTEpa.

[Jenvm Ha HOMb 1 TepAem AaHHble: bar B cepum npoueccopos AMD.
YA3BMMOCTb Yepes Ae/leHNe OTKPbIBAET AOPOry Xakepam.
28 CeHTs6pA

«/labopaTopma Kacnepckoro» npmnsbieaeTr OOH: Bpema yTBepauTb npuHumnbl M B
KnbepbesonacHoCTH.

«JTabopaTopmsa Kacnepckoro» npeanoxkunna paboyei rpynmne oTKPbITOro COCTaBa
(PFOC) no Bonpocam 6e3onacHocTh B chepe UCno/ib3oBaHMA MHGOPMALMOHHO-
KOMMYHMKALMOHHbIX TexHonorui npn OOH 3aHATbCA pa3paboTKoM NPUHUMNOB
Pa3BUTUA UCKYCCTBEHHOTO MHTeNNeKTa (M) B KOHTeKcTe KnbepbesonacHocTy.

30 CeHTnbpn
Bopuam c KnbepnpecTynHOCTbI0 A06aBAT MHCTPYMEHTOB.

Y10 MUHIOCT POCCUM rOTOB NPEASIOKUTb APYHKECTBEHHBIM CTPAHAM?

Y3Ha HoBoe. TeXHO/I0TMKN N MeToAbl 3aLLUTbI
NHOPMaLIUK


https://www.securitylab.ru/news/542113.php
https://www.securitylab.ru/news/542113.php
https://www.gazeta.ru/tech/news/2023/09/26/21368845.shtml
https://www.securitylab.ru/news/542193.php
https://www.securitylab.ru/news/542193.php
https://www.securitylab.ru/news/542190.php
https://www.securitylab.ru/news/542229.php
https://www.securitylab.ru/news/542229.php
https://www.kommersant.ru/doc/6250719?query=%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D0%B8

7 CeHTtabps
"Anpekc" n Xiaomi npeacTaBmaIn NepBoe COBMECTHOE YCTPOMCTBO.

"AHpekc" n Xiaomi npeacTaBMAM NepPBbI COBMECTHbIM YMHbIN AMCNAEN C
"Anncon".

15 CeHTAabps
B Kaspersky cozganu nomouiH1MKa No HOPMaTMBHO-NPABOBOMY cooTBeTCTBUIO MB.

Ha KoHbepeHunn «JlabopaTtopmm Kacnepckoro» no npombILLAEHHOM
KnbepbesonacHocTu, npoxoaauen 8 Coun, Obin NpeacTaBaeH HOBbIN cepBuc Mb-
KOMMaHWKW. PerynatopHblit xab No3BOASET C IEFKOCTbIO NOAYYUTb CIIMCOK Mep,
HeobxoAnMbIX Ans cobatogeHma scex TpebosaHnit no b B Poccum.

18 CeHTAbps

Meranonucbl byayuiero 6ansko: MW genaet ycnexu B ropoACKOM MAaHUPOBaHWM.
PasopaTca M apxnTeKkTypHble 610p0? MM MalnHbl ellé He HACTONbKO YMHbI?

28 CeHTAbpA

Ha Security Vision 5 06HOBMAK MOAYNb «yNPaBIEHNE aKTUBAMMU U
MHBEHTapM3auma».

B npoaykTe peann3osBaHbl Hanbonee BOCTpebOBaHHbIE METOAbI MHBEHTapM3a LMK,
TaKume Kak cbop cBegeHNn nam MMNopT MHGOPMaLMM MO aKTUBAM M3 BHELLHMX
MCTOYHWMKOB, NPEeACTaBeHHbIN 6oblMM Habopom nHTerpaumin (Active Directory,
Cny»6bl KaTanoros, CMDB, a TaKke ceTeBble CKaHepbl 1 apyrue).

Foreigner corner

15 CeHTAbpA

KnbepnpecTynHUKN KOMBUHUPYIOT ULLIMHTOBbIE N 9N1EKTPOHHbIE CEPTUPUKATDI
ANA NOCTaBKM MNOe3HbIX MPOrpaMm-BbiMOraTenen.

BblN0 3aMeYeHO, YTO YYaCTHUKM Yrpo3, CTOALLME 33 MOXUTUTENAMM MHOOPMALIMN
RedLine n Vidar, nepekntoyatoTca Ha NPOrpaMmMmbl-BbIMOraTe M ¢ MOMOLLLbHO
OULLMHIOBbIX KOMMAHMM, KOTOPbIE PACMPOCTPAHAIOT UCXOAHbIE MNONE3HbIe AAHHbIE,
noAnucaHHble cepTudmnKaTamm NoANMUCH Koaa PacliMpeHHON NPOBEPKM.

30 CeHTAbps


https://1prime.ru/telecommunications_and_technologies/20230907/841681302.html
https://www.anti-malware.ru/news/2023-09-15-114534/41921
https://www.securitylab.ru/news/541901.php
https://www.anti-malware.ru/news/2023-09-28-111332/42011
https://www.anti-malware.ru/news/2023-09-28-111332/42011
https://thehackernews.com/2023/09/cybercriminals-combine-phishing-and-ev.html
https://thehackernews.com/2023/09/cybercriminals-combine-phishing-and-ev.html

®BP npeaynpexkaaeT o pacTyllein TeHAeHUMN ABOMHbIX aTak NPorpaMmm-
BbIMOraTesielt Ha aMepUKaHCKMe KOMMNaHUN.

depnepanbHoe bropo paccnesosanunin CLLUA (PBP) npeaynpeskaaet o HOBOWM
TeHAeHUMM ABOMHbIX aTaK MPOrpaMm-BbIMOraTesien, HaleNeHHbIX Ha OAHUX M Tex
e KepTB, NO KpanHen mepe, ¢ nona 2023 roaa.

Mpu NOAroTOBKE MaTepuana UCNONb30BaUCh CAeaytoLme MHPOPMaLMOHHbIE
pecypcbl:

http://banki.ru | http://tass.ru | http://rbc.ru | https://krebsonsecurity.com|
https://threatpost.ru | http://ehackingnews.com | http://securitylab.ru |
https://xakep.ru | http://kommersant.ru | https://ria.ru | https://iz.ru |
https://www.anti-malware.ru | https://www.reuters.com | https://d-russia.ru |
https://www.helpnetsecurity.com | https://www.kaspersky.ru |
https://thehackernews.com | https://www.ctvnews.ca | https://www.mos.ru |
https://www.ptsecurity.com | https://www.rt.com | https://www.techradar.com |
https://www.zdnet.com | https://digital.gov.ru/ru |
https://www.themoscowtimes.com | https://www.cnbc.com |
https://www.news.ru | https://lenta.ru | https://informburo.kz

| https://smartpress.by | https://ictnews.uz | http://today.tj | https://360tv.ru |
https://te.legra.ph | https://lukatsky.ru | https://rb.ru | https://www.comnews.ru
| https://www.gazeta.ru | https://1prime.ru | https://radiosputnik.ria.ru |
https://ict.moscow | https://www.interfax.ru | https://www.scmagazine.com |
https://www.novostiitkanala.ru | https://www.computerworld.com |
https://www.it-world.ru | https://www.mirror.co.uk

HpMCbIﬂaHTe Balln MbIC/T N NpeaNoXKeEHUA.

Cnacnbo BCceM TeM, KTO peKOMEeHI0Ban CTaTbW A5 3TOr0 BbIMyCKa.
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https://thehackernews.com/2023/09/fbi-warns-of-rising-trend-of-dual.html
https://thehackernews.com/2023/09/fbi-warns-of-rising-trend-of-dual.html
http://banki.ru/
http://tass.ru/
http://rbc.ru/
https://krebsonsecurity.com/
https://threatpost.ru/
http://www.ehackingnews.com/
http://securitylab.ru/
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https://iz.ru/
https://www.anti-malware.ru/
https://www.reuters.com/
https://d-russia.ru/
https://www.helpnetsecurity.com/
https://www.kaspersky.ru/
https://thehackernews.com/
https://www.ctvnews.ca/sci-tech/canadian-cybersecurity-agency-and-fbi-issue-advisory-over-rising-truebot-cyber-attacks-1.6471754
https://www.mos.ru/
https://www.ptsecurity.com/
https://www.rt.com/
https://www.techradar.com/
https://www.zdnet.com/
https://digital.gov.ru/ru
https://www.themoscowtimes.com/
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https://ictnews.uz/
http://today.tj/
https://360tv.ru/
https://te.legra.ph/
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https://rb.ru/
https://www.comnews.ru/
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https://1prime.ru/
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https://www.scmagazine.com/
https://www.novostiitkanala.ru/
https://www.computerworld.com/
https://www.it-world.ru/
https://www.mirror.co.uk/
http://www.delret.ru/
https://vk.com/delret
https://www.youtube.com/c/ДеловыеРешенияиТехнологии
https://t.me/delret
https://www.linkedin.com/company/delretru/mycompany/?viewAsMember=true

HacTtosee coobuyeHne cogepmT nHGopmMaLmio ToNbKo obuLero xapaktepa. Mpu atom komnaHum Mpynnst APT (AO APT v ero addunmposaHHble anua)
He NpeAoCTaBAAOT NOCPEACTBOM AaHHOMO COOBLEHUA KaKMX-NMBO KOHCYAbTALMIA UAK yeayr NPpoGeccUoHanbHOro xapakTepa. Mpeskae Yem NprHATL
KaKkoe-1Mbo pelweHne uan NpeanpuHATL Kakme-1mbo AeNCTBUA, KOTOPbIE MOTYT OTPA3UTLCA Ha Balwem GUHAHCOBOM MOOKEHWMU MU COCTORHWUM Aen,
NPOKOHCYIbTUPYITECH C KBAMGULMPOBAHHBIM CNELMAANCTOM. HU OAHO U3 I0pPUANYECKMX AL, BXOAAWMX B Tpynny [PT, He HeceT OTBETCTBE HHOCTM

33 Kakne-Nnbo y6bITKM, NOHECEHHbIE I0BbIM INLLOM, MCNO/B3YIOLWMM HacToALLEE COOBLIEHME.

AO [IPT



