MamaTka ans negaroros «06 MHPoOpMaALMOHHOM Be3onacHOCTM AeTen»
Henb3sa

1. Bcem noapspa coobuiaTh CBOIO YacTHYIO MHpopMaLMio (HacToAlmMe UMmA, amuaunio, Tenedon,
aapec, HOMep LKO/bI, a TakKe ¢poTorpadum CBOU, CBOEM CeEMbU U Apy3eit);

2. OTKpbliBaTb B/IOXKEHHbIE $ai/ibl 3/IEKTPOHHOM NOYTbI, KOrda He 3Haellb OTNPaBUTeNs;
3. TpybuTb, NpUAMpPaTbCA, OKa3blBaTb AaB/eHUE - BeCTU ceba HEBEKIMBO U arpeccUBHO;

4. He pacnopsaaica aeHbramum TBoel cembk 6e3 paspelleHnn cTapLumx - Bceraa cnpaliusai
poauTenewn;

5. He BcTpeyaica c MHTEpPHET-3HAKOMbIMM B PeabHOM KM3HW - MOCOBETYINCA CO B3POC/bIM,
KOTOPOMY A0BepseLlb.

OCTOpPOXKHO

1. He Bce nMwyT npaeay. Yntaewsb o cebe Henpasay B MHTepHeTe - coobLim 06 3Tom CBOMM
POAMTENAM UM ONEKYHAM;

2. [purnawaloT nepenuncbiBaTbcA, rpatb, 0BMEHNBATLCA - NPOBEPb, HET JIN NOABOXA;
3. HesakoHHOe KonuposaHue ¢aiinos B MHTepHETE - BOPOBCTBO;
4. Bceraa paccKkasbiBail B3poc/ibiM 0 npobaemax B CETU - OHM BCEraa NoMoryT;

5. Mcnonb3yi HacTPOIMKK 6e30NacHOCTU N NPUBATHOCTU, YTODObLI HE MOTEPATbL CBOM aKKayHTbI B
couceTax U ApYrnx nopranax.

MoKHo
1. YBakau apyrux nosnb3oBatenei;
2. Monb3yelwbca NHTEPHET-UCTOYHMKOM - fieN1ald CCbISIKY Ha HEero;
3. OTKpbIBal TONbKO Te CCbI/IKKU, B KOTOPbIX YBEPEH;

4, O6LLI,aTbCﬂ 3a NOMOLWWbIO B3POC/bIM - poanUTenn, onekyHbl  agMUHUCTPaLUA canToB Bcerga
nomoryT

NHbopmaLMoHHasa namaATKa ana obydyaromxca ana pasmeLleHnsa Ha odULMaIbHbIX MHTEPHET-pecypcax

C KaxKablMm roaom MONOAEXKN B MHTEPHETE CTAaHOBUTbLCA 60ﬂbI.IJe, a WKOJIbHUKN O4HUN U3 CaMbIX aKTUBHbIX
nonb3oBaTenemn PyHeTa. Mexay Tem, NOMMMO OFPOMHOTO KONMYeCcTBa BO3MOHOCTEMN, UHTEPHET HECET U
I'Ip06}'IeMbI. OTa NaMATKa A0/IKHA NMOMOYb Tebe besonacHo HaXoAuUTbCA B CETU.

KomnbloTepHble BUPYCbI

KOMI'IbI-OTeprIﬁ BUPYC - 3TO PAa3HOBUOHOCTb KOMMbIKOTEPHbBIX MPOrpamm, OT/INYNUTENIbHON 0COBEHHOCTbIO
KOTOpOl\;I ABNSETCA CNOCOBHOCTH K pPa3MHOXeHMt0. B onoaHeHMe K 3TOMY, BUPYCbl MOTYT NOBPeaAnUTb NN
NONTHOCTbIO YHUYTOXUTb BCE d>a|7|nb| N AaHHbIE, MOAKOHTPOJ/IbHbIE MNO/IB30BATE/NNO, OT UMEHU KOTOPOTIo
6bina 3anyuweHa 3apaxXeHHaAa NporpaMmma, a Takxe nosBpeanTb UMK AaXKe YHUYTOXKNUTb onepaunoHHYHO



cucTemMy co Bcemu paiinamm B LLesIoM. B 60/IbLLIMHCTBE C/ly4aeB PacrnpoCTPaHATCS BUPYCbl Yepes
WHTEpPHET.

MeToabl 3aWnTbl OT BPEOOHOCHbIX MPOrpamMmm:

1. Wcnonb3syi coBpemMeHHble OnepaLlmoHHble CUCTEMBI, UMEIOLWME CEPbE3HbIN YPOBEHb 3aLWMTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TocTosiHHO ycTaHaBAMBaM NayTu (UMdpPOoBbIE 3aNNaTKM, KOTOPblE aBTOMATUYECKH
YCTaHaBAMBAIOTCA C LieIbio A0PaboTKM Nporpammsl) U Apyrne o6HOBAEHMA CBOE
onepaumoHHoli cuctembl. CKaunBal nx ToNbKO ¢ oduUManbHOro canta paspabotunka OC. Ecam
CYLLECTBYET PEKMM aBTOMATUYECKOTO 06HOBNEHUS, BKIOYM €rO;

3. PaboTtali Ha CBOeM KOMMbIOTEPE MOZ NpaBamu NoJb30BaTeNA, @ HE aAMUHUCTPATOpPA. ITO He
NO3BONNT BONBLUMHCTBY BPEAOHOCHbIX MPOrPaMm MHCTANIMPOBATLCA Ha TBOEM MNEPCOHANbHOM
KOMMbOTEPE;

4. Wcnonb3yi aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbl U3BECTHbIX NPOM3BOAUTENEN, C
aBTOMaTUYeCKUM 0bHoBNEeHMeM bas3;

5. OrpaHuyb PU3NYECKMIA A0CTYN K KOMMbIOTEPY AN MOCTOPOHHUX NULL;

6. Wcnonb3yi BHELWHWE HOCUTEIM MHDOPMALIMK, TaKMe KaK dnellka, AUCK uan daia u3 MHTepHeTa,
TO/NIbKO U3 MNPOBEPEHHbIX NCTOYHWNKOB;

7. He oTKpbiBait KOMNbIOTEPHbIE daisibl, NONYYEHHbIE U3 HEHAAEKHbIX UCTOMHUKOB. [laxe Te
dalinbl, KoTopble Npucian TBOW 3HAaKOMbIN. Jlyylle yTOUHM Y HEFO, OTNPABAAA N OH Tebe uX.

Cetn WI-FI

Wi-Fi - 3To He BMA nepenayn AaHHbIX, HE TEXHONOMUSA, a BCEro NMb 6peHa, mapKa. Ewe B 1991 roay

HuAepnaHACKaa KoMnaHus 3aperncTpmposana bperg "WECA", uTo 0603Ha4ano cioBOCOYETaAHME
"Wireless Fidelity", koTopblit nepeBoanTcs Kak "becnpoBoaHas TOYHOCTb".

[o Hawero BpeMeHu gowna gpyras abbpesnatypa, KOTOpas ABAAETCSA TAKOM Ke TeXHoNornen. 1o
abbpesunatypa "Wi-Fi". Takoe HazBaHWe BbIJI0 AaHO C HAMEKOM Ha CTaHAapT BbICLLEM 3BYKOBOW TEXHUKMU
Hi-Fi, yTo B nepeBoe o3Ha4aeT "BblCOKaA TOYHOCTbL'".

Aa, 6ecnnaTHbIl MHTEPHET-40CTYN B Kad)e, OoTeNAX U as3ponopTax ABNAETCA OT/INYHOM BO3MOXHOCTbIO

BbIXOAa B MHTepHeT. Ho MHOrMe aKkcnepTbl cumTatoT, 4to 0b6LwenocTynHble Wi-Fi ceTn He asnsatoTca
6e3onacHbIMM.

CoBeTbl No 6e3onacHoCTM paboTbl B 06WweaocTynHbix cetax Wi-fi:

1.

He nepegaBaii cBoto IMYHYIO MHGOpMauuto Yepes obwenoctynHble Wi-Fi ceTn. PaboTas B Hux,
enaTtesbHO He BBOAMTb Napoaun AOCTYNa, NOTUHbI U KaKMe-To HoMepa;

Mcnonb3yli n 06HOBAAW aHTUBMPYCHbIE NporpaMmmbl U bpaHamayep. Tem cambim Tl
obe3onacuuib cebs OT 3aKayKu BMPYCa Ha TBOE YCTPOICTBO;

Mpu ncnonbzoBaHum Wi-Fi oTKAtoun dyHKumio "O6wmin goctyn K pannam u npuHTepam'.
[aHHan GyHKUMA 3aKpbITa NO YMOAYAHMIO, O4HAKO HEKOTOPbIE NOMb30BATE/IM aKTUBUPYIOT ee
Ans ypobcTBa UCNonb3oBaHUA B paboTte nam yyebe;

He ncnonb3yii nybamunbii WI-FI gns nepesaym AMYHbIX AaHHbIX, HANPUMep ANS BbixoAa B
couManbHble CETU UK B INEKTPOHHYIO NOYTY;



5. Wcnonb3yit TonbKo 3awmLieHHoe coeanHeHune Yyepes HTTPS, a He HTTP, 1.e. npu Habope Beb-
afpeca BBoau umeHHo "https://";

6. B mobunbHom TenedpoHe oTkAtoUM PyHKUMIO "MogKkatoueHne K Wi-Fi aBTomaTtmnyeckun". He
JONYyCKal aBTOMaTUYECKOro NOAKNOYEeHUs ycTponcTea K ceTam Wi-Fi 6e3 TBoero cornacwms.

CoumanbHble cetn

CoumanbHble CeTU aKTUBHO BXOAAT B HaLLY *KM3Hb, MHOTME toan paboTatoT U KUBYT TamM NOCTOSHHO, a B
Facebook yxe 3apeructpmupoBaH mnannapa 4enoBek, YTo ABAAETCS O4HON CeabMOMN BCEX KUTenekn
nnaHetbl. MHOrMe Noab30BaTENN HE MOHUMALOT, YTO MHPOPMaLMA, pasMeLLLEHHAA MU B COLMANbHbIX
ceTax, MOXKeT ObITb HallAeHa M UCMOo/Ib30BaHa KEM YroHO, B TOM Yncie He 0b6a3aTenibHO ¢ 6aarmmm
HamepeHUsMMU.

OcHOBHble coBeTbl N0 6e30MacHOCTU B COLMANbHbIX CETAX:
1. OrpaHuub CNNCOK apy3en. Y Teba B Apy3bAX He JOKHO BbITb CAYHaNHbIX U HE3HAKOMbIX I0AEN;

2. 3awmwiali CBOI YaCTHYHO KU3Hb. He yKasbiBai naponu, TenedoHbl, agpeca, 4aTy TBOErO
POXAEHMA U APYTYIO INYHYI0 MHGOPMALMIO. 310YMbILLIEHHUKN MOTYT MCMO/Ib30BaTh AaKe
MH(OPMaUMIO O TOM, KaK Tbl U TBOWM POAUTENN NAAHUPYETE NPOBECTU KaHUKY/bI;

3. 3awmwain cBolo penyTaLmio - 4epPKU ee B YUCTOTe U 3aZaBait cebe Bonpoc: xoten Hbl Tbl, 4TOObI
Apyrue nosb3oBaTeN v BUAE/N, YTO Tbl 3arpyKaellb? MNogymai, npexae Yem 4To-To
onybanKoBaTb, HaNMCaTb M 3arpy3uTb;

4. Ecnv Tbl roBOpULb C IIOAbMM, KOTOPbIX HE 3HaELb, HE UCNOJb3YI CBOE peasibHoe UMA U APYryIo
JIMYHYI0 MHOOPMALMU: UMA, MECTO KUTENbCTBA, MECTO y4yebbl U Npoyee;

5. MWsberali pasmelleHunn dotorpaduii B UHTEpPHETE, rae Tbl 306pakeH Ha MECTHOCTU, NO KOTOPOW
MOYHO OMNPeaeNnTb TBOE MECTOMONOMKEHME;

6. [pw peructTpauumn B coumanbHoOl ceTn HeobXoAMMO MCNONb30BaTb CIOXKHbIE MAPOX, COCTOALLME
13 BYKB U UMPP M C KOANMYECTBOM 3HAKOB He meHee §;

7. [na coumanbHOW CeTH, NOYTbI U APYrMX CaliTOB HEOBXOAMMO MCMO/b30BaTb PasHble Naposu.
Toraa ecau TebA B3NOMAIOT, TO 3/1I0YMbILAEHHUKM NOAYYaT L4OCTYN TOAbKO K O4HOMY MECTY, a He
BO BCe Cpasy.

3HEKTp0HHbIe AEHbIn

3/'IeKTpOHHbIe AEHbIN - 3TO O4YEHDb yAO6HbIl71 cnocob nnaTexen, OAHAaKO CyLWecTBYHOT MOLWEHHUKN,
KOTOpblE XOTAT NONYYUTb 3TN AEHDbIN.

3J'IeKTpOHHbIe AeHbrn NnoAsBUNNCb coBCeEM HEAABHO U MMEHHO 13-3a 3TOTO BO MHOTMX rocyaapcreax A0
CnX NOpP HE NPONMNCaHO NPO HNX B 3aKOHaAX.

B Poccuu e oHun CbYHKLI,I/IOHMPYI-OT M O HUX yXKe NpPponncCaHOo B 3aKOHE, rae nx pa3genAakoT Ha HECKOJIbKO
BWAOB - aHOHUMHbIE U HEe aHOHMMHbIe. Pa3HMUA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
pa3pelwaeTca nposoanTb onepaunmn 6es VI,CI,eHTVId)MKaLI,MM nonb3oBaTtena, a B HEAHOHUMHDbIX
MAEHTMd)MKaLI,MFI nonb3oBaTtens ABnAeTcs 06a3aTeNbHON.

TaKKe cnefyeT pasnnyaTh 3/1€KTPOHHbIE PpUaTHbIe AeHbrM (paBHbI rOCYAaPCTBEHHbIM BantOTam) u
3/1eKTPOHHbIe HedUaTHbIE AEHbIM (He paBHbl FOCYAaPCTBEHHbIM BasloTaMm).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C 91€eKTPOHHbIMU AeHblrammu:



1.

4.

MpuBAXKKU K cyeTy MoBUAbHbIN TenledoH. ITO cambli YAOOHbIN M BbICTPbIN cNOCOb BOCCTaHOBUTL
[O0CTyN K cyeTy. [MpmnBaA3aHHbIN TenedoH NOMOXKET, ec/iv 3abyaellb CBOM NAaTeXHbIM Napo/ib Uan
3aliaellb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

Mcnonb3ayit ogHopasosble naponu. Nocae nepexofa Ha YCUNEHHYIO aBTopu3aLmio Tebe yiKe He
ByeT yrpoxKaTb ONacHOCTb KPaXkn MK nepexsaTta naaTexHoro napons;

Bbibepwu cnoxHbI naponb. MpecTynHUKam 6yaeT He NPOCTO yragaTh CAOMKHbIA Naponb.
HagerkHble Naposin - 3To Napo/in, KOTopble coaep:KaT He MeHee 8 3HaKOB M BK/1OYatoT B cebs
CTPOYHbIE U NPONUCHbIe BYKBbI, LMPPbI U HECKO/IbKO CMMBOJIOB, TaKME KaK 3HaK 40/11apa,
dyHTa, BOCKNMUATENbHbIN 3HaK 1 T.n. Hanpumep, StROng!;;

He BBOAM CBOM NINYHbIE AaHHblE HA caﬁTax, KOTOPbIM HE AoBepAELUb.

INeKTpPOHHaA noyrta

INeKTPOHHaA NoYyTa - 3TO TEXHONOIMSA U NPeAoCTaBASEMbIE €10 YCNYTM NO NEPECHISIKE U NONYYEHUIO
3/IEKTPOHHbIX COODLLLEHWNI, KOTOPbIE pacnpeaensitoTca B KOMMNbOTEPHON ceTU. OBbIYHO 3NEKTPOHHbIN
MOYTOBbIN ALWLMK BbIFNAAUT Cleayowmm 06pa3om: MMA_NoNb3oBaTeNs @uUmaA_aomMeHa. TakKe Kpome
nepesaym NpocToOro TEKCTa, MMEETCS BO3MOXKHOCTb NepeaaBaTb Gpaibl.

OcHoBHble coBeTbl No 6e30nacHoM paboTe ¢ 3/1eKTPOHHOM NOYTOIA:

1.

Hapo Bbi6paTb NpaBu/ibHbIM MOYTOBLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIN BblIOOp BecnaaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Nyylle A0BEPATb TEM, KOFO 3HaeLb U KTO NePBbIi B PeiTUHTE;

He yKasbiBai B IMYHOM NoYTE INYHYIO MHbOPpMaumio. Hanpumep, nydiie BbibpaTthb
"My3bIKanbHbIM_daHaT@" unm "pok2013" Bmecto "Temal3";

Mcnonb3ayi ABYX3TanHyo aBTOpM3aLmio. ITO KOrAa NOMUMO Naposs HYKHO BBOAWUTL KOA,
npucbliaembln no SMS;

Bbibepun cnoxHbli Naposb. [0 Kax[0ro NoYTOBOro ALLMKA AOKEH ObiTb CBOM HAAEXKHbIN,
YCTOMYMBbIN K B3/TOMY NapOb;

Ecnn ecTb BO3MOXKHOCTb HanmcaTtb camomy CBOW JINYHbIN BOMNpocC, MCI'IOJ'Ib3yl7I 3TY BO3SMOXHOCTb;,

Mcnonb3yit HECKO/IbKO NOYTOBbIX ALWMKOB. [epBblii 414 YaCTHOM NepenncKm c agpecaTamm,
KOTOPbIM Tbl fOBEpPAELLb. ITO 3/IEKTPOHHbIM afpec He HaA0 MCMob30BaTb NPU PerncTpaLmm Ha
dopymax u canTax;

He oTKpblBai Gainbl U gpyrMe BNOKEHWUA B MMCbMaX, AaXKe eC/IM OHU NPULLAK OT TBOUX ApY3eit.
Jlyylie yTOYHM Y HUX, OTNPABAAAU 1 OHU Tebe 3Tn paiinbl;

Mocne oKoH4YaHWA PaboTbl Ha MOYTOBOM CEPBUCE Nepes, 3aKPbITUEM BKIAAKMU C CAiTOM He
3abyapb HaXKaTb Ha "BbiiTn".

Kn6epbynanHr unu eMpTyanbHoe M3geBatenbCTBo

KnbepbynauHr - npecneaoBaHme CoObLEHNAMM, COAEPMKALLMMM OCKOPOAEHMSA, arpeccuto, 3anyrmsaHue;
XY/IUraHCTBO; COLMaNbHOE BOMKOTMPOBAHME C MOMOLLbIO Pa3INYHbIX MHTEPHET-CePBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynanHrom:

1.

He 6pocaliica B 60i. Jlyuwwnin cnocob: NocoBeTOBaTLCA KaK ceba BECTU U, EC/IU HET TOTO, K KOMY
MOXHO 06paTUTbLCA, TO BHaYae YCNoKoMTbCA. ECM Tbl HaYHELb OTBEYaTb OCKOPBAEHUAMM Ha
OCKOp6/1eHNA, TO TONLKO elle H60AblUe PAa3OXkKKellb KOHOAUKT;



YnpaBnsai ceoei KnbeppenyTtaumei;

AHOHUMHOCTb B CETU MHUMASA. CYLLI,eCTByPOT cnocob6bl BbIACHUTb, KTO CTOUT 3@ aHOHNMHbIM
dKKAYHTOM,

He CTOWT BECTU XyNUTaHCKWUIA 06pa3 BUPTYaNbHOM XKU3HU. HTEPHET PUKCMpPYET BCE TBOM
AENCTBUA N COXPaHAET UX. YaanuTb Ux ByaeT KpaliHe 3aTpyaAHUTENbHO;

Cobntogait cBOK BUPTYa/IbHYIO YECTb CMOOAY;

UrHopupyi eanHnyHbIi Heratme. OLHOPa30Bble OCKOPOUTENbHbIE COOBLLEHUA NyyLle
UrHopupoBsaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HavyaNbHOM CTaanm;

baH arpeccopa. B nporpammax 0bMeHa MrHOBEHHbIMM COO6LLI,€HMF|MVI, B COUMaNIbHbIX CETAX €CTb
BO3MOXHOCTb 6}'IOKMpOBKVI OTnpaBKU COO6LLI,eHMl\;1 conpegeneHHbIX aapecos;

Ecnv Tbl cBuaeTens KmbepbynanHra. Teom AeiCTBUA: BbICTYNUTL NPOTUB NpecieoBaTens,
MOKasaTb eMy, YTO ero AeMCTBUA OLEHMBAKOTCA HEraTUBHO, MOAAEPKATh KEPTBY, KOTOPOM Hy¥KHa
MCMX0NOrMYECKan NMOMOLLb, COOBLMTL B3POCAbIM O paKTe arpeccUBHOro NoBeAEHNA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble CMapTdOHbI M NAAHLETbI COAEPKaAT B cebe BNo/HE B3POC/blit GYHKLMOHAN, U TENEPb OHM
MOTYT KOHKYPMPOBaTb CO CTaLlMOHAPHbIMW KOMMbtoTepammn. OAHaKo, CPeACTB 3aLMTbl AN MOA0OHbIX
YCTPOMCTB NOKA O4EHb Maso. TeCTMpPOBaHWE M MOUCK YA3BUMOCTEN B HUX MPOMUCXOOMT He TaK
MHTEHCUBHO, KaK a4 MK, To e camoe KacaeTca U MOBUIbHBIX NPUNOKEHUIA.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe NPaKTU4eCKkn A0orHain HaCtoaibHble aHa/0rn, ogHako
pacwuunpeHune d)yHKLI,MOHaI'Ia BNeYeT 3a coboit 60!'IbLLIWO C/IOXKHOCTb U MEHbBLYH 3aWNLWEHHOCTD.

[aneko He Bce NPOM3BOAUTENN BbINYCKAOT 06HOBAEHMWSA, 3aKPbIBAIOLME KPUTUYECKME YA3BUMOCTU 415
CBOMX YCTPOWCTB.

OcHoBHble coBeTbl A8 6e30nacHOCTN MOBUIbHOTO TenedoHa:

1.

Hwn4yero He AaBnAeTCcA NO-HacToALLEMY 6ecniaTHbIM. byab ocTopoXeH, Begb Korga Tebe
npeagnaraktoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKne-To naaTHble YCNyru,

Aymaii, npexage yem otnpasuTb SMS, poTo nam Bugeo. Tol TOYHO 3HaELWb, rae OHK byayT B
KOHeYHoM utore?

Heobxoanmo 06HOBAATL ONEPALMOHHYO CUCTEMY TBOErO CMapTdOHa;
Mcnonb3yli aHTUBMPYCHbIE MPOrPaMMbl A/19 MOOUIbHBIX TelepOoHOB;

He 3arpy»ai NpuaoMXeHns oT HEM3BECTHOrO MCTOYHMKA, BeAb OHWU MOTYT COAEPKaTh
BPEeLOHOCHOE NporpaMmmHoe obecneyeHue;

Mocne Toro Kak Tbl BbIMAELWb C CAalTa, r4e BBOAWUA IMYHYIO MHGOPMALLMIO, 3aAAM B HACTPOIKM
6paysepa u yganu cookies;

Mepuoanyecku nposepmﬁ, KaKune nnaTtHble YCNYrn aKTuBnpoBaHbl Ha TBOEM HOMEPE,

,ﬂ,aBal)'I cBoW HOMeEpP MOBUNbHOTO Tened)OHa TO/IbKO TI04AM, KOTOPbIX Tbl 3HAELWb U KOMY
AosepAellb,;

Bluetooth gonkeH 6bITb BbIK/AOYEH, KOr4a Thl UM He NoJib3yelwbes. He 3abbiBalt MHOrAa
npoBepATb 3T0.



Online urpbl

CoBpeMeHHble OHIANH-UIPbl - 3TO KPACOYHble, 3aXBaTblBatOLWMeE pa3BieveHus, 0bbegMHAOWME COTHM
TbICAY Ye/I0BEK MO BCEMY MUPY. UFPOKKU nccneayoT AaHHbIA UM MUP, 06LWAOTCA APYT C APYTOM,
BbINOHAIOT 334aHUA, CPAXKAKOTCA C MOHCTPAMM M NONYYAIOT ONbIT. 33 YA0BONLCTBME OHU NNATAT:
MOKYMatT ANCK, ONNAYMBaOT abOHEMEHT MAn NPMOBpPETAIOT KaKne-To onuuu.

Bce 3TV cpeacTBa nayT Ha NOAAEPKAHME M PA3BUTUE UMPbI, @ TaKKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMK, BbIMYCKAOTCA HOBble NaTym (UMdpoBblIe 3anaaTku ans
nporpammy), 3aKpblBatoTCA YA3BUMOCTU CEPBEPOB.

B I'IOLI,O6HbIX Urpax CTouUT onacatbCA He CTO/IbKO CBOUX COMNEPHUKOB, CKO/IbKO KpPaXXu TBOero naponaA, Ha
KOTOPOM OCHOBAHa CMCTeéMa aBTOpPU3aunun 60/bLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30NacHOCTU TBOEro UrpoBOro akKayHTa:

1. Ecnu gpyroit urpok BegeT cebs Naoxo nam cosgaeT Tebe HeNpUATHOCTM, 3abNOKUPYIA ero B
CMUCKE UTPOKOB;

2. I'Iomanyl?mﬂ AOMUHUCTPATOPaM UTPbl HA NJ1I0OX0e nNoBeaeHme 3Toro Urpoka, KenatesibHo
NPUNOXNUTb KaKNe-To A0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKa3biBalh IMYHYI0 MHOPMaLMIO B Npodaiie urpbl;
4. YBaxKall gpyrmx y4acTHMKOB MO UrpPE;

5. He yctaHaBnumBal HeoduMLUManbHble NATYN U MOAbI;

6. Wcnonb3yit cnoXKHble 1 pasHble Naponu;

7. [axe BO Bpemsa Urpbl He CTOUT OTKAOYATb aHTUBMPYC. [OKa Tbl UrpaeLlb, TBOM KOMMNbHOTEP
MOTyYT 3apa3unTb.

OULWIKHT nan KpaiXa JINYHbIX AaHHbIX

O6bIYHOI Kpaken AeHer U JOKYMEHTOB CEroAHA YXKe HUKOro He yAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOMMI 310YMbILUAEHHUKM NEePEMECTUINCE B UHTEPHET, U NPOAOAXKAIOT 3aHMMaTbCA "tobumbim"
AeNom.

TaKk nosiBUIacb HOBAA YrPo3a: UHTEPHET-MOLLEHHMYECTBA UM GULLKHT, [/TaBHAA Lie/ib KOTOPOro COCTOUT
B MO/IyYEHUN KOHOUAEHLMANBbHDBIX AAHHbIX MO/Ib30BATE/IEN - NOTMHOB U Naposiei. Ha aHInMCKoM si3bike
phishing uutaetca kak duwmHr (ot fishing - pbibHas nosns, password - naposnb).

OcHoBHble coseTbl No 6opbbe ¢ dpULMHrom:

1. Cneam 3a cBOMM aKkKkayHTOM. ECaiv Tbl Nof03peBaellb, YTO TBOA aHKeTa bblaa B3/lomMaHa, To
Heobxoanmo 3ab/10KMPOoBaTh ee M COObLNTL aAMMHMUCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. MCI'IOI'Ib3yﬁ 6esonacHble BE6-Caf;1TbI, B TOM Yncne, MHTEPHET-MaraamHOB 1 MOUCKOBbIX CUCTEM;

3. Wcnonb3yii cnoskHble 1 pasHble Napoaun. Takum obpasom, ecnv Tebs B310MaltoT, TO
3/10YMbILLIEHHUKM NOSIy4aT AOCTYN TONbKO K O4HOMY TBOEMY NPOQUIO B CETU, @ HE KO BCEM;

4. EcnuTtebs B3/10Manun, To HeO6XO,CI,MMO npeaynpeanTtb BCEX CBOUX 3HAKOMBbIX, KOTOpPble
AO6aBI1€‘HbI \ Teba B APYy3bAX, 0 TOM, 4YTO Tebs B3nOManu 1, BO3MOXHO, OT TBOEIO MMEeHU 6y,u,eT
paccbizlaTbCA CMaM U CCbI/TIKKU Ha d)VIUJVIHFOBbIe CanTbl;



5. YcraHoBM HageXHbIN naposb (PIN) Ha MOBUAbHbLIN TenedoH;
6. OTKAOYM COXpaHeHMe Naposia B bpaysepe;

7. He oTkpbiBait daiinbl M Apyrne BNOXKEHUA B MUCbMAX, AAXKe eC/IM OHM NPULLAK OT TBOMX Apy3ei.
Jlydwe yTO4YHU Yy HUX, OTNPABAAAN NN OHU Tebe 3T daiinbl.

Uudposana penyrauuns

Lndposan penytaums - sTo HeraTMBHasA UAW NO3UTMBHAA MHPOPMaLLMA B CeTU O Tebe.
KomnpomeTupytowasa nHdopmaLms, pasMelLeHHaa B UHTEPHETE, MOXET Cepbe3HbIM 06pasom
OTPa3uUTbCA Ha TBOEW peasibHOM Xun3HU. "Lindposas penytauma" - aTo TBON UMUAK, KOTOPbLIN
bopmupyetca U3 nHdopmaumm o Tebe B MUHTEPHETE.

TBOE MECTO }KUTeNbCTBa, y4ebbl, TBOE PMHAHCOBOE NOMOKEHME, OCOOEHHOCTM XapaKTepa U paccKasbl O
6M3KNX - BCe 3TO HaKan/MBaeTcA B CETU.

MHorne noApoCTKM NEFKOMbIC/IEHHO OTHOCATCA K Ny6AnKauum anyHon nHpopmaumm B IHTEpHeETE, He
NMOHMMan BO3MOMKHbIX NOCNeACTBUIA. Tbl AaXKe HE CMOMKeLLb A0raaaTbca 0 TOM, 4To doTorpadus,
pasmelleHHas 5 neT Hasag, cTana NPMUYMHOMN OTKa3a NPUHATL Tebs Ha paborTy.

KommeHTapuu, pasmelleHme TBOMUX GpoTorpaduin 1 gpyrme A4encTBUA MOTYT He UCYE3HYTb AaXKe nocne
TOrO, KaK Tbl MX YAanuLb. Tbl HE 3HAELLb, KTO COXPaHWA 3Ty MHbOPMALMIO, NOMNana /i OHa B NOUCKOBblE
CUCTEMbI M COXPaHMNACh /M OHa, @ MIaBHOE: YTO NOAYMAIOT O Tebe OKpyKatoLme oAM, KOTOPble HalayT
M yBUAAT 3T0. HaTn MHbOPMaLMIO MHOTO /IET CNYCTA CMOXKET /1060 - Kak M3 f06pbix NOBYKAEHWIA, TaK
M C HAMEepeHNeM NPUYUHUTL Bped,. ITO MOMKET BbITb KTO YrogHo.

OcHoOBHble COBETbI MO 3aLLMTe LUPPOBOKM penyTaLumm:

1. Moaymai, npexae Yyem 4to-To Ny6AMKOBaTb M NepeaaBaTh y ceba B 610re nam B coumanbHowm
ceTu;

2. B HacTpoiikax npoduaa ycTaHOBM OrpaHUYEHUA Ha NPOCMOTP TBOEro npoduaa u ero
coaep*KMMoro, caenai ero Tonbko "ana gpysen”;

3. He pasmeLllain 1 He yKasbiBaii MHGOPMaLMIO, KOTOPasA MOXKET KOro-nMbo ockopbaaTb Man
obuxKaTb.

ABTOpCKOE npaso

COBpEMeHHbIe LUKO/ZIbHUKWU - aKTUBHbIE MNO/1Ib30BaTENIN LI,Md)pOBOI'O NPOCTPaHCTBa. OpaHaKo ganeKko He Bce
3HaloT, YTO NOJIb30BaHNE MHOTMMU BO3MOXHOCTAMU LI,Md)pOBOFO MuUpa Tpe6yeT CO6I'|IOA€HMF| npas Ha
UHTENNEeKTYa/IbHYO COBCTBEHHOCTb.

TepMuH "MHTeNNeKTyanbHaA COBCTBEHHOCTL" OTHOCUTCA K Pa3INYHBIM TBOPEHMAM Ye/10BEYECKOro YMa,
HauMHasA C HOBbIX N306PETEHMIA U 3HAKOB, 0603HAYAIOLLMX COBCTBEHHOCTb Ha NPOAYKTbI U YC/IYTH, U
3aKaHuMBas KHUramu, dotorpadpuamm, KUHOGUAbMAMM U My3bIKaJIbHbIMW NMPOU3BELEHUAMM.

ABTOpPCKMe NMpaBa - 3TO NPaBa Ha UHTE/IEKTYaIbHY0 COBCTBEHHOCTb Ha MPOU3BEAEHMUSA HAYKM,
NMTepaTypbl U UCKYCCTBA. ABTOPCKME NPaBa BbICTYNAlOT B KA4eCTBE rapaHTUM TOro, YTO
WHTENNEKTYaNbHbIN/TBOPUYECKUIA TPy aBTOpa He ByAeT HanpacHbIM, 4acT eMy cnpaBegvBble
BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTaTax CBOEro Tpyaa, NoAy4YmTb M3BECTHOCTb U NPMU3HaHMe. HUKTO
6e3 paspelleHns aBTopa He MOKEeT BOCNPOM3BOANTL €ro NpPou3BeaeHne, PacnpoCcTPaHATb, Ny6aAnYHO
AEeMOHCTPUPOBaTb, MPOAABATb, UMMOPTMPOBATb, MYCKaTb B NMPOKAT, My6/JMYHO UCNONHATD,
MOKa3blBaTb/UCNOAHATL B 3dUpe nan pasmelLats B MHTepHeTe.



Mcnonb3oBaHue III'll/I|I)aTCKOI'OII nporpammHoro obecneyeHns MoxeT npmneectn K MHOTMM PUCKam: OT
noTepun AaHHbIX K TBOMM aKKayHTamM A0 6}'IOKVIpOBKVI TBOEro yCTpOVICTBa, roe yCtaHoB/1e€Ha HeneraabHaA
nporpamma. He ctouT TakKe 3a6bIBaTb, YTO CYLLeCTBYHOT sieraibHble U b6ecnnaTHble nporpammsl,
KOTOpblE MOXHO HaWTK B CETU.



