IIpunoxxenue NO 2

NudopmanunonHan maMATKa JISA O0yJYaIOIIXCA JIA

pa3MenieHusa Ha opunuaabHbiXx THTEepHeT-pecypcax

C XaXapIM TOJIOM MOJIOJIEXKM B HHTEPHETE CTAHOBHUTHCSA OOJIbINE, a
IIIKOJIbHUKKU OJHHU U3 CaMbIX aKTUBHBIX II0JIb30BaTeseill PyHera. Mexmy
TEM, IOMHMO OTPOMHOI0 KOJIUYEeCTBa BO3MOXKHOCTEH, UHTEPHET HECET U
mpobJsieMbl. ATa MaMsATKA J0JKHA IIOMOYb Tebe 0e30macHO HaXOAUTHCS B

CETHU.
KoMm1ipioTepHble BUPYChI

KoMnploTepHBIN BUPYC - 9TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJIMYUTETBHON OCOOEHHOCTHIO KOTOPOUM SBJAETCA CIIOCOOHOCTh K
pa3MHOXKeHU10. B jomosiHeHne K 3TOMY, BUPYChl MOTYT IOBPENUTH WJIN
IIOJTHOCThIO YHUUYTOKUTH Bce alibl W JaHHbIE, IIOJIKOHTPOJIHbHbIE
[I0JIb30BATEJII0, OT HWMEHH KOTOpOoro Oblja 3alylleHa 3apakéHHas
IporpaMma, a TakKe MOBPEIUTDh WU JlaKe YHUUYTOXKUTH ONEePaliOHHYIO
cucrteMy co BcemMu dalaMH B IeJoM. B OOJIBIIIMHCTBE CJIy4aeB

PACIPOCTPAaHAIOTCA BUPYChI Uepe3 UHTEPHET.
MeTo1b1 3a1UTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. HCHOJII)BYﬁ COBpPEMEHHBIE OII€pAallUOHHBIE CHCTEMbI, HNMEIIHUE

CEPbE3HBIN YPOBEHD 3AIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. IlocTosiHHO ycTaHaBiauBau mauTu (Iu@pOBHIE 3aIUIaTKU, KOTOPBIE
aBTOMATHUYECKN YCTAHABJIMBAIOTCS C II€JbI0 JIOPAOTKU IIPOTPAMMBbl) U
pyrre OOHOBJIEHUS CBOEH ONeparuoOHHOUN cucTeMbl. CKaunMBal UX TOJIBKO
¢ odumnuanpHoro cauita paspaborunka OC. Ecau cyiiecTByeT pexum

ABTOMATHY€E€CKOI'O O6HOBJI€HI/I}I, BKJIIOYH €TI0,



3. Paboraii Ha CBOEM KOMIBIOTEPE IO MPAaBaMH IIOJIb30BATENSA, a HE
aMUHUCTpATOpa. JTO HE TO3BOJUT OOJBIIUHCTBY BPEJOHOCHBIX

IIporpamMm HHCTA/VINPOBATLCA HA TBOEM IIEPCOHAJIBHOM KOMIIBIOTEPE;

4. UWcnonb3yil aHTUBUPYCHbIE MPOTPAMMHBIE TPOAYKTHI U3BECTHHIX

MIPOU3BOINTEJIEN, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3s;
5. Orpanu4b PU3NUECKUI JOCTYI K KOMITBIOTEDPY 151 TIOCTOPOHHUX JIUII;

6. Mcnosip3yil BHENIHUE HOCUTENIN NH(POPMAIINY, TaKKe Kak dJienika, JUCK

i ¢aiiyl U3 UHTEPHETA, TOJIBKO U3 PO ePEHHBIX UCTOUHUKOB;

7. He oTKpbIBal KOMIbIOTEpHBIE (Dalyibl, MOJyUYeHHble U3 HEHAJIEKHBIX
HCTOUYHUKOB. Jlaske Te ¢aiiyibl, KOTOpbIE TIPUCIAI TBOM 3HAKOMBIH. JIyuliie

YTOYHH y HETO, OTIPABJISAJI JIU OH Tebe UX.
Cetu WI-FI

Wi-Fi - 5T0 He BUJ Tiepe/layd JIAHHBIX, HE TEXHOJIOTUSA, a BCErO JIMIIb
OpeHn, w™apka. Eme B 1991 TOAy HUAEpJaHACKas KOMIAHUSA
3apeructpupoBania OpeHa «WECA», uTo 0003Hayajo CJIOBOCOYETAHUE
«Wireless Fidelity», xoTopblii mepeBoAUTCSA KAk «OecIpOBOAHASA

TOYHOCTDb».

Jlo Hamiero BpeMeHU JoILIa Jipyrasg abbpeBuaTypa, KOTOpas sBJSETCA
TaKOH ke TexHoJioTher. ITo ab0peBuartypa « Wi-Fi». Takoe Ha3zBaHIEe ObLIO
JJaHO C HaMEKOM Ha CTaHJapT BbICIINN 3BYKOBOM TexHuku Hi-Fi, uro B

rnepesoae O3HadaeT « BbICOKasAd TOUYHOCTb».

Jla, GecriylaTHBIA UHTEPHET-ZIOCTYII B Kade, OTeIAX U a9PONOPTax SABJIAETCA
OTJINYHOM BO3MO>KHOCTBIO BbIXOZJa B HUHTepHeT. HO MHOTHE 5KCHepThI

CUYUTAIOT, YTO 0bImenoctyrabie Wi-Fi ceTu He ABJISIIOTCA 6€30IMacHBIMU.

CoBeTbl 110 6e30macHoCTH paboTe B 0011Ie0CTYTHBIX ceTsax Wi-fi:



1. He mepenaBaii cBo JIMUHYIO HHAOPMAIHUIO Yepe3 0011e1ocTynHbie Wi-
Fi cetn. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJIUTD ITAPOJIU JIOCTYIIA, JIOTUHBI

1 KaKHle-TO HOMEPA;

2. Mcniosib3yii 1 OOHOBJIAN aHTUBUPYCHBIE ITIPOrpaMMbl 1 Opanamayep. Tem

CaMBIM ThI 00€30IIaCHIIb ce0sI OT 3aKaAUKHU BHUpPYyCa Ha TBOE YCTpOfICTBO;

3. Ilpu ucnonpzoBanum Wi-Fi oTkiawoun ¢GyHKIHIO «OOmUN AOCTYH K
daiiiam u npunTepam». JlaHHaA QYHKIUA 3aKpbITa [0 YMOJYaHUIO,
OJIHAKO HEKOTOpble TOJb30BAaTEI AaKTUBUDPYIOT €€ A yZoOcTBa

HCIIOJIb30OBAHUA B pa60Te nin yqe6e;

4. He ucnonb3yit nmybsnmuneii WI-FI g1s mepemauu JIMYHBIX JaHHBIX,

HaIIpuMep AJI4d BbIXOJa B COIHUAJIbHBIE CETU WJIM B 9JIEKTPOHHYIO IIOYTY;

5. nosb3yl TOJIbKO 3amuilieHHoe coennHenne yepe3 HTTPS, a ne HTTP,

T.€. Ipu Habope Beb-azpeca BBOAU MMeHHO «https://»;

6. B mobunbHOM TenedonHe oTkaoun GyHKnum «Iloaxkmiouenue k¥ Wi-Fi
aBpToMaTuuecku». He [omyckail aBTOMAaTHYECKOTO — MOJKJIIOYEHUS

ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero corsiacus.
ConuasibHbIE CETH

ConpasbHble CEeTH AaKTUBHO BXOAAT B HAIIy >XU3Hb, MHOTHE JIIOJU
paboTaT U KUBYT TaM ITOCTOSTHHO, a B Facebook y»ke 3aperucrpupoBan
MUJLJTUAP/, YEJIOBEK, UTO ABJISAETCS OJHOU CEbMOU BCEX KUTeJIEN TIJTAaHETHI.
MHorue IoJIb30BaTeI He MOHUMAIOT, YTO HH(OpManus, pa3MelleHHas
MU B COIIMAJIBHBIX CETsAX, MOKeT ObITh HalifieHa W HCIOJIb30BaHA KeM

YTOZTHO, B TOM UM CJIe He 00s13aTeIbHO ¢ OJ1aTUMU HaMePEHUSMU.
OCHOBHBIE COBETHI I10 0E30IIaACHOCTH B COIIUAJILHBIX CETAX:

1. OrpaHuyb CHUCOK Jipy3ed. Y Tebsi B JIpy3bsX HE JOJDKHO OBITh

CJIy4alHBbIX U HE3HAKOMBIX JIFOJEM;



2. 3amuinald CBOI0 YaCTHYIO >KU3Hb. He ykaspiBail maposiu, TesiedOHBbI,
azipeca, ZIaTy TBOEro pOXJAEHUA W JIpYIyI0 JIMYHYI0 HHQOPMAaLUIO.
3JI0YMBIIIIJIEHHUKN MOTYT HCIOJIb30BaTh JlaXke MH(POPMAIMIO O TOM, Kak

Thbl 1 TBOU POAUTEJIN IIVNIAHUPYETE ITPOBECTH KAHUKYJIbI;

3. 3amumai CBOIO pemyTaluio - Jep>KU ee B UMCTOTe U 3a/aBaii cebe
BOIIPOC: XOTeJsl ObI ThI, UTOOBI JIpyrue I10Jb30BaTeJIU BUJEIU, UTO ThbI
3arpykaemb? [logymai, mpeskie 4eM YTO-TO OIyOJIMKOBaTh, HAIKUCATh U

3arpy3uTh;

4. Eciau ToI roBopumb C JIIOAbMHU, KOTOPBIX HE 3HACIIlb, HE I/ICHO]IBByﬁ CBO€
p€asibHOE UMA U APYIYIO JINYHYIO I/IH(l)OpMaHI/II/IZ nMA, MECTO >KHUTEJIbCTBA,

MECTO y4eObl U IIpoyee;

5. 36eraii pasmemnienus pororpaduii B IHTEpHETE, T/I€ THI N300pakeH HA

MECTHOCTH, IIO KOTOpOﬁ MOZKHO OITpEAEJINTD TBOE MECTOITIOJIOZKEHHE,

6. Ilpu perucrpaud B COIIMQAJIBHOU CETH HEOOXOJIUMO HCIIOJIb30BaTh
CJIO’KHBIE TIAPOJIU, COCTOAIIHE U3 OYKB U UMD U ¢ KOTUIECTBOM 3HAKOB HE

MeHee 8;

7. JJs  conMasibHOM CeTH, IIOYThl M JPYTUX CAHUTOB HEOOXOJIMMO
HCIOJIb30BaTh pa3Hble Iaposu. Torma ecau TebsS B3JIOMAKT, TO

SJIOYMBIIIIVIEHHHUKHX I10JIy4daT AOCTYII TOJIBKO K OJJHOMY MECTY, 4 HE BO BCE

cpasy.
AJIeKTPOHHbIE JeHbI'U

JJIEKTPOHHbBIE JIEHBI'M — 3TO OYEHb YAOOHBIM CHOCOO IUIaTeKel, OHAKO

CYyHIE€CTBYIOT MOII€EHHUKH, KOTOPbIE€ XOTAT IIOJIYYUTDb 9TU JCHbI'H.

SJIeKTpOHHI)Ie A€HbI'd IIOABHUJIMCb COBCEM HE€AaBHO M MMEHHO KM3-3a 3TOTI'O

BO MHOTHX I'OCyAapCTBax A0 CHUX IIOP HE IIPOIIMCAaHO IIPO HUX B 3dKOHAX.



B Poccun ke oHU QPYHKITMOHUPYIOT U O HUX y2Ke IIPOIIHCAHO B 3aKOHE, T/e
UX pa3/jesialoT Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE.
Pasnuna B TOM, YTO aHOHUMHBIE - 3TO Te€, B KOTOPBIX pas3peliaercs
MPOBOJIUTh omepanuu 06e3 uAeHTUDUKAIUU TOJIb30BATENA, a B

HEaHOHUMHBIX UIeHTHU(UKAIIUH II0JIb30BaTe A ABJIsIeTCs] 00s13aTETHHOM.

Taxxke cienyeT pasiauuaTh 3JIEKTPOHHBIE (puUaTHBIE AeHbru (paBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM) W JJIEKTPOHHBIe HeduaTHbIe aeHbru (He

PaBHBI TOCYyAapPCTBEHHBIM BaIIIOTaM).
OCHOBHBIE COBETHI 110 O€30I1aCHOH pa60Te C JJIEKTPOHHBIMUA AC€HbI'aMH:

1. IlpuBsizku K cueTy MOOWJIBHBIN TenedOH. ITO camMbli yAOOHBIA U
OBICTPBIN CITOCOO BOCCTAHOBUTH JOCTYI K cuery. [IpuBsi3aHHBIN TesedoH
IIOMOJKET, ecI 3a0y/Iellb CBOH IJIaTEXKHBINA ITapOoJIb WJIM 3ai/Ielb Ha CauT

C HESHAKOMOTI'O YCTpOfICTBa;

2. Hcnonwp3yil omHOpasoBble maposu. [locsie mepexoza Ha yCHUJIEHHYIO
aBTopu3anuio Tebe y:Ke He OyZeT yrpoxKaTh OIACHOCTb KPaKU WU

Iepexsara IJjiaTEKHOTI'O IIapPOJIA;

3. Beibepu ciioxubBIN maposib. IlpectymHukaMm OyAeT He MPOCTO yraaaTh
CJIOJKHBIM maposib. HaziexkHble mapojii — 5TO MapoJid, KOTOPhIE COJlepKaT
He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s CTPOUYHBbIE U IPOIMCHBIE OYKBHI,
mudpbl U HECKOJIBKO CHUMBOJIOB, TaKHe KaK B3HaK JoJuiapa, (¢yHTa,

BOCKJIMIIATEJIbHBIN 3HAK U T.I. Hampumep, StROng!;;
4. He BBO/IU CBOM JIUYHBIE JITAHHBIE HA caliTaX, KOTOPBIM HE JIOBEPSEIIIb.
AJIeKTPOHHAA IIOHTA

JJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUA U IIPEAOCTABJIsIEMbIE €10 YCIYTU T10
IepechbyIKE U TMOJYy4EeHUIO0 DJEeKTPOHHBIX  COOOIEeHUMH, KOTOphIe
pacupeiesifioTess B KOMIIBIOTEDHOH ceTH. QOOBIYHO BJIEKTPOHHBIN

MMOYTOBBIN SITAK BBITJIATUT CJIETYIOIAM obpazom:



UMS_II0JIb30BaTe A @UMs_JioMeHa. Takike KpoMme Iepeflayyd IPOCTOTO

TEeKCTa, UMEETCS BO3MOKHOCTD Iepe/iaBaTh (Pauibl.
OcHOBHbBIE COBETHI IO O€30IMacCHOM paboTe C 3JIEKTPOHHOM TTOUTOM:

1. Haymo BBIOpaTh IpaBUJIBHBIM IOUTOBBIM cepBUC. B HHTepHeETEe ecTb
OTPOMHBIA BBIOOD OECIJIATHBIX TIIOUTOBBIX CEPBHUCOB, OFHAKO JIydIlle

AOBEPATDH TEM, KOI'O 3HACIITb 1 KTO HepBbIﬁ B peﬁTHHFe;

2. He ykaspiBall B JIUYHOU IouTe JUYHYI0 uHPopMmanui. Hampumep,
Jiydille BBIOpPaTh «MY3BIKaJIbHBIN_(aHAT@» WJIH «POK2013» BMECTO

«temal3»;

3. Hcnoab3yil ABYXSTAIHYI0 aBTOPHU3AIUI0. DTO KOI/a IIOMHUMO IapoJis

HY?KHO BBOJIUTD KO/I, IPHChLIaeMbIi o SMS;

4. BpiOepu CJIOKHBIW Maposib. [JIf KakKaoro IMOYTOBOTO AIIUKA JOJIKEH

OBITH CBOU HaJI€3KHBIN, YCTOMUYUBBIN K B3JIOMY I1aPOJIb;

5. Eciin ecth BO3MOKHOCTh HaNMCATh caMOMY CBOM JIMYHBIN BOIIPOC,

HCIIOJIb3YH 3Ty BOBMOKHOCTb;

6. Hcrmosb3yll HECKOJbKO IOYTOBBIX SITUKOB. IlepBbIN /I YacTHOU
IEPENUCKU C aJipecaTaMd, KOTOPBIM ThI JIOBepsiellb. JTO 3JIEKTPOHHBIN

ajipec He HaJl0 MCNO0JIb30BaTh IIPU PerucTpanuu Ha popyMax u cauTax;

7. He oTkpbiBaul (aiiyibl U ApyTUE BJIOKEHHUSA B MUChMAaX JIaXKe eCJIM OHU
MPUIIUTU OT TBOUX Jipy3ei. Jlydiile yTOUYHU y HUX, OTIIPABJISAJIN JIU OHU Tebe

aTH anIbl;

8. Ilocie oxkoHuaHUsA pabOThI HA MOUYTOBOM CepPBHUCE TEPE]] 3aKPhITHEM

BKJIAJIKU C CAUTOM He 3a0y/b HaKaTh HA « BBIATH ».

KubepOy/UTHHT WJIN BUPTYaJIbHOE U37€BAaTEIHCTBO



KubepOy/utmHT —  mpeciieloBaHHE  COOOINEHHsIMH, COZEep KalluMu
OCKOpOJIEHHUsI, arpeccuio, B3allyTWBaHHWE; XyJUTAHCTBO; COITHAIHHOE

OOMKOTHUPOBAHUE C IIOMOIIBIO PA3INYHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI 110 6H0pHOE ¢ KNOEpOYUTUHTOM:

1. He Gpocatica B 60i. JIydmuii criocob: IT0COBETOBATHCS KaK cedsl BECTH H,
€CJIH HEeT TOT0, K KOMYy MOKHO 0OpaTUThCS, TO BHaUasle YCIOKOUThes. Eciu
Thl HAUHEIIb OTBEYaTh OCKOPOJIEHUSIMHM Ha OCKOPOJIEHHS, TO TOJIBKO €Ile

O0JIBIIIE PA30KIKEITH KOH(MJINKT;
2. YIIpaBJisiii cBoel KubepperyTaruen;

3. AHOHMMHOCTb B CE€THM MHHUMas. CymeCTBYIOT CIIOCOOBI BBIACHHUTDH, KTO

CTOHUT 3a aHOHUMHBIM aKKaYHTOM;

4. He crout BecTH XyJWTaHCKUU 00pa3 BUPTyaJabHOU Ku3HU. MIHTEpHET
dbuKcupyer Bce TBOU JEUCTBUA U COXPaHsET UX. YIAJIUTh UX OyZeT KpaliHe

3aTPYAHUTETbHO;
5. CobJtioziaii cBOM BUPTYaIbHYIO YECTh CMOJIOJY;

6. HrHopupydl eauHUUYHBIN HeraTuB. OJIHOpPA30BbIE OCKOPOUTETbHBIE
cOOOIIleHUs Jyullle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpallaercs Ha

HadaJbHOU CTaUU;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B
COITMAJIbHBIX CETAX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTHPABKH COOOIIEHUHN

C OIIpeJieJIEeHHBIX a/IPECOB;

8. Eciu ThI cBuzeresb KubepOy/uimHTa. TBOU JEHCTBUA: BBICTYIIUTH
MIPOTUB TIPecje/ioBaTesisA, II0Ka3aTh €My, UTO €ro JIeHCTBUS OIeHUBAIOTCA
HETraTUBHO, IIOJI/IEPXKATh JKEPTBY, KOTOPOU Hy:KHA IICHUXOJIOTUYeCcKas

IIOMOII1b, COO6H.II/ITI) B3POCJIBIM O (l)aKTe ArpeCCHUuBHOI'O IIOBEJAECHHUA B CETU.

MobubHBIN TeteOoH



CoBpemeHHbIe cMapT¢GOHBI U IUIAHINETHI cojlep:kKaT B cebe BIIOJTHE
B3pOCJIbI  (YHKIMOHAJ, WU Telepb OHU MOTYT KOHKYPHUPOBATh CO
CTAIlMOHAPHBIMU KOMITbIOTepamMu. O[HAKO, CpEACTB 3alllUThl JIJId
MOJIOOHBIX YCTPOMCTB TIOKa OYeHb Majio. TecTUpoBaHME U TIOUCK
yA3BUMOCTEN B HUX IIPOMCXOJUT He TaK MHTEHCUBHO, Kak s I1K, To ke

caMoe KacaeTcsa 1 MOOMJIbHBIX HpI/I]IO)I(eHI/Iﬁ.

CoBpeMeHHBIE MOOWJIbHBIE Opay3epbl yiKe IIPAKTHYECKHd JIOTHAIN
HACTOJIbHBIE AHAJIOTM, OJIHAKO pacluupeHue (QyHKIMOHAJIA BJeYeT 3a

co00¥1 OOJIBIIYIO CJI0KHOCTD ¥ MEHBIIIYIO 3aITUIIIEHHOCTD.

,ZI&JICKO HE BCE€ IIPOU3BOAMTE/IM BbLIIIyCKAlOT O6HOBJI€HI/I}I, 3daKpbIBaOII1e

KPUTHUUECKHE YSI3BUMOCTH JIJIsI CBOUX YCTPOKCTB.
OcCHOBHBIE COBETHI /151 0€301MaCHOCTU MOOMIbHOTO TesiedoHa:

1. Huuero He sBjseTcs mo-HacrosiieMy OeciiaTHBIM. Byab ocToposkew,
Bellb Korja Tebe MpeziaraloT OecIIaTHBINM KOHTEHT, B HEM MOTYT OBITh

CKPBITbI KaAaKHE-TO IIJIaTHBbIC YCJIYTH;

2. Jlymaii, mpexze deMm ornpaBuTh SMS, doto mau Bujzeo. Thl TOUHO

3HAEIIlb, TJIe OHU OYZyT B KOHEUHOM UTOTE?
3. Heo6xo/1mM0 06HOBJIATH ONIEPAITMOHHYIO CUCTEMY TBOET0 cMapT(dOHA;
4. Vlcnoib3y#l aHTUBUPYCHBIE TPOTPAMMBbI JIJI1 MOOUJIBHBIX Tes1e(pOHOB,;

5. He zarpykaii mpuIoKeHHs] OT HEU3BECTHOTO HCTOUHHKA, BeAb OHH

MOTIYT cOoAepPKATb BPEAOHOCHOE IIPOT'PaMMHOE o6ecnequI/Ie;

6. Ilocie TOro Kak Tbl BBIHJENIbL C calTa, TI/JAe BBOAWI JIMUHYIO

nHGOpMaIUIo, 3al/I1 B HACTPOUKH Opay3epa u yzaau cookies;

7. Ilepuognyecku mpoBepsll KaKWe MJIATHbIE YCJIYTM AKTUBUPOBAHBI HA

TBOEM HOMEPE;



8. JlaBaii cBOIi HOMep MOOMJIBHOTO TesieOHA TOTBKO JIFOJISIM, KOTOPBIX ThI

SHaelllb 1 KOMY JOBEPACIIIDb,

9. Bluetooth mokeH OBITH BRIKJIIOUEH, KOT/Ia Thl UM HeE IIOJIb3yellbes. He

3a0bbIBall UHOT/IA IPOBEPSATH 3TO.
Online urpsr

CoBpeMeHHBIE OHJIAUH-UTPBI - S5TO KPAacCOYHble, 3axBAaThIBAIOIIUE
pasBieueHus, O0OBEeAUHAIONINE COTHHU THICSY YEJTOBEK II0 BCEMY MHUDY.
WUTpoKku WHCCAeAYIOT JaHHBIM WM MHUpP, OOIIAlTCA APYr C APYroM,
BBITIOJIHAIOT 33/IaHMs, CPAXKalOTCSA ¢ MOHCTPAMU M IIOJIydamOT OMBIT. 3a
y/IOBOJILCTBUE OHM IUJIATAT: MOKYHAIOT IUCK, OIJIAYMBAIOT a00OHEMEHT WU

proOpeTaIOT KaKHUe-TO OMITH.

Bce 3Tu cpesicTBa MAyT HA MOAJEPKaHUE U PA3BUTHUE UTPHI, a TaKXKe Ha
caMy 06e30IacHOCTb: COBEPIIEHCTBYIOTCSI  CHUCTEMBl  aBTOPU3AIUU,
BBIITYCKAIOTCSI HOBble TaTyu (IudpoBble B3amjiaTKu I IIporpamm),

3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HI:IX HI'pax CTOHUT OIlaCaTbCA HE CTOJBKO CBOHX COIIEpHHUKOB,
CKOJIBKO Kpa*XH TBO€ro IIapoJid, Ha KOTOPOM OCHOBaHa CHCTEMa

dBTOpHU3alluu OOJIBIITMHCTBA HUrp.
OCHOBHBIE COBETHI IO OE30IACHOCTU TBOETO HUT'POBOI'O aKKayHTa:

1. Ecoiu apyroii urpok BefieT ceOs IJI0X0 WU CO3/IaeT Tebe HEMPUATHOCTH,

3a0JIOKUPYH €ro B CHIHUCKE UTPOKOB;

2. Iloxkasnylicss agMUHUCTpATOpaM WIPhl Ha IUJIOXOe IIOBEJEHUE 3TOTO
UTPOKA, JKeJaTeJbHO TIPUJIOXKUTh KaKhe-TO JI0KAa3aTeJbCTBA B BUJIE

CKPUHOB;
3. He ykaspiBali inuHyt0 nHGOpPMAIUIO B Ipodaiijie UrphI;

4. YBaXkall APYTUX YYaCTHUKOB 10 UTPE;



5. He ycranaBiimBaii HeouIuajibHbIE ITATYU U MOJIbI;
6. criosib3yil cj10:KHbBIE U pa3Hble TIapoJIy;

7. Hake BO BpeMs WUIpPbl He CTOUT OTKJIHOYATh AHTUBUPYC. [Ioka TbI

urpaenib, TBOU KOMIIBIOTEDP MOTI'YT 3apa3UTh.
OUIIMHT UIN KpazKa JIMYHbIX JaHHbIX

OO6BIYHOU Kpaskel JileHeT U IOKYMEHTOB CETroJIHA y>Ke HUKOTO He YUBUIIIb,
HO C pa3BUTHEM UHTEPHET-TEXHOJIOTUU 3JI0yMBIIIJIEHHUKU ITIepeEMeCTUINCh

B UHTEPHET, XU IIPOAOJIKAIOT 3aHHUMAaTbCA «JIFOOMMBIM » AE€JIOM.

Tak mosiBWIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WX (DUIIHHT,
[JIaBHasA IeJIb KOTOPOTO COCTOUT B IIOJy4eHUM KOH(DUIAEHIIUATbHBIX
JIAHHBIX IIOJIb30BaTeIe — JIOTMHOB W TapoJieli. Ha aHIIMiCKOM s3bIKe
phishing untaercsa kak ¢umuHT (0T fishing — psibHas yoBJIA, password —

apoJb).
OcHOBHBIE COBETHI IO OOPHOE ¢ DUITHHTOM:

1. Crenm 3a cBOMM aKKayHTOM. EC/Iv ThI MO03pEBaelllb, YTO TBOS aHKETa
ObLTa B3JIOMaHa, TO HeobxoaUMO 3abJIOKUPOBATh €e U  COODITUTH

aJIMIHHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. Mcnonb3yi Oe3omacHble BeO-CaliThl, B TOM YHCJIe, UHTEPHET-Mara3nHoOB

1 IIOUCKOBBIX CUCTEM,

3. Ucnonb3yii cioxkHble U pa3Hble maposu. Takum obOpasom, eciau Tebs
B3JIOMAIOT, TO B3JIOYMBIIIEHHUKH II0JydaT JOCTYIl TOJBKO K OJHOMY

TBOEMY IIPOMUIIIO B CETH, a HE KO BCEM;

4. Ecm Tebst B3mOMasid, TO HEOOXOAMMO IIPEAYIPEANTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J100aBjieHbl y TeOsA B JpPYy3bsAX, O TOM, UTO Tels
B3JIOMaJIi M, BO3MOKHO, OT TBOEr0 HMMEHH OyJeT pacchLIaThCA CIIaM MU

CCBLJIKU Ha (PUIITMHTOBBIE CAUTHI;



5. YcraHoBu HaziekHBIA naposib (PIN) Ha MOOMIBHBIN TesieOoH;
6. OTK/II0UH cOXpaHEeHMe 1apoJis B Opay3epe;

7. He oTkpbiBaul (ailyibl U ApyTUE BJIOKEHHUS B MUChMAaX JIa*Ke eCJIM OHU
MIPUIIUIH OT TBOUX JIpy3ei. JIydille yTOUHU y HUX, OTIIPABJIS/IU JIU OHU Tebe

9TH (paiijibl.

[Mudposas pemnyramus

[Mudposas pemyraius - 3TO HeraTUBHAsA WU MO3UTHUBHASA MHOpMAIUA B
cetu o Tebe. Kommpomerupyiomass wuHDOpMamus pa3MelleHHas B
WHTEPHETE MOXKET CEPbEe3HBIM 00pa30M OTPa3UThCS HA TBOEN peasibHOU
xkus3Hu. «lludpoBas pemyranus» - 3TO TBOM HUMHK, KOTOPBIU

dopmupyercsa n3 nadopmanuu o Tedbe B MHTEPHETE.

TBoe MecTO JKUTEJNIbCTBA, Yy4eObl, TBOe (HHUHAHCOBOE MOJIOXKEHUE,
0cOOEHHOCTH XapaKTepa U PaccKasbl 0 OJIM3KHUX - BCe ATO HAKaILJIMBAeTCA B

CeTH.

MHorve HOAPOCTKU JIETKOMBICJIEHHO OTHOCATCSA K IyOJIMKAIUM JIMYHOU
nHpopMmanuu B VHTepHeTe, He MOHUMAas BO3MOXKHBIX HOCAeACTBUU. Thl
JlaKe He CMOXKelllb JoraZlaTbCs O TOM, UTO (pororpadus, pa3MelleHHas 5

JIET Ha3a/l, cTajla IPUYMHOMN OTKa3a IPUHSATH TebsA Ha paboTy.

KomMmeHnTapuu, pasmenieHue TBoux ¢ororpaduidi W Apyrue JIeHCTBUs
MOTYT He UCYE3HYTh JlaxKe IOCJIE TOTO, KaK Thl UX yAAJINIIb. Thl HE 3HAelllb,
KTO COXPAHWJI 3Ty MH(pOpMaIHIo, IIoaja JIu OHA B IOMCKOBBIE CUCTEMBI U
COXpaHWJIACh JIM OHA, a IJIAaBHOE: YTO IMOAYMAIOT O Tebe OKpy:Kamwllee
JIIOU, KOTOpble HAUAYT M YBUAAT 3T0. Halitu mHOpManui MHOTO JIET
CITyCTsI CMOKeT JIF0O0U - KaK U3 JJ0OPhIX MOOYK/IeHUH, TaK U C HAMEPEHUEM

MIPUYHUHUTH BPeJ]. ATO MOKET OBITH KTO YTOHO.

OcCHOBHBIE COBETHI 110 3aIuTe UGPOBOU peIyTaIuu:



1. ITogymatii, ipekzie uem 9To-TO ITyOJIMKOBATh U IepeaBaTh y cebs B bJiore

HJIN B COI.[HEU'II)HOfI CeTH,

2. B HacTpoiikax nmpodusis yCTaHOBU OTPaHUUYEHHs HA MPOCMOTDP TBOETO

PO UIS U €ro COIEPIKUMOTO, CJIeIall ero TOJbKO «JIJ1s IPY3€en »;

3. He pasmemaii 1 He ykaspiBall HH(pOpMaINIo, KOTOPas MOKET KOro-JI100

OCKOPOJISTH HJIN OOMKATh.
ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIIKOJIPHUKH- AaKTHUBHBIE II0JIb30BaTeJM  ITUDPOBOTO
npoctpadcTBa. OHAKO /1ajleKO He BCe 3HAIOT, YTO MOJIb30BAaHUE MHOTUMU
BO3MOXKHOCTAMHU HUGPOBOro Mupa TpebyeT coOJoAeHus mpaB Ha

HHTEJJIEKTYaJIbHYIO CcOOCTBEHHOCTb.

TepMuH «HHTeJJIEKTYyaIbHAsA COOCTBEHHOCTH» OTHOCHUTCSA K Pa3JIAUYHBIM
TBOPEHUAM YeJIOBEUECKOT'O yMa, HAUWHAs ¢ HOBBIX N300pETEHUN U 3HAKOB,
0003HaUaIONMIUX COOCTBEHHOCTh HA MPOAYKTHI U YCJIYTH , U 3aKaHYUBAsA
KHUTaMH,  ¢oTorpaduamMu, KUHODWIBMAMU U  MY3bIKQJIbHBIMU

IIPpOU3BEACHUAMM.

ABTOpCKHE TIpaBa - 9TO IIpaBa HA WHTEJUIEKTYQJIbHYI0 COOCTBEHHOCTh Ha
Mpou3Be/ieHNs] HayKW, JUTEpaTypbl M MCKycCTBa. ABTOpPCKHE IIpaBa
BBICTYIIAIOT B KauecTBe rapaHTUu TOTO, 4YTO
WHTEeJUIEKTYaJIbHbIN/TBOPUECKUU TPY/T aBTOpa He OyAeT HalpacHBIM, JIACT
eMy CcIIpaBe/lJIUBble BO3MOXKHOCTU 3apaboTaTh Ha pe3ysbTaTax CBOETro
Tpy/a, IOJIyYUTh W3BECTHOCTh W Iipu3HaHue. Hukto 6e3 paspelieHUs
aBTOpa He MOKET BOCIIPOU3BOJIUTH €r0 MPOU3BeJleHNEe, PACIIPOCTPAHATD,
myOJIMYHO JIEMOHCTPUPOBATh, MPOJAABaTh, HWMIIOPTUPOBATh, IIyCKaTh B
MPOKAT, IMyOJUYHO WCIOJHATh, ITOKa3bIBATh/UCIOJIHATh B 3dHUpe WU

pa3Mmerars B THTEpHeTE.



Hcnonp3oBaHUE «IIHPATCKOTO0» IIPOrPaMMHOTO obecrneuyeHUs MOXKET
IIPUBECTU K MHOTMM PHUCKaM: OT IIOTEPU JAHHBIX K TBOUM AKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOMCTBA, TJle YCTAaHOBJIEHHBINM He JierajibHas
nporpamma. He crouT Takske 3a0bIBaTh, UTO CYIIECTBYET JIeTaJIbHBIE U

OecIIaTHBIE TPOTPAaMMBbI, KOTOPbIE MOKHO HAUTH B CETH.
O noprase

CeTeBI/I‘—IOK.p(l) - TBOH IJIaBHBINA COBETUHK B CETH. B,I[er ThlI MOXK€EIIIb Y3HATb
0 0e30IacHOCTH B CETU IOHATHBIM H AOCTYIIHbBIM A3BIKOM, a IIpHU
BOSHUKHOBEHHNHU KpHTH‘-IGCKOfI cuTtyannu O6paTI/ITbCH 3a COBETOM. A Takke

NPUHATH y4aCcTHE B KOHKYPCaxX M CTaTh CAMbIM ITU(PPOBBIM I'PAKAAHUHOM !



