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NMHOOPMALMOHHAA NMAMATKA
And obYYAKOLWKUXCA And PASMELLEHUA
HA O®ULUUNAJIbHbIX MHTEPHET- PECYPCAX

C KaXIbIM TO0M MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a MIKOJIBHUKH OJHH U3 CaMbIX
aKTUBHBIX THoOJb30BaTesiel Pynera. Mexay TeM, NMOMHMO OIPOMHOIO KOJMYECTBA BO3MOXKHOCTEH,
MHTEPHET HEeCeT U Mpo0JieMbl. DTa maMsITKa JODKHA TTOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

Komn bHOTEPHble BUPYCbI

KomnploTepHblii BUPYC - 3TO Pa3HOBMJIHOCTb KOMIIBIOTEPHBIX MpPOrpamM, OTIUYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SBJISIETCS CLIOCOOHOCTh K pa3MHOKEHHIO. B jonosIHeHHe K 3TOMY, BUPYCBI MOT'YT
MOBPEINUTh WIIM TOJHOCTHIO YHHUTOXHUTH Bce (hailfibl U JaHHBIE, TOJKOHTPOJIBHBIE IMOJB30BATEII0, OT
MMEHM KOTOpOro OblIa 3aIlyllieHa 3apakeHHas Iporpamma, a Takke MOBPEIUTh WM Jake YHUYTOXUTh
OIEPAIIMOHHYI0 CHUCTEMY CO BCeMH (ailaMu B nenoM. B OOJBIIMHCTBE CiIydaeB paclpOCTPAHSIOTCS
BHUPYCHI U€PE3 UHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Mcnionb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIN YPOBEHb 3aAIIMUTHI OT
BPEOHOCHBIX IIPOIPAMM;

2. IloctosHHO ycTaHaBiuBail mauTu (UUQPOBBIE 3arIaTKU, KOTOpPHIE AaBTOMATHYECKHU
YCTAHABIIMBAIOTCA C LEIbI0 AOPabOTKM IporpaMmbl) U JApyrue OOHOBJIEHHS CBOEH oOlepalMOHHOU
cucrembl. CkaynBail UX TOJIBKO ¢ OpHUIMAIBHOTO caiita paspadorunka OC. Ecnu cymiecTByeT pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGotaii Ha cBOeM KOMIIBIOTEpE IOJ] MpaBaMH MOJb30BATENsl, & HE aJMHHUCTpaTopa. JTO HE
IIO3BOJIUT 6OJ'II)IHI/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HWHCTAJIMPOBATECSA Ha TBOCM IIEPCOHAIIBHOM
KOMITBIOTEPE;

4. Vcnonp3yil aHTUBUPYCHbIE TPOTpaMMHBIE MPOJIYKTHl H3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Hcnonb3yil BHELIHNE HOCUTENIN HHPOPMALINK, TaKKe Kak (hielka, TucK Win (ailsl u3 HHTepHeTa,
TOJIKO U3 MIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBail KOMIIBIOTEpHBIE (hailfibl, MONTYy4YEHHbIE M3 HEHAJEKHBIX HUCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpuUcIal TBOW 3HaKOMBIH. Jlyullle yTo4HM y Hero, OTIpaBIsl U OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJI mepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIb OpeHa, Mapka. Eme B 1991
rofy HUJAEpJaHAcKas KoMIaHus 3apeructpuponana opena "WECA", uro o0o3Hauano cloBocoueTaHHe
"Wireless Fidelity", kotopsblil nepeBoanuTcs Kak "0ecrpoBoHas TOYHOCTH".

Jlo Hamiero BpeMeHu Jouuia apyras abopeBuaTypa, KoTopast sSBISETCS TaKOW K€ TeXHOJIOrHen. ITo
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ab0peBmuarypa "Wi-Fi". Takoe Ha3BaHHEe OBLIO TaHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOUM TEXHUKH
Hi-Fi, uTo B mepeBo/ie 03Ha4aeT "BbICOKAs TOYHOCTD'.

Ja, OecrutaTHBIi WHTEPHET-IOCTYH B Kade, OTeNIX U a’pomopTax sBISETCS OTIUYIHON
BO3MOXKHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, yTO 00meaocTymHbie Wi-Fi cetn He
SABJIAIOTCS OE€30IIaCHBIMU.

CogeTbl 10 0€30macHOCTH paboThl B 001IeA0CTYIHBIX ceTsx Wi-fi:

1. He nepenasaii cBoto muHyr0 nHpopmanuio depes odmenocrynasie Wi-Fi cetn. Paborast B HUX,
KeIaTeIbHO He BBOJMUTH MAPOJIH IOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Hcnonb3yii M OOHOBIANW aHTHBUPYCHBIE MporpaMMbl M OpaHamayep. Tem caMbM Tl
obe3omnaculllb ce0si OT 3aKaYKH BUpPYyCca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkimroun ¢yakmuio "OOmmid goctyn K ¢aiiiaMm ¥ mpuaTepam’.
JanHast (QyHKIMS 3aKpbiTa 1O yYMOJYaHUIO, OJAHAKO HEKOTOpHIE IOJH30BATENN AKTHBUPYIOT €€ s
y1o0CTBa UCITOJIb30BaHUS B paboTe min yuebe;

4. He ucnonb3yii nyonuunsii WI-FI nns mepenauu NTUYHBIX JaHHBIX, HampuMep A7 BbIXOJAA B
COLMAJIbHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3ayit Tonbko 3amumiennoe coeaunenue uepe3 HTTPS, a ne HTTP, T.e. npu nabope BeO-
anpeca BBoau umeHHo "https://";

6. B moOunbHOM Tenedone otkimroun (yakiuio "[loakmouenne k¥ Wi-Fi aBromartnuecku". He
JOMyCKald aBTOMaTHYECKOTO MOKITIOUYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTu

ConmanbHple CETH AKTUBHO BXOAAT B HAaNly JKW3Hb, MHOTHE JIIOJM DPAa0OOTAIOT M JKUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJUIHAp]L YEJIOBEK, UTO SIBJISICTCS OJHOM CebMOM Bcex
KHUTENeW IJIaHeThl. MHOTHE IOJb30BaTeNId HE MOHMMAIOT, 4TO HWH(OpMaIus, pa3MelieHHas UMH B
COLIMAJIBHBIX CETSIX, MOXKET OBbITh HalJIeHa M UCIOJIb30BaHa KEM YTrOJHO, B TOM YHUCIIE HE 005S3aTEeJIbHO C
OJlarMMHM HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX!

1. Orpannub cnucok Apy3ei. Y TeOs B APY3bsIX HE JIOKHO OBITh CIYYalHBIX M HE3HAKOMBIX
JTIOJICH;

2. 3ammiaid CBOIO 4YacTHYIO >KuM3Hb. He ykasbiBall maponu, TenedoHbl, ajpeca, JaTy TBOETO
POXAEHUS W JIPYTyl0 JHMYHYIO HH(OpManuio. 3JIO0YMBIIIJICHHUKM MOTYT HCIIOJNb30BaTh JaKe
I/IH(bOpMaIII/IIO 0 TOM, KaK Thl 1 TBOU POAUTCIIN IJIAHUPYETC ITPOBECTU KAHUKYJIbI;

3. 3amuiail CBOIO pemyTaIuio - IEPKU €€ B YHCTOTE U 3aJaBaii cebe BOMpOC: XOTEN ObI ThI, YTOOBI
JpyTHe TOJL30BATSIIM BUICIH, YTO ThI 3arpyxkaenisb? [logymaii, mpexae YeM dYTo-TO OIMyOJUKOBATH,
HaMucaTh U 3arPy3UTh;

4. Eciv Thl TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAILHOE UMS U IPYTYIO
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JTUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eObl U poyee;

5. U36eraii pazmenienust Gpororpaduii B IHTEpHETE, I/Ie THI M300paXK€H Ha MECTHOCTH, 10 KOTOPOH
MO>KHO OIPENIEIUTHh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COMAIBHON CETH HEOOXOJMMO HCIOIb30BATh CIOKHBIC ITAPOJIN, COCTOSIINE
u3 OyKB U IU(p U ¢ KOTUIECTBOM 3HAKOB HE MEHEE §;

7. I[J'ISI COI.[PI&J'II)HOﬁ CCTH, MOYTHI U APYIrux calToB HCO6XO,Z[I/IMO HCIIOJIb30BAThb PA3HBIC I1APOJIH.
Torma eciu TeOst B3JIOMAIOT, TO 3JIOYMBINUICHHHUKHU ITOJYYaT JOCTYII TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC

cpasy.
ONEeKTPOHHbIEe AEeHbIU

QHGKTpOHHHe JCHBI'H - 3TO OYCHb y,[[O6HBII>i croco0 HHaTe)Keﬁ, OOHAKO CyHIECTBYHOT MOIIICHHHKH,
KOTOPBIC XOTAT MOJYUYUTH OTU ACHBI'U.

QHGKTpOHHHe ACHBI'M MOABUJINCH COBCEM HCAABHO U UMCHHO U3-3a OTOI'0O BO MHOTHUX TIOCyAapCTBax
A0 CUX IIOP HE IMPOMKUCAHO PO HUX B 3dKOHAX.

B Poccun xe oHM (QYHKIIMOHUPYIOT M O HHX YyX€ INPOIMCAHO B 3aKOHE, TNle MX Pa3JCisIOT Ha
HECKOJIBKO BUJIOB - aHOHMUMHbBIC M HE aHOHMMHBIC. Pa3HHIIA B TOM, YTO aHOHUMHBIC - 3TO T€, B KOTOPBIX
paspeiaercss POBOAMTH oOmepanuu 0e3 HICHTU(UKAMKA I0JIb30BaTeIs, a B HEAHOHMMHBIX
UICHTH(UKAIUS TOJTH30BATEIS SABIISETCS 005M3aTEIHHOM.

Taxoke creayer pa3indarh 3JIEKTPOHHbIE (pUaTHBIE IEHbIU (PaBHBI OCYAAPCTBEHHBIM BAJIIOTAM) U
AJIEKTPOHHbBIEC HE(UATHBIE IEHBI'H (HE PaBHbBI TOCYJaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C JJICKTPOHHBIMHU NCHbI'AMU:

1. IIpuBsikM K cueTy MOOMIIbHBIN TenedoH. DTO caMblil yI0OHBIN U OBICTPBIN c11OCOO BOCCTAHOBUTH
noctyn K cuery. [IpuBsizaHHBIN TenepoH MOMOXKET, ecnu 3al0yaellb CBOM MJaTeXHbIH Mapoib HIU
3aiJIenIb Ha CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Ucnonb3yit ogHOpazoBble maponu. [locie mepexona Ha yCHIEHHYIO aBTOpH3AIHIo Tebe yKe He
OyJIeT yrpokaTh OMAaCHOCTh KPaXKHl WIIM MepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu crnoxubiii mapons. IlpecTymHukam OyAeT HE MPOCTO yraiaTh CIOKHBIM Mapolib.
Hanexubie maposu - 3To maposiv, KOTOpbIe COEpKAT HE MEHEe 8 3HAKOB U BKJIFOYAIOT B C€0S1 CTPOUYHBIE U
MPOMKUCHBIE OYKBBI, TU(PPBI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HaK JoJuiapa, GyHTa, BOCKIUIATEbHBIH
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOJAW CBOM JIMYHBIC JAaHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHIL.
AneKTpoHHas noyrta
SHCKTpOHHaH nmoyra - 3TO TCXHOJOrud H IPEAOCTABIIAICMBIC CHO YCIYIrW IIO IEPCCHUIKEC H

MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOpBIE pPaCHpeleNsIIoTCs B KOMIbIOTEpHON ceTu. OOBIYHO
AJIEKTPOHHBINA TOYTOBBIM SANIMK BBITJISAUT CIEIYIOIIUM 00pa3oM: HMMs_IOJIb30BaTeIs(@UMS_JIOMEHA.
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Taxxke kpome mepeaadu IpoCcTOro TEKCTa, IMEETCs BOZMOKHOCTh TIepeaBaTh (Paiiiibl.
OCHOBHBIE COBETHI 110 6€30TacCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hago BBIOpaTh NpaBHIBHBI MOYTOBBIM cepBUC. B wHHTEpHETE €CThb OrpOMHBINH BHIOOP
OecCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJJHAKO JIy4llIe JOBEPSATh T€M, KOI'O 3HACIllb U KTO MEPBbIN B peHTUHTE;

2. He yxkaspBaii B JMYHOM TmouyTe JIMYHYIO uWHpopmanuto. Hampumep, mydme BbIOpaTh
"My3bIKaJIbHBINA (haHaT@" wim "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYXATAaNHYI aBTOpU3ALMIO. JTO KOTAAa IOMHUMO IapoJisi HYKHO BBOJAMUTH KO[,
NpUcChLIaeMbIi 110 SMS;

4. BeiOepu CIIOKHBIH Taposb. J[Isl KaXA0ro MOYTOBOTO SIIMKA JOKEH ObITh CBOW HAaJEKHBIH,
YCTOWYUBBIN K B3JIOMY IIapOJib;

5. Ecnu ecth BO3MOKHOCTh HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOKHOCTB;

6. Mcnonb3yli HECKONBKO IMOYTOBBIX SIIMKOB. [lepBbIi 17 4aCTHOW MEpEenuCKU C aapecaraMu,
KOTOPBIM THI JIOBEPsICIIb. JTO 3JIEKTPOHHBIN aJIpec He HAJI0 UCIOIB30BaTh IPH PETUCTpaIiK Ha (hopymax
M CaMTax;

7. He oTkpbIBaiil ¢ailsibl v Ipyrue BIOKEHUS B MMChMaX, JaXKe €CIM OHU IPUILTH OT TBOUX JAPY3EH.
Jlydiie yToYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (hailibl;

8. [lociie okoHuaHus padOTH HA TIOYTOBOM CEPBHUCE MEPET 3aKPHITUEM BKIIAJIKH C CATOM HE 3a0y/Ib
Ha)kaTb Ha "Briitu".

Knb6epObynnuHr unu BupTyanbHoe usgeBaTtesibCTBO

KI/I6ep6y.]'IJ'II/IHF - HOpeCiICAOBAHUC COO6H.[CHI/IHMI/I, COJACpKalluMu OCKOp6J’IeHI/IH, arpeccuro,
3alyTrUBaHUE; XYJIIMTaHCTBO,; COLIUAJIbBHOC 60ﬁKOTHpOBaHH€ C MOMOMIBIO PA3JIMYHBIX UHTCPHCT-CCPBHUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B 60ii. JIydmnii crioco0: MOCOBETOBATHCS KaK ceOsl BECTU U, €CJIM HET TOTO, K KOMY
MOKHO OOpaTUThCS, TO BHayalle YCHOKOUTbCA. EcnM Thl HaYHENIb OTBEYATh OCKOPOJICHHMSIMH Ha
OCKOPOJICHUS, TO TOJIBKO €111e OOJIbIIE PA30XIKeTh KOH(IIUKT;

2. YmopaBnsii cBoel kubeppernyrainuei;

3. AHOHUMHOCTb B ceTH MHUMAas. CyIlIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a aHOHMMHBIM
aAKKayHTOM;

4. He crtouT BecTH XyJUTaHCKHI 00pa3 BUPTyaldbHOW XHU3HU. MHTEepHET (PUKCHUpyeT Bce TBOU
JEWCTBUS M COXpaHSET UX. Y AAJIUTh UX Oy/eT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0Oroiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OIHOpa30Bble OCKOPOUTENBHBIE COOOILICHHS JTydIle
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UrHopupoBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha HauyalbHOM CTa/Iny;

7. ban arpeccopa. B nporpammax oOMeHa MIrHOBEHHBIMH COOOIIEHUSIMH, B COLIMATIBHBIX CETSIX €CTh
BO3MOXKHOCTb OJIOKUPOBKH OTIIPaBKU COOOIIEHUH C ONpEIeIeHHbIX aJIPECOB;

8. Ecnu Thl cBuuerens kubepOymimHra. TBOM AEMCTBHS: BBICTYNIUTH MPOTUB IPECIIENOBATENS,
[I0Ka3aTh €My, 4YTO €ro JEHCTBHs OLICHMBAIOTCSI HEraTUBHO, IOJAJIEP)KAaTh JKEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYeCcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpeMeHHbIE CMapT(HOHBI W IUIAHIIETHI COJAEP)KAT B ceOe BIIOJHE B3POCHBIA (YHKIIMOHAT, U
TErepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIlMOHAPHBIMU KoMIibloTepamu. OHAKO, CPEICTB 3aLIUTHI s
MOI0OHBIX YCTPOMCTB MOKa OYeHb Masio. TecTupoBaHKe U MOUCK YS3BUMOCTEH B HUX MPOUCXOAUT HE TaK
MHTEeHCUBHO, Kak 1is 1K, To e camoe kacaeTcsi U MOOMIIBHBIX MPUITOKECHUH.

CoBpemeHHble MOOWJIbHBIE Opay3epbl YyxkKe MPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmmpenue (yHKIIMOHAJIA BIICYET 32 CO00I OOBIIYIO CIOKHOCTh U MEHBIIYIO 3alIUIIEHHOCTD.

Jlanexo He Bce MPOU3BOAMUTENN BBITYCKAOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE YA3BUMOCTH
JUISL CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO Teﬂe(bOHaZ

Huuero He siBisieTcst mo-HacTosieMy OecriaTHBIM. Byib 0CTOpOIKEeH, Bellb KOTJa TeOe mpeaararoT
OecraTHBI KOHTEHT, B HEM MOT'YT OBbITh CKPBITBI KaKHe-TO TUIaTHBIE YCIYTH;

Jymaii, npexae yem ornpaButb SMS, ¢oto umm Buaeo. Thl TOUHO 3Haellb, T€ OHU OYAYT B
KOHEYHOM UTOre?

Heo6xoauMo 0OHOBISATE ONIEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonp3yit aHTUBHPYCHBIE POTPAMMBI JJ11 MOOUTTBHBIX TeNe(OHOB;

He 3arpyxaii npuiiokeHus OT HEU3BECTHOI'O MCTOYHHKA, BEJIb OHM MOTYT COJIEPXKATh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne TOro kak Thl BBIWJENIb C caiiTa, I/le BBOAMWI JMUYHYIO MH(POpPMAIHUIO, 3aiiiM B HACTPOMKHU
Opayzepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KAKUe IUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOTO TeleOoHa TONBKO JIIOASM, KOTOPBIX Thl 3HAEHlb M KOMY
JTOBEPSICIIIb,

Bluetooth nosmkeH ObITh BBIKIIIOUEH, KOTAA Thl UM HE MOjb3yelibes. He 3a0biBail MHOTJa TPOBEPSITH
3TO.

Online vrpsbl



<[Mucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpaBieHuH HHpopManuH"
(BMecte ¢ "MeTogu4eCKMMH PEKOMEHIAIMSAMH O...

CoBpeMeHHBIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIONINE PA3BIICUCHHS, OOBEIUHSIONIHEC
COTHH THICSIY YEJIOBEK 10 BceMy MUpy. rpoku uccieayroT JaHHbII UM MUp, OOLIAIOTCS APYT C IPYTOM,
BBITIOJIHSIIOT 3a/IaHMsI, CPAXKAIOTCSI C MOHCTPAMHM M TOJIYY4alOT OMBIT. 3a YJIOBOJIbCTBUE OHU ILIATST:
MOKYTAIOT JUCK, OIJIAYUBAIOT a0OHEMEHT WJIH MPUOOPETAIOT KaKHe-TO OIIHUU.

Bcee atu cpenctBa mayT Ha MoAJepKAaHWE W PAa3BUTHE UIPHI, a TAaKKe Ha caMy O€30MacHOCTH:
COBEPILUEHCTBYIOTCSI CHCTEMBl aBTOPU3ALIMH, BBIYCKAIOTCS HOBble HaTud (LMQpOBBIE 3aIUIaTKU JUIS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX urpax CTOUT oOmacarbCsd HE CTOJBKO CBOHUX COIICPHHKOB, CKOJIBKO KpaXu TBOCTO
mapoJjisd, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnmu npyroit urpok Bener ceOdsi IJIOXO WM CO3/1aeT Te0e HENMPHSITHOCTH, 3a0JOKHpYH €ro B
CIIMCKE UTPOKOB;

2. lloxamyiica agMUHHCTpaTOpaM WIpbl Ha IUIOXO€ IIOBEJIEHUE 3TOr0 MIPOKa, >KENIaTeIbHO
IPUIIOKHUTH KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii 1n4uHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uMagabHble TATYH U MOJIBI,

6. Mcronb3yii ci10KHbIE U Pa3HbIE APOJIH;

7. JJaxxe BO BpeMs MIPbl HE CTOMUT OTKJIKOYaTh aHTUBUpPYC. IIoka Tl WMrpaems, TBOH KOMIIBIOTED
MOTYT 3apa3uTh.

PULWNHT Unn KpaXxa NIMYHbIX AaHHbIX

OOBIYHON Kpaxel JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOTO HE€ YIMBHIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKH TEPEMECTHIIUCh, B MHTEPHET, W TPOJODKAIOT 3aHMUMATHCS
"ITIF0OUMBIM" JIEJIOM.

Tak mosBHiIacs, HOBas yrpo3a: MHTCPHCT-MOIICHHNYCCTBA HUIIN (i)I/IIHI/IHF, rjIaBHasA LOCJIb KOTOPOTO
COCTOUT B TOJYYEHUH KOH(UICHLMANbHBIX JaHHBIX TIOJb30BaTeNell - JOrMHOB W mapoieil. Ha
aHrauiickoMm si3bpike phishing untaercs kak ¢pumuHr (ot fishing - peiOHast noBis, password - MapoJb).

OcHOBHBIE COBETHI IO 6OpbOE ¢ PUIITMHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Eciu ThI Toj03peBaeiib, 4TO TBOS aHKETa Oblia B3JIOMaHa, TO
Heo0X0IuMO 3a0JI0KHPOBATh €€ U COOOIIUTh aAMHHHUCTPATOPaM pecypca 00 3TOM KaKk MOKHO CKOpEE;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. HCHOJ’ILBYﬁ CJIO)KHBIC W pPAa3HbIC MAPOJIH. Takum 06pa30M, eciu  TeOs B3JIOMArOT, TO
3JIOYMBINIJICHHUKH ITOJYYaT JOCTYII TOJBKO K OJTHOMY TBOEMY HpO(i)I/IJHO B CE€TH, a HC KO BCEM,
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4. Ecmu T1ebs B3nOManM, TO HEOOXOAMMO TMPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
nobaBieHsl y TeOs B ApY3bsX, O TOM, YTO TeOs B3JIOMalMd M, BO3MOYKHO, OT TBOErO0 MMEHHU Oyner
pacchlIaThCs CIIaM U CCHUIKH Ha (DUITUHTOBBIE CANTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapodisi B Opaysepe;

7. He oTkpbiBaii daiiael 1 ApyrUe BIOKEHUS B MUChbMaX, Ia)Ke €CJIM OHU MPHUIILUIA OT TBOUX JIPY3€H.
Jlyunie yTo4HM Y HUX, OTIIPABIISLIN JIM OHH TeOe 3TH (ailiibl.

LincdpoBas penyrauus

[udpoBast pemyranusi - 3TO HETaTUBHAS WJIM TO3WTHBHAA HH(OpMamuss B CeTH O Teoe.
Komnpomerupyromas nHpopmalus, pa3MelleHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM OTpPa3UThCs
Ha TBoeW peanpHOU >xu3HU. "Lludpomas permyranus" - 3TO TBOM MMHIDK, KOTOPBIA (popMupyercs u3
nHpopMmaiuu o Tebe B UHTEpHETE.

TBoe MecTo KHTENbCTBA, y4eObl, TBOC (PHMHAHCOBOE TOJOKEHHE, OCOOCHHOCTH XapakTepa M
pacckasbl 0 OJIM3KHX - BCE 9TO HAKAIUINBACTCS B CETH.

MHorue moIpoCTKH JIETKOMBICIEHHO OTHOCSTCA K IMyOinuKanuu tnaHoi nHdopmaun B HTEpHETE,
HE MOHUMasi BO3MOXKHBIX MocieAcTBUHA. Thl naxke HE CMOXKELIb J0rafatbcsi O TOM, 4TO (ororpadus,
pasMeleHHas 5 JeT Ha3a/, CTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmemnienue TBoux ¢ororpaduil U aApyrue IEHCTBUS MOTYT HE HMCYE3HYTh JaXKe
MOCJIe TOTO, KaK Thl UX yJaIHIIb. Thl HE 3HACHIb, KTO COXPaHWI 3Ty MH(OpMAIHIO, Momaja U OHAa B
MOMCKOBBIE CHCTEMbI U COXPAaHHJIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe OKpY)Karollue JHOIH,
KOTOpPBIC HAUIYT U YBUAAT 3T0. Haifti mHGOpMAIIIIO MHOTO JIET CITYCTSI CMOXKET JIFDOOH - KaK U3 T0O0phIX
noOyXJIeHUH, TaK U C HAMEPEHUEM MPUYNHHUTH BPed. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTaruu:

1. IMoxymaii, mpexxjie 4eM 4To-TO MyOJIMKOBaTh M NepejaBaTh y ceOs B Oj0re WM B COLUATBHOU
CeTH;

2. B Hacrpoiikax mnpodwis yCTaHOBM OrpaHUYEHHUs HAa IPOCMOTP TBOEro Mnpoduias U ero
COJIEP’)KUMOT0, CIIeNIall €ro TOJIbKO "1uist Ipy3en';

3. He pasmemaii u He ykaspiBall HMH(OpMAIHIO, KOTOpas MOXET KOro-Iudo OCKOpONISTH WU
00MXKAaTh.

ABTOpCKOe npaBo

CoBpeMeHHbBIE MKOJPHUKH - aKTUBHBIC MOJB30BaTENN MU(PPOBOTO mpocTpancTBa. OaHAKO JaIeKo
HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMHU BO3MOXHOCTSIMU ITU(POBOTO MUpa TpeOYyeT COONIOACHHUS TPaB
Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMI/IH "HHTeJ’IJ’IeKTyaJ’ILHaH COOCTBEHHOCTh'" OTHOCHUTCS K Pa3JIMIHBIM TBOPCHUAM YCIIOBECYCCKOI'O
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yMa, HauMHast ¢ HOBBIX M300peTeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HAa IPOAYKTHI M YCIYTH, U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSIMH.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha INPOU3BEICHHS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOpPCKME IIpaBa BBICTYNAOT B KadyeCTBE TapaHTHH TOrO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyAeT HalpacHbIM, JacT €My CIIpaBeJIMBbIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3yJbTaTax CBOErO TPYAa, MOJyYUTh U3BECTHOCTb M Ipu3HaHue. Hukro
0e3 paspelleHHs aBTOpa HE MOXKET BOCIHPOM3BOAUTH €0 MPOU3BEAEHHE, PACHPOCTPAHSATH, MYOIUYHO
J€MOHCTPUPOBATh, IPOAABAaTh, HMIOPTUPOBATh, IIyCKaTb B IPOKAT, IYOJUYHO HCIOJIHATS,
MOKa3bIBAaTh/UCIIONHATH B 3(upe win pa3meniats B IHTEepHETE.

Hcnonp3oBanue "MUPaTCKOro" MporpaMMHOro OOECreueHus: MOKET MPUBECTH K MHOTUM PUCKAM:
OT TOTepH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBa, TJ€ YCTaHOBIICHA
HeleranbHas mporpamMMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JierajdbHble M OECIUIaTHBIC
MPOrpaMMbl, KOTOPHIE MOXKHO HAlTH B CETH.

O nopTrane

CeteBHUOK.p( - TBOU INIaBHBIA COBETYHK B CETU. 371€Ch Thl MOKEIIh Y3HATh O 0€30MMaCHOCTH B CETH
MOHATHBIM M JOCTYIHBIM S3bIKOM, a IPU BO3HUKHOBEHMM KPUTUYECKOH CHUTyalluM OOpaTUThCS 3a
COBETOM. A TakKe IMPUHATH y4aCTHE B KOHKYpCaX U CTaTh CaMbIM LU(POBBIM I'paxk1aHUHOM!

[Ipunoxenne N 3
NAMATKA ona POOUTENENA OB MHOOPMALMOHHOMN BE3OMNACHOCTU OETEN

Onpenenenne TepMuHa "WHPOpManMoHHAs Oe€30MacHOCTh nered" comepxkutcs B DeneparbHOM
3akoHe N 436-03 "O 3amuTe aetei oT MHGOpPMAIUK, TPUUMHSAIOLIEH Bpell UX 3A0POBBIO M pa3BUTHIO",
PETyJIUPYIOIIMM OTHOLIEHUS, CBSI3aHHBIE C 3alllUTOM JeTell oT MH(pOpMaluK, TPUUUHSIOWEH Bpel uX
310pOBbIO U (WiN) pa3BuTHI0. COrlacHO JaHHOMY 3aKOHY "HMH(pOpMaIMoHHas 0€30MacHOCTh AeTeil" - 3To
COCTOSIHME 3alUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIM C IPUYMHEHUEM MH(pOpMaluen
BpeJla X 370pPOBbIO U (WIH) PU3NUECKOMY, ICUXUIECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BHUTHIO.

B cuny ®enepanbaoro 3akona N 436-D3 undopmanueid, NpUIUHSIONICH Bpel 30POBBIO U (HJIN)
Pa3BUTHUIO JETEH, SABISETCS:

1. uadopmarnus, 3anpenieHHas Jyisl paclpoCTPaHESHUsI CPEU ACTEH;

2. uHbopMalus, pacCIpoCTpaHEHNUE KOTOPOH OTPaHUUEHO CPElr JeTeil OMpeIeIeHHBIX BO3PACTHBIX
KaTeropuii.

3. K undopmarnum, 3anpenieHHoi i pacipoCTpaHeHUs Cpeau JeTel, OTHOCUTCS:

4. uadopMmanus, nmoOyxaaromas aeTel K COBEPIIEHUIO0 JEWCTBUM, MPEACTaBISIOUINX Yrpo3y HX
KHM3HU U (MJIM) 3J0POBBIO, B T.4. IPUYMHEHUIO BPEa CBOEMY 3/10pOBbIO, CAMOYOUNCTBY;
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5. cmOCOGHOCTH BBI3BATH Y J€TEH KeJTaHUe yIOTPeOUTh HAPKOTUYECKHE CPEJCTBA, ICUXOTPOITHBIC U
(unu) oaypMaHUBAIOUIME BEIIECTBAa, TabayHble W3AETHUS, AQIKOTOJbHYI0 M  CIHPTOCOAEPIKAILYIO
IIPOJYKIIMIO, TMBO M HAIMTKHU, U3rOTAaBIMBAEMbIE HA €r0 OCHOBE; NPUHATh YYacTHE B a3apTHBIX UIpax,
3aHUMATHCS MIPOCTUTYIIMEH, OPOISKHIUUECTBOM WITU TOMPOILIATHIYECTBOM;

6. 00OCHOBBIBAIOIIAS WJIM OIPABIBIBAIOINAS JIOIMYCTUMOCTh HACHIIMA M (WJIH) >KECTOKOCTH IJMOO
o0y K1aromasi OCYIIECTBIISITh HACHILCTBEHHBIC ICHCTBUS 10 OTHOIICHHUIO K JIFOJISIM Y JKUBOTHBIM;

7. OTpHIIAIOIIAsl CEMEUHBIE [IEHHOCTU B (POPMUPYIOIIAsi HEYBAKCHUE K POJAUTEISAM U (UIIU) APYTUM
YJIeHaM CEMbH;

8. onpaB/pIBaIOIIast TPOTHBOIIPABHOE MTOBEICHUE;,
9. conmepakarias HelEeH3yPHYIO OpaHb;
10. conepxatas nHGOOPMAIIHIO TOPHOTPAPUISCKOTO XapaKTepa.

K undopmainu, pacnpocTpaHeHHE KOTOPOH OrpaHUYEHO CpeAu AETel ONMpeAeNieHHOTO BO3pacTa,
OTHOCHUTCS:

1. PIH(bOpMaI_[I/Iﬂ, npeacTaBjsaCMas B BUJIC I/1306pa)KCHI/I${ niIn onucCaHus > KECCTOKOCTH, (1)I/I3I/I‘16CKOI‘O nu
(I/IJII/I) MCUXNYCCKOT'O HACHUJIUA, MPECTYIJICHUA UK NHOT'O aHTI/IO6H1€CTBeHHOFO I[GﬁCTBI/ISI;

2. BBI3BIBAIONIAS Y JETEeH CTpax, yac WIM MaHWKY, B T.4. MpeJCcTaBisemMas B BUAE M300pakeHUs
WIM OIMCaHUs B YHIDKAIOMIEH dYeIOBEYeCKOe JOCTOMHCTBO (opMe HEHACHUIILCTBEHHOW CMEpPTH,
3a0oieBaHus, CaMOyOUIiCTBA, HECUACTHOTO Cy4asi, aBapuu WK KaTacTpodbl U (MJIHM) UX MOCIEICTBUI;

3. mpencraBisieMasl B BHJIC U300paKEHUS WIH OMTUCAHUS TIOJIOBBIX OTHOIICHUH MEXITYy MYKIHMHOU 1
JKEHILMHOM;

4. copeprkaiiiasi OpaHHBIE CII0BA U BBIPAXKEHUSI, HE OTHOCSIINECS K HELEH3YpHOI OpaHH.

C yderom storo Bam mpemmaratorcs mpaBuia paboTel B ceTH VHTepHET NS pa3luyHBIX
BO3PACTHBIX KaTErOpuil, COOIOCHIUE KOTOPBIX MO3BOJIUT 00ECIeYUuTh HHPOPMAITHOHHYIO 0€301acCHOCTh
BallluX JeTe.

O6wme npaBuna ansa poguTtenen

1. He3aBucumo oT Bo3pacTa peOeHKa HCHOJIb3yHTE MpPOrpaMMHOE OOecledeHue, MOMOraroliee
¢uIbTpOBaTh W KOHTPOJUPOBATH HH(OpPMAIMIO, HO HE IMoJaraifTecb MOJHOCTbIO Ha Hero. Baiue
BHUMaHHE K PeOCHKY - IJIaBHBIA METO/1 3aIUTHI.

2. Eciu Bam peOeHOK MMeeT akKayHT Ha OJHOM U3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTeNbHO H3y4YHTE, KaKyl0 HH(OpPMAIMIO MOMEIIAIOT €ro
YYaCTHUKH B CBOMX Ipoduiisix u 6iorax, BKiatovas pororpaduu u BUIEO.

3. TlpoBepbTe, ¢ KakuMu JpYTMMH CaliTaMH CBSI3aH COIMANIBHBIN cepBuc Barero peOeHka.
Crpannuku Bamrero pebeHka Moryt OBITh O€30MacCHBIMH, HO MOTYT M COJEpXaTh CCBHUIKA Ha
HEeXKeNaTeNbHbIE W OMAacHbIe CalThl (HampuUMep, MOPHOCAUT, WM CAalT, HA KOTOPOM IPYT YIMOMHHAET
HOMED coTOBOTO Tenedona Bamero pedenka wim Bam momantauit aapec)
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4. IMoompsiite Bamux nereii coodmaTs 060 BCEM CTPAaHHOM MJIM OTTAJIKHBAIOIIEM U HE CIHMIIKOM
OCTpO pearupyiiTe, Korja OHU 3TO JenarT (M3-3a OIAceHUs NOTepATh AocTyn K MHTepHery netu He
TOBOPSAT POJIUTENSAM O IpoliieMax, a TakyKe MOTYT HAa4yaTh MCIIOJIb30BaTh VIHTEpHET BHE I0Ma U IIKOJIbI).

5. Bynere B Kypce cereBoii xu3HU Bamero pedenka. HTepecyiiTech, KTO UX Jpy3bsi B IHTEpHET
TaK K€, KaKk HHTEPECYETECh PeaIbHBIMU JPY3bIMH.

Bo3pacTt ot 7 go 8 net

B HurtepHere peGeHOK cTapaeTcsi HOCETUTh T€ MM UHBIC CANTHI, a BO3SMOXKHO U YaTbl, pa3pelicHue
Ha IOCELIEHHE KOTOPhIX OH HE MOoJy4dus Obl oT poaurtenei. IloaTomy poaurensM ocoOEHHO IOJIE3HbI
OyAyT Te€ OTYeTHl, KOTOpBIE TMPEAOCTABISAIOTCS MPOrpaMMaMd 110 OTPAaHMYCHHIO HCIOIb30BAHUS
WutepHera, T.e. Pogurenbckuili KOHTPOIb WM TO, YTO Bbl CMOXKETE YBHJIETh BO BpeMEHHbIX (aiinax. B
pesyibTare, y pebeHka He OyJeT OUIYIIeHHWs, YTO 3a HUM BEAETCS IMOCTOSIHHBIM KOHTPOJb, OJHAKO,
poautenu OyayT MO-IIPEeXHEMY 3HaTh, KaKMe CalThl HocelaeT ux pedeHok. /letw B JaHHOM Bo3pacte
00JIaZIaf0T CUJIBHBIM YyBCTBOM CEMBbH, OHHU JIOBEPUYHBBHI U HE COMHEBAIOTCS B aBTOopHTeTax. OHH JIOOST
UIPaTh B CETEBBIE UIPHI U IIyTEIIECTBOBATh 110 MIHTEpHETY, UCIOB3Ys JIEKTPOHHYIO IIOUTY, 3aXOAUTH Ha
CalThl U YaThl, HE PEKOMEHIOBAaHHBIE POAUTEIISIMHU.

Cogersl 110 Oe30macHOCTH B cetrt IHTEepHET Juis neTeid 7 - § et

1. CoznaiiTe ciMcoK JOMAITHUX MPaBUII oceuieHus IHTepHeTa pu ydacTuu JeTeil u TpedynTe ero
BBITIOJTHEHUS.

2. Tpebyiite or Bamero pebenka coOaroaeHNsT BPEMEHHBIX HOPM HaXOKICHUS 32 KOMIIBIOTEPOM.
[Tokaxxute pebenky, yro Bel HabmogaeTe 3a HUIM HE MOTOMY 4TO Bam 3T0 xouercs, a moToMy 4TO BBI
OecrokouTech 0 ero 6€30MacHOCTH U BCET/1a TOTOBBI EMY [TOMOYb.

3. Kommbprotep ¢ moakmrodeHueM K HWHTepHETY JOMKEH HaXOOUThCA B OOIIEH KOMHATe O]
MIPUCMOTPOM POAUTENEH.

4. Vcnonp3yiiTe crienuaibHbIe JIETCKUE TTOMCKOBBIE MAIIIUHBI.

5. Hcnonw3yliTe cpeactBa OJOKHPOBAHUS HEKENATEIbHOTO KOHTEHTa Kak [OIMOJIHEHHE K
cTaHapTHOMY PoauTensckoMy KOHTPOIIIO.

6. Co3naiite ceMeiHbBIN AJIEKTPOHHBINA SIIUK, YTOOBI HE TO3BOJHMTH JIETSIM HMETh COOCTBEHHBIC
azpeca.

7. bBiokupyiiTe nmocTyn K caiiTaM C O€CIUIaTHBIMA TIOYTOBBIMHU SIIUKAMH C  TIOMOIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOT0 00ECTICYCHUSI.

8. Ilpuyunrte nereil coBeroBaThbcsi ¢ Bamu mepen omyOnuKoBaHHMEM KakoH-InOO MHPOpMaLuu
CpEeICTBaMH JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (GOPM U MPOPUIIEH.

9. HayuuTe neteii He 3arpyxarth (ailiibl, IpOrpaMMbI HIIK MY3bIKY 0€3 Balllero COTIacHsl.
10. He pa3permaiite eTsSM UCIIOIB30BATh CIY>KOI MTHOBEHHOTO 0OMEHA COOOIICHUSIMHU.

11. B "6enbIit" cnMcok calfTOB, pa3pelIeHHbIX JUIS MOCEIIEHHs, BHOCUTE TOJIBKO CAlThI ¢ XOpoIIen
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pernyrauuei.

12. He 3a0biBaiiTe OecemoBaTh ¢ AeThbMU 00 UX Jpy3bsix B MHTepHETe, Kak eciu Obl pedb Iuia o
IPY3bsiX B p€aJIbHOM KU3HU.

13. He pemnaiite "TaOy" W3 BOINPOCOB IMOJOBOM XKWU3HH, TaK Kak B MHTEpHETE NEeTH MOTYT JIETKO
HATKHYTHCS Ha IOPHOTPa IO MU CalThl "I B3pOCIBIX .

14. IIpuyunte Bamero peGeHka cooOmmarh BaM O JIFOOBIX yrpo3ax WM TPEBOTax, CBS3aHHBIX C
WNurtepuerom. OcraBaiiTech CIIOKOMHBIMA M HAIIOMHUTE JIETSM, YTO OHU B 0€30MACHOCTH, €CIIM CaMU
pacckazaiqy BaM O CBOMX TpeBorax. IloxBamWTe MX W TMOCOBETYWTE MOJONTH €IIe pa3 B MOJOOHBIX
Cly4asx.

BospacTt geten ot 9 oo 12 ner

B AaHHOM BO3pPAaCTC ACTHU, KAK ITPABUJIO, YK€ HACJIbIIIAHBI O TOM, KaKas HHq)OpMaHHH CYIICCTBYCT B
I/IHTCpHCTC. COBCpIJ_IeHHO HOPpMAJIbHO, YTO OHHU XOTAT 2TO YBUACTH, IMPOYCCTH, YCIIbIIIATD. HpI/I 9TOM
HYXHO IIOMHUTB, YTO JOCTYII K HCXKEIIATCIIbHBIM MaTCpUaiaM MOKHO JICTKO 3a6JIOKI/IpOBaTI) IIpr IOMOIIH
CpCacCTB P OJUTCIIbCKOI'O KOHTPOJIA.

CoBeTbl 0 0€30IMacHOCTH It JeTel oT 9 1o 12 ner

1. Co3paiiTe CrMCOK JOMAIIHUX MpaBui noceueHus: MHTepHeT npu yyactuu aetei u Tpedyiite ero
BBITIOJIHEHUS.

2. TpeOyiite ot Bamero pedenka coOII0ACHISI HOPM HAXOXKIACHHSI 32 KOMITBIOTEPOM.

3. Habmiomaiite 3a pebeHkoM npu paboTe 3a KOMIBIOTEPOM, IOKAKUTE eMy, uTo Bbl Gecriokontech
0 ero 0e30MacHOCTH U BCerjia FOTOBBI OKa3aTh €My IIOMOIILb.

4. Komneiotep ¢ mnoakmoueHHueM B VIHTepHET MOKEH HaXOAWUThCsl B OOIIell KOMHaTe MoA
IIPUCMOTPOM POJIUTENEH.

5. Hcnonw3yliTe cpeactBa OJOKHPOBAHUS HEKENATEIbHOTO KOHTEHTa Kak JOIMOJIHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe mpuHUMaTh HENOCPEACTBEHHOE yyacTue B XKM3HM peOeHKa, OeceoBaTh ¢ 1eThbMH
00 ux npy3psax B HTepHerTe.

7. HacrauBaiite, 4ToObl €T HMKOIJAa HE COTJAIAIMCh Ha JIMYHBIE BCTPEUYM C JPY3bSIMH IO
WNHtepHery.

8. ITo3BousAiiTe AETSIM 3aXOJUTh TOJIBKO HAa CalThI U3 "0enoro" crnucka, KOTOPBI co3/1aliTe BMECTE C
HUMH.

9. IlpuyunTe fAeTelt HUKOTIa HE BBIAABATH JIMYHYIO HHPOPMALIUIO CPEIACTBAMH JIEKTPOHHOM MMOYTHI,
4aToB, CUCTEM MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, PErUCTPAIlMOHHBIX (OPM, TUUHBIX poduiiel U Ipu
perucTpanmy Ha KOHKypcel B IHTepHeTe.

10. IlpuyunTte nereit He 3arpykath mporpammbl 0e3 Barero paspemenus. OObSICHUTE UM, YTO OHU
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MOTYT CITy4aifHO 3arpy3UTh BUPYCHI HIIH JIpYTOe HeXeIaTeIbHOe MPorpaMMHOe 00ecrieueHue.
11. Co3naiite Bammemy peOeHKY OrpaHMYCHHYIO YYETHYIO 3aIUCh JIJIs1 PAOOTHI HA KOMITBIOTEPE.

12. Ilpuyunure Bamero pebenka cooOmarb BaM O JIFOOBIX Yrpo3ax WM TPEBOTaX, CBA3AHHBIX C
WuTepHerom. HanoMHuTe A€TAM, UTO OHU B O€30IIaCHOCTH, €CIIM CAMU PAacCKa3alyd BaM O CBOUX TPEBOIax
U OTIaCEHUSsX.

13. Pacckaxute nersm o nmopHorpaduu B IHTepHeTe.

14. HacrauBaiite Ha TOM, 4yTOOBI AE€TH MPEAOCTABISUIA BaM JOCTYIl K CBOEH AJIEKTPOHHOMU I0YTE,
4TOOBI BBl YOEIWIINCH, YTO OHU HE OOIIAI0TCS C HE3HAKOMIIAMHU.

15. OObsicHUTE JeTsIM, 4YTO HENb3s HCIOJB30BaTh CETh Ul XYJIUTaHCTBA, PaCIpOCTPaHEHUs
CIUIETEH WJIH YIPO3.

BospacTt geten ot 13 oo 17 ner

B sTOM BO3pacTe nogpOCTKH aKTUBHO UCIOJIb3YIOT IOMCKOBBIE MALIMHBI, [T0Jb3YIOTCS 3JIEKTPOHHOM
MOYTOH, CITy’)kKOaMH MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, CKauMBAIOT MY3bIKY U (puibMbl. Manbunkam B
3TOM BoO3pacTe 0oJjbllle 0 HpaBy CMETaTh BCE OTPAHMYEHUS, OHU JKAXKIYT rpyOOro roMopa, a3apTHBIX
Urp, KapTUHOK "nmis B3pociblx". JIEBOUKM IpPENNOYMTaIOT oOLaThCsl B yaTaxX, IPU 3TOM OHHU ropasjio
OoJiee UyBCTBUTEINBHBI K CEKCYaJIbHBIM JIOMOraTesibcTBaM B MIHTepHeTe.

3ayacTyro B JAHHOM BO3pPacTe POAUTENSAM YK€ BEChbMa CI0KHO KOHTPOJIMPOBATh CBOMUX JETEH, TakK
Kak 00 lHTepHeTe OHM YK€ 3HAIOT 3HAYMTENBHO OoJbllle CBOMX poxauTenedl. Tem He MeHee, He
oTmyckaiTe nereii B "cBoOomHoe miaBanue" mo HMHtepHery. CrapaliTech aKTHBHO y4acTBOBaTh B
obmenun pedbenka B MIHTepHeTe.

BaxHo no-npexxHeMy cTporo codmaoaars npasuina MHTepHET-0€301aCHOCTH - COITIAIIEHUE MEXy
pooutensiMu M AeTbMU. Kpome TOro, HeoOX0AMMO Kak MOXXHO 4alle MpOCMaTpHBaTh OTYETHl O
nesitenbHOCTH netedt B MHTepHere. Cnemyer oOpaTUTh BHHMMaHHME Ha HEOOXOAMMOCTH COJEpKaHUS
POIUTENBCKUX Mapojel (maposiel aJMUHHCTPATOPOB) B CTPOrOM CEKpeTe M OOpaTUTh BHMMaHHUE Ha
CTPOrOCTh 3THUX NapOJIEH.

CoBetbl 110 0€30MacHOCTH B 3TOM Bo3pacte ot 13 mo 17 et

1. Co3pmaiiTe cmHMCOK MOMAIIHUX MpPaBHI MOcelieHus VHTepHeTa Mpu y4acTUH TMOAPOCTKOB U
TpeOyliTe O€3yCIIOBHOTO €ro BhIMOJHEHUsA. OOroBopuTe ¢ peOEHKOM CIHUCOK 3alpelIeHHBIX CalTOB
("uepHbIii crincok"), yacel paboTel B IHTepHETE, pyKOBOJACTBO MO 00I1ieHuto B IHTepHeTe (B TOM YHCIie B
yaTax).

2. KOMHBIOTCp C MIOAKJIIFOYCHHUEM K CCTHU I/IHTCpHeT JOJIDKCH HaXOJUTHCS B 06H.[CI>1 KOMHATC.

3. He 3a0riBaiiTe OecenoBath ¢ JeTbMH 00 UX JIpYy3bsiX B MIHTepHETE, O TOM, YEM OHU 3aHSTHI TAKUM
o0pa3zom, OyATO pedb HAET O JAPY3biIX B peaibHOW ku3HU. CrpamuBaiiTe o JI0ASX, C KOTOPBIMH JI€TH
00IIAI0TCSI TIOCPEACTBOM CTY>KO MTHOBEHHOTO OOMEHA COOOIICHHSIMU, YTOOBI YOIUTHCS, YTO 3TH JIIOIU
UM 3HaKOMBI.
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4. Hcnonp3yiiTe cpenctBa OJOKMPOBAaHUS HEXKEJIATENbHOIO KOHTEHTAa KakK JIONOJHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMHM YaTaMH TMOib3yloTcsi Bamm peru. Iloompsiite ncnoiab3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOLIAINCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JI€TH HUKOT/IAa HE BCTPEUAIHCH JIMYHO C JPY3bSIMH M3 CETH
Hutepner.

7. IlpuyunTe nereil He BBIAABATH CBOIO JHYHYIO MH(OPMAIIUIO CPEICTBAMHU IJIEKTPOHHOW IOYTHI,
4aToB, CUCTEM MTHOBEHHOTO0 OOMEHa COOOIICHUSIMH, PErUCTPAIIMOHHBIX (OPM, TUUHBIX NpoQuiiei U Ipu
perucrpanuy Ha KOHKypcel B IHTepHeTe.

8. [Ipuyunte nereit He 3arpyxaTh nporpammbl 6e3 Bamiero paspemenus. OO0bACHUTE UM, YTO OHU
MOTYT CIy4aiiHO 3arpy3UTh BUPYChI JIU APYTO€ HEXEJIATEIbHOE IPOrPaMMHOE 00€ECIIEUEHHE.

9. Ilpuyunte Bamero pebenka cooOmaTe BaM O JIOOBIX Yrpo3ax WM TPEBOraxX, CBA3aHHBIX C
WuTepnerom. HanoMHuTE O€TSIM, 9TO OHU B O€30MACHOCTH, €CJIM CaMH paccKas3alld BaM, O CBOUX YIpo3ax
wiu TpeBorax. [loxBanuTe UX U MOCOBETYITE MOAOUTH €llle pa3 B MOJOOHBIX CIIydasix.

10. Pacckaxute nersim o nopHorpaguu B MutepHere. IlomMorure MM 3alUMTUTBCA OT Cllama.
Hayuurte noapocTkoB He BbljaBaTh B MIHTepHETE CBOETr0 peajibHOro 3JIEKTPOHHOIO ajpeca, He OTBEYaTh
Ha He)KeJaTeJbHbIE MMChMa U UCII0JIb30BaTh ClIELUAIbHbIE TOYTOBBIE (PHIIBTPHI.

11. HpI/Iy‘II/ITC ce0s 3HAKOMUTHCA C CaﬁTaMH, KOTOPBIC ITOCCHIAIOT ITOAPOCTKHU.

12. HayuuTe nereil yBaxkaTh IpYT'HX B UHTEpHETE. Y O€UTECh, UYTO OHU 3HAIOT O TOM, YTO MpaBUiIa
XOPOIIEro MOBEJCHUS ACUCTBYIOT BE3/€ - 1aXKe B BUPTYaJIbHOM MHpeE.

13. OObsicHUTE AETAM, YTO HU B KOEM CcCllydae Heib3sd Hcnoyib3oBaTh CeThb ISl XYJIUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN YIpo3 APYTUM JHOSM.

14. Ob6cyaute ¢ NOAPOCTKaMU MpOOJIEMBbl CETEBbIX a3apTHBIX WMIP M UX BO3MOXKHBIM pHUCK.
HanomuwuTe, 4TO I6TH HE MOTYT UTpaTh B 3TU UTPHI COTTIACHO 3aKOHY.

[TocTosiHHO KOHTpONUpYITEe Ucnionb3oBanue MHTepHera Bamum pebenkom! OTo He HapylIeHHE ero
JUYHOIO IIPOCTPAHCTBA, a Mepa IMPEIOCTOPOKHOCTM M MpOsBIeHUE Baiuel poauTeNnbCKon
OTBETCTBEHHOCTH U 3a00THI.




