Teppopu3M - 3TO WUAEOJSIOINS HACUAMA U

MpakTUKa  BO3AENCTBUA  Ha  MNpUHATME
opraHamu rocyaapCTBEHHOM BJlAaCTW,
MEeXYHapPOAHbIMU opraHusauusMmm

pelleHunin, CBA3aHHbIX C  YyCTpalleHueMm
HaceneHns wn  (WAn)  uvHbIMKU  hopMaMu
NPOTUBOMPAaBHbIX HaCUJIbCTBEHHbIX
0encTBun.

OnpHoOM u3 pa3sHOBUOHOCTEN
TeppopusMa sABAAeTcA KubepTteppopusm
(«21eKTPOHHbIN TEeppopmn3M»,
«MH(OPMALNOHHbBIN TEPPOPU3M» U ApP.).

Kubepteppopusm - 3TO [eWCTBUSA MO
hesopraHusaumm WHHPOPMaLMOHHbBIX CUCTEM,
cosgjawlme onacHocTb rubenu nwogen,
NPUYNHEHNS 3HaYUTESIbHOrr 0
MMyLlecTBeHHoro  yuiepba  nmbo  MHbIX
obLecTBeHHO OonacHbIX nocnencTeun,
COBEpPLUEHHbIE CO  CreunajibHOM  Lenblo
HapywunTb obuiecTBeHHyl0 6e30MacHOCTb,
yCTpawuTb HacejsleHne nyTemMm Cco34aHuAa
yCAOBUA  ANS  aBapui U KaTacTpod
TEXHOreHHOro XxapakTtepa JAunbo oKa3aTb
BO3JENCTBME Ha OpraHbl BfacTU C UENbIo

NPUHATUSA MK BbIFOZHbIX
TeppopucTam.

OcHoBHOWM ¢hopmoi Kubepteppopusma
ABNSETCA  MOJIMTUYECKM MOTUBMPOBAHHAS
aTaka Ha KOMMbIOTEPHY MHGopMaLuio,
BbIYMCANTEIbHBIE  CMCTEMbI,  annapaTypy
nepengayvyn pOaHHbIX, WHble COCTaBadlowmne

VH(OPMaLMOHHOWN VHPaCTPYKTYpHI,

peLleHunn,

coBepllaemMas rpynnamMu WaM OTAesSIbHbIMU
avuamn. OHa nNo3BOJSIIET  MPOHMKaTb B
aTaKkyeMyto cucTemy, rnepexsaTbiBaTb
ynpasjeHve WAM  NoAasB/sATb  CpPencTBa
ceTeBOro NHMOPMaLMOHHOIO obmeHa,
OCYLLEeCTBNATb VHble DeCTPYKTUBHbIE
BO30ENCTBUS.

ObbeKkTaMu MHHOPMaLMOHHOIO
Teppopu3Ma, B 3aBUICMMOCTU OT
npecnefyembix Lenen n 3agay, MmoryT 6biThb:

- MHOPMaLMOHHbIE pecypChl;

- CUCTEMBI dopMUpoBaHUA,
pacnpocTpaHeHus " NCMoJsib30BaHUSA
MH(OPMaLMOHHbIX PeCypCOB;

- VH(MOPMaUMOHHAasa  UH@PaCcTpPyKTypa

BOOPYXXEHHbIX CWJI, MNpPaBOOXPaHUTEsbHbIX
OpraHoB W LUeHTpoB ynpassieHna A3C,
TPaHCNOPTHLIMU CTPYKTYypamu "
BbICOKOTEXHOJIOMMYHbIMU NPOU3BOACTBAMN;

- KoprnopaTuBHble [pynnbl JO4en ©”
WHCTUTYTbl rocydapcTBa, a Takxe cam
YyesioBeK.

Ons OOCTUXKEHUA NnocTaBJIEHHbIX
uenen B KubepnpocrpaHcTBe MOryT ObITb

MCNOJIb30BaHbl pasnunyHble npueMsl
COBepLUeHUs TepaKTa:

- XuuieHme nnu YHUYTOXEHNE
NH(OPMALIMOHHBIX, NpPOrpamMMHbIX n
TEXHNYECKNX pecypcos, NMetoLL X
CTpaTernyeckyto 3HA4YUMMOCTb, nyTem

npeofosieHNns CUCTEeM 3aluTbl, BHegpeHus
BMPYCOB, MPOrpPaMMHbIX 3aKNanoK;

- HaHeceHue  yuepba  oTAENbHbIM
hrsnyecknm 3/IeMeHTaM, Hanpumep,

paspylueHne ceTen 3N1eKTponuTaHus,
BPEMEHHOE BbiBEAEHME U3 CTPOS OTAENbHbIX
CaNToB, HaBegeHue  Ha HUX  roMex,
NCMoOJsIb30BaHMe CreunanbHblIX MNporpamm,
CTUMYNMPYIOWMNX pa3pylleHne annapaTHbIX
CpencTtB, a TakxXe 6uonornyecknx wu
XUMNYECKNX CPpeacTB pAas  YHUYTOXEHUS
3/1eMeHTHoN Ba3bl;

- BO34EeNCcTBme Ha nporpaMmHoe
obecnevyeHne n nMHMOpMaUWUIO C LeSblo UX

NCKaXKeHUs nnm mMoAaundmrKaumm B
NH(POPMALIMOHHBIX CUCTEMax W CUCTEMax
ynpas/eHus;

- YHUYTOXEHME nmbo aKTUBHOE

nogaBfieHne  NUHUIA  CBSA3KW,  owmnbo4vHoe
ajpecoBaHue, WCKYCCTBEHHaa rMeperpyska
Yy3J10B KOMMYyTauum n gp.;

- packpbiTMe u yrposa onyb6ankKoBaHWS
3aKpbITON nHdopMaLnmn o]
PYHKLNOHNPOBaAHNN MHGPOPMaLNOHHOWN
WHPaCTPYKTYpbI rocynapcTsa,
obuwiecTBeHHO 3HAYUMbIX " BOEHHbIX
WHOPMaLMOHHbIX cucTem, KOOO0B
WKnpoBaHUS, MNpuHUMNOB paboTbl cuctem
wndgpoBaHns;

- 3axBaT KaHaJsioB
TENEKOMMYHUKALUVWOHHOIO BellaHns C Lesbto
pacrnpocTpaHeHnsa Oe3nHpopMaunm, CJyxos,
OEMOHCTpauMn  MOLWW  TEeppopuUCTUYHECKON

opraHmsaumm " 06bsBNEHUS CBOUX
TpeboBaHum;

- BO34EeNCTBUE Ha onepaTopoB,
pa3paboTynKos, 3KCnayaTauWOHHNKOB
NHHOPMALMOHHbIX n

Te/IeKOMMYHUKaAUNUOHHBIX CUCTEM C Uesblo
COBEPLUEHUSA NMU OLLINOOYHBIX OENCTBUN;



- IOXXKHas yrpo3a akTa kubepTteppopusma,
BReKyLas 3a cobon CcepbesHble
3KOHOMUYECKMe nocnencTeus.

B nocnepmHee BpeMsi TeppOpPUCTbI Bce
Yyauie  ucrnosb3yiotr HWHTepHeT AnA
opraHM3auMM CBSI3U M yNnpaBJIeHUs B
cpene cBOMX nocnenoBaTtesien. Tak,
3KCTPEMUCTCKME FPYNMNUPOBKN A1 NPU3bIBOB
K OCYLLEeCTBIEHNIO TEeppopUCTNHECKON
0eAaTenbHOCTN, LEMOHCTPUPOBAHUS CBOEW
MOLLK, pacnpoCcTpaHeHuUsa, nponaraHabl W
onpaBdaHMa CBOUX wuaen, Ae3vMHdgopMaunm
HaceneHus, a Takxe Ans BepboBKM B CBOU
paabl  rpakgaH, o0cobeHHO  MOoJIo4exu,
MOCTOSAHHO CO3JalT W  OBHOBAAIT CBOU
MHOFO4YMC/IeHHble Beb-CcanTbl. 9TO MO3BOANIIO
nrnn (Ur) (sanpeweHa B P®) posecTun
YUCIEHHOCTb CBOEeN opraHm3auuu B Cupumn n
Npake go 30 Tbic. 60eBUKOB, MPUOLIBLLINX N3
100 rocygpapcTs.

NHTepHeT no3BoJiseT OKa3biBaTb
MCrUXoJsiorn4yeckoe fasJieHne Ha OTAesIbHbIX
nuy, rpynnel A4en, komnanun, 6aHkm
((pHaHCOBbLIE NHCTUTYThI) C LEebio
noslyvyeHuns Tpebyembix AeHEeXHbIX CpeacTB,
a Tak>XXe NPUHATUSA BbIFrOL4HbIX TEpPOpUCTamM
peLieHun.

OCHOBHbIMM HanpaBJIEHUSIMHU
npoTuBoOAEeNCTBUS MUPOBOro coobLuecrsa
KubepreppopusMy ABASIIOTCA:

- pa3suTune n yKpenJseHune
COTpyOHMYeCcTBa MexXay rocypapcreamu,
MpaBoOXpPaHUTESIbHLIMN opraHamu,
cneudnaibHbIMU CJ'Iy)KﬁaMVI,
MeXxAyHapoOHbIMU OpraHu3aumamMm B cdepe

obecnevyeHuns WHOPMaLMOHHOWN
6e3onacHoOCTH oT BO3MOMXHbIX yrpo3
knbepTeppopruamMa U  TpPaHCHaALMOHaIbHOWN
KOMMbIOTEPHOW MPEeCcTYNHOCTW;

- cosgaHue HaLVMOHabHbIX
noapasaeneHun no bopbbe C
KnbepTeppopunsMom, obpaszoBaHue

MeXXOYHapOAHOro KOHTAKTHOro MyHKTa Mo
OKa3aHWio MOMOLLM Mpu pearnpoBaHUM Ha
TpaHCHaLUMOHasbHblE KOMMbIOTEPHbIE
VHUNOEHTbI;

- yCTaHOBJIEHME W paclimMpeHne obmeHa
MHpopmaumen o6 yrposax CcoBepLUeHUs
KOMMbIOTEPHbIX aTaK, 0 MpU3HaKax, hakTax,
MeTohax WU cpeacTBax mcnonbsosaHus MNIMC B
TEPPOPUCTUYECKUX LIESISX;

- 0OMEH OMbITOM M NYYWMMU NPaKTUKaMM
MOHUTOPUHIA MHGOPMALMOHHBLIX PEeCYpCoB
NHTepHeTa, noucka U  OTC/EXUBaAHUSA
COOEpP>XMMOr0 CanTOB TEPPOPUCTUYHECKON

HanpaBJIEHHOCTMN, rnposeaeHus
KPUMUHANNCTUYECKUNX KOMMbIOTEPHbIX
3KCNepTus B 3TOoN chepe;

- NpUHATNE mMep NMPeBEeHTUBHOIO
XapakTepa, HanpaBJIeHHbIX Ha
opMupoBaHME y HaceneHuss HeraTUBHOIro
OoTHOLLUEeHus KO BCEM BO3MOXKHbIM
MpPosIBNEHNAM TeppopusMma, K

NCMOJIb30BaHUIO HaCUAUA ONA OOCTUXKEHUS
COOTBETCTBYIOLWMUX Lienen;

- npuBeYeHne K Yros0BHOMN
OTBETCTBEHHOCTU  NUL,  MPUYACTHbLIX K
KnbepTeppopusmy.

Mamsmka pa3pabomaHa
YuyebHO-Memoduyeckum yeHmpom

no 2paxx0aHcKoli 060poHe U Ype3ebiYaliHbIM
cumyayusim Hu)xeezopodckoli obnacmu
umeHu Mapwana Coeemckoeo Coro3a

B.U. Yyiikoea
U Hocum pekomMeHOamesibHbIlU XapaKkmep

NMpoTuBoaencTeue
Kubepreppopusmy
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