Nudopmanuonnas ITAMATKA
IJISL AeTer
«BE3OIACHOCTDB B CETU UHTEPHET»

C KaxapIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBIINE, a IKOJILHUKU
OJJHU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEHM, HMHTEpPHET HECEeT M MpoOJeMbl. ITa
NAaMATKA J0JIKHA IOMOYEL Tede 0e301acH0 HAXOAUTHLCH B CETH.

KomnbrorepHbie BUPYChI

Komnwromepnuiii 6upyc — 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrpamm,
OTIIMYUTEIBHONU 0OCOOEHHOCTBIO KOTOPOM SIBJSIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEANUTH WM MOJHOCTbIO YHUUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apakKeHHas MpOorpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OTIEpAIOHHYIO CUCTEMY CO BceMH (haiiiamu B 1esoM. B OOJIBLIMHCTBE CilydaeB
pacmpOCTPaHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

Memoow 3augumot om 6peOOHOCHbBIX NPOZPAMM:

1. HMcnone3yli COBpEMEHHBIE ONEPAIIMOHHBIE CHCTEMbI, MMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IloctosHHO ycraHaBnuBail mauth (UUGpPOBBIE  3aIllIaTKH, KOTOpPbIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbIO JOPAa0OTKH MpPOTpamMMbl) U JIpyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opumanbHoro  caira paszpadborunka OC. Eciaum cymectByeT  pekum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ TMpaBaMHU TIOJb30BaTENd, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIMPOBATHCS HA TBOEM NIEPCOHAIILHOM KOMITBIOTEPE;

4. Hcnonb3yii  aHTUBHPYCHbIE  IPOTPAMMHBIE  MPOIYKTBI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHEIHUME HOCHUTENM MH(OpManuu, Takue Kak (ienika, JUCK WIIu
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (halibl, TIOJYYCHHBIE U3 HEHAIC)KHBIX
ucTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi — 3T0 He BHJ mepejauu JaHHBIX, HE TEXHOJOTHS, & BCEro JIMIIb OpeHI,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeHI
"WECA", uro o6o3nagano cioBocoueranue "Wireless Fidelity", koTopsrii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHH JI0ILIa Apyras abopeBuartypa, KoTopas sSBJSETCS TaKOM ke
TexHoJoTHen. D10 abopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJIapT Bbiclied 3ByKoBoM TexHuku Hi-Fi, yro B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB .

Jla, OecmuiaTHBII MHTEPHET-IOCTYIl B Kade, OTEeNSIX U a’dpornopTax SBIsETCs
OTJINYHOM BO3MOKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrue sKkcnepThl CUMTAIOT,
yTo o0menoctynusie Wi-Fi ceTu He SBistoTCS O€30MaCHBIMU.

Cogemut no oezonacnocmu padomuwt 8 oowedocmynuvix cemsx Wi-fi.

1. He nepenaBaii cBoto auunyto uHbopmaiuio yepe3 oodmenocrynusie Wi-Fi certu.
PaboTast B HuUX, KellaTeTbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEDA;

2. Ucnonp3yi u 0OHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambim
ThI 00€30macHIlb ce0s OT 3aKaYKU BUPYyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonws3oBanuu Wi-Fi otkmoun @ynkuuio "OOmuil noctyn K (aitinam u
npuHTepam". JlanHass (QyHKUHS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa MCIIOJIb30BaHUs B paboTe mwin yueoe;
4. He ucnone3yii nyonuunsiii WI-FI nis nmepenauu TUYHBIX TaHHBIX, HAIIPUMED
JUIS1 BBIXOJIA B COLIMAJIBHBIE CETH WIIHM B JIEKTPOHHYIO TTOUTY;

5. Ucnonb3yit TosibKO 3amuiineHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknuto "Tloakmrouenne k  Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConunajbHble CeTH

Coyuanvuble cemu aKTUBHO BXOISAT B HaIly >KW3Hb, MHOTHE JIIOJIU pabOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MULIHAP]] YETIOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IIaHeThl. MHOTHE IOJIb30BATESIIN HE
MMOHUMAIOT, YTO MH(OpMaIlms, pa3MeliecHHAas UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.



OcHogHble cosembl no 06€30NACHOCMU 6 coyuaibHvlx cemsnax.

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsiX HE JTOJDKHO OBITh CIy4YaWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammumiail cCBOIO YacTHYIO KM3Hb. He ykaseiBail maposm, TenedoHBI, aapeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HH(POpMAInio. 3IO0YMBIIIICHHUKH
MOTYT HCIIOJIB30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl W TBOW POJUTEITH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amminail cBOIO pemyTaluio - JEepKH €€ B YMCTOTE W 3a/aBail cebe BoIpoc:
X0Tea Obl Thl, YTOOBI APYrHe IMOJIb30BATEIM BHJIETU, YTO Thl 3arpyxaeuib?
[Togymaii, mpekie 4eM 4TO-TO ONMyOJUKOBATh, HAIMUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HAEUlb, HE HCIOJIb3YH CBOE
peasbHOe UMS U APYTYIO JUYHYI0 UH(OpPMALUK: UMSI, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poyee;

5. Uz0beraii pasmemienust ¢ororpaduit B MHTepHeTe, rie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEIEIUTH TBOE MECTOIIOJIOKECHHUE;

6. Ilpu peructpanuu B COIHAIBHONW CETH HEOOXOIUMO HMCIOJB30BAaTh CIIOMKHBIC
MapoJIu, COCTOSIINE U3 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Jlng conuanbHOM CETH, MOYTHI U JAPYTHMX CAaWTOB HEOOXOIUMO HCHOJIb30BATh
pa3zHble maponu. Torga ecnu TeOs B3JIOMAalOT, TO 3JIOYMBINUICHHUKH MOJy4dat
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

InexkmponHbvle 0eHb2U

Onekmponnvle OeHbeu — 3TO OYEHb YAOOHBIH Crmoco0 MIaTeXel, OAHAKO
CYILLECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

DNEeKTpOHHBIE JAEHBI'M MOSBUIMCHh COBCEM HENABHO M MMEHHO M3-3a 3TOrO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ IPOIKCAHO B 3aKOHE, I€ UX
pa3leNnsaoT Ha HECKOJIBKO BHJIOB — AaHOHUMHBIE U HE aHOHHWMHBIE. PazHuna B ToM,
4YTO AaHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peuiaetcs MPOBOAUTH olepanuu 0e3
UACHTU(UKAIINY TIOJIB30BATENS, @ B HEAHOHUMHBIX UJIEHTU(UKALNS TOJIb30BATEISA
SBIISIETCS 00SA3aTEIHHOM.

Taxxke cienyer pasnuyaTh dJEKTPOHHbIE (UATHBIE JEHbIH  (paBHBI
rOCyJAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBI'M (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).



OcHogHble cosembl O 0€30NACHOIL paﬁome C IJICKMPOHHbBIMU oeHvecamu:

1. IlpuBsxku K cuery MOOWIBHBIA Tene@oH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHbId TenedoH MOMOXKET, €CiH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnome3yin opHopa3zoBelie mnaposd. llocne mepexoma Ha  YCHICHHYHO
aBTOpHU3allMi0 TeOe y)ke He OyIeT yrpokaTh ONMacHOCTh KpaXXu WJIM TepexBaTa
MJIATEXKHOTO MAPOJIS;

3. Beibepu crnoxxHblid mapoib. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOXKHBIM
naposib. HaziesxHple mapoid - 3TO MapoJik, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKIIOYAIOT B ce0sl CTPOUYHBIE M MPOMUCHBIE OYKBBI, HMUPPBI U HECKOIHKO
CUMBOJIOB, TaKME€ KaK 3HAaK J0JUIapa, (yHTa, BOCKIMIATENbHBIA 3HAK W T.II.
Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JTOBEPSIEIIb.

JJIeKTPOHHAs MOYTA

Inekmponnas nouma — 3TO TEXHOJIOTHS U MPENOCTABIAEMBIE €0 YCIYyTH IO
MEePEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIEHUI, KOTOPBIE paclpeesioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISIUT
CJICAYIOIIMM 00pa30oM: UMsI_TOJIb30BaTENA(@WUMs_JoMeHa. Takke KpoMme nepeadu
MIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTD TIepeaBaTh (hauiibl.

OcHogHble cogempl no He3onacHoll pabome ¢ INEKMPOHHOU NOYMOTL:

1. Hago BeIOpaTh mMpaBWIIbHBIN MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JIOBEPATH TE€M, KOIO
3HAEIIb U KTO NEPBBIN B PEUTHHIE;

2. He yka3piBaii B JMYHOM mMouTe JuuHylo HHbopmaruio. Hampumep, myurie
BBIOpAaTh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Mcnonp3yil IBYX3TalHYIO aBTOPHU3ALMIO0. DTO KOTJa IOMHUMO IApoJisi HYXKHO
BBOJUTH KOJ, MpUChLIaeMblii o SMS;

4. BriOepu ClI0XKHBIN TTaposib. JJIsl KaKI0T0 OYTOBOTO SIIHMKA JOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecinn ecTb BO3MOXXHOCTh HANMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
9Ty BO3MOXKHOCTb;



6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. IIepBbIid U1l YaCTHON NMEPENUCKU C
aapecaraMH, KOTOPBIM Tbl JOBEpsAClIb. JTO D3JEKTPOHHBIM aapec HE Halo
UCIOJIb30BaTh IPU PETUCTPALIUU Ha POpyMax U caiTax;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUS B MUCbMaX, 1aXe €CIM OHH MPHILLIHN
OT TBOUWX Jpy3ei. Jlydiie yTouHu y HUX, OTTIPABIISLIN JTM OHU TeOE 3TH (Paiiiibr;

8. Ilociie okoH4YaHHs padOTHI HA MOYTOBOM CEPBUCE NEPEN 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaXaTh Ha "Beiidtu".

KuoepOyjmHr ujin BUPTyaJbHOE H31€BATEIbCTBO

Kubepbynnune — nipecneoBaHue COOOIICHUSIMH, COJIEPKAITUMHU OCKOPOJICHUSI,
arpeccHio, 3alyruBaHne; XyJIuTraHCTBO; COIMAbHOE OOMKOTUPOBAHHUE C TTIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHogHble coeembl no 60pvoe ¢ Kubepoyarunzom:

1. He G6pocaiics B 6oii. Jlyumuii crioco0: MocoBeTOBaThCS Kak ceOsl BECTH H, €CIIU
HET TOT0, K KOMY MOXHO OOpaTUThCs, TO BHAYajIe YCIIOKOUThCS. Eciiu Thl HauHEIIb
OTBEYATh OCKOPOJEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OO0JIbIIEe Pa30AKEITh
KOH(JIUKT;

2. Ynpapnsii cBoel kubeppermyTauue;

3. AHOHMMHOCTH B ceT MHHMMas. CylecTBYIOT CIOCOOBI BBIACHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BeCcTHM XYJIUTAaHCKUWA o00pa3 BHUpPTyaldbHOW >ku3HU. HVHTEpHET
buKCUpyeT BCe TBOM JEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHn4HbIM HeratuB. OQHOPAa30BbIe OCKOPOUTEILHBIE COOOIICHUS
Jdy4uie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4ajabHOUM CTaluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIEHUH C
ONpEICJICHHBIX aJPECOB;

8. Ecimm Th1 cBumerenp kuOepOyinuHra. TBOM JEHCTBUS: BBICTYNUTH MPOTUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTHUBHO,
MOJAJICPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAash MOMOIb, COOOUIUTH
B3pOCJIBIM O ()aKTe€ arpeCCUBHOTO MOBEACHUS B CETH.



MoOuabHbIi TesieoH

Cospemennvie cmapmeonsl u niaHuemsl COACPXKAT B ceOC BIIOIHE B3POCIBIM
GbyHKIIMOHAN, W TEeNmepb OHM MOTYT KOHKYPHPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmnbioTepamu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTMpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 1is [1K, To e caMoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUM.
CoBpeMeHHbIE MOOWIBbHBIC Opay3ephl YK€ NPAKTUYECKH IOTHAIA HACTOJBHBIC
aHaJOTH, OJHAKO pacHIMpeHHe (YHKIMOHAJIa BJIeYeT 3a COOOM OOJBIIYIO
CJI0’KHOCTb U MEHBIIIYIO 3al[UIIICHHOCTb.

Jlaneko He Bce MPOM3BOAMUTEIM BBHINYCKAIOT OOHOBJICHHUSI, 3aKpHIBAIOIINE
KPUTUYECKUE YSA3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcHogHble cosembl 01 6e30nacHocCmu MOOUIbHO20 meepona:

1. Huuero He sBiseTCs MO-HAcCTOsALIEMY OecruiaTHBIM. Bbyab ocTopokeH, Beab
Korjga tede mpeanaraloT OecIUIaTHBIH KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KaKHe-TO IIJIaTHBIE YCIIYTH;

2. Jlymait, mpexzae ueM oTnpaBuTh SMS, poTto unu Buaeo. Tl TOUHO 3HACIIB, TC
OHH OyIyT B KOHEYHOM UTOTE?

3. HeobOxoaumMo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Vicnonp3yil aHTUBHPYCHBIE IPOrPaMMBI /111 MOOMIIBHBIX TeNe()OHOB;

5. He 3arpyxail nmpuioxeHus OT HEM3BECTHOTO HCTOYHHMKA, BEJb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTIEUEHHUE;

6. Ilocie Toro Kak THI BBIMJACIIH C caiiTa, IJe BBOAWI JUYHYIO HHGOPMAIIUIO,
3aiiIu B HACTPOMKHU Opay3epa u ynanu cookies;

7. Tlepuoanyecku NpoBepsidi, Kakue IUIATHBIE YCIYTM AKTUBHPOBAHBI HA TBOEM
HOMEpE;

8. laBaii cBoil HOMEp MOOWIBHOTO TenedoHa TOJIBKO IOJSIM, KOTOPBIX THI
3HACIIb U KOMY JI0BEPSCIIb;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOTJa Thl MM HE TOJb3yemibcsa. He
3a0bIBail UHOT1a IPOBEPSITH 3TO.

Online urpsi
Cospemennvie oHMAUH-USPbL — ITO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUYCHHUS,

06’I>GI[I/IH$IIOIHI/IG COTHHU TBICAY YCJIOBCK II0 BCCMY MHUDPY. I/IFpOKI/I HCCIICAYIOT
I[aHHLIﬁ HM MHD, 061]_IaIOTC$I APpyr C APYroM, BBIIIOJHANOT 3aJaHUsl, CPAKAKOTCA C



MOHCTPAMH M TOJYYarT ONBIT. 3a YJOBOJBCTBUE OHHU IIATAT: NOKYHAKOT AMCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OMIIHUU.

Bce atu cpenctBa uayT Ha NMOANEpPKAHUE M PAa3BUTHE WUIPBI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
naTuu (IUQPOBbIE 3aIaTKU AJI TPOrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1momo0HBIX Wrpax CTOMT ONAcaTbCi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3AIMU OOJBIINHCTBA
Urp.

OcHoeénble coéembl no 0€30NACHOCMU ME0e20 uscpoeoco aKkKkaynma:

1. Eciim apyroii Wrpok BeAeT cels TUIOXO WM co3/laeT Tebe HEmpHSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanyiics agMUHUCTpPATOpaM WIPhl HA IUIOXO€ IMOBEACHHUE 3TOr0 HWIPOKAa,
JKEJIATENBHO MPUIIOKUTh KaKUe-TO I0KA3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3biBaii muuHyto uHbopmMaiuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMaabHbIE MaTYH U MOJIbI;

6. Mcrionp3yil ClOKHBIE U Pa3HbIE APOJIH;

7. Jlaxe BO BpeMsl UTPBI HE CTOUT OTKJII0YaTh aHTUBHPYC. [1oka Tl urpaemb, TBOM
KOMITBIOTEpP MOTYT 3apa3uTh.

@OUINUHT WIH Kpaika JMYHbIX JAHHbIX

OOBbIYHOM Kpaxkeil JeHer U TIOKYMEHTOB CETOJIHS YK€ HUKOIO HE YIAUBUIIb, HO
C pa3BUTUEM HHTEPHET-TEXHOJIOTMHA 3J0YMBIIUIEHHUKH TEPEMECTHIINCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mnosBUIIach HOBas Yrposa: UHmMepHem-MOUleHHU4ecmea uau Quuune,
rJlaBHAs IeJb KOTOPOTO COCTOWUT B TMONYYCHHH KOH(DHIECHIIMATBHBIX JaHHBIX
MOJIb30BATENICH — JTIOTUHOB U maposieit. Ha anrmuiickoMm si3pike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapob).

OcnogHule coeemul no 60pvoe ¢ puwiunzom:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojgo3peBaellib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOHIUTH AAMUHUCTPATOpPam
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, WHTEPHET-Mara3uHoB W
MTOMCKOBBIX CUCTEM;



3. Ucnonb3y#t cnoxkHble U pa3Hbie mapoiu. Takum oO6pazom, eciu Te0si B3IOMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TIOJy4YaT JOCTYII TOJBKO K OJIHOMY TBOEMY IIPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B3OMaIN, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE€ J00aBICHBI Y TeOS B APY3bAX, O TOM, 4TO TeOs B3JIOMAJIU U, BO3MOXHO,
OT TBOETO UMEHHU OYJIET PacChIIaThCs ClIaM U CCHUIKM Ha (PUIIMHTOBHIC CANUTHI,

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOHITBHBIN Telae]oH;

6. OTKJII0YM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUS B MUCbMaX, 1aXe €CIM OHU MPUILIN
OT TBOMX JApy3el. JIyuine yTouHu y HUX, OTIIPaBJIsUIM JIM OHU Te€O€ 3TU (aiiibl.

Hu¢posas penyrauus

Llugposas penymayus — 370 HETaTUBHAS WIN MO3UTUBHAS HH(POpPMALIUS B CETU
o tebe. Komnpomerupytomas uHdopMaiusi, pa3MeIieHHass B UHTEPHETE, MOMKET
Cepbe3HbIM 00pa3oM OTpa3UThCcsl Ha TBOeM peanpHOM >ku3HU. "Ludposas
penyranus" — 3TO TBOM UMUK, KOTOPbIN hopMupyercsa u3 nHdpopmanuu o Tede B
UHTEPHETE.

TBOE MECTO JKUTENIbCTBA, Y4eObl, TBOC (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakKTepa U pacckasbl 0 OJU3KUX — BCE 3TO HAKAILJIMBAETCS B CETH.

MHorve NOIpPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUMKAalMu JIHYHON
uH(popmanuu B MHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IorafaThbcsi O TOM, 4To ¢ororpadus, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€0s Ha PaldoTy.

KommenTapuu, pazmenienue TBoux ¢otorpadpuit u Ipyrue IeiCcTBUS MOTYT HE
VCYE3HYTh JAXKE IOCJIE TOrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty MH(OpMaILMIO, IToNana I OHa B IOUCKOBBIE CUCTEMBI M COXPAHMJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0€ OKPYKAIOIIME JIFOAH, KOTOPbIE HAUAYT U YBUIAT
sT0. Halitn mH(OpManuio MHOIO JIET CIYCTS CMOXET JII0OOW — Kak U3 J0OphIX
noOyXJeHUI, TaKk ¥ C HaMEpPEHHEM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OcHoenule cosempul no 3auyume yUPpPoeoi penymayuu:

1. [Togymaii, npexae yeM 4yTo-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B OJore uim B
COILIMAJILHOM CETHU;

2. B HacTpoiikax npo@uiis yCTaHOBH OTPaHUUYEHUSI Ha POCMOTP TBOETO Mpodus
U €r0 COJIEPKUMOTr0, ClIeJall ero ToJbKO "1t apy3en”;



3. He pasmemaii u He ykasbiBail WMH(OpMALMIO, KOTOpas MOXET KOro-Imudo
OCKOPOJIATH UJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE  IIKOJBHUKM —  aKTUBHBIE  MOJB30BaTeId  IIU(PPOBOTO
npoctpaHcTBa. OOHAKO JaleKko HE BCE 3HAIOT, YTO I0Jb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmIofeHHWs MmpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "unmennexmyanvhas cobcmeeHHOCMb" OTHOCUTCS K Pa3IuYHBIM
TBOPEHUSIM YEJIOBEUECKOIO YMa, HAayMHAas C HOBBIX HM300pPETEHHH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHUYMBas KHUTAMH,
doTorpapusiMu, KHHOPUIBEMAMHU U MY3bIKAJIbHBIMUA TPOU3BEICHUSAMH.

Aeémopckue npasa — 3TO TpaBa HAa HWHTEIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHE NPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUIM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mpu3HaHue. Hukrto 0Oe3
paspemieHusi aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JE€MOHCTPUPOBATh, MPOJABATH, HMIIOPTHUPOBATH,
IIyCKaTh B MPOKAT, IMyOJIMYHO HCHOJIHATH, MMOKA3BIBATH/UCIIONHATh B 3QUpe WU
pasmemats B MHTEpHETE.

Hcnonvzosanue "nupamcrkoco” npoepammnozo obecneuenus modxicem npusecmu
K MHO2UM pUcKam: OT TIOTE€PU JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHUPOBKU TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HelerajapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE M Oe€cIIaTHbIE MPOTPaMMbl, KOTOPbIE
MOYKHO HalTH B CETH.

O nmopraJe

CetreBu4ok.pd - meoti enasuwili cogemuux 6 cemu. 3A€Ch Thl MOXKEIIIb Y3HATh O
0€30IMacHOCTH B CETH IOHSATHBIM U JIOCTYITHBIM SI3BIKOM, a TPH BO3HUKHOBECHHH
KPUTUYECKON CHUTyallud OOpaTHTHhCS 3a COBETOM. A Tak)Ke MPUHATH ydacThe B
KOHKYpCaX M CTaTh CAMbIM ITU(POBBIM I'PakIaHUHOM !



