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JlemmapTaMeHT TOCyZapCTBEHHON TOJMUTHKU B cdepe o0mero obpa3oBaHUA
MunoOpuayku Poccum HampasisieT i CBefleHHs pas3paboTaHHble BpemeHHOM
komuccuer CoBera ®exepanuy 1O Pas3BUTUI0 WHOOPMAIMOHHOTO 0OIIIEeCTBa
METO/IMYeCKHe PeKOMEHJAIUAN O pas3MelleHud Ha HWHQOPMAIMOHHBIX CTeH/aXx,
obuIMaNbHBIX  HHTEepHeT-caiTaXx ®W  Jpyrux  HUHQPOPMAIUOHHBIX  pecypcax
0011e00pa3oBaTeIbHBIX OPTraHU3AIUH U OPraHOB, OCYIIECTBJISAIONIUX YIIPpAaBJIEHUE B
chepe obpasoBaHusi, HHGOPMAIUU O OE30IIACHOM MOBEJIEHUN W HMCIOJIb30BaHUU CETU
«HTEpHET».

Hupekrop [denapramenTta
A.E. ITetpos

MeToauyecKkre peKOMEeH AU
0 pasMenleHUU HAa MHPOPMAIMMOHHBIX CTEHAAX, OPUITHATBHBIX
HMHTEPHET-calTax U APyrux vH(MPOpMaIMOHHBIX pecypcax
001IIe00pa3oBaTeJIbHbIX OPraHU3auii U OPraHoB,
OCYIIECTBJIAIONIUX yIIpaBjaeHue B chepe ooGpasoBaHuA,
nH@OpMaAINH O 0€30IIACHOM IMMOBEIEHUH U NCIOJIb30BAHUU CETHU
«AHTEepHET»

dkcriepraMu U wieHamMu BpemeHHo#l komuccuu CoBera defepaniii 1O Pa3BUTHIO
“HGOPMAIIMOHHOTO 00IIeCTBA B PAMKAX BBIIIOJHEHUS PEKOMEH/IAINN MapJIaMEHTCKIX
CIyIIAaHUU «AKTyaJbHbIE BOIPOCHI obecrieueHUs1 0€30MMacCHOCTH U Pa3BUTHSA JIETEU B
MHOOPMaAIIMOHHOM IIPOCTPaHCTBE», KOTOpble mpoIuiu B CoBere Perepariuu 17 anpeist
2017 T., ObUIM pa3paboTaHbl METOAMYECKHE PEKOMEHJAIlMh O pa3MeleHWH Ha
WHGOPMAIIMOHHBIX  CTE€HJaX, OQUIUMATbHBIX  HWHTEPHET-CAaUTaXx ©  JPYTUX
MHDOPMALIMOHHBIX pecypcax o0011eo0pa30BaTeIbHBIX OpraHU3aluii W OPraHoB,
OCYIIECTBJIAIONINX yIpaBjaeHue B cdepe obpazoBaHusa, nHGOpMamuu o0 0€30IaCHOM



IIOBEJICHUM W HCIOJIb30BaHWU ceTu «VIHTepHeT» (majlee - MeTOAWYECKHE
PEKOMEHTAITNH).

Meroguueckre peKOMEHAIUM HaIpaBJeHbl Ha KAYeCTBEHHOE ITOBBIIIIEHHE YPOBHSA
MHDOPMAIIMOHHOU JeATETbHOCTH 00Ie00pa30oBaTeIbHbIX OPTaHU3AIU M OPraHOB,
OCYIIIECTBJIAIONIUX yIpaBjeHHe B cdepe 0oOpa3oBaHHsA, B YacTH HHGOPMHPOBAHUS
y4JaIuxcs, UX pojiuTesen (3aKOHHBIX IIPEICTaBUTEIEN) U IIeJarOTHYECKUX PAOOTHUKOB
00 OCHOBHBIX acIleKTax HHGOPMAITUOHHON 6€30ITaCHOCTH.

MeToamyeckue peKOMeHJAIMU IT03BOJIAT 00Ieo0pa3oBaTeIbHBIM OpraHU3aMUAM U
opraHaM, OCYIIeCTBJISIOIINM yIpaBJjieHue B cdhepe 00pa3oBaHus, AKTYaTU3UPOBAThH yiKe
HCIIOJIb3yeMble U pa3MellleHHble NHQOpMannoOHHbIe MaTepUAaIbl, TAK U HOJITOTOBUTH UX
B CJIy4ae UX OTCYTCTBUS C YUE€TOM JIYUIIIHNX MIPAKTHUK U PEKOMEHAIH.

B pamkax MeTouuecKUX peKOMeHJallui pacCMaTPUBAIOTCA CIeAyIoIIie MHCTPYMEHTHI:
1. “"HOPMAIIOHHbBIE CTEH/bI;
2. opuriaIbHble NHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBOM MHGoOpMaIuu (IIIKOJIbHBIE Ta3€eThl, IelarOTUYECKNe U3JaHuA U
JIpyTHE).

Nuadopmanmonnsie creHapl Ha mHGOPMAIMOHHBIX CTEHAX B 00Ie00pa3oBaTeIbHbIX
OpraHM3aIysIX, PACIOJIOKEHHBIX B (oie yUpekJIeHUH W B KaOWHEeTaX, OCHAIIEHHBIX
[IepCOHAJIBHBIMU YCTPONCTBAMU [IJI1 BBIXOJA B ceTh «lIHTepHET», PEKOMeH/yeTcs
pasmecTuTh HWHGOPMAIMOHHBIE TAMSATKU, COJepKalllie OCHOBHBIE COBETHI IO
obecnieueHUI0 NHHOPMAITMOHHON 6€30IIaCHOCTH yUAIIIXCA.

B npusokennu N21 K METOAUYECKUM PEKOMEHIAIUAM IIPECTaBIeH obpasel MaMsITKU
JUIA pa3dMelleHus Ha UH(QOPMAIIMOHHBIX CTEH/IaX.

CpencrBa MaccoBoii uH@opmanmuu B cpeacrBax MaccoBodl  mHOpMaIuy,
OpPUEHTHUPOBAHHBIX Ha OOyJaIONIUXCsS, PEKOMEHAYETCA B TEeUeHHWU Y4YeOHOro roza
PEeryJsApHO IyOJMKOBAaTh WHMOPMAIIMOHHBIE MAaTEPHUAJIBI, MOCBAIIEHHBIE OTAEIbHBIM
acriekTaM WHOOPMAIMOHHON 0Oe30IacHOCTH, a TaKyKe Pa3JINYHble MaMATKH OOIIEro
xXapakrepa.

B cpeacrBax MaccoBoil wuHQOpManUMU, OPHUEHTHPOBAHHBIX HA IEJarOTHYECKYIO
OOIIECTBEHHOCTh, PEKOMEH/lyeTcs B TEeUEeHHU KaJIeHJJADHOTO To/la PeryJIsipHO
my0sinKoBaTh MHGOPMAIMOHHBIE MaTepuasibl, MOCBAIIEHHBIE OTAEJIbHBIM acleKTaM
MHOPMALIMOHHON 6e3omacHOCTH KakK HECOBEPIIEHHOJIETHUX, TaK u
o011e00pa30BaTebHBIX OpTraHU3aI[ui, a Tak)Ke pa3jINuHble NaMATKU, 0030DbI
HOPMAaTHUBHO-ITPABOBOTO PETYJIMPOBAHUS IAHHOU cephbl 1 HHGOPMAIIHUIO O aKTYaJIbHBIX
MEPOIIPUATHUAX U COOBITUAX B IaHHOU cdepe.

B xonme mnpomegenus EnuxHoro ypoka 1o Oe3zomacHocTH B ceTu «lIHTepHeET»
peKoMeHIyeTcs1 00ecleunTh BBIIMYCK TEMATHUYEeCKOrO BBIMYCKAa CpPEACTBAa MacCOBOH
nHbopManuu Jub0 cepuu MyOIUKAIUH, CPEIH KOTOPHIX PACCMOTPETh OPraHU30BaHHBIE



MEPOIPUATHUS I OO0ydJalolmuXcsi, WX PpOJuTeNel (3aKOHHBIX IPEACTABUTENIEN) U
ITe/IarTOTUYECKOU O0IIECTBEHHOCTH.

Odunmanbabie NHTepHeT-pecypceol O061meo6pa3oBaTeIbHBIM OpraHu3alnUuAM
peKOMeH/IyeTcsl Ha CBOMX oQuIuaIbHBIX HTepHET-pecypcax  00ecredyuTh
(pyHKIIMOHUPOBaHUE CaMOCTOATEJIBHOTO U CIHENUAJIU3UPOBAHHOTO  pasfiet
«HpopManoHHasA 0e30MMacHOCTh», B paMKaX KOTOPOTO IMPEIyCMOTPETh pa3MelleHue
caenyonel nHdopmaIumn:

®opmar
Ne Paznen/moapasnen NnpeacTaBJIeHUus Conep:kanue maTepuajioB
MaTepHuaJoB

Pa3zmemiarorcss KoMK JOKYMEHTOB, T.€.
CKaHMPOBAHHBIM BAapUaHT JOKYMEHTa,
JlokasnbHble COOTBETCTBYIOLIMI  TpeOOBaHUSIM K
HOPMAaTHUBHBIE AaKTHl B napaMmerpam CKaHHUPOBaHMSI.
1 chepe obecrnieuenuss Komuum noxkymeHnToB Pa3smemarorcs JIOKYMEHTHI,
" uHpOpPMaMOHHON B ¢hopmare *PDF pErVIAaMEHTUPYIOIME OpPTraHU3alUI0 U
6e3011acHOCTH paboTy ¢ NEepCOHANbHBIMHM JaHHBIMH,
00y4aIUuIOIINXCS IUTAHBI MEPONPUATUN MO 0OECTIEUECHUIO
UH(POPMALIMOHHOM 0e30macHOCTH

o0yyJaroImuxcs u Apyrue.

[TyOnuKyrOTCSI aKTyajdbHbBIC CBEICHUS
00 ¢enepanbHBIX U PETHOHATIBHBIX
3aKOHaX, MHUChbMaxX OPraHOB BJIACTU H
Ipyrue HOPMaTHBHO-ITPaBOBHIE
Kommm JIOKYMEHTBI, perJaMeHTHpyIomHe
5 HopmatuBHOe JIOKYMEHTOB 5 obecrieueHne MH()OPMAITMOHHON
peryinupoBaHue 0e30MacHOCTH HECOBEPIICHHOICTHHX.
¢dopmare *PDF .
Jonyckaercs BMECTO KO
pa3MeraTh THIIEPCCHUIKA Ha
COOTBETCTBYIOLIME JOKyMEHTHI Ha
caiTax OpraHoB TIOCYJIapCTBEHHOU
BJIACTH.

Pasmemiarorcs METOIUYECKHE
pPEKOMEHIalluu n YKa3bIBaeTCs
uH(popmManus 0 MEPOIPUATHAX,
MPOEKTaxX n nporpammax,
HaHpaB.]'IeHHBIX Ha IIOBBIIIICHUEC
nH(OPMAITMOHHON rPaMOTHOCTH
IIeaarort4yeCKux pa6OTHI/IKOB .

TekcT Ha cTpaHule
Ilemarornueckum camta Komun
paboTHUKaM JIOKyMEHTOB B
dopmare *PDF




Pa3memaercs uH(pOpPMaLMOHHAS
namsatka  (mpuinokenue  Ne2) wu

YKa3bIBAETCs nHpopManus 0
TekcT Ha cTpaHuue
4. | OOyuarormmmcs caiita MEPOTIPUSTHSIX, MIPOEKTaxX u
nporpaMMax, — HampaBJICHHBIX  Ha
TIOBBIIIICHUE UH(POPMALMOHHOM
IPaMOTHOCTH 0OYYaIOIIMXCSl.
Ponurensm (3aKOHHBIM
Tekcrt Ha cTpanune | Pasmermaercs UHPOPMAIMOHHAS
5. | mpeacTaBUTENSIM) .
caiita namsitka (npuioxenue Ne3).

00yJaroImxcst

Pazmemaercs nHpOpMaLHS 0
PEKOMEHIYEMBIX K HCIOJIB30BaHUIO B
yaeOHOM  Tpolecce  Oe30macHbIX
cairax, OaHHEPBI 0e30macHbIX
JETCKUX CalTOB.

Herckue Oe3omacHbie | TekcT Ha CTpaHHUIIE
CalThI caita

OpraHam, OCyIIeCTBJIAIOIINM yIipaBjieHue B cepe oOpa3oBaHUsA, peKOMeH/yeTcs Ha
cBoux odunuanbHblx  VHTEpHET-pecypcax  obecneyuTbh  (QYHKIMOHUPOBAHUE
CaMOCTOAITEJIBHOTO U CHelHajJIu3upoBaHHOro  pazzaen  «MHdopMmaruoHHas
6e30macHOCTb», B PpaMKaX KOTOPOIO IpeAyCMOTpeTh pasMellleHUue CcieAyrolei
nHpOpMAIUU:

IIpunoxenue NO1

ITamarka
IS OOy4Jaronmxcsa 00 nHPOPMAITMOHHOM 0€30IacCHOCTH AeTen

HEJIb34

1. Bcem moapsa coobImaTh CBOIO YacTHYH HH@opMarnuio (HacTosAiue uMs, (GaMUuIHio,
TesiedOH, azpec, HOMED IIIKOJIbI, a Tak:Ke (oTorpaduu CBOU, CBOEH CEMbHU U JIPY3€el);

2. OTKpBIBATh BJIOKEHHBIE (DAJIbl 3JIEKTPOHHOMU MOUTHI, KOT|A He 3HAEIIb OTIIPABUTEJS;
3. I'pyOuTh, IpuAnpaThCA, OKa3bIBaTh JJaBJleHNe — BECTU ce0s HeBEXKJIMBO U aTPECCUBHO;

4. He pacmopsikaiics ieHbraMu TBOEH ceMbH 0e3 paspelleHus CTapIlnxX - BCETZa
CIpaliuBail poguTesiei;

5. He Bcrpeuatica ¢ VHTepHeT-3HAKOMBIMH B pealbHOM KU3HU - IIOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY JI0BEPSIEIIb.

OCTOPOXKHO



1. He Bce mumiyt npasay. Yutaems o cebe HenpaBay B VlHTEpHETE — cO00IM 00 3TOM
CBOUIM POJIUTEJISIM UJIU OTIEKyHAM;

2. [TpursamarmT nepenruchIBaThCA, UTPATh, 0OMEHUBATHCS - ITPOBEPH, HET JIU ITO[BOXA;
3. HezakoHHOe konmpoBaHue aiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerma pacckaspiBail B3pOCIBIM O IPo0JieMax B CETH - OHH BCET/[a [IOMOTYT;

5. I/ICI'[O.TIBSYI‘/JI HaCTpOﬁKH 0e30IMacHOCTH U IIPUBATHOCTH, 4TOOBI HE II0TEePATb CBOU
AKKAYHTbI B COIICETAX U APYTUX IIOPpTaIax.

MO>KHO

1. YBaxkall APyrux Moyb30BaTesieil;

2. [Tosp3yenibess THTEPHET-UCTOUHUKOM - JlejIall CChLJIKY Ha Hero;
3. OTKpbIBall TOJIBKO T€ CChIKU, B KOTOPBIX YBEPEH;

4. O6maThcsA 32 TOMOIIBIO B3POCJIBIM - POJAUTEIH, ONIEKYHBI U a[MIUHUCTPAIUS CAaTOB
BCerzia IIOMOTyT;

5. Ilpoiimu oOyueHue Ha calite «CeTeBUYOK» U TMOJYYH IIacHOPT IH(PPOBOTO
rpakgaHuHal

IIpunoxxenue NQ 2

HNuadopmanmnoHHaA MaMATKA /IS O0yYaIONINXC I pa3sMelleHusA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXkIbIM TOZIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIBIIE, A IITKOJIbHUKH OJTHU U3
caMbIX aKTUBHBIX I10JIb30BarTesieli Pyrnera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEDHET HeceT W IpobsieMbl. DTa IMaMsATKa J0JDKHA ITOMOYb Tebe
0e30I1aCHO HAaXOAUTHCS B CETH.

KoMnbroTepHbIE BUPYCHI

KoMObIOTEPDHBIE BHPYC - H5TO PA3HOBHUAHOCTh KOMIBIOTEPHBIX IMPOTPAMM,
OTJIMYUTEILHOH OCOOEHHOCTHIO KOTOPOU SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOTIOJTHEHHE K 3TOMY, BHPYCHI MOTYT HOBDPEIHUTb WU IMOJHOCTHIO YHHUUYTOXKHTH BCE
daitnbl ¥ JgaHHBIE, TOAKOHTPOJbHBIE IIOJB30BATENI0, OT HMEHH KOTOPOTO ObLiIa
3amyllleHa 3apaK€HHas IporpaMMa, a TakK)Ke MOBPEAUTh WJIN JaKe YHUUYTOXKHUTH
OIIEPAIMOHHYIO CHCTEMY CO BceMHu ¢aiylaMd B IeJIOM. B OOJBIIMHCTBE C/Iy4aeB
PaCIPOCTPAHSAIOTCA BUPYCHI Uepe3 UHTEPHET.

MeTozbl 3a1IUTHI OT BPEJOHOCHBIX IIPOIPAMM:



1. Mcnonb3yii coBpeMeHHBIE ONEePAllIOHHbIE CUCTEMBI, UMEIOII[UE CEPhE3HBIN YPOBEHD
3aIIUTHI OT BPEJJOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycTaHaBiuBail nmautu (u¢poOBbIe 3aIIaTKU, KOTOPblE aBTOMATHYECKH
yCTAaHABJIUBAIOTCA C II€JIBI0 JIOPAaOTKH IPOrpaMMbl) M Jpyrue OOHOBJIEHUS CBOeU
omnepanuoHHOU cucteMbl. CKaunuBall UX TOJIBKO C OPUIIMAIBHOTO calTa pa3dpaboTumka
OC. Eciu cy1iecTByeT peskKUM aBTOMAaTHYeCKOTO OOHOBJIEHHSI, BKJIIOUHU €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEDE IO/ IIpaBaMU I10JIb30BaTEJIA, 4 HE a/IMUHHUCTpATOpPA.
ITO HE I03BOJIUT 6OJ'II)H_II/IHCTBy BPEAOHOCHBIX ITPOTPAMM HHCTAJIJINPOBATBCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDPE,

4. Vlcrioib3yii aHTUBHUPYCHBIE IIPOrPAaMMHBIE IPOAYKThI H3BECTHBIX IIPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UUECKUU JIOCTYII K KOMIIBIOTEPY /IJ11 IOCTOPOHHUX JIUIL;

6. Vlcnionp3yli BHEIITHNE HOCUTeIN NHPOPMAIUH, TaKKe Kak (JIelika, JUCK UiIn paill us
WHTEPHETA, TOJIbKO U3 IPOQepeHHbIX NUCTOYHUKOB;

7. He oTKpbIBall KOMOBIOTEPHBIE (DANJIBI, NIOJyYEHHbIE U3 HEHA/IEKHBIX MCTOYHUKOB.
Jlaxke Te daiiibl, KOTOpbIE IPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJISII
Ji1 OH Tebe HX.

Ceru WI-FI

Wi-Fi - 3T0 He BU/I IEpeiavu JAHHBIX, HE TEXHOJIOTHSI, a BCETO JIUIITh OpeH/, Mapka. Eie
B 1991 TOAy HUJEpJaHJACKass KOMIaHWsA 3apeructpupoBasia OpeHy «WECA», uto
obo3zHauaso ciaoBocoueranue «Wireless Fidelity», koropslii mnepeBojgutcs Kak
«0becIpoBOIHASA TOUHOCTb».

Jlo Hamlero BpeMeHHU JolUia Apyras ab0peBuaTypa, KOTOpas sBJAeTCA TaKOH ke
TexHoJiorue. Ato abbpeBuarypa «Wi-Fi». Takoe HazBaHue OBLIO JaHO ¢ HAMEKOM Ha
CTaHZapT BBICHINM 3ByKoBOUM TexHuku Hi-Fi, 4To B mepeBojie 0O3HA4aeT «BBICOKAs
TOYHOCTB».

Jla, OGecruiaTHBIM WHTEPHET-ZOCTYN B Kade, OTeJIAX U adpOIopTax SIBJISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOIa B UWHTepHET. HO MHOTHME B5KCIEPTHI CUUTAIOT, YTO
obmmeoctynabie Wi-Fi cetr He sIBJIAIOTCS 6€30IMacHBIMH.

CoBeTbl 10 6€30m1aCHOCTH paboTe B OOIIENOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JjnuyHyi0 MHOpManuio uepe3 obmenoctymHble Wi-Fi ceru.
Pabotas B HUX, KeJyIaTeJIbHO He BBOJIUTH NAPOJIU JOCTYTIA, JIOTUHBI U KaKHe-TO HOMePa;

2. Mcnosib3yl 1 0OHOBJIAM aHTUBUPYCHbIE IPOTPaMMbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIlb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;



3. IIpu ucnonpzoBanuu Wi-Fi otkimoun dyskiuio «O6muil goctyn k daiiam u
npuHTEpamM». JlaHHasg GYHKIOMSA 3aKpbhiTa 110 YMOJYAHHUIO, OJHAKO HEKOTOPbhIE
II0JIb30BATEIH AKTUBUPYIOT €€ /IJIs1 y/1I00CTBa KCIIOIb30BaHUSA B paboTe Wiu yueoe;

4. He ucnonpayi myosmunsiii WI-FI 11 mepemaun JTMYHBIX JaHHBIX, HAIPUMEDP JIJIA
BBIXO/IA B COIJUAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Nmonp3yit TosbKo 3amuineHHoe coennHenue yepe3 HTTPS, a we HTTP, T.e. nmpu
Habope Be6G-apeca BBou UMeHHO «https://»;

6. B wmoOwibHOM TenedoHe oOTKIOuUM GyHKnuioo «Ilogkmouenme k- Wi-Fi
aBToMarnyecku». He mormyckail aBTOMaTHUUECKOTO IOJKJIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbIE CeTH

ComnuaibHbIE CeTH aKTUBHO BXO/ISAT B HAIITy 3KU3Hb, MHOTHE JIIO/IH PA0OTAIOT U KUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MUJLIHAP], YEJIOBEK, UTO SIBJISETCS
OZIHOH CEeIbMOM BCEX >KHUTejiel IIaHeThbl. MHOTrHe II0JIhb30BaTeJ M He IMOHMMAIOT, YTO
vHOpManus, pasMellleHHAass UMU B COIIUAIbHBIX CETAX, MOXKET ObITh HalJieHa u
HICITOJIb30BaHA KEM YTO/THO, B TOM YHCJIe He 00s3aTeIbHO ¢ OJ1ariMy HaMepeHUsIMH.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COOIHAJIBHBIX CETAX:

1. OrpaHuyb CHUCOK Jipy3ell. Y TeOsA B APYy3bsIX HE JOKHO OBITh CIIyYaWHBIX U
HE3HAKOMBIX JIIO/IEH;

2. 3amuian CBOIO YacTHYIO >ku3Hb. He ykaspiBail maposu, TenedoOHBI, agpeca, JaTy
TBOETO POXKJAEHUSA U [APYIyI JIMYHYI HHQOPMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIBb30BaTh Ja)ke WHQMOpMAIUI0 O TOM, KaK Tbl U TBOM POJUTENH IUIAHUDPYeTe
IIPOBECTU KaHUKYJIBI;

3. 3amuiian CBOI PeryTaIyio - IEPKU ee B UUCTOTe U 3a/1aBaii cebe BOIIPOC: XOTesl ObI
ThI, YTOOBI APYTHE IOJIH30BATEIN BUEIU, YTO ThI 3arpy:kaemrsb? [logymai, mpexae 4eM
YTO-TO OIyOJTMKOBATh, HATIUCATD U 3aTPY3UTh;

4. Ecyty ThI TOBOPUIIIB C JIIO/IBMU, KOTOPBIX HE 3HAEIllb, HE UCII0JIb3YH CBOE PeasIbHOE UM
U APYTYIO JINYHYI0 NHOOPMAIUU: UM, MECTO KUTEJILCTBA, MeCTO yueObl U IIpoyee;

5. N36eraii pazmenienus ¢pororpaduii B IHTEepHETE, I7je Thl N300pa*keH Ha MECTHOCTH,
10 KOTOPOU MO3KHO OIIPEeJIeJINTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COIUAILHOU CeTU HEOOXOAUMO UCIOJIb30BaTh CJIOKHbBIE TAPOJIH,
cocrosmue u3 OyKB U HUQP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JJ1s conuasbHOM ceTH, MOYTHI U IPYTUX CAUTOB HEOOXO/IMMO HCIIOJIb30BaTh pa3Hble
naposu. Torga eciu TebsA B3JI0MAIOT, TO 3JI0YMBIIIJIEHHUKY TIOJIy4aT JIOCTYII TOJBKO K
OJIHOMY MecCTy, a He BO BCe Cpasy.

DJIEKTPOHHBIE JIeHbI'U



DJIeKTPOHHBIE IEHBIU — 3TO OYE€Hb YAOOHBIM CIOCOO IIaTeKel, OJITHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTSAT IOJYYUTh 3THU JE€HbTH.

JJIEKTPOHHBIE JE€HBI'M MOSBUINCH COBCEM HENABHO U MMEHHO M3-3a 3TOTO BO MHOTHUX
rOCyZlapCTBax /IO CUX IIOP He MPOIMMCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU GYHKIIMOHUPYIOT U O HUX y3Ke IMPOIMCAHO B 3aKOHE, T/Ie UX Pa3eIsaioT
Ha HECKOJIbKO BHU/OB - aHOHUMHBIE U He aHOHHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE -
BTO Te, B KOTOPBIX paspellaercsi IPOBOAUTH oOlepanuud 0e3 wuaeHTHGUKAIINT
IIOJIb30BaTe/NsA, a B HEAHOHHMHBIX WAeHTU(GUKAIMH II0JIb30BaTeNIsl  SIBJISIETCS
00A3aTeIbHOH.

Takske ciieZlyeT pa3jnyarh 3JIEKTPOHHBbIE (puaTHbBIE JeHbrH (PaBHBI TOCY/IapCTBEHHBIM
BAJIIOTAM) U 3JIEKTPOHHBIE HE(HUATHBIE JIEHbI' (He PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 0 Oe30macHON paboTe ¢ 3JIEKTPOHHBIMU JIEHbraMu:

1. [IpuBs:kU K cueTy MOOMJIBHBIN TesieOH. DTO camMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAHOBHTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesteOH MOMOKET, eCJIN 3a0yAelb CBOM
IUIAaTEXKHBIN TApOJIb UJIX 3alelb HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Vcnosib3y#i ojfHOpa3oBble apostu. [ocie nmepexo/ia Ha yCUJIEHHYIO aBTOPU3AIUIO Tehe
y>Ke He Oy/IeT yTpoKaTh OMMACHOCTh KPAXKU WJIH IIepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu ciiokHBIN maposib. IlpecTymHuUKaM OyZeT He MPOCTO YraJaTh CJIOMKHBIHN
naposib. HazieskHbple maposii — 3TO IapoJiyd, KOTOpble CoZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B €05 CTPOYHBIE U TPONHCHBIE OYKBBI, ITU(PPBI U HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JloJu1apa, pyHTa, BOCKIUIATeIbHBIN 3HaK U T.II. Hanmpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TAaHHBIE HA CAliTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIeKTPOHHAA IIOHTA

DJIEKTPOHHAs MIOYTA — 5TO TEXHOJIOTHS U IIPEOCTABIIsIEMbIE €10 YCJIYTH T10 TIEpechlIKe U
ITOJTyYEHHIO 3JIEKTPOHHBIX COOOINEHUI, KOTOPbIE PACIPENEIISIOTCA B KOMITBIOTEPHOU
cetu. OOBIYHO BJIEKTPOHHBIA IIOYTOBBIM SAIIUK BBIVIAAUT CJIEAYIOMUM 00pa3oM:
UM_T0JIb30BaTeNIA@UMsA_IoMeHa. Tak:ke KpoMe Iiepefladd IPOCTOr0 TEKCTa, UMeeTC s
BO3MOKHOCTb MepeiaBaTh Hanibl.

OCHOBHBIE COBETHI 110 Oe30MacHON paboTe ¢ 3JIEKTPOHHOUN OYTOMH:

1. Hazio BrIOpaTh MpaBUIBHBIA ITOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haellb U KTO
IIEPBBIN B PEUTUHTE;

2. He yka3piBail B IMUHOU moute JIMUHYyI0 uHpopMmaruno. Hanpumep, jiydiie BrIOpaTh
«MY3BIKAJIbHBIN_(PaHAT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcrosib3y#l IByXATAITHYI0 aBTOPU3AIHI0. DTO KOI/ia IOMHUMO ITapoJis Hy>KHO BBOJIUTD
KOJI, TpUChLIaeMbli 10 SMS;



4. Bpibepu CJIOKHBIN TapoJib. JIJIsi KaKZIOTO IOYTOBOTO SIIIUKA JOJIKEH OBITh CBOM
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY HapOJIb;

5. Ecotm ecTh BO3BMOXKHOCTh HAmMCaTh CaMOMY CBOUM JIMIHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO’KHOCTb;

6. Vcronp3yil HECKOJIBKO IOYTOBBIX SAINTUKOB. [lepBBIM Aj11 YaCTHON MEPENUCKU C
azpecaTaMu, KOTOPBIM ThI IOBEPSEIIb. ITO BJIEKTPOHHBIN ajipec He HaJ[0 UCI0JIb30BaTh
IIpU perucrpanuu Ha GpopyMax U cauTax;

7. He oTkpbIBaii haliyTbl U IPYTHE BIIOKEHUS B IHIChMAaXx IaKe €CJTU OHU ITPUIILIH OT TBOUX
nipy3eti. JIydime yTouHH y HUX, OTIIPABJISIIN JIM OHU TeOe 9TH (paiiybl;

8. ITocsie okoHUaHUS PaOOTHI HA IIOYTOBOM CEPBUCE ITEPE] 3aKPHITHEM BKJIAJIKU C CAUTOM
He 3a0yp HAXKaTh HA « BEIATH ».

KubepOysiyIMHT WX BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOy/uTMHT — TIpeciieJloBaHWe COOOINEHUSIMH, COAEPIKAIIUMH OCKOpOJIeHus,
arpeccHio, 3aIlyTUBaHHE; XYJIUTAHCTBO; CONHAIBHOE OOWKOTHPOBAHHE C IIOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOphOE ¢ KNOEePOYITUHTOM |

1. He 6pocaiics B 60#. JIyumuii crioco0: mocoBeTOBaThC KaK ce0sl BECTU U, €T HET TOTO,
K KOMYy MOXKHO OOpaTUTBhCS, TO BHadase YCIOKOUThCA. ECJIM ThI HAayHEIb OTBEYaTh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHUS, TO TOJIBKO ellle O0JIbIe PA30XKIKellb KOH(MJINKT;

2. Yopasiiail cBoel KubeppenyTaruen;

3. AHOHHUMHOCTh B CETH MHHMaAas. CymeCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKAyHTOM;

4. He crout Bectu Xysuranckuii 06pa3 BUPTyaJIbHOU KU3HU. VIHTEpHET DUKCHUPYeT Bce
TBOU JIEUCTBUSA U COXpAHAET UX. YJAJINTD UX OyZleT KpaiiHe 3aTPy/IHUTEJIHHO;

5. Cobutio1ail CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. IrHopupy#i eTUHUYHBIN HeraTuB. OTHOPAa30BbIE OCKOPOUTEIbHBIE COOOIIEHUS JIydIIIe
UrHopupoBaTh. OOBIYHO arpeccus MPeKpaIlaeTcs Ha HaYaJIbHOM CTa/INN;

7. baH arpeccopa. B mporpaMmMax o0MeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COITUATbHBIX
CETAX eCTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKU COOOIIEHUI C OIIPeIeJIEHHBIX aJ[PECOB;

8. Ecim T cBuzerenp KubepOysutmHra. TBOWM JeCTBUSA: BBICTYIIUTh IPOTUB
mpecjefoBaress, IIOKa3aThb €My, YTO €ero JIeHCTBUsA OlleHUBAIOTCA HETaTUBHO,
MIO/IIEPKATh JKEPTBY, KOTOPOH HY’KHA IICHUXOJOTUYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 ¢aKTe arpecCUBHOTIO MOBEJEHUS B CETH.

MoOubHBIN TenedOoH



CoBpemenHble cMapTGOHBI H IUIAHIIETHl COAEPKAT B cebe BIIOJHE B3POCJIBII
(dyHKIIMOHAJI, U Tellepb OHU MOTYT KOHKYPHPOBATh CO CTAI[OHAPHBIMU KOMIIBIOTEDAMU.
OniHaKoO, CpeZCTB 3aIUTHI JJ15 MOA00HBIX YCTPONCTB IIOKA OUeHb MaJsio. TectupoBanue u
IIOMCK ysI3BUMOCTEN B HUX IPOUCXOJIUT He TaK MHTEHCUBHO, Kak mid [1K, To ke camoe
KacaeTcs U MOOWJIbHBIX PUJI0KEHUH.

CoBpeMeHHbIe MOOWIbHBIE Opay3€ephl yiKe MPAKTUYECKH JIOTHAIA HACTOJIbHbIE aHAJIOTH,
OTHAKO pacimupeHne (pyHKIIMOHAIA BJeYeT 32 OO0 OOJIBIIYIO CJIOKHOCTh M MEHBIITYIO
3alUIIEHHOCTb.

Jlajieko He Bce IIPOU3BONTEU BBIIMYCKAIOT OOHOBJIEHNUS, 3aKPHIBAIOIINE KPUTHUUECKIE
ySI3BUMOCTH J|JIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /1151 6€30IIACHOCTH MOOMIIBHOTO TesiedoHa:

1. Huuero He siBJisieTcs mo-HacTosieMy OecruiaTHbIM. Byib ocToposkeH, Beib Korjia Tede
Ipe/yIararoT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO ILIaTHbIE

YCITyTH;

2. Jlymaii, mpex/ie uemM otnpaButh SMS, ¢poTto miu Buzeo. Thl TOUHO 3HAEIID, TJI€ OHU
OyZyT B KOHEUHOM UTOTE?

3. Heo6xo11iM0o 0OHOBJIATE ONEPAIIMIOHHYIO CUCTEMY TBOETO cMapT@oHa;
4. ictiosb3yil aHTUBUPYCHBIE IPOTPAMMBI /1715 MOOWIBHBIX TeJIe(hOHOB;

5. He 3arpy>1<a1>’1 IIPHJIOXKEHUA OT HEM3BECTHOI'O KUCTOYHHKA, B€b OHU MOTYT COAEPXKAaThb
Bpe€aOHOCHOE IIpOrpaMMHO€e O6€CH€‘I€HI/I6;

6. ITocsie TOro Kak ThI BBIMJIENTH C caliTa, I7ie BBOAWI JUYHYI0 MH(OpMaIUIo, 3ali/iN B
HaCTPOIKHU Opaysepa U yjiaiu cookies;

7. Ilepuoguyuecku IpoBepAl Kakue IJIaTHBIE YCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOIl HOMep MOOWJIBHOTO TesiehOHA TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U
KOMY JI0Bepsielllb;

9. Bluetooth jomkeH OBITH BBIKJIFOUEH, KOTZIAa THI UM He IOJIb3yelbesa. He 3a0biBait
WHOT/Ia TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHblE OHJIAUH-UTPBI - 39TO KpACOUYHBIE, 3axXBaThIBAIOIINE pPa3BJIeUeHUs,
00'beIMHSAIONINE COTHH THICSY YEJIOBEK 110 BceMy MUpY. ITpOKH HCCIeAyIOT JaHHBIA UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBHITIOJIHAIOT 33JIaHUs, CPAXKAIOTCA C MOHCTpAMHU M
IIOJIy4alOT OIBIT. 3a YJOBOJIBCTBHE OHHU IUIATAT: IIOKYyNAKT [AUCK, OILIAYUBAIOT
aboHEMEHT WU IPUOOPeTaI0T KaKKUe-TO OMI[UH.



Bce aTu cpexcTBa uAYT HaA MOJJep)KaHUE U PA3BUTHE UIPHI, a TaKKe Ha caMmy
0e30I1acHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AIHH, BBIITYCKAIOTCS HOBBIE MTATUH
(1 poBbIe 3aIUIaTKU JIA IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B l'IO]_IO6HI>IX HI'PpaX CTOHUT OIlaCaTbCA HE CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaXXH
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHA CHMCTEMA aBTOPpU3allN1 OOJIBIIIMHCTBA Hurp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOIr'O aKKayHTa:

1. Ecytu pyro#i urpok BeZieT ceOs II0X0 WU co37aeT Tebe HEMPUATHOCTHU, 3a0JI0KUpYH
€T0 B CIIHCKE UTPOKOB;

2. Iloxamyiica agMUHHUCTpAaTOpaM WIPHI HA IJIOXOE IIOBEJIEHHE HTOTO WTPOKA,
JKeJlaTeJIbHO MPUJIOKUTh KaKHe-TO 10Ka3aTeJIbCTBa B BUJIE CKPDUHOB;

3. He ykaspiBaii 1nuHy0 nHGOpMaIUIO B Ipodaiiie urpsol;
4. YBaxkall IpyTUX YYaCTHUKOB I10 UTDE;

5. He ycranaBiuBaii HeopulimaabHble IaTYX U MOJIbI;

6. Vlciosib3yi CJ1I03KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTpPbl HE CTOUT OTKJIIOUATh aHTUBUPYC. Iloka Tl urpaeiib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

QOUIIWHT WU Kpaxa JIMYHbIX TaHHBIX

OObIUHOUM Kpakel JieHer U JIOKYMEHTOB CEerofHsA y:Ke HHUKOrO He YJUBHUIIb, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJIOTUHN 3JI0YMBIIIEHHUKU IIepeMecTUINCh B WHTEPHET, U
MIPO/IOJIKAIOT 3aHUMAThCS «JTIOOUMBIM» JIEJIOM.

Tak mosiBUIach HOBAsl yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WU (QUIINHT, TJIABHAS IEJTh
KOTOPOTO COCTOUT B TMOJYyYEHUH KOHOUAEHIMAIBHBIX JIAHHBIX II0OJIb30BATEJIEd —
JIOTMHOB | napoJiei. Ha anrniickom si3bike phishing unraercsa kak ¢ummar (ot fishing
— pbIOHas JI0BJIs, password — IapoJib).

OcHoOBHBIEe COBETHI 10 O0OpBOE ¢ PUIITUHTOM:

1. Ciemn 3a CBOMM akKKayHTOM. EcCJIM ThlI IIO/I03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HE0OX0AUMO 3a06JIOKHPOBATh €€ M COOOIUTh aflIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Ncnosnp3yit 6e30macHble BeO-CaliThl, B TOM UHCJIe, UHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;

3. Mcnosnp3yii ciiokHBIE U pa3Hble naposu. Takum o6pa3oM, eciau TeOA B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY TIOJIyYaT JIOCTYI TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, & HE KO
BCEM;



4. Ecniu Tebs B310Maiu, TO HE0OOXOUMO IIPEeAYIIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n06aByIeHbI y TEOS B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIN U, BO3MOXKHO, OT TBOETO UMEHU
Oy/leT pacchUIaThCA CIIaM U CCHUIKU Ha (OUIITMHTOBBIE CAWTHI;

5. YcraHoBH HajieskHbIN n1aposib (PIN) Ha MOOMITBHBIN TeledOH;
6. OTKJIIOYU cOXpaHEeHMe mapoJis B Opaysepe;

7. He oTkpbIBaii haliyTbl U IPYTHE BIIOKEHUS B IIChMaXx IaKe €CJIM OHU ITPUIILINA OT TBOUX
nipy3ei. Jlydime yTouHH y HUX, OTIIPABJISJIN JIM OHU TeOe 3TU (aiiibl.

[Mudposas pemyramus

[Iudposasa penyranus - 5T0 HeTaTUBHAA WIN MO3UTHUBHAsA UHGOPMAaIUsA B ceTU o Tebe.
Komnpomerupywoimaa nHbopManus pasMellleHHass B HUHTEPHETE MOKET Cepbe3HbIM
00pa3oM OTpa3UThCS Ha TBOEH peasibHOU Ku3HU. «I[mdpoBas pemyranus» - 3TO TBOU
MMU/IK, KOTOPBIX (popmupyeTcs u3 nHbopMaiuu o tebe B ”HTEPHETE.

TBOe MecTO KUTETbCTBA, yueObl, TBOE (DMHAHCOBOE MOJIOKEHNE, 0OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OJIU3KUX - BCE 9TO HAKAIUINBAETCA B CETH.

MHorue MoAPOCTKY JIETKOMBICJIEHHO OTHOCATCS K ITyOJIUKAIIMH JTHYHON HHGOPMAINHU B
HHTepHeTe, He TIOHUMAasi BO3MOKHBIX IOCJIe/ICTBUI. ThI Jaske He CMOKEIIb I0TaZlaThCsl O
TOM, 4TO (poTtorpadusi, pasMellieHHas 5 JIeT Ha3aj, cTaja MPUYMNHON OTKa3a MPUHSITH
TeOs Ha paboTy.

KommenTapuu, pasmeliieHue TBoux ¢dortorpaduii U Apyrue AeUCcTBUSA MOTYT He
HMCUYE3HYTh Ja)Ke IOC/Ie TOTO, KaK Thl UX yJINIIb. Thl HE 3HAENIb, KTO COXPAHWI 3TY
nHOpManuio, onasa Jyu OHa B IOUCKOBbIE CUCTEMBI M COXPAHUJIACH JIU OHA, a [JIaBHOE:
YTO MOAYMAIT O Tebe OKpy’Kalolllee JIIOJIM, KOTOpble HaWAyT U YBUAAT 3T0. Halitu
“HGOPMAIINIO MHOTO JIET CILYCTS CMOKET JIF000H - Kak U3 J0OPBIX MOOYKAEHUH, TaK U ¢
HaMepeHUeM MPUYUHUTH BPeZl. ITO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 110 3a1UTe NU(PPOBOI peryTaIuu:

1. ITomymaii, mpexze 4eM 4To-TO IyOJIMKOBATh U IepenaBarh y cebs B OJore wid B
COIIAJIbHOM CETH;

2. B HacTpolikax npoduis yCTAaHOBU OrPAaHUYEHUA HA IPOCMOTP TBOEro NpOoduiisa U ero
COJZIEP’KUMOTO, CZieJIall ero TOJIBKO «JJIS APYy3ei»;

3. He pazmemaii 1 He ykaspiBaii HHGOPMAIHIO, KOTOPAsA MOKET KOr0-JT100 OCKOPOJISTh
WJIU OOMKATh.

ABTOpCKOE TIPaBO

COBpeMeHHbIe IIIKOJIbHUKHN- aKTHBHbBIE IIOJIb30BaTE/IN III/I(l)pOBOFO IIPOCTPAaHCTBA.
OI[HaKO AAJIEKO HE BCE 3HAIOT, 4TO IIOJIb30BaHHE€ MHOTHUMH BO3MOXXHOCTAMU III/I(I)pOBOI‘O
MHpa Tpe6yeT CO6JIIO,II€HI/IH IIpaB Ha UHTEJIJIECKTYAJIbHYIO CcOOCTBEHHOCTb.



TepMHUH «HWHTEJJIEKTyaJIbHAasA COOCTBEHHOCTb» OTHOCHTCS K Pa3JIUYHBIM TBOPEHUSIM
YeJIOBEUECKOTO yMa, HayWHas C HOBBIX HM300peTeHHN U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA IPOJIYKTHl U YCJIYTH , U 3aKaHYUBasg KHUTaMU, (ortorpadusMmu,
KUHOPWIBMAaMH U My3bIKaJIbHBIMH IIPOU3BEIEHUSIMHU.

ABTOpCKHeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAIbHYI0O COOCTBEHHOCTh Ha ITPOU3BEEHHUS
HAyKH, JIUTEPATypPbl U UCKYyCCTBa. ABTOPCKHE IpaBa BBICTYIIAIOT B KayeCcTBe rapaHTUU
TOTO, YTO MHTEJIJIEKTYaIbHBIN/TBOPUECKUU TPY/, aBTOpPA He OyZeT HAIIPACHBIM, JIACT EMY
CIIpaBe/IMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTaxXx CBOEro TPYyAa, IMOJIYUYUTH
W3BECTHOCTh U Mpu3HaHue. HukTo 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOIUTD
€ro IPOU3BEJIEHHE, PACIPOCTPAHATh, IMYOJUYHO JEMOHCTPHUPOBATh, IIPOJABaTh,
MMIIOPTUPOBATh, IyCKaTh B IPOKAT, IIyOJIMYHO HCIIOJHATH, ITIOKAa3bIBATh/UCIIOJHATH B
a¢dupe win paszmemars B IHTEpHETE.

Hcnosib30BaHuE «IUPATCKOTO» IPOTPAMMHOrO O0OecIieueHUs] MOXKET IPHUBECTH K
MHOTHM PHCKaM: OT IIOTEPU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
yCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierayibHasA mporpamMMma. He cTouTt Tak:ke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbIE U OecIIaTHBIE IPOTrPaMMBbl, KOTOPbIE MOKHO HAWTH B CETU.

O nopraie

CereBUUOK.p - TBOU TIJIaBHBIM COBETYMK B CeTU. 37ech Thl MOXeIIb Y3HATb O
6e301MacHOCTH B CeTH IIOHATHBIM U JIOCTYIIHBIM A3BIKOM, a IIPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyalliu OOPAaTUTHCA 3a COBETOM. A TaKKe IPUHATH yJacTHe B KOHKypcax
U CTaTh caMbIM ITU(PPOBHIM I'PAKIAHUHOM !

ITpunoxenue NO 3

ITamaTka aj1a poauresed 06 nHGOPMAITMOHHONM 0€30MacCHOCTH
aereu

OnpeneneHne TepMUHA «WHOpMaAUOHHAsA 0€30IaCHOCTh JIeT€H» COJIEPIKUTCA B
®enepanbaom 3akoHe NO 436-DP3 «O 3ammuTe feTeil oT nHDOPMAIUHU, TPUIUHSIOIIEN
BpeJ UX 3/I0POBBI0 M PAa3BUTHUIO», PETYJIMPYIOIUM OTHOIIEHUS, CBSI3aHHBIE C 3aIIUTOU
JleTelt oT HMOPMAITUH, IPUUYNHSIOINIEH BPe] UX 3/I0POBBI0 U (Mi1n) pa3BuTui0. CoryracHO
IAHHOMY 3aKOHY «HH(OpManuoHHass 0e30mMacHOCTh JeTel» - BTO COCTOSHUE
3aIUINEHHOCTH, TPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C TPUYUHEHUEM
vHOpManuen Bpesa ux 3710POBbI0 U (WiH) (pU3HIECKOMY, IICUXUYECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbpHoro 3akoHa NO 436-O3 wuHdbopMmaluel, OpUUYUHAIONIEN Bpes
370POBBIO U (MJIN) PA3BUTHIO JI€TEH, SIBIISIETCS:

1. mHdopMaIus, 3anpelleHHas JJjis pacIpoCTpaHeHUsA cpeau AeTel;

2. nadopmanus, pacupocTpaHeHNe KOTOPOU OTPaHUYEHO CPeZIU JieTell OIpe/iesIeHHbBIX
BO3PACTHBIX KaTerOpUi.
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3. Kuadopmannu, 3atnpenieHHON JJis paCIPOCTPAHEHUSA CPeAU AeTel, OTHOCUTCS:

4. nHpoOpMaIus, MOOYKAAmIIasl JIeTed K COBEPIIEHUIO JAEUCTBHUU, MPECTABIISIONIIX
yIpo3y WX KU3HU W (WIM) 3710pPOBBIO, B T.4. IPUYUHEHHUIO BpEJla CBOEMY 370POBHIO,
caMOyOHICTBY;

5. CIIOCOOHOCTH BBI3BATH y JIETEU JKeJaHWE YIOTPeOUTh HAPKOTHYECKHUE CPE/ICTBA,
IICUXOTPOITHBIE U (MJIH) OJTypMaHHUBAIOIIE BEIECTBA, TAOAUHbIE U3/EJTH s, ATKOTOJIbHYIO
1 CIIMPTOCOIEPKAIIYIO IIPOYKITUIO, TUBO M HAITUTKH, U3TOTaB/IMBaeMbIe Ha €r0 OCHOBE;
IIPUHATH yYacTHE B a3apTHBHIX UTPaX, 3aHUMAThCSA IIPOCTUTYLHEH, OPOAsSKHUUYECTBOM
WJTH TIONIPOIIAaHUYECTBOM;

6. 000CHOBBIBAIOIIAS UJIH OIIPAB/IBIBAIOIIAS IOIYCTHUMOCTD HACHJTHS U (MJIH) ?KECTOKOCTH
b0 TOOYKJaIIasi OCYIIEeCTBJIATh HACUJIBCTBEHHBIE JIEHUCTBUA IO OTHOIIEHHIO K
JIFOJISIM M )KUBOTHBIM;

7. OTPUIAOIas CeMelHbIe IEHHOCTH U (POopMUpPYIOIIasi HEyBaKeHUE K POIAUTENSAM U
(i) IPYTUM WieHaM CeMbH;

8. ompaBapIBalolas IPOTUBOIIPABHOE MOBE/IEHUE;
9. cozleprKalas HelleH3ypPHYIo OpaHb;
10. coziep:kainas nHgopmaIuio nopHorpauuecKkoro xapakrepa.

K nundopmaruu, pacnpocTpaHeHre KOTOPOU OTPAHUYEHO CPEIH JIETEN OIpeIeIEHHOTO
BO3PACTa, OTHOCUTCH:

1. mHGOpMaIlHA, IIpeJICTaBIsAeMass B BUAe U300pasKEHUs WIN OIHCAHUS JKECTOKOCTH,
¢dusnueckoro u (WIKM) TICHXWMYECKOTO HACWIHS, IMPECTYIUVIEHHSA WJIM WHOTO
aHTHOOIIECTBEHHOIO IeHCTBHUA;

2. BBI3BIBAIOINAA y JeTel CTpaX, y:Kac WIN MAHUKYy, B T.4. MpeJCcTaBjsieMas B BHJE
N300pakeHUsl WM OIMCAHUS B YHIDKAOIIEH 4YeJIOBeUeCKOe JIOCTOMHCTBO ¢dopme
HEeHACWIbCTBEHHO! cMepTH, 3a00JIeBaHUsA, CAMOYOUICTBA, HECUACTHOI'O CJIydasi, aBapuu
M KatacTpodbl U (MJIN) UX MOCIIE/ICTBUH;

3. IpejicTaB/sseMasl B BU/ie N300pakeHUs WJIU OIUCAHUS MOJIOBBIX OTHOIIIEHUH MEXKITY
MY>KYUHOU U KEHIIUHOM;

4. cozlepkainasi OpaHHbIe CJI0BA U BIPAXKeHUs, He OTHOCAIINECS K HelleH3ypPHOU OpaHu.

C yuerom 3TOoTrO Bam mpeasiararoTces mpaBusia paboTsl B ceTu MIHTEPHET /11 Pa3/IMYHBIX
BO3DACTHBIX  KaTeropui, coOJIIoZIeHre  KOTOPBIX  ITO3BOJIUT  OOECIIEYHUTh
WH(POPMAaIMOHHYI0 O€30ITaCHOCTD BaIIIUX JIETEH.

OO6mrve mpaBwWJIa SIS POAUTEIEN



1. HesaBucumo oT Bo3pacra pebeHKa HCHOJIb3yHTe IIpOorpaMMHOEe obecliedeHue,
momorampinee (QUIBTPOBAaTh M KOHTPOJIUPOBATh HWHGOPMAIIUIO, HO He IoJaraiTech
IIOJTHOCTBIO Ha Hero. Baiiie BHUMaHue K peOEeHKY - TJIaBHBIN METO/T 3alllUThI.

2. Ecsiu Bain pe6eHOK UMeeT aKKayHT Ha OJTHOM U3 COMaIbHbIX cepBrcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMAaTeJbHO H3YYHUTE, KaKyl WH(OpPMAIUIO
ITOMEIAIOT er0 YYaCTHUKHU B CBOUX MPOdUIsaX v 6sioraX, BKIodas ¢poTorpaduu U BUIEO.

3. IIpoBepbTe, ¢ KaKUMHU JAPYTHMH CalTaMH CBS3aH COIIUAIBHBIA cepBHC Bariero
pebenka. CtpaHnuyky Barrero pebeHka MoryT ObITh O€30IIacCHBIMU, HO MOTYT U COJIEPKaTh
CCBUIKY HA He)KeJIaTeJIbHbIE U OMAaCHBbIEe CAWThl (HAmpuMep, MOPHOCAWUT, WJIM CAUT, Ha
KOTOPOM JIpyT YIOMHHAeT HOMepP coToBoro TtesnedonHa Bamero pebenka wiau Bamr
JIOMaIITHUH ajipec)

4. [ToompsiiTe Bamux aeTeit coobIaTh 000 BCEM CTPAHHOM WJIN OTTAJIKUBAIOIINM U He
CJIMIIIKOM OCTPO pearupyire, KOI/ia OHHM 3TO JieyaloT (U3-3a oraceHus NOTePATH JOCTYI
K VHTepHeTy [ieTu He TOBOPAT POAUTENAM O MpobJyieMax, a TaKXKe MOTYT HAYaTh
WCII0JIB30BaTh VIHTEPHET BHE JIOMA U IITKOJIBI).

5. Byabre B Kypce ceTeBol *ku3HU Bamiero pebenka. VIHTepecyiTech, KTO UX APY3bs B
HHTEpHET TaK JKe, KaK UHTEPECYETECh PEATbHBIMU JPY3bsIMMU.

Bospacr ot 7 10 8 net

B MHTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WJIM WHbIE CAUThI,  BO3MOXKHO U YaThl,
paspellieHre Ha TOCelleHHe KOTOPHIX OH He MOoJydusa Obl OT poxuresneil. IlosTtomy
poauTeNiM OCOOEHHO TOJIe3HBI Oy/yT Te OTYeThl, KOTOpbI€ IMPEIOCTABJIAIOTCS
IIporpaMMaMi II0 OTPAaHUYEHHUI0 UCHOJIb30BaHUuA VIHTepHeTa, T. e. PoauTenbckuil
KOHTPOJIb WJIN TO, UTO BBl CMOXKeTe YBUJeTb BO BpeMeHHBIX (aitnax. B pesynbraTte, y
pebeHKa He OyAET OIIyIIeHUs, YTO 3a HUM BeJIeTCA IMOCTOSSHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT MO-TIpeKHEMY 3HAaTh, KaKHWe CAaWThl IocemaeT ux pebeHOK. JleTu B
JTAHHOM BO3pacTe 00JIaJIal0T CHJIBHBIM UYyBCTBOM CEMbH, OHH JIOBEPUYMBBI U HeE
COMHeBarTcs B aBTopurerax. OHU JI00AT UTPaTh B CETEBbIE UTPHI U IIyTElIeCTBOBATH 110
VHTEpHETY, WCHOJIb3ysA BSJIEKTPOHHYIO IIOYTY, 3aXOAWUTh HAa CaNThl W 4aThl, He
PEKOMEeH/I0BaHHbIE POJUTEAMHU.

CoBeTsl 110 6e30IMacHOCTH B ceTu MIHTEepHET J1s ieTelt 7-8 et

1. Co3paliTe CIIUCOK JOMAIIIHUX MPaBUJI TOceleHus VIHTepHeTa NPy y4acTUH JeTel u
TpeOyiTe ero BhIITOJTHEHUS.

2. Tpebyiite oT Bamiero pebeHka coOJirofieHUsI BPEMEHHBIX HOPM HaXOXKJIEHUsS 3a
koMmIbioTepoM. [TokaxkuTe pebeHKy, yTo Bbl Hab01aeTe 32 HUM He TOTOMY uTO Bam 510
X04eTcs, a MOTOMy 4TO Bbl OecnokouTech 0 ero 6e30MacHOCTH M BCerza TOTOBBI eMy
IIOMOYb.

3. Komnbiotep ¢ nosikiioueHreM Kk VIHTEpHeTY JOIKeH HaXOAUThCA B O0Ield KOMHATe
IO/l IPUCMOTPOM POJIUTENIEN.



4. HCHOJIBSYEITG CIiIequaJIbHbIE€ J€TCKHE IIOMCKOBbIE MAIIIMHEI.

5. Ucnionp3yiiTe cpezcTBa OJI0KMPOBAHUS HEXKEJIATEIbHOTO KOHTEHTA KaK JOTIOJTHEHNE K
CTaHZapTHOMY PoanTeIhcKOMY KOHTPOJTIO.

6. Co3paiiTe ceMeWHBIA 3JIEKTPOHHBIA SIIMHUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETH
coOCTBEHHBIE ajipeca.

7. BaokupyiTe HOCTyn K calTaM C OEeCIJIaTHBIMH IOYTOBBIMHU SAITUKAMH C ITOMOIIIBIO
COOTBETCTBYIOIIEr0 MPOrPAMMHOT0 0OeCIeueHU .

8. Ilpuyuure pnereil coBeToBaThcs ¢ Bamu mepesn omyOGIMKOBaHHEM KaKOH-HO0
“HOpMaALNK CPeACTBAMHU BJIEKTPOHHOU MOYTHI, YaTOB, PErUCTPAllMOHHBIX (HOpPM H
npoduien.

9. HayuwuTe neTeli He 3arpy»kaTh (paiijibl, MporpaMMBbl MJIN MYy3bIKy O€3 BalllETO COTJIaCHs.
10. He paspermaiite 1eTAM UCIOJIH30BATH CIYKOBI MTHOBEHHOTO 0OMEHA COOOIIEHUSIMH.

11. B «BesbIii» CIIHCOK CaliTOB, pa3pelleHHbIX J1JIs IOCEIeHs, BHOCUTE TOJIbKO CAHUThI C
XOPpOIIIeH pelyTamnyen.

12. He 3a0bIBaliTe Oece/1oBaTh C JIeThbMU 00 UX JIPY3bsAX B MIHTepHETE, KaK ecyiu ObI peub
IIJIa O ZIPY3bsIX B PeasIbHOU KU3HU.

13. He genaiite «Taby» U3 BOIIPOCOB IIOJIOBOM KU3HHU, TaK Kak B MIHTepHETE JIETH MOTYT
JIETKO HAaTKHYTHCA Ha HOPHOTPAdUIO WU CAUTHI «/J1 B3POCBIX».

14. Ilpuyuure Bamrero pebeHka cooOmaTh BaM O JIIOOBIX Yrpo3axX WM TPEBOTAX,
cBsA3aHHBIX ¢ THTepHEeTOM. OCTaBaliTECh CIIOKOMHBIMY U HATIOMHHUTE JIETSIM, UTO OHU B
0e30IacHOCTH, €CJIM CaMU paccKa3ajld BaM O CBOUX TpeBoraxX. I[loxBanmure uUX u
IIOCOBETYITE MOJOUTH ellfe pa3 B MOI00HBIX CIyYasX.

Bospacr gereit oT 9 710 12 JeT

B nanHOM BO3pacre JeTH, KaK IPaBUJIO, y:Ke HACJBIIIAHbI O TOM, Kakasd uHdopmanus
cyuiectByer B VHTepHeTe. CoBeplIEHHO HOPMAaJIbHO, YTO OHHU XOTAT 3TO YBUJETH,
IIpoYecTh, ycablmaTh. IIpy 5TOM HyKHO IOMHHUTB, YTO JOCTYI K HeKeJaTeJbHBbIM
MareprasiaM MOXKHO JIETKO 3a0JIOKHPOBaTh HPU IOMOINN CPEACTB PoauTenbckoro
KOHTPOJIA.

CoBeTnlI 110 0€30ITaCHOCTH IS IeTeH OT 9 /10 12 JIeT

1. Co3zaiiTe COMCOK JIOMAIIHUX IPaBWJI IocellleHUss VIHTepHET NpU y4acTuU JeTell u
TpeOyHTe ero BHIMOJTHEHU.

2. TpeOyiiTe oT Bamrero pebeHka co0It0/IeHUA HOPM HaXOXKJIEHUS 32 KOMITBIOTEPOM.

3. HabGironaiTe 3a peObeHKOM mpu paboTe 3a KOMIBIOTEPOM, ITOKAXKUTE €My, YTO BBl
GecriokouTech 0 ero 6€30MacHOCTH U BCET/Ia TOTOBBI 0Ka3aTh €My ITOMOIITb.



4. Kommprorep ¢ moaxsiroueHneM B IHTEpHET T0JI?KeH HaXOAUTHCSA B 00IIel KOMHATE TIO0/T
IIPUCMOTPOM POJUTEJIEN.

5. Ucnionp3yiiTe cpezcTBa OJI0KMPOBAHUS HEXKEJIATEIbHOTO KOHTEHTA KaK JIOTIOJIHEHHE K
CTaHZapTHOMY PoanTeIhbcKOMY KOHTPOJTIO.

6. He 3a6pIBaiiTe MPUHUMATD HENIOCPEACTBEHHOE YIaCTHe B XKU3HU pebeHka OecesoBaTh
¢ eTbMU 00 UX Apy3bsax B IHTepHeTe.

7. HacrauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIAIIAJINCH HA JIMUHBIE BCTPEYH C APY3bsIMU
o luTepHery.

8. Ilo3BosAlTe AeTAM 3aXOAUTh TOJIBKO HA CAUTHI M3 «0EJ0ro» CHHCKA, KOTOPBIH
CO3/1aliTe BMECTE C HUMU.

9. llpuyuute seTeli HHUKOTJIa He BBIJIABATh JIMUYHYI0 HUH(POpPMAIUIO CpeICTBAMU
BJIEKTPOHHOU TIOYTHI, YAaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEHUsIMHU,
perucTpaluoOHHBIX (POPM, JIUUHBIX NPOPUIEN U IPU PErucTpalui Ha KOHKYPCHI B
HNHuTepHere.

10. [IpuyunTe feTeli He 3arpy:kaTh IporpaMMbl 6e3 Bamrero pasperenusi. OObACHUTE
UM, YTO OHH MOTYT CJIyYallHO 3arpy3uTh BHUPYChl WJIH JPYrOe HeXKeJIaTeJIbHOe
IIporpaMMHOe obecIieueHue.

11. Cozmatite Bamemy peOeHKy OrpaHHUYEHHYI0 VYETHYIO 3aIlich JJjid PpaboThl Ha
KOMIIBIOTEPE.

12. IIpuyuure Bamero pebGeHka coo6mjaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTaXx,
cBsA3aHHBIX ¢ VIHTepHeTOM. HamoMmHuTE /1eTAM, 4TO OHU B 6€30IaCHOCTH, €CJIM CaMH
paccKasaiv BaM O CBOMX TPEBOTaX U OMACEHUAX.

13. Pacckaxkure sietsim o nopHorpaguu B UHTepHeTe.

14. HacrauBaiiTe Ha TOM, UTOOBI IETH IIPEIOCTABJISJIN BAM JIOCTYII K CBOEH 3JIeKTPOHHOM
II0YTE, YTOOBI BBl YOEAUINCH, YTO OHU HE OOIIAIOTCA C HE3HAKOMITAMH.

15. OObBsAcHUTE [JeTsIM, UYTO HeJb3sl WCIOJb30BaTh CETh VI XYJIMTAHCTBA,
pacrpocTpaHeHUs CIJIETEH WIN YTPO3.

Bospacr gereii oT 13 10 17 JI€T

B sTOM BO3pacre MOAPOCTKU aKTUBHO HCIIOJIB3YIOT MTOMCKOBbIE MAIIWHBI, OJIb3YIOTCS
3JIEKTPOHHOU TOYTOU, CIy:k6aMH MTHOBEHHOTO OOMeHa COOOIeHUAMH, CKAauMBAIOT
My3bIKy U GUIbMBI. MasbuKaM B 3TOM Bo3pacTe OoJibllle MO HPaBy CMETaTh BCE
OTrpaHUYEHUs, OHU JKaXK/yT I'PyOOTro I0MOPa, a3apTHBIX UT'P, KAPTUHOK «JIJI B3POCIIBIX ».
JleBOUKM TpeANouYnTaoT o0IjaThesd B YaraXx, IOpPU H5TOM OHHU Tropaszno Oosee
YYBCTBUTEJIBHBI K CEKCYaJIbHBIM JIOMOTaTeIbcTBaM B IHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe POAUTEIISIM yKe BecbMa CJIO?KHO KOHTPOJIMPOBATh CBOUX
JleTel, Tak Kak 00 VlHTepHeTe OHU y»Ke 3HAIOT 3HAYUTEIHLHO OO0JIbIIIE CBOMX POJIUTEIIEN.



Tem He MeHee, He OTIIyCKaWTe JeTell B «CBOOOJHOe ILIaBaHWEe» II0 HIHTEpHeTY.
CrapatiTech aKTUBHO Y4acTBOBaTh B 00IIleHNU peOeHKa B VIHTEpHeTe.

BaxxHo mo-mpexxHEMy CTpOro coOJroAaTh IIpaBwia IHTEpHET-0e30IMacHOCTH -
corJIallleHue MeK/Ty POUTEISIMHU U 1eThbMU. KpoMe Toro, He0O6X0AUMO KaK MOKHO Jalle
IIPOCMATPUBATh OTYETHI O JIeATEIbHOCTH Jered B HMurtepHere. Ciemyer o0OpaTHTh
BHUMaHHE Ha HeOOXOAUMOCTb COJIEPKAHUs POJUTENIbCKUX TapoJied (maposieit
aIMUHHUCTPATOPOB) B CTPOTOM CeKpeTe W OOpaTHTh BHHMAaHHE Ha CTPOTOCTh 3THX
ITapoJIem.

CoBeThlI 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 A0 17 JIeT

1. CozpmaliTe CIOHCOK JIOMAIIIHUX IIPAaBUJI IOcelleHHsA IIHTepHeTa IpU y4YacCTUH
MIO/IPOCTKOB U TpeOylTe 6e3yCJIOBHOrO €ro BbINOJIHeHH:A. OO6roBopute ¢ peGEHKOM
CIIHCOK 3ampelieHHbIX CAaWTOB («4YepHBI COUCOK»), Yachkl paboTel B VHTEpHeTe,
PYKOBO/ICTBO I10 OOIIIeHUI0 B MIHTEpHETE (B TOM YHCJIE B UaTaXx).

2. KoMmpoTeEp ¢ MOAKIIOUEHHEM K ceTH VIHTEpHET JO/I’KeH HaXOJUThCs B 0OIIen
KOMHare.

3. He 3abbIBatiTe GecesioBaTh ¢ AeThbMH 00 HX JIpy3bsX B MIHTepHETE, O TOM, YEM OHH
3aHATHI TAKUM 00pa3oM, OyATO pedb HAET O APY3bsiX B peasibHOM ku3HU. CrpariuBaiTe
0 JIIOASX, ¢ KOTOPBIMH JEeTH OOIIAIOTCA IMOCPEACTBOM CIy»KO MTHOBEHHOTO OOMeHa
COOOIIEHUSMU, UTOOBI YOEJTUTHCS, UTO ATHU JIIOAU UM 3HAKOMBI.

4. Vicnosib3yiiTe cpecTBa OJIOKMPOBAHUS HEXKeJIAaTETbHOTO KOHTEHTA KaK JOTIOJTHEHNE K
CTaHZapTHOMY PoMTEIhCKOMY KOHTPOJTIO.

5. Heobxogumo 3HaTh, KaKMMH 4YaTaMU TMOJb3yloTcsA Bamm petu. Iloompsiite
HCIIOJIb30BaHME MOJIEPUPYEMBIX YAaTOB M HaCTaWBaiTe, YTOOBI /IETH He OOIIAINCh B
IIPUBATHOM peKUMeE.

6. HacrauBaiiTe Ha TOM, YTOOBI IETH HUKOT/]A HE BCTPEYATHUCH JIUMYHO C APY3bSIMH U3 CETH
HNuTepner.

7. llpuyuure feTell He BbIZIJaBaTh CBOIO JINYHYI0 HH(MOPMAIUIO CPEJICTBAMU 3JIEKTPOHHOU
MIOYTHI, YaTOB, CUCTEM MTHOBEHHOTO OOMeHAa COOOIIEHUAMU, PETUCTPAIIMOHHBIX (opM,
JIMYHBIX IpodUIel U IPU perUCcTpaliii Ha KOHKYpChl B IHTepHeTe.

8. [Ipuyuunre feTeli He 3arpy»KaTh IIporpaMmsbl 6e3 Baiiero paspemierus. OObsICHUTE UM,
YTO OHH MOTYT CJIyJaifHO 3arPy3UTh BUPYCHI HJIN JPYTOe HeXKelaTeIbHOe ITPOrPaMMHOE
obecrieueHue.

9. Ilpuyuure Bamero pebeHka cooOIIaTh BaM O JIOOBIX yTpo3ax WU TPEBOTrax,
cBA3aHHBIX ¢ VHTepHeTOM. HamoMHUTE A€TAM, UTO OHU B 0€30I1aCHOCTU, eCIU CaMU
pacckasajii BaM, O CBOUX yIPO3axX WIN TpeBorax. IloxBajimTe UX ¥ IOCOBETYUTE TOJOUTH
elrfe pa3 B MOJIOOHBIX CIIyYasX.



10. Pacckaxure getsaMm o nopHorpaduu B WHTepHeTe. [loMoruTe MM 3alIUTUTBCA OT
criama. HayuuTe mnoOJApOCTKOB He BbIZ]aBaTh B IIHTepHETE CBOEro peajibHOTO
3JICKTPOHHOI'O ajipeca, He OTBeYaTb Ha He)kesaTeJbHble IIMCbMa W UCIOJIb30BaTh
CIelaJIbHbIe IOYTOBbIe (PUIBTPBHI.

11. HpI/Iy‘-II/ITe cebsi BHAKOMUTHCS C CafITaMH, KOTOpbBIE ITOCEMIAIOT ITOAPOCTKH.

12. HayuwuTe eTell yBakaTh JPYTHUX B UHTEpHETE. Y0eqUTeCh, YTO OHHU 3HAIOT O TOM, UTO
IIpaBMJIa XOPOIIIero MOBeIeHUs IeNUCTBYIOT Be3/ie — JaKe B BUPTYaJIbHOM MUpE.

13. OOBsACHUTE JIeTsIM, YTO HU B KOEM CJIyuyae HeJb3sd HCHOoJb30BaTh CeTh i
XyJINTAHCTBA, PACIIPOCTPAaHEHU CIUIETEH UJIU YTPO3 APYTUM JIIOJISAM.

14. O6cyauTe C TOAPOCTKAMU ITPOOJIEMBI CETEBBIX a3aPTHBIX UTP U X BO3MOKHBIA PUCK.
HamomHwuTe, 4TO 1€TH HE MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosIHHO KOHTpOJUpYHTE HcIoONb30BaHUe HHTepHeTa Bamum pebenkom! Ato He
HapylleHWe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IIPeJOCTOPOXKHOCTU U IIPOSABJICHUE
Barmeit poanTeIbCKON OTBETCTBEHHOCTH U 3a00THI.
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