OCTOPOXXHO:
TENE®POHHbIE MOLWWEHHUKMUA!

S NMPU3HAKOB OBMAHA

HA BAC
BbIXOAAT CAMM

AdepucTol MOryT
npeacTasMTheA cnyx6on
6eaonacHocTH 6aHka,
Hanorosow,

NPOKYpaTypoi

Miobon HeoXaaHHbIA
380HOK, CMC wnm nucomo —
NOBOA HACTOPOXMUTLCA

. 3BOHAT

PALYIOT BHESAMHOW
BbIFOAOW UNK NYTAIOT

CunbHble aMoLMK
NPUTYNNAKOT
6auTenbHOCTD

Q BAXKHO!

CoTpyaHuku 6aHKOB M NONULMK
HWKOIOA He cnpawwsaloT
PeKBU3WTLI KapThl, Naponu

13 CMC, nepcoHanecHble flaHHble
M He NPOCAT CoOBepWaTh
nepesoasl C Balwel KapTh

2 KaK 38WMTHTS CBOH PHHANCHI,
[=] v yMTanTe Ha fincult.info

YBEOUTECDH

TO ITO HE MOLULM

MY

e HA BAC DABAT

AdepucTol BCerga
TOPONST, Y4TObLI

y Bac He 6wino
BpemeHu Bce obaymaTn

o FOBOPAT O OEHBIAX

MNMpepnaraioT cnacTv
cbepexeHua, NoNy4YMTs
KOMMEHCaLUMIO UNK BNOXKUTBCA
B MHBECTHUUMOHHBIA NPOeKT

e NPOCAT COOBLANTD
OAHHBIE

3NOYMBIWNEHHMKOB
UHTEPEeCYIOT PEKBU3UTBI
KapTbl, NApoONU W KOAbI

13 6aHKOBCKUX YBEAOMNEeHWA

HUKOIQA HUKOMY
HE COOBLUAUTE:

Koabl ua CMC

TPeX3HauHbik Ko Ha 060pOTHON
cTopoHe KapThl (CVV/CVC)
PIN-kon

naponwu/noruHbl K 6aHKOBCKOMY
NPUNOKEHMIO U OHNANH-6aHKY
Kopoeoe cnoBo

nepcoHanbHble faHHble

dunancosan
KyneTypa



@ baHk Poccum

KAK SALLUTUTDBCH

OT OHNANH-MOLWEHHUKOB

Y106kl gobpaTbCch A0 Bawmnx 6AHKOBCKUX CHETOB,
MOLWEeHHUKaM HYXXHbl BallM NepcoHanbHble AaHHble
U PEKBU3UTbI KapT

Kakue cxembl ucnonb3ylot adpepucTbl?

OBELLAKOT 30N0TbIE NOPbI
OnNpoce 3a BO3HArpaxaeHHe, COUMANBHLIE BLINNATLI MNK CaeRXNPHOLINBHLIE

MHBECTUUMOHHBIE NpoexThl. FapanTua GeicTporo oforaweHns — NpuIHaxk ofmana

SAMAHUWBAIOT HA PACINIPOOAXHW

OrpoMHBIe CKMOKH 1 HHIKHE UeHB MOryT OKA3ATECR MOLWeHHNYeCKOR yNoBKOR

CNEKYNHUPYIOT HA TPOMKWX COBBITHUAX

HanpuMmep, OOBABNRINT COOD ASHEr Ha PaspaboTKy BAKUMH, OCSWAKT BEPHYTh

OeHMBrd 30 OTMEHOHHMBI® DORCH HWNKW NPEONACAKDT NONYYHTE FOCYAADCTEOMHBI
OOTAUMM
Pa ILINDBIBAKDT DONE NPOAABUOE W NOKYNATENE8W Ha NONYNADHEX CAUTAX O0OBRBNEHWA

Kak o6e3onacuTb CBOM AeHbrv

B MUHTEepHeTe?

1 Ycravoaute SGHTHBUPYC ¥ PErynapHO OOHOBNANWTE ero

JaseauTe oTaeNeHYI AebeToBYI0 KapTy ANA nnarexen

B AHTEpHETE M KNAAUTE HA Hee HYXHYIO CYMMY Nepen onnaroun

Bcerna npoBepriTe agpeca 3NeKTPOHHOR NOYTHI M CARTOR
OHM MOTYT OTNIMHATBECA OT OPHMUMANBHLIX NKW L NapoX cumsonoB

He nepexoante No CChinKam OT He3HaAKOMUEB

Cpasy yaanAnuTe COMHHUTE NbHbIe COODLIEHHA
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HAKOMY He COO0OLWAaANTE CBOM NepPCOHANBHLIE NAMMBIE
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KAK SALLIUTUTDBCH
OT PULLMNHTA

DOUWIMHI — BU4 MOLWEHHWYECTBa, Koraa Y yenoBseka KpaayT
nepcoHanbHbie JaHHbIe UMK AeHbIrM € NOMOLWbIO CANTOB-NOoOAACNOK.

HacTo MOWEeHHUKM OenaloT CalTbl, KOTOpbie KakK ABe Kan/u Boabl
MNOXOXM HA CANTHI peanbHbIX OpraHMaaumm

KAK MOXHO OKA3ATbCH
HA ®PULLVUHIOBOM CAUTE?

Mo CChINKaM U3 MHTeRHETa WK 3INeKTROHHOW noYTel, CMC,
COOBWEHNIA B COLCETAX WM MECCEHOKEPaXx, PEKNambl,
ODbLABNEHUM O NoTepesax, PAacnNPoA&SKaX, KOMNeHcaumnax

OT rocyaapcrTea

Xakepsl YacTo B3NaMbIBAIOT YYXKME aKKayHTbl,
U QMWMHIOBaA CCBINKA MOXET NPUINTH AAXKE OT IHAKOMBIX

KAK PACNO3HATD
PULLMNHIOBbIA CAUT?

Anpec OTNMYaeTCH OT HACTORLWEro NMWbL Napon CMMBONOB
B agpecHon cTpoke HeT hitps n 3Ha4YKka 3aKpbITOro 3amMka
AN3aiH CKONMPOBRAH HEKAYeCTBEHHO, B TEKCTaX eCTh OWnbKn

Y calTa Mano CTpaHMu Ny aaxe oaHa — ONA Beoaa AaHHbIX
KapTbl

KAK YBEPEMMbCH OT ®PMLLINHIA?

YCTaHOBUTE aHTUMBUPYC U perynaspHo oBHOBNANTE ero
CoxpaHanTe B 3akKnankax aapeca HY»HbiX CanToB
He nepexoauTe NO NOAO3IPUTENbHLIM CCbiIKaM

Mcnonbaynure oTOAeNsHYIO KapTy ANA NOKYNOK B8 MHTEPHETE,
KNAaAUTE Ha HEE HYXXHYHO CyMMY NPsiMO Nepes onnaTton

g g, ®uHancosan
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@ baHK Poccumu

KAK 3AWUTUTD
CBOW FAKETbI OT BUPYCOB

BUPYCbI:

» OTKPBIBAIOT YAaNeHHbIA 4OCTYN K BAWEMY YCTROWCTBY

* Kp2AYT NOrvHel 1 NaponM or oHNalH- 1 MoBuneHoro Baxvka

s NepexsatbiBaOT CeKpPeTHbLI€ KOObl U3 cooOLIeHnA

3anONy4Yvs 3TH laHHbIe, KHOepnNpecTynHUKW
MOIYT NOXHUTHUTE ECE OQEHBMH € BalllUX CHETOE

e

3aBMCAET, NEpPE3arpyXaeTca WNKW OTKNIOYBETCA

KAK NOHATD,

r M waer NPUNOXEHWH
YTO YCTPOMUCTBO 3APAXEHO? Camo 3aeepuwaet padory npunoxe

NokKaseiBaeT BCNNbIBAKOWMWE OKHAE

TepseT o0beM NAaMATH

MozeoHKTe B GaHK W NONPOCHTE 3a0N0OKUPOBATE AOCTYN

YTO nEnATb, K OHAAWH- W MOOWNBHOMY GAaHKY W BCE KapTbl, KOTOpLIe
ECNV HA YCTPOMCTBE BURPYC? WCNONbL30BANKM HA yCTpoWCTEE
Ob6parurecs 8 CEPEMUCHBIR LIEHMTP, 4TOObLI BLINEeYNTE ragxer

MepeasiNYCTUTE KAPTH, CMEHMTE NOrMH 4 NAPONL
OT OHNAWH-08HKA M 3aHOBO YCTAHOBMUTE DAHKOBCKOE NPUNOXEHME

KAK 3ALMTUTD McnonkayiiTe aHTMBMRYE U PerynspHo ero oGHoBNARTE

= He nepexoguTe No CChiNKAM OT HC3HAKOMUCE, HC YCTAHOBNMBAWATC
YCTPOWCTBO OT BUPYCOB?

NporpaMMbl NO UX NPOCEOE U HE NCNONLIYWUTE Yy XKKe INewKw
CkavumealnTe NPUNOXKEHUA TONEKO U3 NPOBEPEHHLIX MCTOWHUKOE
O6HOBNAATE DNEPAUWOHHYID CUCTEMY YCTPOWCTEA

Mzberanre obuegocrynHeix Wi-Fi-ceteu
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11O AEJIATD, ECJIN C KAPTDI

YKPAJIN IEHDbI ' N?

© 3ABNOKWUPOBATDL @ HAMUCATDL €© OBPATUTDBCH
KAPTY 3ASBEHME O HECOT/IACHM B MONULMIO
C ONEPALMEN

» NO HOMepYy TenedioHa BaHka 3aaeneHne AonxHo
Ha OAHKOBCKOW KapTe ObiTh HANWCAHO:

MK Ha obMUManbHOM canuTe + B T@YEHWe CYTOK nocne

¢ yepes mobuNeHOe NEUNoXeHne cooGLIEHHA O CNNCaHWH
« Yepea NUYHBIA KasuHeT AGHe
Ha ouymansHOm canre BaHka « HA MECTE B OTAENEHUM
OaMKa

« B oTAenednn GaMka

KAK OBE3ONACHUTb OEHbI'M HA CHETAX?

O

Hem Gonewwe nogen
NOAAAYT 3AREBNEHMUA,
TéM BbllUe BEPORATHOCTS,
YTO NPECTYNHHKOB
NMOMMaKT

HUKOMY HE COOBLLUAWNTE: KOOOBOE CNOBO
¢ COOK ARWACTEUE KODTEI W TPEeXAHAYHLIA KO 1HA3LIBANTC TONLKC COTRYAIKMKY Salika,
Ha ce oBCcpOoTHOW CTOPCHE [CW;'CUC} KONAa CaMK FBOHANTE HA NIPAMYIO

NapCM U KOAbl 43 YBSOOMNCHWIA MHHKIO

' OFMH W NAPONS OT OHNARH-BaHX3

HE NYBNTMKYWUTE
NepCCHaNbHbIE JaHHBIE B OTKPBITOM QOCTYNE

YCTAHOBUWTE
AHTMBUDYCK! HE BCe YCTPORCTEA

Noapobee o npasunax 6830NacHOCTH
uuTAlMe HA TIncult Infoe

P BaHK He koMneHcupyer
NOTEPW, ECNK Ebl HAPYLUWIWA

npaeMna be30nacHoroe
MCNONbL3OBAHMA KapThi

PDuHaHcoBan
KyneTypa



