Ilamamrka no 6e3onacnocmu 6 cemu Hnmepnem

KomnbtoTepHble BUPYChI

KomnbloTepHbI BUPYC - 3TO PA3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm, OTANYNTENIbHOW OCOBEHHOCTbHO
KOTOPOW ABNAETCA CMOCOBHOCTb K Pa3MHOMKEHUI0. B 4ONONHEHWE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UK
MOJIHOCTbIO YHUUTOXKUTb BCE Paliibl U faHHblE, MOAKOHTPO/IbHbLIE M0/1b30BATENIO, OT UMEHM KOTOPOro bbina
3anyLLeHa 3apaXkEHHasA NPOrpamMmma, a TaKKe NOBPeaAUTb UAN AAXKE YHUUTOXKUTb ONepPaLoHHYI0 CUCTEMY CO
Bcemu dalinamm B Lenom. B 601bLLIMHCTBE C/TlyYaeB PacnpOCTPaAHAOTCA BUPYCbl Yepes MHTEPHET.

MeToZbl 3aWnTbl OT BPEAOHOCHbIX NPOrPamm:

1. icnonb3yit coBpeMeHHble onepaLyoHHbIe CUCTEMbI, UMEIOLLIME CePbE3HbIN YPOBEHb 3aLLUTbI OT
BPEA,O0HOCHbIX MPOrpamm;

2. MoCTOAHHO ycTaHaB/MBal NayTh (LMdpPOoBbIe 3aN1aTKM, KOTOPbIE aBTOMATUYECKM YCTAHABMBAOTCS C
Lesblo 4opabTKM nporpammbl) n apyrme obHOBAEHUA CBOEN ONepaLMOHHON cucteMbl. CKaunmBai MX TONBKO C
oduumManbHOro cata paspabotumka OC. Eciv cywecTByeT peXKMm aBTOMATUYECKOrO OOHOB/IEHUS, BKIOUM
ero;

3. PaboTait Ha cBOEM KOMMNbloTepe Noj NpaBamu Nosib30BaTeNs, a He agMUHUCTPATOpPa. ITO He NO3BOAUT
60/1bLIMHCTBY BPELOHOCHbIX MPOrPaMm MHCTa/LIMPOBATbCA HA TBOEM NMEPCOHAIbHOM KOMMbIOTEPE;

4. Ucnonb3yit aHTUBUPYCHbIE MPOrPaMMHbIe NPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBNeHuem ba3s;

5. OrpaHnyb GU3MYECKMN AOCTYN K KOMMNbIOTEPY A1A NOCTOPOHHUX NNLL;

6. icnonb3yi BHELWHME HOCUTENN MHPOPMALMK, TaKMe KaK deLlKa, AUCK am Gana U3 MHTepPHEeTa, TO/IbKO U3
npodpepeHHbIX UCTOYHWUKOB;

7. He oTKpbIBait KOMNblOTEPHbIE Palinbl, NOAYYEHHbIE U3 HEHAAEKHbIX UCTOYHMKOB. [arke Te dpainbl,
KOTOpble NPMCAan TBOM 3HAKOMbIN. Jlyylle YyTOYHW Y HEro, OTNPABAAA I OH Tebe nx.

Cetn WI-FI

Wi-Fi - 3To He BMA Nepenayun AaHHbIX, He TEXHONOMUSA, a BCEro Aullb 6peHa, mapKa. Ewe 8 1991 roay
HUAepiaHACcKan KoMmnaHua 3apernctpuposana 6peHa « WECA», yto o6o3Hadvano cnosocovetaHme «Wireless
Fidelity», KoTopbIli nepeBoaunTCA KaK «becnpoBogHas TOYHOCTbY.

[o Hawero BpemeHu gowna gpyras abbpesnaTtypa, KOTOpan ABASETCA TAKOW e TeXHoNornemn. 1o
abbpesmatypa « Wi-Fi». Takoe HazBaHUe 6bIN0 AAaHO C HAMEKOM Ha CTaHAAPT BbICLIMIA 3BYKOBOW TEXHUKM Hi-
Fi, 4To B NepeBoge 03HaYaeT «BbICOKAA TOYHOCTbY.

[Oa, 6ecnnatHbI MHTEPHET-40CTYN B Kade, OTeNAX U a3ponopTax ABAAETCA OT/IMYHOW BO3MOKHOCTbIO BbIXO4a
B MHTEPHET. Ho MHOrMe aKcnepTbl CYMTAOT, YTo 0bLeaocTynHble Wi-Fi ceTn He aBasatoTca 6e3onacHbIMu.
CoseTbl o 6e3onacHocTv paboTe B 0bweaocTynHbIx cetax Wi-fi:

1. He nepepaBali cBoto ANYHYIO MHPOpMaumto Yepes obweaoctynHble Wi-Fi ceTn. PaboTan B HUX,
KenaTenbHO He BBOAUTb NAPOaN A0CTYNa, OTUHbI U KAaKME-TO HOMEPA;

2. icnonb3yi n 06HOBAAN aHTUBMPYCHbIE MPOrpaMmbl U bpaHamayep. Tem cambim Tbl 06e3onacuib cebs ot
3aKayKM BMpPYCa Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonbsosanmnmn Wi-Fi otkatoum dpyHKUmto « O6wmit goctyn K dannam u npuHTepam». [aHHaa GyHKLUMA
3aKpbITa NO YMO/IYAHUIO, O4HAKO HEKOTOpPbIE NONL30BAaTEIN aKTUBMPYIOT €€ anA yaobcTBa MCNOb30BaHMA B
pabote nnm yyebe;

4. He ncnonbayi nybanyHbii WI-FI ana nepegayum AMYHbIX AaHHbIX, HAanpumMep A5 BbIXo4a B COLManbHble
CETU UK B INEKTPOHHYIO MOYTY;

5. inonb3yi ToNbKO 3aLmLLeHHoe coeanHeHune yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAM
nmeHHo «https://»;

6. B mobunbHOM TenedpoHe oTkAOUM dyHKUMIO «lMogKntoueHme K Wi-Fi aBTomaTuyeckn». He gonycKai
aBTOMATMYECKOro NoAKAoYeHUA ycTponcTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTV aKTUBHO BXOAAT B HALLY *KM3Hb, MHOTUE N0AN PAabOTalOT U KMBYT TaM NOCTOAHHO, a B
Facebook ye 3apernctpmpoBaH MUAANAPA YENOBEK, YTO ABNASETCA OAHON CeAbMOM BCEX KUTeNel NNaHEeTbI.
MHorve nonb3oBaTen He NOHMMALOT, YTO MHPOPMALMA, PAa3MELLEHHAA UMM B COLMAJIbHBIX CETAX, MOXKET
6bITb HallZ.eHa M UCNONb30BaHA KEM Yro4HO, B TOM Yncae He 06a3aTenbHOo ¢ 61arMMm HamepeHUaMK.
OcHoBHble coBeTbl N0 6€30NacHOCTU B COLMANbHbIX CETAX:



1. OrpaHmnyb cnMcok apysen. Y Teba B Apy3bAX HE A0/KHO BbITb CAyYalHbIX U HE3HAKOMbIX NI0AEN;

2. 3aLMiLai CBO YacTHYHO XU3Hb. He yKa3biBai naponu, TenedoHbl, afpeca, AaTy TBOETO POXKAEHUA U
APYTyI0 NMYHYIO MHOOPMALLMIO. 3N10YMBILLIEHHWUKM MOFYT UCMO/1b30BaTb AaXKe MHGOPMALUIO O TOM, KaK Tbl U
TBOM POAUTENU NAAHUPYETE NPOBECTU KAaHUKYbI;

3. 3aWwumLian cBO penyTaumio - AEePKM ee B YUCTOTE M 3aaaBalt cebe Bonpoc: XxoTen bbl Tbl, YTOObLI Apyrue
no/ib30BaTeIN BUAENU, UTO Tbl 3arpyrKaewwb? Mogymal, npexae 4em 4To-To onybAnMKoBaTb, HanucaTb 1
3arpysuTb;

4. Ecnvi Tbl FOBOPULLb C /IIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMO/1b3yM CBOE PeasibHOE UMA U A PYTYHO IMYHYIO
MHOOPMALUK: UMSA, MECTO KUTENBCTBA, MECTO y4ebbl U Npoyee;

5. U36erait pasmelyeHnsa doTorpaduii B UHTepHeTe, rae Tol M306paXkeH Ha MeCTHOCTM, MO KOTOPOI MOXHO
onpeaennTb TBOE MECTOMNOJIOKEHWE;

6. Mpu perncTpaLmm B COLMaNbHOM CETU HEOHXOAMMO UCMO/Ib30BATH C/I0XKHbIE MAP0JIU, COCTOALME M3 BYKB U
uMdp M C KOIMYECTBOM 3HAKOB HEe MeHee §;

7. Ans coumnanbHOM ceTH, NOYTbI U APYrMX CAauTOB HEOBXOA4MMO MCMOIb30BaTb PasHble napoau. Torga ecam
TebAa B3/10MAlOT, TO 3/I0YMbILLJIEHHMKM NOYYaT AOCTYN TO/IbKO K OAHOMY MECTY, a He BO BCe Cpasy.
DNEeKTPOHHbIE AEHbIN

DNIeKTPOHHbIE AEHbIM — 3TO OYEHb YAO0OHbIN CNOCOD NIaTeXKel, 0AHAKO CYLLECTBYHOT MOLLUEHHUKN, KOTOPbIE
XOTAT NOJIYYNUTb 3TN AEHbIU.

INEeKTPOHHbIE AEHbIM NOABMINCE COBCEM HELABHO M UMEHHO M3-3a 3TOF0 BO MHOIMX FOCY4apcTBax 40 CUX
rMop He MNPOMNMCAHO NMPO HMX B 3aKOHaX.

B Poccuu ke oHM QYHKUMOHMPYIOT M O HUX Y»Ke MPOMNUCAHO B 3aKOHE, FAe UX PasaenatoT Ha HECKO/IbKO BUAOB
- QHOHVMMHbIE N HE aHOHMMHbIEe. PasHML,@ B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX paspeLlaeTcs
npoBogMTb onepaunn 6e3 naeHTMdUKaLMM NONb30BaTENs, @ B HEAHOHUMHbIX MAEHTUOUKALUK
no/sib3oBaTesA ABASETCA 00A3aTe/IbHON.

TaKKe cnefyeT pasnnyaTtb 3/IEKTPOHHbIE PUaTHbIE AEHbIM (PaBHbI TOCYAAaPCTBEHHbLIM BatoTam) U
3N1eKTPOHHbIE HedpUaTHbIE AeHbIM (He paBHbl rOCYAAaPCTBEHHbIM BaloTam).

OcHoBHble cOoBETbI N0 6e30NacHOM paboTe C 3NEKTPOHHBIMU AeHbramu:

1. MpuBAXKM K cHeTy MOBUbHbIN TenedoH. ITo camblii YA0OHbIN M BbICTPbIN CNOCO6 BOCCTaHOBUTL AOCTYN K
cyeTy. MpuBA3aHHbIN TeNlepOH NOMOMKET, ec/i 3abyaellb CBOM NAATEXHbIN Napoab NN 3alaellb Ha CanT C
HEe3HaKOMOro YCTPONCTBa;

2. Ucnonb3yii ogHopasosble Naposiu. Mocne nepexoga Ha yCUAEHHYO aBTopu3aumio Tebe yxKe He byaet
YrpoXKaTb ONAaCHOCTb KPaXku WM nepexsaTa NaaTexHoro naposs;

3. Bbibepu coxHbIV Naposib. MNpecTynHMKam 6yaeT He NPOCTOo yragaTth CNOXKHbIN Naponb. HagerKHble naposv
— 3TO MAPOAU, KOTOPblE COAEPKAT HE MeHee 8 3HAKOB M BK/OYAIOT B cebA CTPOYHbIE M NPONUCHbIE BYKBbI,
uMdpPbl U HECKOIbKO CUMBOJIOB, TaKMe KakK 3HaK Ao/sinapa, yHTa, BOCKAMLATENbHBIN 3HAK M T.N. Hanpumep,
StROng!;;

4. He BBOAM CBOM /IMYHbIE AaHHbIE HA CaliTax, KOTOPbIM He A0BepAeLlb.

DNeKTPOHHasA NoHTa

DNeKTPOHHaA No4YTa — 3TO TEXHO/IOTUA U NPEAOCTaBASIEMbIE €10 YC/YTM MO NEPECHINKE U MONYYEHUIO
3N1eKTPOHHbIX COOBLLLEHWNI, KOTOPbIE pacnpeaenatoTcs B KOMMNboTEPHOM ceTu. OBbIYHO 3NEKTPOHHbIM
MOYTOBbIN AWMK BbIFIAAUT CleayoLmMm 0bpa3som: MMS_MoAb30BaTeNs@ums_aomeHa. TakKe Kpome
nepegayun NPOCToro TEKCTa, UMeeTca BO3MOXKHOCTb NnepeaasaTb Ganbl.

OcHoBHble coBeTbl No 6e3onacHo paboTe ¢ 31EKTPOHHOM NOYTON:

1. Hago BbIGpaTb NPaBWU/IbHBIN NOYTOBLIV CEPBUC. B MHTEPHETE eCTb OFPOMHbIV BbiGOp HecnaaTHbIX NOYTOBbIX
CepBUCOB, OAHAKO Nyylle A0BEpPATb TEM, KOTO 3Haellb 1 KTO NePBbIit B peUTUHrE;

2. He yKasbiBaii B IMYHOMN NoYTe IMYHY0 MHOopMaumio. Hanpumep, nydwe BbibpaTtb
«My3blKanbHbIN_paHaT@» nnamn «pok2013» BmecTo «Temal3d»;

3. Mcnonb3yit AByX3TanHyo aBTopm3aumio. ITo Korga NoMMMO Napoisa HY»KHO BBOAUTb Ko, NPUCbIIaeMblit
no SMS;

4. Bolbepu CNoXKHbIM NAapob. [na Kaxa0ro noYToBOro AWMKa A0XKEH ObiTb CBON HAZEXKHbIN, YCTONUYMBDLIN K
B3/10MY Naposb;

5. EC/IM eCTb BO3MOKHOCTb HanucaTb CaMoMy CBOW IMYHbIM BOMNPOC, UCMNOJIb3YI 3TY BO3MOXHOCTb;



6. Mcnosb3yi HECKOJIbKO NOYTOBBIX ALWMKOB. MepBblil 419 YaCTHON NEPENUCKU C afpecaTamm, KOTOPbIM Tbl
fosepsellb. 3TO 3/1IEKTPOHHbIN aApec He Hafo UCNO/b30BaTb NPU perncTpaLmm Ha popymax 1 camTax;

7. He oTKpbIBai dainibl M apyrue BNOXKEHMA B MUCbMAX AaXKe €C/IM OHW NPULLAW OT TBOUX Apy3elt. Jlyywe
YTOUYHU Y HUX, OTNPABAAAN N OHU Tebe 3TK dalinbl;

8. Nocne okoHYaHMA paboTbl HA NOYTOBOM CepBUCE Nepes, 3aKPbITUEM BKNAAKM C CAMTOM He 3abyab HaXKaTb
Ha «BbITN».

KnbepbynanHr unn BupTyanbHOe U3LeBATENBCTBO

KnbepbynnmHr — npecnenoBaHue COOBLWEHNAMM, COAEPHKALLMMM OCKOPBAEHUS, arpeccuto, 3anyrmBaHue;
XYJIMTAHCTBO; COLMANbHOE BOMKOTUPOBAHUE C MOMOLLLbIO PA3/IMYHBIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynaMHrom:

1. He 6pocaiica B 60i. Jlydlwmnin cnocob: NocoBeToBaTbCA KaK ceba BECTU U, €CIN HET TOTO, K KOMY MOMKHO
06paTUTLCSA, TO BHaYasie yCnoKouTbcA. ECnm Tl HauHeLWb OTBEYATb OCKOPBAEHMAMM Ha OCKOpbaeHUs, TO
TONIbKO ellie 60/blue Pa3oXKKellb KOHD/UKT;

2. Ynpasnsi cBoem Kmbeppenytaunen;

3. AHOHMMHOCTb B CE€TM MHMMasA. CyLLLeCTBYIOT CNOCOObI BbISCHUTb, KTO CTOMT 33 aHOHUMHbIM aKKAyHTOM;
4. He cTOWT BECTM XYUTaHCKNI 06pa3 BUPTYaNbHOM XKU3HU. MHTEpHET GUKCMpPYET BCE TBOWU AEUCTBUA U
coxpaHseT ux. YaanuTb ux byaet KpanHe 3aTpyAHUTENbHO;

5. Cobntonali cBol BUPTYasIbHYIO YECTb CMOJIOAY;

6. UIrHOpMpyMn eanHUYHBIV HeraTne. OgHOpPa3oBble OCKOPOUTE/IbHbIE COOBLLEHMUSA Ty4YLLlEe UTHOPUPOBATL.
O6bI4HO arpeccus NpeKkpaLLaeTca Ha HavyabHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOBLLEHNAMM, B COLMATIBHBIX CETAX ECTb
BO3MOXHOCTb 6/TOKMPOBKM OTMNPABKMU COOBLLEHWIA C ONpeaeneHHbIX aApecos;

8. Ecnv Tbl cBuaeTesb KubepbynnnHra. TBom AeMCTBMA: BbICTYNUTb NPOTUB NPecieoBaTtens, Nokasatb emy,
YTO €ro AeNCTBMA OLLEHNBAIOTCA HEraTUBHO, NOAAEPMKATL KEPTBY, KOTOPOM HYXKHa NCUXONOrMYecKan
NMoMoLLb, COOBLLMTL B3POC/IbIM O daKTe arpecCUBHONO NOBEAEHUSA B CETU.

MobunbHbIN TenedoH

CoBpemeHHble cMapTHOHbI U NAAHLETbI coaepKaT B cebe BNosIHe B3pOC/blii PYyHKLMOHAN, U TENepb OHU
MOFYT KOHKYPMPOBATb CO CTaLMOHAPHbIMM KOMMbloTepamu. OgHaKo, CpeacTs 3alLmTbl AN NOL00HbIX
YCTPOMCTB NOKa 04eHb Masio. TeCTMpoBaHUE N MOUCK YASBUMOCTEN B HUX NMPOUCXOAMUT HE TaK MHTEHCUBHO,
KaK ana MK, To ke camoe KacaeTca U MOBUbHbIX MPUIOKEHUIA.

CoBpemeHHble MOBU/IbHbIE Bpay3epbl yKe NPaKTUYECKW SOMHAAM HAaCcTO/IbHbIE aHAOMM, OAHAKO
pacwmpeHne byHKLUMOHaNA BAeYeT 3a cob0i 60/bLLYIO CNOKHOCTb M MEHbLUYHO 3aLWMLEHHOCTb.

[Janeko He BCce NPOM3BOAUTENN BbIMYCKAOT 0OHOBAEHWS, 3aKPbIBalOLLME KPUTUYECKME YA3SBUMOCTMU A5
CBOMX YCTPOWCTB.

OcHoBHble coBeTbl ana 6ezonacHocTM mobunbHoro TenedoHa:

1. Huuero He aBnseTcsa no-HacTosAwemy 6ecnnatHbiM. Byab ocToporkeH, Beab Koraa Tebe npeanarator
6ecnnaTHbI KOHTEHT, B HEM MOTYT BbITb CKPbITbI KAKMe-TO NAaTHbIE YCAYTU;

2. lymai, npexae yem otnpasuTb SMS, doTo uamn suaeo. Tbl TOYHO 3HaeLb, rAe OHM ByayT B KOHEYHOM
uTore?

3. Heob6xoaMmo 06HOBAAT ONEPALMOHHYIO CUCTEMY TBOETO CMApPTHOHa3;

4. Ucnonb3yi aHTUBUPYCHbIE NPOrpaMmbl A8 MOBUIbHbIX TenedOoHOB;

5. He 3arpykait NpuioKeHna oT HEU3BECTHOTO UCTOUYHMKA, BEAb OHU MOTYT COZEpP KaTb BPeAOoHOCHOe
nporpaMmmHoe obecneyeHue;

6. Mocne Toro Kak Tbl BbINAELWb C CaliTa, rae BBOAWA INYHYIO MHPOPMaLMIO, 3aAaAN B HACTPOMKKM Bpay3sepa u
yaanu cookies;

7. Mepuoamnyeckn nposepsal Kakue nNaaTHble YCayrM akTUBUPOBAHbI HA TBOEM HOMEPE;

8. [aBait cBO HOMep MOBUABbHOTO TesledOoHa TOIbKO NIOAAM, KOTOPbIX Thbl 3HAELb U KOMY A0Bepsellb;

9. Bluetooth gonkeH 6bITb BbIKIOYEH, KOTAA Tbl UM He Nob3yelbes. He 3abbiBaii MHOTAA NPOBEPATL 3TO.
Online urpbl

CoBpeMeHHble OHIAMH-UTPbI - 3TO KPACOYHbIE, 3aXBaTbIBAlOLLME pPa3BAeYeHNs, 06begUHAIOWME COTHM ThICAY
YesI0BEK MO BCeMy MUPY. UrpoKK nccienytoT AaHHbBIN UM MUP, 06LLAOTCA APYT C APYTOM, BbINOHAIOT
3a[,aHWA, CPAXKAKOTCA C MOHCTPAMM U MOJYYaOT OMbIT. 332 YA0BONLCTBME OHM NAATAT: MOKYMNaoT AUCK,



On/IauMBatoT aboOHEMEHT 1AM NPUOBpPEeTatoT KaKMe-To onuuu.

Bce 37K cpeacTBa MAYT Ha NOAAEPKAHUE U PA3BUTUE UTPbI, @ TaKKe Ha caMy 6e30NacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI @aBTOPU3ALLMM, BbIMYCKAOTCA HOBbIE NaTuu (LMdpoBble 3anaaTku Ann
nporpamm), 3aKpbIBatOTCA YA3SBUMMOCTU CEPBEPOB.

B noA06HbIX Urpax CTOMT ONACATbCA HE CTO/IbKO CBOMX COMEPHMKOB, CKOJ/IbKO KParku TBOEro Napons, Ha
KOTOPOM OCHOBAHAa CUCTEMA aBTOPU3aLLMKN BONbLUMHCTBA Urp.

OcHoBHble COBETbI MO 6€30MNaCHOCTM TBOEIO UIPOBOrO aKKayHTa:

1. Ecnv gpyron UrpoK BeaeT cebs Naoxo uam cosgaeT Tebe HENPUATHOCTU, 3abBJIOKUPYIA €ro B CIUCKE
WUTPOKOB;

2. Morkanynca agMUHUCTPATOPAM MIPbl HA NI0X0E NOBEAEHME 3TOTO UIPOKa, KENATENbHO NPUIOKUTb KaKkne-
TO AOKa3aTeNbCTBaA B BUAE CKPUHOB;

3. He yKasbiBali InYHY0 MHPopMaLMio B npodaitae urpbl;

4. YBarkall 4pyrnx y4aCTHUKOB NO UTPe;

5. He yctaHaBanBai HeoduuManbHbIe NaTYn U MOAbI;

6. Micnonb3yi CNIoXKHbIE U pa3Hble NAapo/iu;

7. [Narke BO BPeMsA Urpbl HE CTOUT OTK/ItOYaTb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

DULWKHT AW KParKa JINYHbBIX AAHHbIX

O6bluHOM KpakeW geHer U LLOKYMEHTOB CEroAHS Y»Ke HUKOro He yAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTUI 3/T0YMbILIEHHUKN NEPEMECTUINCD B UHTEPHET, U MPOAO0/IKAIOT 3aHUMATLCA «JII0OMMbBIM»
OeNIoM.

TaK nosBWIacb HOBas Yrpo3a: UHTEPHET-MOLUEHHMYECTBA AN QULLIMHT, I1aBHAA Lie/lb KOTOPOro COCTOMUT B
noJlydeHUM KOHOUAEHUMAIbHBIX AAHHbIX MOJ/Ib30BaTesIel — JIOTMHOB M Naponeit. Ha aHrIMMCKoM A3blike
phishing ynTtaeTtcs Kak duwmHr (ot fishing — pbibHas nosns, password — naponb).

OcHoBHble cOBETbI N0 6opbbe ¢ UWNHIOM:

1. Cnepm 3a cBOMM akKayHTOM. Eciv Tbl Nofgo3peBaellb, YTO TBOA aHKeTa bblsia B310MaHa, ToO Heobxo4Mmo
3ab610KMPOBATL €€ M COOBLWNTL agMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKopee;

2. Ucnonb3yii 6besonacHble Beb-CaliTbl, B TOM YMCNE, UHTEPHET-MArasvHOB U NMOWCKOBbLIX CUCTEM;

3. icnonb3yi CNOXKHbIE U pasHble Napoau. TakMm obpasom, ecm Tebs B3/1I0MALOT, TO 3/T0YMbILUNEHHUKN
noJiyyaT A0CTYN TO/MIbKO K O4HOMY TBOEMY NPOPUIIO B CETU, @ HE KO BCEM;

4. Ecnv Tebs B3Iomanu, To HeobxoaMmo npeaynpeamTb BCEX CBOMX 3HAaKOMbIX, KOTopble A06aBneHbl y Tebs B
APY3bAX, 0 TOM, YTO Te6A B3/IOMa M U, BO3MOXKHO, OT TBOEFO MMEHW ByZeT paccbinaTbCa CMam M CCbIIKM Ha
dULWINHTOBbIE CaNTbI;

5. YcTaHOBM HagexHbi naponb (PIN) Ha MoObUAbHbIN TenedoH;

6. OTK/OUYM COXpaHeHUe napons B bpaysepe;

7. He oTKpbiBait ¢ainibl M gpyrue BNOXKEHMSA B NMUCbMaX AaXKe eC/iv OHW NPULLAN OT TBOUX Apy3ei. Jlydle
YTOYHW Y HUX, OTNPABAAAN N OHM Tebe 3TK dannbl.

Undposasa penytaumsa

LUndposasa penyTaumsa - 3To HEraTUBHAA WM NO3UTUBHAA MHOOPMaUMA B ceTu o Tebe. KomnpomeTupytoLas
MHbOPMaUMa pa3meLl,eHHas B UHTEPHETE MOKET cepbe3HbiM 06pa3om 0TPa3nUTbLCA Ha TBOEM peasbHOM
XU3HU. «Lndposana penyTtauma» - 3To TBOM UMUAK, KOTOPbIN popmmpyeTca ns nipopmauunm o tebe 8
UHTEepHeTe.

TBOE MeCTO XUTeNbCTBa, y4ebbl, TBOE GPUHAHCOBOE NONOKEHNE, 0OCOBEHHOCTM XapaKTepa M paccKasbl O
6M3KKX - BCE 3TO HaKaN/IMBaeTCa B CETH.

MHorve NoApOCTKM NETKOMBIC/IEHHO OTHOCATCA K Ny6/AMKaLMKU IMYHOM MHPOpMaunn B UHTepHeTe, He
NOHMMan BO3MOXKHbIX NOCNeACTBUN. Tbl AaXKe He CMOXKeLlb A0raaaTbca 0 TOM, YTo ¢poTorpadus,
pa3mMelleHHan 5 net Hasag, cTana NPMYMHOM OTKasa NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelleHme TBoux poTtorpaduin u apyrue AeMcTBMA MOTYT HE MCYE3HYTb AaKe nocae Toro,
KaK Tbl MX yAanuub. Tbl He 3Haellb, KTO COXpaHWA 3Ty nHopMaLMio, Monana M OHa B MOUCKOBbIE CUCTEMbI U
COXpaHWNach /i1 OHa, a FNaBHOE: YTO NOAYMAOT 0 Tebe OKpyXKaloLLee loAu, KOTOpble HalnayT U yBUAAT 3TO.
HaliT HOopMaLMIO MHOFO NIET CNYCTA CMOXKET I0O0I - KaK M3 A06pbIX NOBYKAEHWNN, TaK U C HAMEpPeHUeM
NPUYMHUTL Bpes,. ITO MOKET BbITb KTO YroAHO.



OcHOBHble COBETbI NO 3aLLuTe LMbpPOoBONM penyTaumu:

1. Nogymait, npexae Yem 4To-To Ny6/IMKOBATL M NepeaaBaTh Yy ceba B 610re nan B coLManbHOM ceTy;

2. B HacTpoiikax npodunn yCTaHOBM OrpaHUYEHMsA Ha MPOCMOTP TBOErO NPOPUIA 1 Ero COLEPHKNMOTO,
cAenam ero ToNbKo «ANs Apy3en»;

3. He pasmeLuai 1 He yKasbiBall MHGOPMaALMIO, KOTOPAA MOMXKET KOro-Mbo ocKopbasaTb AK 0buKaTh.
ABTOpCKOe nNpaso

CoBpeMeHHble WKOJ/IbHUKKN- aKTUBHbIE M0Nb30BaTeNN UMdPOBOro NpocTpaHcTea. O4HAKO fasieko He Bce
3HAIOT, YTO NOJ/Ib30BAaHNE MHOTMMW BO3MOXKHOCTAMM LUMbPOBOro Mmnpa TpebyeT cobatogeHns npas Ha
WHTENIeKTYa IbHYI0 COOCTBEHHOCTb.

TepMUH «UHTENNEKTyaNbHaA COBCTBEHHOCTbY» OTHOCUTCA K Pa3/IMuHbIM TBOPEHUAM Ye10BEYECKOro yma,
HauYMHasA C HOBbIX M306peTeHNI 1 3HaKOB, 0603HaYaOLLMX COBCTBEHHOCTb HA MPOAYKTbI U YCAYTU , U
3aKaHuMBaA KHUramm, potorpadmsamm, KWUHOPUAbLMAMM N My3blKa/IbHbIMU MPOU3BELEHUAMM.

ABTOpPCKME NMpPaBa - 3TO NPaBa Ha MHTEIIEKTYaIbHYO COBCTBEHHOCTb HA NMPOW3BEAEHUA HAYKU, IMTEPaATypbl U
MCKyccTBa. ABTOPCKME NPaBa BbICTYMNakoT B KAYECTBE rapaHTUM TOrO, YTO

WHTENNEKTYabHbIA/TBOPYECKUIA TPYA, aBTOpa He ByaeT HanpacHbIM, 4acT emy CNpaBea/IMBble BO3MOXKHOCTH
3apaboTaTb Ha pe3ynbTaTax CBOEro Tpy4a, NOYyYNTb U3BECTHOCTb U NMPU3HAHMe. HUKTO 6e3 paspeLueHus
aBTOpPA HE MOXKET BOCMPOM3BOAUTL €r0 NPOU3BEAEHME, PACTIPOCTPAHATL, NYyOJIMYHO AEMOHCTPMPOBATD,
npoaaeaTb, UMNOPTUPOBATb, NYCKaTb B NPOKAT, Ny6ANYHO UCMONHATL, NOKa3blBaTb/MCMONHATL B 3dUpe nan
pa3smeLaTb B MHTepHeTe.

Mcnonb3oBaHWe «MMPATCKOro» NPOrpaMmmHOro obecrneyeHmns MOXKeT NMPUBECTU K MHOTUM PUCKAM: OT noTepu
AaHHbIX K TBOMM aKKayHTam 4,0 6/10KMPOBKM TBOETO YCTPOMCTBA, F4e YCTaHOB/IEHHbIN He fierasibHas
nporpamma. He cTouT TaKKe 3abbiBaTb, YTO CYLLECTBYET JierasibHble 1 becnaaTHble NPOrpamMmMbl, KOTOpble
MOKHO HalTW B CETU.



