3akno4yeHMe o0 COOTBETCTBUU CUCTEMbI 3aLLNThI NePCOHanNbHbLIX AaHHbIX
TpeboBaHuam Ne152-d3 «O nepcoHanbHbIX AaHHbLIX»

000 «Kappg Cek»

(HauMeHOBaHNE OpraHKU3aLMn-U3roToBUTENS, haMunus, UM, OTYECTBO MHAWBUAYANEHOO NPEANPUHAMETENA, NPUHABLIMX AEKNAPALMIO O COOTBETCTBAN)
(agpec, TenedoH, hakc)

TNMvuensua @CTIK Ha OeATENbHOCTL N0 TEXHWYECKORN 3aLlMTe KoHvaeHUMansHoW MHdopMaLunm
NeJ1024-00107-00/00583151 o1 22 Hosadpa 2016

B nuue reHepanbHOro gupekTopa MeaHoBa AnexcaH.qpa POpbeBuqa
(PamMunus, UMA, OTUECTBO PYKOBOAUTENA OPraHn3auui, OT UMEHW KOTOPOI NPUHWMAETCA AeKnapaums)

3aABNSAeT, YTO B pesynbTaTe MPOBEAEHHOrO ayauTa CUCTEMbI 3allWThl NepcoHanbHbix AaHHbix WCTMOH «Mnatdopma
«HAnpekc.Obnako» B oTHOLWEeHUU CepBUCOB, NPonucaHHbIX B MpunoxeHun 1, paametyerHbix 8 LIO/:

e 000 «Anpexc ALl Bnaaumup» no aapecy r. Bnaaumup, yn MNouckosaa (Mkp. SHepretuk), a. 1:
o 000 «HAnpexc All» no agpecy yn. MywkuHa, 4.21, r. Cacoeo;
e 000 «HAnnexc ALl Kanyra» no aapecy r. Kanyra, 1-in AsToMmobunbHbIi npoesa, 4. 8

Ha MOMEHT NPOBeAeHNsA OLEHKM COOTBETCTBUA ObINW BLINOMHEHLI BCE HEOOXOAUMbIE MEPbI ANs HeNTpan3aumny akTyanbHbix
yrpos GesonacHocTu MAH. Mo pesynkTaTaMm MoAenupoBaHWs yrpos Obinu NpuaHaHsl akTyarnbHbIMW yrpo3sl TRETEEMO TUNa U
HeakTyanbHbIMIK Yrpo3bl NEPBOro M BTOPOro TUna.

Tarxe yctaHosneHo cootsetcTene UCMAH «Mnatdopma «Anaekc.O6nako» TpebosaHuaM:

1. Ne152-®3 «O nepcoHankbHbIX AaHHbIX» OoT 27 utona 2006 r.

2. «TpeboBaHMWsA K 3allMTe NepcoHanbHbIX AaHHbLIX NPy UX obpaboTke B MHOPMaLMOHHLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX», yTBepXAeHHble MocTaHoBneHueM lMpaBuTtenscTea Poccuinckon Pegepauyun Ne 1119
ot 01.11.2012 r.

3. «CocTtaB M cogepxaHiie TEXHUYECKUX U OpraHM3aLuoHHbIX Mep no obecneyeHuo 6e3onacHoOCTU
rnepcoHanbHbIX AaHHLIX NpU UX 06paboTke B MHOPMaLMUOHHBLIX CUCTEMAaX NepcoHanbHbIX AaHHbLIX»,
yTBepkAeHHbIN Mpukazom ®PCTIK Ne 21 ot 18.02.2013 1.

(OBo3HaueHNe HOPMATUBHBIX AOKYMEHTOR, COOTBETCTEME KOTOPLIM NOATEEPKAEHO AaHHON AeKnapaumen ¢ ykasaHuem NyHKTOB, cofepKalnx Tpebosanna Ana AaHHon
npoayKuuu)

B UCNOR «Mnatdopma «Angekc.0bnako» obecnevnsaeTcs: 1- ypoBeHb 3awmweHdHocTu MNMOH

KpaTkoe onucaHWe BCTPOEHHbLIX 3alimTHbIX MexaHwamoB MCMAOH «Mnatdopma «Axgexkc.06nako» M 3alUWUTHBIX Mep,
BbIMOMHEHWE KOTOPbLIX MO3BONUT KNWeHTaM BbINONHWUTE TpeboBaHusa 3akoHodaTenbcTsa PO K nepeoMy  YPOBHKO
3aLLMLIEHHOCTM NepcoHanbHbIX AaHHbIX, NpvBeaeHo B Mpunoxernn 2.

Cxema OeknapupoBaHna COOTBETCTBUSA Ha OCHOBaHWUM COBCTBEHHLIX 40Ka3zaTenbLCTB
B 000 «Angekc.06nako» NpUHATLI OpraHn3aLlMOHHbIE U TeXHUYeckue Mepbl, oGecneymBaloliMe COOTBETCTBUE

MCNOx «Mnatdopma «AHgekc.O6nako» TpeboBaHuam Ne152-93 «O nepcoHanbHbIX JaHHBIX» U €ro Nog3akoHHbIX
aKTOB

NaTta nognucaHus 29.09.2025

reHepansHblid gupektop OO0 «Kapa Cek», Msaros AKO.

(Muvumane, damunna)




Mpunoxexue 1. Cnncok cepBucoB B obnacTtu ayauTa cuctemMbl 3awmtbl UCIMNOH
«Mnardopma «AHgekc.O6nako»

Yandex ldentity and Access Management
Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex AP| Gateway

Yandex Managed Service for: (PostgreSQL, MySQL®, ClickHouse, Valkey™, Apache Kafka®, OpenSearch,
Apache Airflow®)

10. Yandex Data Processing

11. Yandex MPP Analytics for PostgreSQL
12. Yandex Container Registry

13. Yandex Cloud Registry

14. Yandex Cloud Functions

15. Yandex loT Core

16. Yandex Managed Service for Kubernetes®
17. Yandex DatalLens

18. Yandex Cloud Marketplace

19. Yandex Message Queue

20. Yandex SpeechKit

21. Yandex Database

22. Yandex Translate

23. Yandex DataSphere

24 Yandex Application Load Balancer

25. Yandex DataTransfer

26. Yandex Vision OCR

27. Yandex Audit Trails

28. Yandex SpeechSense

29. Yandex Al Studio

30. Yandex Smart Web Security (SWS)
31. Yandex SmartCaptcha

32. Yandex Security Deck (DSPM - Data Security Posture Management)
33. Yandex Cloud Postbox

34. Yandex ldentity Hub

35. Yandex StoreDoc

36. SourceCraft

(HaumeHosaH e, TUN, Mapka NpoayKUMK, Ha KOTOPYKO pacnpocTpanaeTcs Aeknapauus, ko OK 005-93 u (unwn) TH B3I CHIN)
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MpunoxeHue 2. PazaeneHue oTBETCTBEHHOCTY 3a 3alMUTY NePCOHanbHbIX JAHHbIX

WcTouHuk
TpeboBaHns

CopepxaHue Mep no obecneyveHnio
6e30nacHOCTU NepcoHanHbIX
DaHHBLIX

BcTpoeHHbIe 3alUTHbIe
MexaHusmel Mnardopmei
wAnpekc.06nako»

3alwmTHble Mepbl,

KOTOPbLIE AOMKHbI
BbINOMHUTE KITUMEHTLI
Ana goctwkenua ¥3 - 1

NAD.1 NpenTudmkauna v ayteHTrdmkaums Ha yposHe: Ha ypoBHE  KIWMEHTCKUX
' none3oeaTenew, ABNSHLWNXCA BMPTYarbHbiX MawmMH ¢
paboTHMKamu onepatopa * pUSnYEcKorD KINEHTCKIX Docker-
oBopyAoBaHna KOHTENHEPOB
[Mnatgopmsl;
e CpeacTs ynpasneHus
CPEA0N BUPTYanuaauum,
® CEpBUCHBLIX/CNYXEbHbIX
cepeepoB [natdopmbl  ©
NpoUnx BUPTYanbHbIX
YyCTPOWCTE;
¢ cepsucor [Mnarhopmel.

NAD.2 MoeHTudbukaums n ayteHTudrkanms Ha ypoBHe  dhusmueckoro | He npumeHaeTcs
YCTPOICTB, B TOM 4UCIe CTauMoHapHbiX, | obopynosanua Mnardopmel
MOBUMBHBIX 1 NOPTaTUBHEIX

MAD.3 Ynpasenexue naedtucbukatopamu, B ToM | Ha yposre: Ha ypoBHE  KIMEHTCKUX
4yucne Co3gaHne, NpUCBoeHNE, BMPTYarbHbiX  MalMH W
YHUMTOXEHWE UOSHTUNKATOPOB ® (pusmyeckoro KITMEHTCKIX Dacker-

obopyaosaHna KOHTEHEpOB

MNAD.4 YnpaeneHue cpeacieamu Mnatdropmbl;
ayTeHTUhmKaumm, B TOM HUCne
XpaHeHue, Bblaatia, MHULManiaaums, o i YHpABIIEHVS
BROKNPOBaHNE CPECTE CPEAoK BUPTYanuaauuu;
ayTeHTUhrKaumn U NpUHATUE MEp B o CEPBYCHBIX/CNYKEBHBIX
cnyyae yTpatbl U (Mnu) KomnpoMmeTaLmy cepsepoE  ThatdopmMbl 1
CPeAcTs ayTeHTuduKaummn APOHMX BUPTYANbHBIX

NAD.5 3aluTa obpaTHOM CBSaN NpK BBOAE YCTPOWCTE,
ayTEHTUPUKALMOHHOM UHDOPMALNK cepancos Mnathopmbl.

NAD.6 MpoeHtndukauma n ayteHtutmnkauns Ha ypoeHe  pociyna k| Ha ypoBHE  KNWEHTCKMX
nons3oBaTeneil, He SBNAKLLMXCA cepsucam Mnatchopmbl, | BAPTYanbHLIX  MawMH K-
paboTHWKamMK onepaTopa (BHELUHNX npeaocTasnNgeMeslM KNMeHTaM | KIMMEHTCKNX Docker-
noneL3oBaTenem} KOHTENHEPOB

yng.1

YnpaeneHue (3aBefeHue, akTmeaums,

Ha yposHe:

Ha

YPOBHE  KINMEHTCKUX

BNOKMPOBAHUE W YHULTOKEHWE) BUPTYaNbHbIX  MalWWH 1
YUETHBIMM 3aMMcaMu nonbaosaTenei, 8 | ° PYavHecKoro KNMEHTCKIX Docker-
TOM YMCIE BHELLIHWX NoMb3oeaTenes obopynoeaHns KOHTEHEPOB
Mnardopmel;
yna.2 Peanuzauma HeobxoaumMbix METOOOB
(AVICKPELMOHHBIA, MaHAATHKIA, ponesoin | ° CPEACTE ynpasneHna
WAV MHOW MeTo), THNOB (YTeHne, Cpeaown BUpTYaImaaLig
3anuchb, BLIMOMHEHWE WITW UHCH TUN) 11 o CEpPBUCHBIX/CIYKEBHBIX
npaBun pasrpaHy4eHns JocTyna cepeepos  [Natqopmsl
NpoUnx BUPTYaNEHbLIX
YCTPOWCTS;
o cepsucos [nardepmbl.
yna.3 YnpaeneHue (hunsTpauus, YrpagneHue ceTeBbiM | YnpaeneHwe CETEBbIM
MapLUpyTHU3aLns, KOHTPONL COSAUHEHWA, | 0CTYIIOM Ha ypOBHE AOCTYNOM:
oOHOHANPABMNEHHaA Nepefa|a n uHbie
CcrocoBbl ynpasneHns) ® qjﬁmzmqecuoro o Mexay _ CermeHTamu
WHPOPMELMOHHBIMM NOTOKAMK MEXY OUBRYAOBAENS g
YCTPORCTBAMY, CerMeHTaMY Mnardopmii; BUPTYarkbHOW CeTw;

MH(DOPMALMOHHON CUCTEMB!, a TaKkKe
MEXOY MHOPMALMCHHBIMY CUCTEMAaMY

® CEpRBNCHBIX/CITYKEDHbLIX

e CETEeBOro
KITMEHTCKOW

gocTyna K

(8]
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NcTo4HMK

CopepxaHue mep no obecnevyeHnto

BcrpoeHHbie 3allUTHbIe

3aWmTHbIe Mepbl,

KOTOpPbIE AOIMKHBI
Be3onacHOCTU NepcoHanbHBIX mexaHuambt lNMnardgopmei
TpeboBaHusA BLINOMNHUTE KIUEHTbI
OaHHbIX «Annexkc.O6nako»
ANs gocTmkeHua ¥3 - 1
ceten MNnatdopmsl, BUPTyanbHOW CeTK W3-3a
ee npe/ernos.
e OrpaHunyedune AocTyna
MENY CermMeHtamn CeTen
PasfvyHblX KITUEHTOR
Mnatdopmsl;
s OrpadyWdeHne JocTyna  wma3
KITMEHTCKMX ceten B
CEPBUCHYI/CNYMeDHYIO
ceTb.
yng.4 PasneneHue nonHoMouvi (ponen) Ha ypoBHe: Ha ypoBHE  KIIMEHTCKUX
none3oBaTtene, agMUHNCTPaTOPOB 1 BUPTYalbHbIX  MalvH U
nuL, oBecneunBaraLLmMX * (pnsn4eckoro KIMEHTCKNX Docker-
(PYHKLMOHWMPOBaHUE UHDOPMALMOHHON oBopyAoBaHMs KOHTEeRHepoB
AleraRil Mnatdopmsl;
Yna.5 HaaHaueHure MUHUManLHO * CpeacTe ynpasnenna
HeOBXoAUMBIX NPas 1 NpUBUNErii CREAOM. BUDTYATIaLInY;
nonb30BaTeNaM, agMyHrcTpaTopam u o CEPBUCHBIX/CMYKEBHBIX
nuuam, obecneyunBanLLym , cepeepos  [nathopmsl v
PYHKLMOHUPOBaHWUE MH(POPMALIMOHHON ApoUMX BUP TYANbHbIX
il YCTPORCTE;
Y. OrpaHuyeHmne HeyCneLHbIX NonLITOK e cepavncos Mnarhopmbi.
BX0OOa B MHMOPMALMOHHYK CUCTEMY
(mocTyna K MHQOPMALIMOHHOW CUCTEME)
yna.10 briokupoBaHwe ceaHca 4ocTyna B
MHCOOPMALMOHHYIO CUCTEMY NOcne
YCTAHOBMNEHHOIO BpeMeHK De3nencTena
(HEaKTUBHOCTM) NOML3CBATENS UK 10
ero 3anpocy
yrng.11 PaspelueHue (3anpeT) AencTemm
nonb3oBaTenen, paspeLleHHbIX A0
WOEeHTUUKaUWN 1 ayTeHTUhuKaumm
yraa3 Peanuzalua 3awmileHHoro yaanesHoro | Ha yposHe pocryna: Ha ypoBHe ypaneHHoro
JocTyna cybbekToB 4ocTyna k obberTam ) [0CTYNA K KITMEHTCKUM
[IOCTYNa Yepea BHeLLHIE * nons3oBaTerien CEPBUCAM | gioTvanuHLIM CopBepam 1
MHOPMALIMOHHO- Mnatchopmbl; krinenTokum Docker-
TENEKOMMYHUKALWOHHBIE CaTU o AMUHWCTPATVBHOIO KOHTEWHepam
poctyna Ko (huan4ecknMm W
BUPTYaNbHBEIM
cepBUCHbIM/CNYXeOHbIM
CHCTEMHBLIM KOMMOHEHTAM.
ynpo.14 PernameHTaums v KOHTPONL He npumeHseTcs He npumenseTca
MCNOMb30BaHWUS B MHDOPMALMOHHOM
cucTemMe TexHonoruin 6ecnpoBoaHOro
goctyna
yna.1s PernameHTaumsa v KOHTPOIb He npumensaeTca He npumeHseTcy
MCNONb30BAHUA B WHOPMALMOHHON
CUCTEME MOBUNBHBIX TEXHUYECKMX
cpencrs
Yno.16 YnpaBneHvwe B3anmMoaenCcTBrEM C Ha yposHe ! Tlpw opraHmnaaliin Takoro
VHOPMALMOHHBIMW CUCTEMEMU CepPBUCHBLIX/CIIYKEDHBIX B3AUMOLEVNCTBUA C
CTOPOHHWX CpraHu3atyii (BHelwH e CUCTEMHBIX KOMMOHEHTOB. KNWeHTCKUMI
MHDOPMALIMOHHBIE CUCTEMbI} BUPTYaNsHLIMY MALIMHAMU
v knueHTckmmu Docker-
KOHTENHepamm
yng.av ObecnedeHvie QOBEREHHOK 3arpy3ku Ha yposHe He npumensieTca

cpeacte BbIMUCIUTEMNBHOW TEXHUKW

CEPBUCHLIX/CRYKEBHBIX
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WeTouHuk
TpebosaHusA

CopepxaHue Mep no obecneveHur
6e30nacHOCTH NePCOHaNbHbIX
OaHHbIX

BcrpoeHHbie 3alUTHbIS
MexaHuamel Mnatdopmbl
«HAnpexc.06nako»

3alnTHBLIE MEpbI,

KOTOPLIE [OSMHbBI
BbINOMNHUTE KNUEHTbI
ans pocTtvkeHua Y3 - 1

CHUCTEMHbIX KOMIOHEHTOB

PCB.1

CTOPOHHWE OpraH1sauuy Ana peMoHTa
WINY YTUNU3aLmMK, a TaKKe KOHTPOMNb
YHUMTOXEHWA (CTUPaHWA) UK
obesnu4neBaHus

OnpepeneHune cobeimnit BezonacHocTy,
nogneXatiux perMcTpanmn, ¥ CPOKoB 1x
XpaHeHus

PCB.2

OnpeaeneHue cocTasa W coaepxaHus
vHhopmauuy o cobsuiTnax
He30MacHOCTH, NOANEKall|nX
perncTpadnn

PCB.3

Cbop, 3an1ck 1 xpaHeHue nHpopMaumn
0 cobbITuax Be30MnacHoCT B TeHEHne
YCTAHOBMNEHHOMO BPEMEHWN XPaHEHWS

PCBE.5

MoHUTOPUHT (MPOCMOTP, aHanns)
pesynLTaToBR PerncTpaLyi cobhiTui
6e30NacHOCTW 1 pearvipoBaHne Ha HUX

SawmTa nHPopMaLin 0 CobbITUAX
DesonacHocTr

onc.2 YnpaBrneHue yCTaHoBKOW Ha ypoBHe: Ha ypoBHE KITMEHTCKMX
(MHCTaNMAUMER ) KOMIMOHEHTOB BUDTYANbHbLIX MAWWH U
NPOrpaMMHOro obecrneveHus, B Tom * usndeckoro knmenTernx Docker-
YUCTE ONPEAENEHNE KOMIOHEHTOB, obopyposaHms KOHTEMHEPOB
NOANEKALLMX YCTAHOBKE, HACTPOMKA Mnatcpopmer;
NapaMeTpoB YCTEHOBKA KOMMOHEHTOR, * CEPBUCHBIX/CNYKEGHBIX
KOHTPOMb 32 YCTAaHOBKOW KOMMNOHEHTOB cepeepos  natopmsl v
nporpamMMHore obecneverHus NpOUMX BUPTYanbHbIX
YCTPOWCTB.
orc.3 YCTaHoBKa (MHCTANNALMS) TOIBKO Ha yposHe: Ha ypoBHe KNUEeHTCKNX
paspeLLeHHOro K UCMoMNbL30BaHMIO BUPTYANEHbLIX MaLLUVH 1
MPOrpaMMHOro oBecnevenus u (unu) ero | ° PMSVHECKOTO knuenTckux Docker-
KOMMOHEHTOB 0bopyAoBaHus KOHTERHEPOB
Mnardopmel;
e CEpBUCHBLIX/CNYKEBHBIX
.cepsepos  [inartgopmMel
NpPoYKnX BUPTYaAlbHBLIX
YCTPOWCTB.
3HN.1 Y4yeT MaluuHHbIX HOCKTENEeN Ha  ypoeHe  dwu3snueckux | He npumeHumo
NepcoHanbHEIX AaHHbIX HocUTENER UHhopMaLUnK,
NpUMeHseMbIx B pamkax
Mnardopmb.
3HW.2 YnpaeneHve JoCTyNOM K MatlvHHbIM Ha ypoBre (huanqecknx He npumeHnmo
. HOCUTENSM NEePCOHalNbHbLIX JaHHbLIX HOoCHTENEN MHIOPMaUUK,
NMPUMEHSIEMBIX B paMKax
(nardopmbl.
3HW.8 YHUUTOXEHUWE (CTUPaHUE) UMK Ha  yposHe  dwmawdeckux | He npumeHumo
06e3NUYMBAHWE NEPCOHANEHBIX AAHHBIX | HOCUTENEn uHEhopMaumn,
Ha MaLUWHHBIX HOCUTENSAX MPK WX npumMeHseMblx B paMkax
nepegadve Mexay nonb3osaTensmMu, B Mnathopmel.

Ha ypogHe:

® CEpPBUCHBIX/CNYKEDHBIX
CUCTEMHBIX KOMIMOHEHTOB;

o cepsucoe [nartciopmel, B
TOM  YWCNE  KIWMEHTCKUX
[CnCTBUA no
MCNoNbL30BaHMI0 CEPBUCOB.

Ha ypoBHE KIMEHTCKMX
BUPTYarbHbIX CEPBEPOB W
Docker-koHTensepos, a
TAKKE UCNONb3YEMOTo Ha
HIX MPOrpPamMMHOro
ofecnevueHuns v cpeacTs
32UMTE UHDOPMaLAN.
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(BupycoB)

MCNONb3yemasn Ha cepsepax,
NPaKTVYECK HE NOLBEDKEH
BUPYCHOMY 3apaeHunio. Ha
cepeepax HeT NnpamMoro
poctyna B VIHTepHeT u
ucnoneayetca HIDS

| Ha

AH3.1

BeisBneHve, aHanua yassrMMOCTEN
WMHCPOPMALMOHHON CUCTEMBI W
onepaTuBHOE YCTPaHeHWe BHOBL
BbIABNEHHBIX YA3BUMOCTEN

COB.1 OBHapyKeHWe BTORKEHWI Ha ypoeHe:

COB.2 OBHoeneHwe Hazk! peluawLLX NPasun o (DUBMYECKOTO
obopynosaHns
Mnardopmel;

e CEepPBUCHBIX/CINYKEDHBLIX

cepeepos  [Mnatdopmbl  u
NpPo4MX BMPTYanbHBIX
YCTPOWCTB.

Ha ypoeHe
CepBUCHbIX/CNYMeBHbIX
BUPTYANBLHBIX 1 hU3niecknx
CUCTEMHBIX KOMAOHEHTOB

AH3.2

KoHTponb ycTaHoBKky oBHOBNEHWIA
fpOrpamMMHOro oBecneHeHus, BKIYas
0BHOBNEHUE NPOrPaMMHOTO
obecrnedeHus CPeacTs 3alnThi
WHopMaUMn

AH3.3

KoHTponb paBoTtocnocobHocTy,
NapamMeTpPoB HACTPOWKY 1 MPaBUNBHOCTY
hYHKLMOHUPOBAHWS NPOrPaMMHOro
oBecneyeHus U CPpeacTe 3almThl
nHhopmaumm

AH3.4

KOHTpONb cocTaBa TeXHUHECKNX
CpeacTs, nporpaMmHoro obecnedeHus n
cpeacTB 3awmTsl MHopMaLn

AH3.5

KoHTponb npaeun reHepaunm U CMeHs!
naponen nonb3osaTenei, 3aseaeHus 1
yAaneHns yYeTHbIX 3anvcen
nonb3oBaTenei, peanuaauni npasun
pasrpaHuyeHns [ocTyrna, NorHOMoYun
nonb3oeaTternen B MHAopMaLMOHHOMW
cucreme

OL|f1.1

KoHTponb LenocTHOCTH NPorpaMMHoro
obecnedenns, BKNO4aA NPoOrpamMmMHoe
obecneveHue CpeacTe 3alyuThl
WHopMaLummn

| Ha ypoeHe:
e (DM3NHECKOIO

oBopyaoeannd
Mnavdopmsl;

® CEPBUCHbIX/CNYHEDHbIX
cepeepoe  [Mnatdopmbl
NpOYnX BUPTYansHbIx
YCTPOWCTS.

Security
CopepxaHue Mep no oGecnevyeHnio BcTpoeHHble 3auUTHbIe SAUTHES MEIGL.
WUcTouHuK AEp P R oy, KOTOPbIE JOMKHBI
Be3onacHOCTK NepcoHanbHbiX MexaHuambl NMnardropmit
TpeboBaHus BhLINONHUTE KITWEHThI
DaHHbLIX «frpekc.Obnako»
_Ana goctrkeHns Y3 - 1
AB3.1 Peannaaumsa aHTuBrpYCHOW 3aLnThl He npumeHumo, NoToMy 4TO Ha ypoBHE  KIWMEHTCKUX
AB3D o8 g 3aLUMLLEHHbIR CerMeHT BUPTYarnbHBIX  MAWWH W
' HEBIEHIAG DEEE JEHHEX IPNSHEKDS COACPHMT TONLKO CEPBEPLI. KITMeHTCKIX Docker-
BPEAOHOCHBIX KOMMBIOTEPHBIX MPOTPAMM | (e nay ionnas cucTema, KOHTEHEPOB

YpPOBHE  KIWEHTCKUX

CETMEHTOB CeTu

Ha ypoBHe xnmeHTCKuX
BYPTYanbHbIX MALWKWH 1
knuentckmx Docker-
KOHTENHEPOB

Ha ypoBHE KINNEHTCKNX
BUAPTYaNSLHbIX MaLUKH WU
knunenTeknx Docker-
KOHTEWHEPOB

oun4

OGHapy»XeHue 1 pearnpoBaHue Ha
NoOCTYNNeHne B MHODMAaLUUOHHY

He npumeHnmo, Taxk Kak B
cocras Nnatopmsl He

Ha ypoBHe KNMEeHTCKKMX
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CogepxaHue Mep rno obecrneyeHuio

BCTpOEHHI:IG 3alLUNTHbLIe

3alnTHbIE Mepbl,

UcTouHuk KOTOpbIE SOIMKHbI
BezonacHOCTH NEPCOHanbHbIX MexaHm3amei Mnatdopmit
TpeboBaHua BLINOMHWTE KNUEHTEI
OaHHBLIX «Arpekc.Conako»
a ans goctmxeHns ¥3 - 1
CUCTEMY He3anpaluvBagMbIx BXOAWT YHKUMOHAS 1O NOYTOBLIX CEPEEPOR
ANEKTPOHHLIX COOBLUEHMI (MUCeM, oBMEHY 3NeKTPOHHOM NOYTON
OOKYMEHTOB) M MHOW nHopMaLing, He
OTHOCHALLMXCA K (hYHKUUOHUPOBAHMIO
MHOPMALIMOHHOW CUCTEMS! {3aLuTa oT
cnama)
oarT.3 KoHTponbs Ge3oTkasHoro Ha YPOBHE: Ha yposHe MCTOH
(hYHKLIMOHWPOBAHNSA TEXHUHECKNX KIMEeHTa PE3EPBHOE
c ¢ (HU3NYECKOro
peacTr, obHApY:KeHVe 1 noKanuaauusa s KOMMPOBAHWE W
0TKa30B DYHKLUMNOHUPOBAHMS, MRUHATHE o] OPYADBaHWA BOCCTAHOBMEHNE
MEP MO BOCCTAHOBMEHMKD OTKA3ABLLNX Mnarcopmel; nepcoHankbHbIX AaHHbIX
CPeacTB U UX TECTUPOBAHNE o CCPBUCHBIX/CIYKEBHBIX OCYLIECTBNABTCS
: KIIMeHTOM.
oaT.4 Mepuoanyeckoe pesepeHoe cepsepos  [Inatopmel 1
KOMMPOBAHNE NEPCOHANBHBIX AAHHbIX HA HPCHKA BUPTYANEHBIX | Ha ypoBHE KIMEHTCKNX
pe3epBHbIe MalVHHLIE HOCUTEeNu yerpovers. BUPTYATNBHBLIX MALLMH 1
NEePCoHArbHbIX AaHHbIX BbINOMHASTCH konTennepos Docker
pes3epBHOE KorMpoBaHue
oAT.5 ObecnedeHne BO3MOKHOCTH AnteMaTyaipoBgHHCH

BOCCTAHOBMEHWA NEPCOHANbBHbLIX AAHHbLIX
C pe3epBHbIX MalLUHHLIX HOCUTenen
nepcoHanbHeIX AaHHbIX (DE3EPBHBLIX
KOMWIK) B TEYEHWE YCTAHOBIEHHOIO
BPEMEHHOIO UHTEpBAara

pennukauuna OaHHbIX B
nNaThopPMEHHOM XPaHWUMULLE.

AaHHbBIX OCYLLECTBNARTCA
KITMEHTOM C NOMOLLLHO
nnaTopMeHHEIX
WHCTPYMEHTOB.

3CB1 MoeHTuukaums 1 ayteHtTudurkauna Ha ypoeHe: He npumenmmMo
cyObekToB focTyna n obLekToR gocTyna .
B BMPTyankHOW MHdpacTpykType, B Tom | * CPEACTE YNPaBNEHNS
UNCTIE AAMUHNCTPATOPOR YHPaBAEHMs! EPEA0U BuDTYanmSARAN;
CPEACTEAMU BUDTYARIMIZLIIA s CepeuUCHBbIX/CNYXeBHBIX
3CB.2 YnpaBneHWe [ocTynoM cy6LexkTos cepsepos  [nardopmel 1 " vhoene kvenTcrix
gocTyna k obbekTam gocTyna B o it BUDTYANLHBIX | gyntyansHbix MaLLH 1
BUPTYaNkLHOR MHPACTPYKTYPE. B TOM YOTHOWCIB, knuenTernx Docker-
yucne BHYTPW BUPTYarbHbIX MALLKH o cepaucos Mnartdhopm. KOHTEWHEPOB
3CB.3 Pernctpauna cobeiTwin ©e30NacHOCTY B
BUPTYaNbLHOW MHDPacTpyKType
3CB.6 YnpaeneHve nepemeLleHnem Ha ypoBHe: PeannzoceaHo Ha ypoBHE
BUPTYanbHbIX MaLUWH (KOHTEWHEPOB) 1 l apxutekTypsl [natgopmel
=]
0BpabaTbiBaeMbIx Ha HUX [JaHHbLIX * ‘CPeReTs ynpasnesus
cpegon BupTyanniaum; |
e CepBUCHBLIX/CINYKEDHbIX
cepsepos  Tnardopmer
MPOHNX Blﬂplyaﬂbe\X |
YCTPOWCTE. |
3CB.7 KoHTpOnb LENOCTHOCTW BURTYaNBHON Ha yposHe | Ha ypoBHe KNMeHTCKMUX
WHPPaCTPYKTYPbl ¥ ee KOHDUrypaumn BUPTYaNbHbLIX MALIWH K
8 CEPBUCHLIX/CIYHEtHbIX S W
cepgepoe  [Mnatdopmbl W KOHTERHEpos
NpQYX BUPTYAMBHBIX |
YCTPOWCTB.
3CB.8 PesepBHOE KONMUPOBAHWE JaHHbIX, Ha ypognre: Ha ypoBHE KIMEeHTCKNX
Y ¥
pe3epBUPOBaHVE TEXHUHECKVX CPEACTE, BUDTYANbHBIX MALLKH W
NPOrpaMMHOro obecnedeHs ° CED‘D”CHD'V(‘_’?V'*GQH}"X | knuenTokux Docker-
BUPTYANLHON MHAPACTPYKTYPbLI, a Take cepsepos  Tnatopmsl 1 | yoprejnepos
% Bl 5 &
KAQHAMNOB CBA3M BHYTPW BUPTYAIIbHOW RPN BUDTYaNbHbIX
VOIT ACTR
WHCDPACTPYKTYPEI YETPOMCTE.
3CB.9 Peanuzauwsa 1 ynpasnexue He NpumMernMo, Tak Kax B Ha YpOBHE KNMEHTCKAX
i Yi

SHTUBMPYCHOW 3aLLMTON B BUPTYAITLHON

|

3aumiiaemom KoHType

i

1
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CopepaHue Mep no obecrneveHnto

BcrpoeHHbie 3aunTHbIE

3awuTHbIE MEPLI,

WHPPAaCTPYKTYPLl HA CErMEHTbI
(cermeHTUpOBaHWe BURTYANLHOW
uHpacTpykTyph!) Ana obpaboTkm
NepCOHanbHbIX AaHHbIX OTAENEHbLIM
nonb3osaTtenem 1 (Mnu) rpynnon
forns3osartenen

vCTe K 6e30nacHOCTU NEepPCoHanbLHbIX MexaHu3mMel NMnatdopmbi e ik o S
TpeGoBaHUsA L BipEs DEuE R BbINONHUTE KNNEHTbI
o L ans goctmkerus ¥3 - 1
WHbpacTpykType pacnonoXeHsl knneHTtcknx Docker-
WCKMHOUMTESIEHO CEPBEPHbIE KOHTEWHEDPOE
MOLLHOCTK, nenons3yktes OC
MPaKTUIECKH He
NOABEPMHMEHHBIE BUPYCHOMY
3apameHnio, oTcyTcieyer
NPAMON JOCTYN B UHTEPHET, a
TawKe Ha xoctax
npumenaetca HIDS. |
: { -
3CB.10 PasbueHune BUpTYansHoi YnpaeneHue cetesbiM | Ha ypoBHe cermMeHToB

OOCTYNOM Ha YPOBHE:

® CePBUCHLIX/CRYKeBHBIX
ceten MNMnarhopmel;

e OrpaHnHeHue pocryna
MEXOY CerMeHTaMu ceTen
PAasnuYHbIX KIIMEHTOB
Mnartdopmei.

3TC.3

KoHTpons 1 ynpaeneHue (Huanyeckmm
OOCTYNOM K TEXHUHECKWM CpeacTeam,
CpeacTBam 3almThl HpopMaLMA,
cpencream obecneueHus
OYHKLMOHWPOBAHWEA, a Taloke B
NOMELLEHWA W COOPYIKEHUS, B KOTOPLIX
OHW YCTaHOBNEHbI, NCKNK4alowmne
HECaHKLIMOHMPOBAHHbLIN (Pr3nHeckuin
foctyn k cpegcream obpaboTku
WHpopMaLIMK, CPEACTRAM 3aLUMThbI
uHchopMaumm 1 cpeacTeam
obecneveHVa hyHKLMOHMPOBaHKNA
VHPOPMaLMOHHOW CUCTEMBI, B
NOMELLEHWUS M COOPYXKEHUSA, B KOTOPbIX
OHW YCTAHOEBIEHbI

Ha ypoeHe obecnedenns
chranveckon 6e3oNacHocTH

HoA

CeTh KnneHTa

He npumMeHnmo

37C.4

PasmMeluerne ycTpolcTe BeIBOAA
(oToBpaeHus) nHopMaumn,
VCKIioHaroLLee ee
HEeCaHKUMOHUPOBaHHLIN NPOCMOTP

He HEIMEHHE!TCH g LIOO ana
oTobpaxenus MN1H

He npumeHumo

3TC.5

3almTa oT BHELIHNX BO3AENCTBUN
(BO3OENCTBUIA OKpYX@IoLLEN cpeabl,
HeCTabUNbHOCTH 3MEKTPOCHABMEeHMSA,
KOHOAWMUWMOHWPDOBAHKWA W UHBIX BHELWHWX
thaxTopoB)

i Ha ypoene 1O

[aHHbIX OT PackpbITUs, mogudinkaLn 1

He npumenumo

Ha ypoBHe KIMMeHTCKMUX
BUPTYalbHbIX MaLnH K
knueHTtckux Docker-
KOHTCWHEPOB

3nC.1 Pazpenenve B nHGQOpMaLUOHHONW Ha yposHe:
cuctemMe (yHKUMIA MO ynpaeneHuio
by i e (PUBMYECKOIO
(aOMUHUCTPUPOBAHUIO) 5
“ - \ c A
VHCOPMALIMOHHON CUCTEMON, [‘1 SRy REHV
YNPaBneHunio (aAMUHUCTPUPOBAHMIO) nardopmel,
CMCTEMON 3aLLTl nepeoHastbHbIX o CPEACTR yrpaBnenus
LanHbix, dyHkuwi no obpabotie ) Cpenol BUpTYanuaaLUmn,
NEPCOHANBHBLIX JaHHBIX 1 UHBIX (hYHKUMIA
MHADOPMALIMOHHOW CUCTEMbB! ® CEPBUCHEIX/CNYMEDHbIX
cepsepos [nargopmer  ©
MPOMKX BIPTYAMNBHBIX
YCTPOWCTB,
| o copeucos Mnardopmei.
| T
31C.3 OBecneyeHne 3alWThl NEPCOHANBHBIX | Ha ypoBHE kaHanos

! Ha yposHe kasanos CBA3M,
. YCTAHOBIEHHBIM KITMEHTOM
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CopgepaHue Mep no obecnevexnto BecrpoeHHbie 3aluTHbIe JAMATHLIG MEpkL,
WecTouHnk 6 n KOTORbIE BOMKHbLI
TpeBoBanmn €30MaCHOCTU NEPCOHAaNbHBIX MexaHusmbi MNnatdopmel b N e
OaHHbLIX «AHoexkc.0O6nako» 3
ans goctuxeHus ¥3 -1
HaBs3bIBaHWA (BBOJA NOMHON e YCNOSb3yeMbIX ANS AOCTyNa | Ans Oociyna K ero
uHdopMaLnn) Npu ee nepepaye alMUHMCTPaTopPoB K | BUPTYanNeHbIM MaWMHaAM 1
(nogroToBKe K Nepefaye) no kaxsanam cucTemMHbiM  KomnoHeHnTam | Docker-koHTenHepam.
CBA3W, UMEIOLLIMM BLIXO 3a npeaenki Mnaidopmbl; '
KOHTPONVPYEMOW 30Hk!, B TOM v1cne
HecnpoBogHbLIM KaHarnam cBasu * NCNONL3YeMbIX [U1A [OCTyNa
nonb3oBaTenau "
AAMWHUCTDATOPOB K
KOHCOSN ynpasnenna |
Cpeaor BYpTYanu3aunu,
s mexay LIOMO.
3nC.11 Obecne4veHne NoArnvHHOCTU CeTERbLIX Ha ypoBHe KaHanos Ha ypoBHE CermMeHToB
coefuHeHun (ceaHcos ceTn KIVeHTa
B3aUMOAENCTBUS), B TOM HMcre Ans ® MCnons3yemelx At AOCTYNa
3aLUUTLI OT NOAMEHbLI CETERLIX SAMWHICTRATOLOR K
YCTPOVICTE U CEPBYCOR CUCTEMHBIM  KOMIMOHEHTaM
Mnarthopmel;
e MCNOMb3yeMbIX ANs JOCTyna
nons3oearenen n
AnMYHVCTPATOPOR K
| KOHCOIM yrpaeneHus
| cpepow BUpTyanuaauumm, E
o mexay Lo, i
3nC.15 3aluTa apXmMBHbIX (Hainos, Ha ypoeHe Ha ypoBHe KNMEHTCKAX
napameTpoB HACTPOWKKN CPEACTE BUPTYANbHSLIX MALIMH W
3ALUMTEI MHOPMALIKM 1 nporpamMmHore | © PY3MHecKoro knneHTcikmx Docker-
0BecrneqeHus 1 MHbIX AaHHbIX, He obopyposaHms KOHTEWHEepOB
NOAMNEKALLMX M3MEHEHWIO B MPOLECCE Mnatchopmbr; '
06paboTii NepCoHansHbLIX AaHHBIX ¢ CepBUCHLIX/CIYKEBHBIX
cepsepoB  Mnartdopmbl  w
NDOYNX BUPTYaNbHbLIX
YCTPOWUCTB.
3NC.7 PasbueHne uHdopmaumnoHHon cuctemsl | Ha yposre Ha ypoBHe cermeHToB
HA CETMEHTLI (CerMeHTpoBaHne CEPBUCHBLIX/CNYEDOHBIX BUPTYaNbLHON caeTv
WHCPOPMALIMOHHOW CHCTEMBI) 1 CErMEHTOB CeTu. KSIMEeHTa
obecnevyeHune 3anThbl NEPUMETPOB
CErMEHTOB MHHOPMALVOHHOW CUCTEMB! |
31nC.20 3awmTa 6ecnpoBoHbBIX COEAVHEHNN, He npyMeHuMo ' He nprMeHnmo
NPUMEHAEMbIX B MHDOPMALMOHHOW
cucteme
MHLLA1 OnpepeneHne Nuy, OTBETCTBEHHbIX 32 - W3 yncna paboTHWKoB | Vi3 uncne paboTHvkoB
BLISBMEHWE MHUWAEHTOB 1 Anperc.O6nako nnw ero KINWEHTCKOW OpraHr3aumm
pearmpoBaHue Ha Hux noapsaHUKoB WNit ee NoapPAAHNKOB
MHL.2 Ob6HapykeHve, naeHTvnkauns Ha yposHe: Ha ypoBHe KNeHTCKUX
perncTpaumnsa MHUWAEHTOB BUPTYaNbLHbLIX MALLVH W
* (hnaneckoro knuenTekux Docker-
obopynosanua KOHTEHEpOB
Mnardopmel;
® CPEACTB yrnpasneHua
cpenon BMDTy&HWS&LlMM.
o CEPBUCHBLIX/CINYKEEHBIX
cepsepos  [natdhopmsel u
MpoHIX BURTYArbHbIX
YCTPOVCTE.
j s cepeucor Mnatthopmbl. 3]
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Copepxardue Mmep no obecnevyeHuto

BcrpoeHHble 3alUTHLIe

3aunTHbIE Mepbl,

KOTOPbLIE [OSIHKHBI
BbLINOMHATL KITWEHTLI
ansa pocrmkenus Y3 -1

npenoTBpalleHnio NOBTOPHOTO
BO3HMKHOBEHWA MHLUWOEHTOB

YK®.1

Onpegenenvie NUL, KOTOPLIM
paspelleHbl 4eRCTBUS N0 BHECEHWIO
U3MEHEHUW B KOHDUTYpaLio
WHEOPMELMOHHOR CHUCTEMBI U CUCTEMb!
3aUMTEI NEPCOHANbHEIX OAHHBLIX

YKD.2

YnpasneHve naMeHeHnsamu
KOHCpUrypaummn nHdopmaLmoHHON
CMCTEMbI ¥ CUCTEMbI 3aLLWThI
NepCoOHanbHbIX JaHHbIX

YK®.3

AHann3 NoTeHUManbHOro BO3LENCTBUA
NNaHUPYeMBIX UBMEHSHIIA B
KOHpUrypaLmm MHopMaL MoOHHON
CNCTEMbI N CUCTEMbI 3alUWNThI |
nepcoHanbHbIX AaHHBIX Ha obecneveHne
3allUnThl NepCoHanbHbIX daHHbX K
COrNacoBaHue N3MeHeH B
KOHUIypaumm MHopMaLVoHHOR i
CUCTEMbI C OOMKHOCTHBIM NTWMLIOM 1
(pabOTHWKOM), OTBETCTEEHHLIM 32
obecneydeHne Be3onacHoC
NepcoHanbHeBIX AaHHbIX

YK®.4

[okymeHTrpoBaHue nedopmaumm
(naHHbIX) 06 n3MeEHeHKSX B
KOHhUIrypaLumm MHhopMauoHHoW
CUCTEMbI ¥ CUCTEMbI 38LLUNTEI
NepcoHanbHbIX AaHHbIX

Viz yncne paboTHuKoB
KITMEHTCKOW OpIaHm3aunn
WIY € NOSPASYMKOB

McTouHuK
6e30NacHOCTK NEepcoHanbHbIX mMexaHuambl Mnardhopmil
TpeboBanuna
BAaHHLIX «HArupekc.0bnako»
WHLL.3 CBOEBPEMERHOE MHADOPMUPOBAHUE ULl | V13 Yucra paboTHUKOB
OTBETCTBEHHbIX 3a BhIABIEHUE Anperc.Obnako unm ero
VHLUWOEHTOB W pearnpoBaHne Ha HWX, 0 NOAPSALHMKOB
BO3HWKHOBEHW UHLWMACHTOB B
WHPOPMaLUWMOHHOMW CUcTeMe
Monb30BaTENAMK ¥ aAMUHUCTPATOPaMIK |
MHL.4 AHaNM3 MHUMASHTOB, B TOM YKiCne Ha yposhe: '
onpeneneHne NCTOYHUKOR 1 AIPUHKH )
BO3HWUKHOBEHMS! MHUMAEHTOB. a TalKe * rb_mwew?ro
OLEHKa UX NOCNeacTeul obopyaoeaHms
Mnaropmb;
WHL.5 MpuHATHE MEp NO YCTPaHEHUID
nocneacTBUi MHLWASHTOB . LReAER ynpasneHuna
cpefon BupTyanuiaunm,
MHLL.6 MnaHWpoBaHKe ¥ NPYUHATKE MEP No

e CepencHbIX/CnykebHbIX

cepsepog [Mnarchopmbl
npo4nx Bmpryaanwa
YCTPOWCTB;

e cepsBvcoB Mnartdopmbi.

Ha yposHe
e (PU31HECKOro

obopynoBaHna
Mnardopmbl;

e CpPeiCTB yrpasneHus
Cpeson BupTyannaauna,

e CEPBMCHBIX/CNYKETHBLIX

ceppepos [natcopmbl W
Mpo-nx BUPTyalbHbIX
yCTPOWCTE;

s [lporpammHoro
obecnevyeHuna MNnatgopme.

i Ha ypoBHE KINMNMEHTCKNX
| BUPTYanbHbIX MALLWH U
knuedTekmx Docker-
KOHTEWNHepos

| Ha ypoBHE KNUEHTTKON
‘ BUPTYANLHOW
VHDPaCTPYKIYPsI U
rnvedTeknx Docker-
KOHTEWHepOoB
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