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BeBepeHue

KnneHTbl, KOTOpble CTPOAT cBoe cooTBeTcTBME CTaHAapTy 6€30MacHOCTU AaHHbIX MHAYCTPUK nnaTexkHbix KapT (PCl DSS) Ha 6ase

komnoHeHToB Yandex Cloud, 4onKHbl NCMNONb30BaTb HACTOALLNMA AOKYMEHT.

JJOKYMEHT onuncbIBaeT pa3aeneHne oTBeTCTBEHHOCTU 3a BbiNosiHeHMe TpeboBaHuii PCl DSS. Yactb TpeboBaHM BbINOAHAET
nnatdopma Yandex Cloud, 4yacTb foKeH BbINOAHUTb KAMEHT, YacTb TpeboBaHU aBnsieTca 0600 4HOM OTBETCTBEHHOCTbLIO

CTOPOH.

Pa3aeneHne OTBETCTBEHHOCTU 33 BbINOJIHEHME 6ONbLWIMHCTBA TPpeboBaHMM Kaxaoro pasaena PCl DSS B 3aBucMmocTn ot

MCNONb3yeMon Mmoaenr 061auHbIX CEPBMUCOB NMOKa3aHo B Tabauue:

Ha6op TpeboBaHuii PCl DSS

PaspeneHune oTBeTCTBEHHOCTHU

laaS PaaS Saa$
1 | Install and Maintain Network Security Controls ObotogHan ObotoaHan Yandex Cloud
2 | Apply Secure Configurations to All System Components Ob6otoaHanA Ob6otoaHanA Yandex Cloud
3 | Protect Stored Account Data ObotogHan ObotogHan Yandex Cloud
4 | Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Ob6otoaHanA Ob6otoaHanA Yandex Cloud
Networks
5 | Protect All Systems and Networks from Malicious Software ObotogHan ObotogHan Yandex Cloud
6 | Develop and Maintain Secure Systems and Software ObotogHan ObotogHan Ob6otogHan
7 | Restrict Access to System Components and Cardholder Data by Business Need to Know ObotogHan ObotogHan Ob6otogHan
8 | Identify Users and Authenticate Access to System Components ObotogHan ObotoaHan ObotogHan
9 | Restrict Physical Access to Cardholder Data Yandex Cloud | Yandex Cloud | Yandex Cloud
10 | Log and Monitor All Access to System Components and Cardholder Data Ob6otoaHanA Ob6otoaHanA Yandex Cloud
11 | Test Security of Systems and Networks Regularly Ob6otoaHanA Ob6otoaHanA Yandex Cloud
12 | Support Information Security with Organizational Policies and Programs Ob6otoaHanA Ob6otoaHanA Ob6otoaHas
Al | Appendix Al: Additional PCI DSS Requirements for Multi-Tenant Service Providers Yandex Cloud | Yandex Cloud | Yandex Cloud
A2 | Appendix A2: Additional PCI DSS Requirements for Entities Using SSL/Early TLS for KnueHt KnueHt KnueHt
CardPresent POS POI Terminal Connections
A3 | Appendix A3: Designated Entities Supplemental Validation (DESV) Ob6otoaHanA Ob6otoaHanA Ob6otoaHas




PekomeHayemasn nocneaoBaTesibHOCTb Aencteuii KnneHta gna coorsercrema tpebosaHnam PCl DSS

N3y4ynTb HaCTOALWMMN AOKYMEHT, YETKO MOHMMATb CBOIO 30HY OTBETCTBEHHOCTH

MocTpouTb MHPPACTPYKTYPY, 0O6pabaTbiBatoLLyO AaHHbIe NaaTeXHbix KapT (CDE) Ha nhatdpopme Yandex Cloud.
TpeboBaHMA N peKoMmeHAaLUNM Mo NOCTPOEHMIO TaKOM MHPPACTPYKTYPbI NPUBEAEHbI B AOKYMEHTALMMU MO CCbI/KE:
https://yandex.cloud/ru/docs/security/standard/all

BoinonHutb TpeboBaHua PCl DSS B 30He O0TBETCTBEHHOCTU KineHTa
BbibpaTb QSA-ayauTopa 1 NPoBeCTM ayanT MHPPACTPYKTYpPbI, pa3BepHyTon Ha naatpopme Yandex Cloud, Ha
cooTBeTcTBME TpeboBaHnam PCl DSS

O6nactb oueHkn Yandex Cloud no tpe6boBaHuam ctaHgapta PCl DSS

Mnatpopma Yandex Cloud cootsetcTtByeT TpeboBaHuam PCl DSS v4.0.1 kak Level 1 Service Provider. KaneHTbl moryT
ncrnonb3oBaTtb cepBucbl nnatpopmbl Yandex Cloud ans noctpoeHna MHPPacTPyKTypbl, oTBevatowern TpebosaHmam PCl DSS.

B obnacTb oueHKK BXxoaAaT 6asoBan MHPpacTpyKTypa nnatpopmol Yandex Cloud, a TakKe cepBUCbl Ha ee ocHoBe. epeyeHb
cepsucoB onpeaeneH B Attestation of Compliance (AoC). AoC ana nnatdpopmbl Yandex Cloud moKHO nony4ymnTb Ha cTpaHuLe
https://yandex.cloud/ru/security/standards/pci

ManMLI,a pa3geneHnAa oTBeTCTBEHHOCTM NOAroToB/ieHa C y4eToOM caeadyruwnx 4OKYMEHTOB:

PCI DSS v4.01: https://docs-prv.pcisecuritystandards.org/PCl%20DSS/Standard/PCI-DSS-v4 0 1.pdf
MoAHbIN cnncoK nsmeHeHn sepcum PCI DSS 4.0 no cpasHeHuto ¢ PCI DSS v3.2.1 https://docs-
prv.pcisecuritystandards.org/PCl%20DSS/Standard/PCl-DSS-v3-2-1-to-v4-0-Summary-of-Changes-r2.pdf
MoAHbIN cnncoK nsmeHeHn sepcmm PCI DSS 4.0.1 no cpasHeHuto ¢ PCI DSS v4.0 https://docs-
prv.pcisecuritystandards.org/PCl%20DSS/Standard/PCl-DSS-v4-0-to-v4-0-1-Summary-of-Changes-rl.pdf
Information Supplement: PCI SSC Cloud Computing Guidelines:
https://www.pcisecuritystandards.org/pdfs/PCl SSC Cloud Guidelines v3.pdf
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MaTtpuua pasgeneHusa orserctseHHoctu PCI DSS v 4.0.1

Build and Maintain a Secure Network and Systems

Requirement 1: Install and Maintain Network Security Controls.

PCI DSS Requirements Yandex Cloud KnueHr
1.1 Processes and mechanisms for installing and maintaining network security controls are defined and understood.
Defined Approach Requirements Mnatdopma Yandex Cloud Knnent oTBevaeT 3a
1.1.1 All security policies and operational procedures that are identified | obecneunBaer pns cepsucos B OOKYMEHTUPOBAHUE U BbINOJHEHUE
in Requirement 1 are: 061acTh OUEHKWN BbINO/NHEHWE BCEX HeobxoAMMbIX npoueayp ana

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 1 are defined, understood, and adhered to by affected
personnel. All supporting activities are repeatable, consistently applied,
and conform to management’s intent.

HEoBbXOAMMbBIX  [IOKYMEHTOB U
npoueayp cornacHo tpebosaHUAM
PCI DSS.

KOMMOHEHTOB, obpabaTbiBatoLLNX
AaHHble NAaTeXHbIX KapT.

Defined Approach Requirements

1.1.2 Roles and responsibilities for performing activities in Requirement
1 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 1 are allocated. Personnel are accountable for successful,
continuous operation of these requirements

Mnatpopma Yandex Cloud oTtBevaet 3a
cobntoaeHune tpebosaHui PCl DSS B
YyacTu pacnpeaeneHna o6a3aHHOCTEN N
oTBeTCTBEHHOCTU no obecneyeHunio Ub
ANA KOMNOHEeHTOoB, obecneynBaroLmx
bYHKLMOHMpPOBaHME  CEpBUCOB B
061acTN OLEHKMU.

KnneHT oTBevyaeT 3a BbINO/NHEHME
TpebosaHmn PCI DSS B yvactu
pacnpeaeneHna  obasaHHocTerM U
OTBETCTBEHHOCTU 3a obecneveHne Wb
ANA KOMMOHEHTOB, pPa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

1.2 Network security controls (NSCs) are configured and maintained.




Defined Approach Requirements

1.2.1 Restrict inbound and outbound traffic to that which is necessary
for the cardholder data environment, and specifically deny all other
traffic.

Customized Approach Objective

The way that NSCs are configured and operate are defined and
consistently applied.

Defined Approach Requirements

1.2.2 All changes to network connections and to configurations of NSCs
are approved and managed in accordance with the change control
process defined at Requirement 6.5.1.

Customized Approach Objective

Changes to network connections and NSCs cannot result in
misconfiguration, implementation of insecure services, or unauthorized
network connections.

Defined Approach Requirements

1.2.3 An accurate network diagram(s) is maintained that shows all
connections between the CDE and other networks, including any
wireless networks.

Customized Approach Objective

A representation of the boundaries between the CDE, all trusted
networks, and all untrusted networks, is maintained and available.

Defined Approach Requirements

1.2.4 An accurate data-flow diagram(s) is maintained that meets the
following:

e Shows all account data flows across systems and networks.

e Updated as needed upon changes to the environment.

Customized Approach Objective

A representation of all transmissions of account data between system
components and across network segments is maintained and available.

Mnatdopma Yandex Cloud otseyaeT 3a
obecneyeHne 6€30MaCHOCTM COrNACHO
TpebosaHuam PCl DSS ana cepBucos B
061acTN OLEHKMU.

Mnatdopma Yandex Cloud
obecneumBaeT peasm3aLmio ONOPHOM
n SDN-ceTei, a TakKe npoueayp
ynpaBaeHNA MU B COOTBETCTBUM C
TpeboBaHuamum PCl DSS.

B nHdpacTpykType nnatdopmbl Yandex

Cloud wucnonb3yetca  MmerkceTeBoe
3KpaHupoBaHue (M3) Ha pasHbIx
YPOBHSX.

KnneHT oTBevaeT 3a peannsaunio
npoLeccos 1 npoueayp B
cooTBeTcTBMMU € TpebosaHnamu PCl DSS
AN KOMNOHEHTOB, Pa3BEPHYTbIX HA
nnatdopme Yandex Cloud, a umeHHoO:
® BHejpeHue npoueayp v
NoAroToBKY HEOOX0AMMOWN
BHYTPEHHEeN AOKYMEHTaUUM B
4acTu ynpasieHua
MeKCceTeBbIMU 3KpaHamu (M3)
N ceTeBbiM 060pyA0OBaHMEM;
® KOH}Urypaumo HaCTpoek
ceTeBblx KOMNOHeHTOB Yandex
Cloud;
® yMpaB/ieHWE KNUEHTCKMMMU
BMPTYaNIbHbIMW CETAMM;
e ynpasnaeHue M3 u
MapLUpyTU3aToOpamu;
® 1Cnonb3yemblii Habop
CepBMCOoB, MPOTOKOJIOB U
nopToB.
® ynpas/ieHue rpynnamm
6esonacHocTy.

[na cuctemHoro ynpasneHua
npasunamm M3 pekomeHayeTcA
MCcNoab30BaTb rpynnbl 6e30nacHoOCTy.
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Defined Approach Requirements

1.2.5 All services, protocols, and ports allowed are identified, approved,
and have a defined business need.

Customized Approach Objective

Unauthorized network traffic (services, protocols, or packets destined
for specific ports) cannot enter or leave the network.

Defined Approach Requirements

1.2.6 Security features are defined and implemented for all services,
protocols, and ports that are in use and considered to be insecure, such
that the risk is mitigated.

Customized Approach Objective

The specific risks associated with the use of insecure services, protocols,
and ports are understood, assessed, and appropriately mitigated.

Defined Approach Requirements

1.2.7 Configurations of NSCs are reviewed at least once every six
months to confirm they are relevant and effective.

Customized Approach Objective

NSC configurations that allow or restrict access to trusted networks are
verified periodically to ensure that only authorized connections with a
current business justification are permitted.

Defined Approach Requirements

1.2.8 Configuration files for NSCs are:

e Secured from unauthorized access.

e Kept consistent with active network configurations.

Customized Approach Objective

NSCs cannot be defined or modified using untrusted configuration
objects (including files).

Mnatdopma Yandex Cloud otseyaert 3a
obecneyeHne 6€30MaCHOCTM COrNACHO
TpebosaHuam PCl DSS ana cepBucos B
061acTN OLLEHKM, B TOM YMcCae
6e3onacHoe xpaHeHWe KOHpUrypauymm
ceTeBblx ycTponcts 1 SDN cetel

KnneHT oTBeYaeT 3a peannsauuio
npoLeccos 1 npoueayp B
cooTBeTcTBMMU € TpebosaHnamm PCl DSS
AN KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Yandex Cloud:
® APXUTEKTYpYy NPOEKTa U
KOHOUIypaunIo HacTpoeK
ceTeBblx KOMNOHeHTOB Yandex
Cloud;




® yMpaB/ieHWE KNUEHTCKMMMU
BMPTYaNIbHbIMW CETAMM;

e ynpasnaeHue M3 u
MapLpyTU3aTopamm;

® 1Cnonb3yemblii Habop
CepBMCOoB, MPOTOKOJIOB U
nopToB.

1.3 Network access to and from the cardholder data environment is restri

cted.

Defined Approach Requirements

1.3.1 Inbound traffic to the CDE is restricted as follows:
* To only traffic that is necessary.

e All other traffic is specifically denied.

Customized Approach Objective

Unauthorized traffic cannot enter the CDE.

Mnatdopma Yandex Cloud
obecneumnBaeT 414 CEPBMCOB B
061acT OLEHKN MexKceTeBoe
3KpaHMpOBaHMeE M NPoLEecChl
ynpaB/ieHNs UM B COOTBETCTBUM C
TpeboBaHuamum PCl DSS.

Defined Approach Requirements

1.3.2 Outbound traffic from the CDE is restricted as follows:
* To only traffic that is necessary.

e All other traffic is specifically denied.

Customized Approach Objective

Unauthorized traffic cannot leave the CDE.

B nHdpacTpykType nnatdpopmol
Yandex Cloud ncnonb3syetca
MeXKceTeBoe sKpaHupoBaHue (M3) Ha
Pa3HbIX YPOBHSAX.

Defined Approach Requirements

1.3.3 NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that:

e All wireless traffic from wireless networks into the CDE is denied by
default.

* Only wireless traffic with an authorized business purpose is allowed
into the CDE.

Customized Approach Objective

KnneHT oTBevaeT 3a peannsauuio
OrpaHnYeHn ceTeBoro TpaduKa B
cooTBeTcTBMMU € TpebosaHnamm PCl DSS
AN KOMNOHEHTOB, Pa3BEPHYTbIX HA
nnatdopme Yandex Cloud:
® APXUTEKTYpYy NPOEKTa U
KOHOUIypaunIo HacTpoeK
ceTeBblx KOMNOHeHTOB Yandex
Cloud;
® yMpaB/ieHWE KNUEHTCKMMMU
BMPTYaNIbHbIMW CETAMM;
e ynpasnaeHue M3 u
MapLpyTU3aTopamm;
® ynpas/ieHue rpynnamm
6esonacHocTy.
[na cuctemHoro ynpasneHua
npasunamm M3 pekomeHayeTcA
MCcNoab30BaTb rpynnbl 6e30nacHoOCTy.
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Unauthorized traffic cannot traverse network boundaries between any
wireless networks and wired environments in the CDE.

1.4 Network connections between trusted and untrusted networks are co

ntrolled.

Defined Approach Requirements

1.4.1 NSCs are implemented between trusted and untrusted networks.
Customized Approach Objective

Unauthorized traffic cannot traverse network boundaries between
trusted and untrusted networks.

Defined Approach Requirements

1.4.2 Inbound traffic from untrusted networks to trusted networks is
restricted to:

e Communications with system components that are authorized to
provide publicly accessible services, protocols, and ports.

e Stateful responses to communications initiated by system
components in a trusted network.

e All other traffic is denied.

Customized Approach Objective

Only traffic that is authorized or that is a response to a system
component in the trusted network can enter a trusted network from an
untrusted network.

Mnatdopma Yandex Cloud
obecneymBaeT A4NA CEPBUCOB B
061acTu OLLEHKM MeXKceTeBoe
3KpaHMpPOBAHME M NPOLLECChI
ynpaBAeHUA UM B COOTBETCTBUM C
TpebosaHmnamu PCI DSS.

B nHdpacTpykType nnathpopmol
Yandex Cloud peannsoBaH KOHTPONb
ncxogALLero u sxoaaiiero Tpadumka
cpeacteammn M3 ¢ KoOHTpoem
COCTOSAAHMA COEeAMHEHUN, TaK Ke
peann3oBaHbl Mepbl aHTUCNYDUMHTa.

Defined Approach Requirements

1.4.3 Anti-spoofing measures are implemented to detect and block
forged source IP addresses from entering the trusted network.
Customized Approach Objective

Packets with forged IP source addresses cannot enter a trusted network.

KnneHT oTBevaeT 3a peannsaunio
OrpaHnYeHn ceTeBoro TpaduKa B
cooTBeTcTBMMU € TpebosaHnamu PCl DSS
AN KOMNOHEHTOB, Pa3BEPHYTbIX HA
nnatdopme Yandex Cloud:
® APXUTEKTYpYy NPOEKTa U
KOHOUIypaunIo HacTpoekK
ceTeBblx KOMNOHeHTOB Yandex
Cloud;
® yNpaB/ieHWE KNUEHTCKMMMU
BMPTYaNIbHbIMW CETAMM;
e ynpasnaeHue M3 u
MapLpyTn3aTopamm;
® ynpas/eHue rpynnamm
6esonacHocTw.
[na cuctemHoro ynpasneHun
npasunamm M3 pekomeHayeTcA
MCcNoab30BaTb rpynnbl 6e3onacHoCTy.

Defined Approach Requirements

Mnatdopma Yandex Cloud

obecneumnBaer AnAa cepsncos B

KnneHT oTBevaer 3a
KOHOUIypMpOBaHUE KINEHTCKUX CeTel

10
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1.4.4 System components that store cardholder data are not directly
accessible from untrusted networks.

Customized Approach Objective

Stored cardholder data cannot be accessed from untrusted networks.

061acTu OLLEHKM MeXKceTeBoe
3KpaHMpOBaHMeE M NpPoLEecchl
ynpaB/ieHNs UM B COOTBETCTBUM C
TpebosaHmamu PCI DSS.

Takum obpaszom, uTobbl cepsepbl 6a3
AaHHbIX, B KOTOPbIX MOTYT XpPaHUTbCA
AaHHbIe NAaTeXKHbIX KapT,
pa3meLLaINCb BO BHYTPEHHUX
CermeHTax BUPTYanbHbIX cpea,
HeAO0CTYNHbIX HANPAMYIO U3
HeJ0BepeHHbIX CeTen.

Defined Approach Requirements

1.4.5 The disclosure of internal IP addresses and routing information is
limited to only authorized parties.

Customized Approach Objective

Internal network information is protected from unauthorized
disclosure.

Mnatdopma Yandex Cloud otseyaeT 3a
peanusauuto onopHo u SDN-ceTels, a
TaK¥Ke npoueayp ynpasaeHusa umu B
cooTBeTcTBMMU € TpeboBaHuamu PCl
DSS.

KnueHT oTBeYaeT 3a peasmsauuto

npoueccos 1 npoueayp 8

cooTBeTcTBMU € TpebosaHuamm PCl

DSS:

®  APXMTEKTYpY MPOEKTa U
KOHOUIypaLMIO HACTPOEK CeTeBbIX
KomnoHeHTOoB Yandex Cloud;

® ynpas/ieHNE KJANEHTCKUMMU
BMPTYa/IbHbIMU CETAMMU;

e ynpasnaeHue M3 u

MapLupyTM3aTOpamu.

1.5 Risks to the CDE from computing devices that are able to connect to b

oth untrusted networks and the CDE are

mitigated.

Defined Approach Requirements

1.5.1 Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect to both
untrusted networks (including the Internet) and the CDE as follows:

e Specific configuration settings are defined to prevent threats being
introduced into the entity’s network.

e Security controls are actively running.

e Security controls are not alterable by users of the computing devices
unless specifically documented and authorized by management on a
case-by-case basis for a limited period.

Customized Approach Objective

Mnatdopma Yandex Cloud otseyaerT 3a
6e3onacHoOCTb paboumx CTaHLUMM CBOUX
nosab3oBaTenein, UMetoLWmxX A0CTYN K
KoMnoHeHTam naatdopmbl Yandex
Cloud.

KnneHT oTBeYaeT 3a yCTAHOBKY U
ynpasaeHue cpeacTBamMm 3aLLMUTbI
nHbopmaumnm ana scex paboumx mect
nosnb3oBaTenen, KoTopbie UMetoT
AO0CTYN K KOMMNOHEHTam naaThopmbl
Yandex Cloud, 3agelicTBoBaHHbIM B
06paboTKe AaHHbIX NAATEXKHbIX KapT.
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Devices that connect to untrusted environments and also connect to
the CDE cannot introduce threats to the entity’s CDE.

Requirement 2: Apply Secure Configurations to All System Components

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

2.1 Processes and mechanisms for applying secure configurations to all sy

stem components are defined and under

stood

Defined Approach Requirements

2.1.1 All security policies and operational procedures that are identified
in Requirement 2 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Mnatpopma Yandex Cloud
obecneumMBaeTr [4nAa CepBUCOB B
0621aCTM OUEHKM BbINONHEHME BCEX
HeobXoAMMbIX  AOKYMEHTOB W

npoueayp.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
HeobxoaMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.

KnueHt MOXeT MCNoNb30BaTh
pekomeHgaumMn u3 CraHgapTa  no
3awmte  o0b6aa4YHOM  MHOPACTPYKTYPHLI

Expectations, controls, and oversight for meeting activities within Yandex Cloud pna  BbINONHEHWMA
Requirement 2 are defined and adhered to by affected personnel. All TpeboBaHum 2.1.

supporting activities are repeatable, consistently applied, and conform

to management’s intent.

Defined Approach Requirements Mnatpopma Yandex Cloud otBeyaet 3a | KnmeHT oTBevaeT 3a BbIMOJIHEHWE
2.1.2 Roles and responsibilities for performing activities in Requirement | cobntopeHne TpebosaHu PCl DSS 8| TpeboBaHuin PClI  DSS B  4actu
2 are documented, assigned, and understood. YyacTu pacnpegeneHna oba3aHHOCTEN U | pacnpegeneHns  obAsaHHOCTEM M

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 2 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

OTBETCTBEHHOCTU no obecnevyeHuto Ub
ANA KOMMOHEHTOB, obecne4ymsaloLmx
dYHKUMOHUpPOBaAHMeE CepBMCoB B
061aCcTN OLEHKMU.

OTBEeTCTBEHHOCTU 3a obecneyeHne Ub
ONA KOMIMOHEHTOB, pPa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

2.2 System components are configured and managed securely.

12
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Defined Approach Requirements

2.2.1 Configuration standards are developed, implemented, and
maintained to:

e Cover all system components.

e Address all known security vulnerabilities.

* Be consistent with industry-accepted system hardening standards or
vendor hardening recommendations.

* Be updated as new vulnerability issues are identified, as defined in
Requirement 6.3.1.

* Be applied when new systems are configured and verified as in place
before or immediately after a system component is connected to a
production environment.

Customized Approach Objective

All system components are configured securely and consistently and in
accordance with industry- accepted hardening standards or vendor
recommendations.

Defined Approach Requirements

2.2.2 Vendor default accounts are managed as follows:

¢ If the vendor default account(s) will be used, the default password is
changed per Requirement 8.3.6.

¢ If the vendor default account(s) will not be used, the account is
removed or disabled.

Customized Approach Objective

System components cannot be accessed using default passwords.

Defined Approach Requirements

2.2.3 Primary functions requiring different security levels are managed
as follows:

* Only one primary function exists on a system component,

OR

Mnatpopma Yandex Cloud oTtBevaet 3a
BbINONHEHME rpynnbl TpeboBaHui 2.2

PCI DSS ansa KOMMOHEHTOB,
obecneumnBatoLmnx
GYHKLMOHMPOBaHME  CEpBUCOB B

061acTN OLEHKMU.

KnAneHT oTBEYaeT 3a UMNIeMeHTaLMIo
HacTpoek 6e3onacHOCTM anA
KOMMOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Yandex Cloud:
® OMnepaunoHHbIX CUCTEM;
e 6a3 AaHHbIX ((3a UCKNtoYEHNEM
PAAS-cepBucos);
e npuknagHoro MNO;
®  pYyrux KOMMNOHEHTOB U
CEpPBUCOB, BKAHOYEHHbIX
KnneHTom B 061aCTb OLLEHKMN.

KnuneHT oTBeYaeT 3a pasaeneHue
pecypcoB, peannsyowmx pyHKLMn
pa3/IMYHbIX YPOBHEM 3aWmTbl, ANA
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.

KNnMeHT MoXeT ncnonb3oBaTtb
pekomeHgaunm us CtaHgapTa no
3awmTe 061a4HON MHDPACTPYKTYPLI
Yandex Cloud ana BbinoAHeHMA
TpeboBaHuin 2.2.
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* Primary functions with differing security levels that exist on the same
system component are isolated from each other,

OR

® Primary functions with differing security levels on the same system
component are all secured to the level required by the function with
the highest security need.

Customized Approach Objective

Primary functions with lower security needs cannot affect the security of
primary functions with higher security needs on the same system
component.

Defined Approach Requirements

2.2.4 Only necessary services, protocols, daemons, and functions are
enabled, and all unnecessary functionality is removed or disabled.
Customized Approach Objective

System components cannot be compromised by exploiting unnecessary
functionality present in the system component.

Defined Approach Requirements

2.2.5 If any insecure services, protocols, or daemons are present:

* Business justification is documented.

e Additional security features are documented and implemented that
reduce the risk of using insecure services, protocols, or daemon:s.
Customized Approach Objective

System components cannot be compromised by exploiting insecure
services, protocols, or daemons.

Defined Approach Requirements

2.2.6 System security parameters are configured to prevent misuse.
Customized Approach Objective

System components cannot be compromised because of incorrect
security parameter configuration.
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Defined Approach Requirements

2.2.7 All non-console administrative access is encrypted using strong
cryptography.

Customized Approach Objective

Cleartext administrative authorization factors cannot be read or
intercepted from any network transmissions.

Mnatdopma Yandex Cloud
obecneumBaeT wndpposaHue ntoboro
HEKOHCONbHOTO aA4MMHUCTPATUBHOIO
A0CTYNa ANA KOMMOHEHTOB,
obecneuunBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeYaeT 3a uMnaemeHTaLmio
6e30nacHbIX MPOTOKO/I0B U CTOMKOM
KpunTtorpadumn gna goctyna K
KOMMNOHEHTaM, Pa3BEPHYTbIM Ha
nnatdopme Yandex Cloud.

2.3 Wireless environments are configured and managed securely

Defined Approach Requirements

2.3.1 For wireless environments connected to the CDE or transmitting
account data, all wireless vendor defaults are changed at installation or
are confirmed to be secure, including but not limited to:

e Default wireless encryption keys.

® Passwords on wireless access points.

e SNMP defaults.

e Any other security-related wireless vendor defaults.

Customized Approach Objective

Wireless networks cannot be accessed using vendor default passwords
or default configurations.

Defined Approach Requirements

2.3.2 For wireless environments connected to the CDE or transmitting
account data, wireless encryption keys are changed as follows:

e Whenever personnel with knowledge of the key leave the company or
the role for which the knowledge was necessary.

e Whenever a key is suspected of or known to be compromised.
Customized Approach Objective

Knowledge of wireless encryption keys cannot allow unauthorized
access to wireless networks.

TpeboBaHMe HENPUMEHUMO.
Mnatpopma Yandex Cloud He
ncnonbyet 6ecnpoBogHble ceTu AnA
nepeaayn AaHHbIX NONb30BaTENEN.

KnneHT oTBeYaeT 3a HaCTPOMKY
napameTpoB 6e30nacHOCTH
ncnosb3yemblx 6ecnpoBoOgHbIX Cpea.
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Protect Account Data

Requirement 3: Protect Stored Account Data.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

3.1 Processes and mechanisms for protecting stored account data are def

ined and understood.

Defined Approach Requirements

3.1.1 All security policies and operational procedures that are identified
in Requirement 3 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 3 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Mnatpopma Yandex Cloud
obecneumBaeTr [4nAa CepBUCOB B
0621aCTM OUEHKM BbINONHEHME BCEX
HeobXoAMMbIX  AOKYMEHTOB W

npoueayp.

KnneHT oTBeyaeT 3a BbIMOJIHEHWE
HeobxoaMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.

Defined Approach Requirements

3.1.2 Roles and responsibilities for performing activities in Requirement
3 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 3 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud oTtBevaet 3a
cobnoaeHune tpebosaHui PCl DSS B
yacTu pacnpeaeneHuna obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneveHuto Ub
ONA KOMMOHEHTOB, obecneymBatowmx
OYHKUMOHMPOBAHME  CEpPBUCOB B
061aCcTN OLEHKMU.

KnneHT oTBevyaeT 3a BbINONHEHME
TpebosaHmn PCI DSS B yvactu
pacnpeneneHna  obsizaHHoOCTEN MU

OTBeTCTBEHHOCTU 3a obecneyeHne Ub
ONA KOMIMOHEHTOB, pPa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

3.2 Storage of account data is kept to a minimum.

16




Defined Approach Requirements

3.2.1 Account data storage is kept to a minimum through
implementation of data retention and disposal policies, procedures, and
processes that include at least the following:

e Coverage for all locations of stored account data.

e Coverage for any sensitive authentication data (SAD) stored prior to
completion of authorization. This bullet is a best practice until its
effective date; refer to Applicability Notes below for details.

e Limiting data storage amount and retention time to that which is
required for legal or regulatory, and/or business requirements.

» Specific retention requirements for stored account data that defines
length of retention period and includes a documented business
justification.

* Processes for secure deletion or rendering account data
unrecoverable when no longer needed per the retention policy.

* A process for verifying, at least once every three months, that stored
account data exceeding the defined retention period has been securely
deleted or rendered unrecoverable.

Customized Approach Objective

Account data is retained only where necessary and for the least amount
of time needed and is securely deleted or rendered unrecoverable
when no longer needed.

TpeboBaHue HenpuMeHUMO.
Mnatpopma Yandex Cloud
camocTosaTeNbHO He obpabatbiBaeT

AaHHble NNaTeXHbIX KapT.

KnneHT oTBeyaeT 3a  npoueccol
06paboTKM, XPaHEHMA N YHUUTOXKEHUA
CBOWMX AaHHbIX, B TOM 4MCNEe AAHHbIX
nAaTeXXHbIX KapT.

3.3 Sensitive authentication data (SAD) is not stored after authorization.

Defined Approach Requirements

3.3.1 SAD is not stored after authorization, even if encrypted. All
sensitive authentication data received is rendered unrecoverable upon
completion of the authorization process.

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CaMoCTOATEe/IbHO He 0bpabaTtbiBaeT
AaHHbIe NAaTeXKHbIX KapT.

KnuneHT oTBevaeT 3a npouecchbl
06paboTKM, XPaHEHMA N YHUUTOXKEHUA
CBOWX AAHHbIX, B TOM YMC/ie JAHHbIX
nAaTeXXHbIX KapT.
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3.3.1.1 The full contents of any track are not stored upon completion of
the authorization process.

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

3.3.1.2 The card verification code is not stored upon completion of the
authorization process.

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

3.3.2 SAD that is stored electronically prior to completion of
authorization is encrypted using strong cryptography.
Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

3.3.1.3 The personal identification number (PIN) and the PIN block are
not stored upon completion of the authorization process.

Customized Approach Objective

This requirement is not eligible for the customized approach

Defined Approach Requirements

3.3.2 SAD that is stored electronically prior to completion of
authorization is encrypted using strong cryptography.
Customized Approach Objective

This requirement is not eligible for the customized approach

Defined Approach Requirements

3.3.3 Additional requirement for issuers and companies that support
issuing services and store sensitive authentication data: Any storage of
sensitive authentication data is:

18




e Limited to that which is needed for a legitimate issuing business need
and is secured.

* Encrypted using strong cryptography.

Customized Approach Objective

Sensitive authentication data is retained only as required to support
issuing functions and is secured from unauthorized access.

3.4 Access to displays of full PAN and ability to copy PAN is restricted.

Defined Approach Requirements

3.4.1 PAN is masked when displayed (the BIN and last four digits are the
maximum number of digits to be displayed), such that only personnel
with a legitimate business need can see more than the BIN and last four
digits of the PAN.

Customized Approach Objective

PAN displays are restricted to the minimum number of digits necessary
to meet a defined business need.

Defined Approach Requirements

3.4.2 When using remote-access technologies, technical controls
prevent copy and/or relocation of PAN for all personnel, except for
those with documented, explicit authorization and a legitimate, defined
business need.

Customized Approach Objective

PAN cannot be copied or relocated by unauthorized personnel using
remote-access technologies.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CamMoCTOATeNIbHO He 0bpabaTtbiBaeT
AaHHbIE NAAaTeXKHbIX KapT.

KnuneHT oTBevaeT 3a npouecchbl
06paboTKM, XPaHEHMA N YHUUTOXKEHUA
CBOMX OaHHbIX, B TOm umncne PAN.

3.5 Primary account number (PAN) is secured wherever it is stored.

Defined Approach Requirements

3.5.1 PAN is rendered unreadable anywhere it is stored by using any of
the following approaches:

* One-way hashes based on strong cryptography of the entire PAN.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CamMoCTOATeNIbHO He 0bpabaTtbiBaeT
AaHHbIe NAaTeXKHbIX KapT.

KnuneHT oTBevaeT 3a npouecchbl
06paboTKM, XpaHEHMA N YHUUTOXKEHUA
CBOMX OaHHbIX, B TOm umncne PAN.
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* Truncation (hashing cannot be used to replace the truncated segment
of PAN).

— If hashed and truncated versions of the same PAN, or different
truncation formats of the same PAN, are present in an environment,
additional controls are in place such that the different versions cannot
be correlated to reconstruct the original PAN.

¢ Index tokens.

e Strong cryptography with associated key- management processes and
procedures.

Customized Approach Objective

Cleartext PAN cannot be read from storage media.

Defined Approach Requirements

3.5.1.1 Hashes used to render PAN unreadable (per the first bullet of
Requirement 3.5.1) are keyed cryptographic hashes of the entire PAN,
with associated keymanagement processes and procedures in
accordance with Requirements 3.6 and 3.7.

Customized Approach Objective

Cleartext PAN cannot be determined from hashes of the PAN.

Defined Approach Requirements

3.5.1.2 If disk-level or partition-level encryption (rather than file-,
column-, or field-level database encryption) is used to render PAN
unreadable, it is implemented only as follows:

* On removable electronic media

OR

¢ If used for non-removable electronic media, PAN is also rendered
unreadable via another mechanism that meets Requirement 3.5.1.
Customized Approach Objective

Encrypted PAN is only decrypted when there is a legitimate business
need to access that PAN.

3.6 Cryptographic keys used to protect stored account data are secured.

20




Defined Approach Requirements

3.6.1 Procedures are defined and implemented to protect cryptographic
keys used to protect stored account data against disclosure and misuse
that include:

* Access to keys is restricted to the fewest number of custodians
necessary.

* Key-encrypting keys are at least as strong as the data-encrypting keys
they protect.

» Key-encrypting keys are stored separately from data-encrypting keys.
 Keys are stored securely in the fewest possible locations and forms.
Customized Approach Objective

Processes that protect cryptographic keys used to protect stored
account data against disclosure and misuse are defined and
implemented.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CamoCTOATeNIbHO He 0bpabaTtbiBaeT
AaHHbIe NAaTeXKHbIX KapT.
Mnatdopma Yandex Cloud
npepocrtasnaet KaneHtam cepsuc
Yandex Key Management Service ans
wrodposaHUa gaHHbIx. Cepsmc KMS
BbinonHAeT TpebosaHuA PCl DSS.

KnueHT oTBeYaeT 3a npoLecchl
06paboTKM, XpPaHEHMA U YHUYTOXKEHUS
CBOMX A@HHbIX, B TOM Yyncne
ncnosab3oBaHue WKdpoBaHuUA.
KnueHT oTBeyYaeT 3a npoueaypb!
ynpas/ieHns Kaovyamum WwndposBaHma
OAHHbIX.

KnnMeHT MoXeT Mcnoab30oBaTb CEPBMUC
Yandex Key Management Service ans
3aLLMUTbI AaHHbIX NAATEXKHbIX KapT Npu
XPaHeHUMN.

Defined Approach Requirements

3.6.1.1 Additional requirement for service providers only: A
documented description of the cryptographic architecture is maintained
that includes:

e Details of all algorithms, protocols, and keys used for the protection of
stored account data, including key strength and expiry date.

* Preventing the use of the same cryptographic keys in production and
test environments. This bullet is a best practice until its effective date;
refer to Applicability Notes below for details.

e Description of the key usage for each key.

e Inventory of any hardware security modules (HSMs), key management
systems (KMS), and other secure cryptographic devices (SCDs) used for
key management, including type and location of devices, as outlined in
Requirement 12.3.4.

Customized Approach Objective

Accurate details of the cryptographic architecture are maintained and
available.

Mnatdopma Yandex Cloud
npepocrtasnaet KaneHtam cepsuc
Yandex Key Management Service ans
wrodposaHUa gaHHbIX. Cepsmc KMS
BbinonHAeT TpeboBaHuA PCl DSS.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeAoCTaBAEHMA CBOUX
cepsucoB
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3.7 Where cryptography is used to protect stored account data, key management processes and procedures covering all aspects of the key lifecycle are

defined and implemented.

Defined Approach Requirements

3.7.1 Key-management policies and procedures are implemented to
include generation of strong cryptographic keys used to protect stored
account data.

Customized Approach Objective

Strong cryptographic keys are generated.

Defined Approach Requirements

3.7.2 Key-management policies and procedures are implemented to
include secure distribution of cryptographic keys used to protect stored
account data.

Customized Approach Objective

Cryptographic keys are secured during distribution.

Defined Approach Requirements

3.7.3 Key-management policies and procedures are implemented to
include secure storage of cryptographic keys used to protect stored
account data.

Customized Approach Objective

Cryptographic keys are secured when stored.

Defined Approach Requirements

3.7.4 Key management policies and procedures are implemented for
cryptographic key changes for keys that have reached the end of their
cryptoperiod, as defined by the associated application vendor or key
owner, and based on industry best practices and guidelines, including
the following:

* A defined cryptoperiod for each key type in use.

* A process for key changes at the end of the defined cryptoperiod.
Customized Approach Objective

Cryptographic keys are not used beyond their defined cryptoperiod.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CamMoCTOATeNIbHO He 0bpabaTtbiBaeT
AaHHbIe NAAaTeXKHbIX KapT.
Mnatdopma Yandex Cloud
npepocrasnaet KaneHtam cepsuc
Yandex Key Management Service ans
wrodposaHUa gaHHbIx. Cepsmc KMS
BbinonHAeT TpeboBaHuA PCl DSS.

KnuneHT oTBevaeT 3a npouecchbl
06paboTKM, XpaHEHMA N YHUUTOXKEHUA
CBOWX AAHHbIX, B TOM Yncne
ncnosab3oBaHue WKdpoBaHuUA.
KnueHT oTBevaeT 3a npoueaypbl
ynpaBaeHna KntoYamm WwmdposaHma
AAHHbIX.

KAneHT moxkeT ncnonb3oBaTb CEPBUC
Yandex Key Management Service ans
3aWMTbl AaHHbIX NAATEXKHbIX KAPT NpK
XPaHEeHUMU.
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Defined Approach Requirements

3.7.5 Key management policies procedures are implemented to include
the retirement, replacement, or destruction of keys used to protect
stored account data, as deemed necessary when:

* The key has reached the end of its defined cryptoperiod.

* The integrity of the key has been weakened, including when
personnel with knowledge of a cleartext key component leaves the
company, or the role for which the key component was known.

* The key is suspected of or known to be compromised.

Retired or replaced keys are not used for encryption operations.
Customized Approach Objective

Keys are removed from active use when it is suspected or known that
the integrity of the key is weakened.

Defined Approach Requirements

3.7.6 Where manual cleartext cryptographic key- management
operations are performed by personnel, key-management policies and
procedures are implemented include managing these operations using
split knowledge and dual control.

Customized Approach Objective

Cleartext secret or private keys cannot be known by anyone. Operations
involving cleartext keys cannot be carried out by a single person.

Defined Approach Requirements

3.7.7 Key management policies and procedures are implemented to
include the prevention of unauthorized substitution of cryptographic
keys.

Customized Approach Objective

Cryptographic keys cannot be substituted by unauthorized personnel.

Defined Approach Requirements
3.7.8 Key management policies and procedures are implemented to
include that cryptographic key custodians formally acknowledge (in
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writing or electronically) that they understand and accept their key-
custodian responsibilities.

Customized Approach Objective

Key custodians are knowledgeable about their responsibilities in
relation to cryptographic operations and can access assistance and
guidance when required.

Defined Approach Requirements

3.7.9 Additional requirement for service providers only: Where a service
provider shares cryptographic keys with its customers for transmission
or storage of account data, guidance on secure transmission, storage
and updating of such keys is documented and distributed to the service
provider’s customers.

Customized Approach Objective

Customers are provided with appropriate key management guidance
whenever they receive shared cryptographic keys.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeAoCTaBAeHMA CBOUX
cepBucoB

Requirement 4: Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

4.1 Processes and mechanisms for protecting cardholder data with strong cryptography during transmission over open, public networks are defined and

documented.

Defined Approach Requirements

4.1.1 All security policies and operational procedures that are identified
in Requirement 4 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Mnatpopma

Yandex Cloud

obecneumnBaet ana cepBucos B
obnactu OLeHKUN BblINOJIHEHNE BCEX

HeobxoaMMbIX

npoueayp.

OOKYMEHTOB U

KnneHT oTBeyaeT 3a BbIMOJIHEHWE
HeobxoaMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.
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Expectations, controls, and oversight for meeting activities within
Requirement 4 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Defined Approach Requirements

4.1.2 Roles and responsibilities for performing activities in Requirement
4 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 4 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud otBevaet 3a
cobntoaeHune TpebosaHui PCl DSS B
yacTu pacnpeaeneHunsa obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneveHuto Ub
ONA KOMMOHEHTOB, obecneynBatowwmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmnn PClI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEn  u

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMMOHEHTOB, Pa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

4.2 PAN is protected with strong cryptography during transmission.

Defined Approach Requirements

4.2.1 Strong cryptography and security protocols are implemented as
follows to safeguard PAN during transmission over open, public
networks:

* Only trusted keys and certificates are accepted.

e Certificates used to safeguard PAN during transmission over open,
public networks are confirmed as valid and are not expired or revoked.
This bullet is a best practice until its effective date; refer to applicability
notes below for details.

* The protocol in use supports only secure versions or configurations
and does not support fallback to, or use of insecure versions,
algorithms, key sizes, or implementations.

* The encryption strength is appropriate for the encryption
methodology in use.

Customized Approach Objective

Cleartext PAN cannot be read or intercepted from any transmissions
over open, public networks.

Mnatpopma Yandex Cloud ncnonbsyet
6e3onacHble KpunTtorpaduueckme
NPOTOKO/bl, 0becneunsaroLme 3aWmTy
AaHHbIX NPU Nepeaade.

KnneHt oTtBeyaeT 3a
6e3sonacHom nepenaym
NAaTeXHbIX KaprT, BK/ItOYaA
NCNosb3oBaHue 6e3onacHbIx
NPOTOKON08B U WKPPOBAHUA.

Knunent OOMKEH ncnoab3oBaTb
KOMMOHEHTbI, nogAeprkmeatoLime
npoTtokonbl TLS 1.2 n Bbiwe.

Yandex Cloud pekomeHayeT
ncnonb3oBaTb WKPOBAHUE AaHHbIX
NNaTeXHbIX KapT BO BCeEX CAy4asXx,
BK/ItOYAA Nepesayvy BHYTPU KNIUEHTCKMX
ceTeir U nepegadvy B 0bwenoCTynHbIX
ceTax.

npoLeccsl
[AAHHbIX
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Defined Approach Requirements

4.2.2 PAN is secured with strong cryptography whenever it is sent via
end-user messaging technologies.

Customized Approach Objective

Cleartext PAN cannot be read or intercepted from transmissions using
end-user messaging technologies.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CamoCTOATeNIbHO He 0bpabaTtbiBaeT
AaHHble NAAaTeXHbIX KapT U He
nepenaeT AaHHble NO/b30BaTeNEN B
OTKPbITOM BUAE.

KnuneHT oTBeyvaeT 3a npuseaeHmne PAN
B HEYMTAEMDIN BMA, B C/ly4ae
NCNO/b30BaHMA TEXHONOTUI 0bMeHa
MIHOBEHHbIMM COOBLLLEHNAMM.
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Maintain a Vulnerability Management Program

Requirement 5: Protect All Systems and Networks from Malicious Software.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

5.1 Processes and mechanisms for protecting all systems and networks from malicious software are defined and understood.

Defined Approach Requirements

5.1.1 All security policies and operational procedures that are identified
in Requirement 5 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 5 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Mnatpopma Yandex Cloud
obecneumBaeTr 4nA CepBUCOB B
061aCTM OUEHKM BbINONHEHME BCEX
HeobXoAMMbIX  AOKYMEHTOB W

npoueayp.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
HeobxoaMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.

Defined Approach Requirements

5.1.2 Roles and responsibilities for performing activities in Requirement
5 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 5 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud oTBevaet 3a
cobntopgeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHunsa obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowwmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBevyaeT 3a BbINOJIHEHWE
TpeboBaHmn PCI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEM  un

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMIMOHEHTOB, pPa3BEPHYTbIX Ha
nnatdopme Yandex Cloud.

5.2 Malicious software (malware) is prevented, or detected and addressed.

Defined Approach Requirements
5.2.1 An anti-malware solution(s) is deployed on all system
components, except for those system components identified in periodic

Mnatpopma Yandex Cloud otBevaet 3a
GYHKLMOHUPOBaHME  QHTUBUPYCHOTO
nporpammHoro  obecneuyeHua  pna

KAneHT oTBeYaeT 3a NpoLecchl 3aWmThl
oT BPeAOHOCHOrOo no ana
KOMMOHEHTOB, pPa3BEepPHYTbIX Ha
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evaluations per Requirement 5.2.3 that concludes the system
components are not at risk from malware.

Customized Approach Objective

Automated mechanisms are implemented to prevent systems from
becoming an attack vector for malware.

Defined Approach Requirements

5.2.2 The deployed anti-malware solution(s):

e Detects all known types of malware.

* Removes, blocks, or contains all known types of malware.
Customized Approach Objective

Malware cannot execute or infect other system components.

Defined Approach Requirements

5.2.3 Any system components that are not at risk for malware are
evaluated periodically to include the following:

e A documented list of all system components not at risk for malware.
e |[dentification and evaluation of evolving malware threats for those
system components.

e Confirmation whether such system components continue to not
require anti-malware protection.

Customized Approach Objective

The entity maintains awareness of evolving malware threats to ensure
that any systems not protected from malware are not at risk of infection.

obecneumnBatoLwmx
cepBMcoB B

KOMMOHEHTOB,
bYHKLMOHUPOBaHMe
061acTn OUEHKMU.

nnatdopme Yandex Cloud n
noABep*KeHHbIX BUPYCHOMY
3apaxkeHuto.

5.3 Anti-malware mechanisms and processes are active, maintained, and monitored.

Defined Approach Requirements

5.3.1 The anti-malware solution(s) is kept current via automatic
updates.

Customized Approach Objective

Mnatdopma Yandex Cloud otBeyaeT 3a
GYHKLMOHUPOBaHME aHTUBUPYCHOTO
nporpammHoro obecneyeHuna ana
KOMMOHEeHTOB, obecneymBatoLmX

KnueHT oTBeYaeT 3a NpoLecchbl 3almThbl
oT BpegoHocHoro N0 ana
KOMMOHEHTOB, Pa3BEPHYTbLIX Ha
nnatdopme Yandex Cloud n
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Anti-malware mechanisms can detect and address the latest malware
threats.

Defined Approach Requirements

5.3.2 The anti-malware solution(s):

» Performs periodic scans and active or real-time

scans.

OR

e Performs continuous behavioral analysis of systems or processes.
Customized Approach Objective

Malware cannot complete execution.

dYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

noABepKEHHbIX BUPYCHOMY
3aparkeHuto.

Defined Approach Requirements

5.3.3 For removable electronic media, the anti- malware solution(s):

¢ Performs automatic scans of when the media is inserted, connected,
or logically mounted,

OR

® Performs continuous behavioral analysis of systems or processes
when the media is inserted, connected, or logically mounted.
Customized Approach Objective

Malware cannot be introduced to system components via external
removable media.

TpeboBaHMe HENPUMEHUMO.
Mnatpopma Yandex Cloud He
nepeaaet AaHHble C UCNONb30BaHNEM
CbeMHbIX HOCUTENEN.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
HeobxoaMMbIX Npoueayp ANA 3alNUTbI
KOMMOHEHTOB, B TOM YMC/1Ee CbEMHbIX
HocuTenen, obpabaTbiBalOLMX
AaHHble NAaTeXHbIX KapT, OT
BpegoHocHoro M0

Defined Approach Requirements

5.3.4 Audit logs for the anti-malware solution(s) are enabled and
retained in accordance with Requirement 10.5.1.

Customized Approach Objective

Historical records of anti-malware actions are immediately available
and retained for at least 12 months.

Defined Approach Requirements

Mnatdopma Yandex Cloud otseyaeT 3a
GYHKLMOHUPOBaHME aHTUBUPYCHOTO
nporpammHoro obecneyeHuna ana
KOMMOHEeHTOB, obecneymBatoLmX
bYHKLMOHUpPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnneHT oTBeYaeT 3a Npouecchbl 3amThl
oT BpegoHocHoro N0 ana
KOMMNOHEHTOB, Pa3BEepPHYTbIX Ha
nnatdopme Yandex Cloud n
noABeprKEHHbIX BUPYCHOMY
3apaxkeHuto.
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5.3.5 Anti-malware mechanisms cannot be disabled or altered by users,
unless specifically documented, and authorized by management on a
case-by-case basis for a limited time period.

Customized Approach Objective

Anti-malware mechanisms cannot be modified by unauthorized
personnel.

5.4 Anti-phishing mechanisms protect users against phishing attacks.

Defined Approach Requirements

5.4.1 Processes and automated mechanisms are in place to detect and
protect personnel against phishing attacks.

Customized Approach Objective

Mechanisms are in place to protect against and mitigate risk posed by
phishing attacks.

Mnatdopma Yandex Cloud otseyaeT 3a
bYHKLMOHUPOBaHWE MEXAHU3MOB
3aWMTbl OT QULLMHIOBbIX aTakK ANA
KOMMOHEeHTOB, obecneymBaoLLmX
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeYaeT 3a Npouecchbl 3amThbl
OT GULIMHIOBbLIX aTaK Ans
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.

Requirement 6: Develop and Maintain Secure Systems and Software.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

6.1 Processes and mechanisms for developing and maintaining secure systems and software are defined and understood.

Defined Approach Requirements

6.1.1 All security policies and operational procedures that are identified
in Requirement 6 are:

e Documented.

e Kept up to date.

¢ |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 6 are defined and adhered to by affected personnel. All

Mnatpopma Yandex Cloud
obecneumBaeTr [4nAa CepBUCOB B
0621aCTM OUEHKM BbINONHEHME BCEX
HeobXoAMMbIX  AOKYMEHTOB W

npoueayp.

KnneHT oTBeyaeT 3a BbIMOJIHEHWE
HeobxoaMMmbIx npoueayp ana
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.

30




supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Defined Approach Requirements

6.1.2 Roles and responsibilities for performing activities in Requirement
6 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 6 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud oTtBevaet 3a
cobntopgeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHunsa obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmn PClI  DSS B u4actu
pacnpegeneHna  obsasaHHoCcTEn  u

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMMOHEHTOB, Pa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

6.2 Bespoke and custom software are developed securely.

Defined Approach Requirements

6.2.1 Bespoke and custom software are developed securely, as follows:
e Based on industry standards and/or best practices for secure
development.

e In accordance with PCI DSS (for example, secure authentication and
logging).

e Incorporating consideration of information security issues during each
stage of the software development lifecycle.

Customized Approach Objective

Bespoke and custom software is developed in accordance with PCI DSS
and secure development processes throughout the software lifecycle.

Defined Approach Requirements

6.2.2 Software development personnel working on bespoke and custom
software are trained at least once every 12 months as follows:

* On software security relevant to their job function and development
languages.

¢ Including secure software design and secure coding techniques.

e Including, if security testing tools are used, how to use the tools for
detecting vulnerabilities in software.

Customized Approach Objective

Mnatpopma Yandex Cloud otBevaet 3a
cobnogeHune TpebosaHuii PCl DSS ans
npoueccos pa3paboTKM KOMMNOHEHTOB,
obecneuunBatoLmnx
bYHKLMOHUPOBaHMe
061acTN OLEHKMU.

cepsucos B

KnneHT oTBeYaeT 3a BbINOJIHEHME
TpeboBaHmn PClI DSS ans npoueccos
pa3paboTku ceoero MO.
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Software development personnel remain knowledgeable about secure
development practices; software security; and attacks against the
languages, frameworks, or applications they develop. Personnel are able
to access assistance and guidance when required.

Defined Approach Requirements

6.2.3 Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential
coding vulnerabilities, as follows:

e Code reviews ensure code is developed according to secure coding
guidelines.

e Code reviews look for both existing and emerging software
vulnerabilities.

e Appropriate corrections are implemented prior to release.
Customized Approach Objective

Bespoke and custom software cannot be exploited via coding
vulnerabilities.

Defined Approach Requirements

6.2.4 Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or mitigate
common software attacks and related vulnerabilities in bespoke and
custom software, including but not limited to the following:

e Injection attacks, including SQL, LDAP , XPath, or other command,
parameter, object, fault, or injection-type flaws.

e Attacks on data and data structures, including attempts to manipulate
buffers, pointers, input data, or shared data.

e Attacks on cryptography usage, including attempts to exploit weak,
insecure, or inappropriate cryptographic implementations, algorithms,
cipher suites, or modes of operation.
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e Attacks on business logic, including attempts to abuse or bypass
application features and functionalities through the manipulation of
APls, communication protocols and channels, client- side functionality,
or other system/application functions and resources. This includes
cross-site scripting (XSS) and cross-site request forgery (CSRF).

e Attacks on access control mechanisms, including attempts to bypass
or abuse identification, authentication, or authorization mechanisms, or
attempts to exploit weaknesses in the implementation of such
mechanisms.

e Attacks via any “high-risk” vulnerabilities identified in the vulnerability
identification process, as defined in Requirement 6.3.1.

Customized Approach Objective

Bespoke and custom software cannot be exploited via common attacks
and related vulnerabilities.

6.3 Security vulnerabilities are identified and addressed.

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and managed as follows:

e New security vulnerabilities are identified using industry-recognized
sources for security vulnerability information, including alerts from
international and national computer emergency response teams
(CERTS).

* Vulnerabilities are assigned a risk ranking based on industry best
practices and consideration of potential impact.

* Risk rankings identify, at a minimum, all vulnerabilities considered to
be a high-risk or critical to the environment.

e Vulnerabilities for bespoke and custom, and third-party software (for
example operating systems and databases) are covered.

Customized Approach Objective

New system and software vulnerabilities that may impact the security
of account data or the CDE are monitored, cataloged, and risk assessed.

Mnatdopma Yandex Cloud otseyaeT 3a
npouecchl ynpaBaeHUaA yasBUMOCTAMM
A7 KOMNOHEHTOoB, obecneynsaroLLmx
bYHKUMOHUPOBAHWE CEPBUCOB B
061acTN OLEHKMU.

KnuneHT oTBevaeT 3a npouecchbl
ynpaBaeHns ya3BUMOCTAMMU JNA
KOMMNOHEHTOB, Pa3BEepPHYTbIX Ha
nnatdopme Yandex Cloud:
® OMnepaunoHHbIX CUCTEM;
e 6a3 AaHHbIX (32 UCKNOYEHNEM
PAAS-cepBucos);
e npuknagHoro MNO;
® [pYyrMx KOMNOHEHTOB U
CEepPBMCOB, BK/IIOYEHHbIX
KnneHTom B 061aCTb OLLEHKMN.
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Defined Approach Requirements

6.3.2 An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom software
is maintained to facilitate vulnerability and patch management.
Customized Approach Objective

Known vulnerabilities in third-party software components cannot be
exploited in bespoke and custom software.

Defined Approach Requirements

6.3.3 All system components are protected from known vulnerabilities
by installing applicable security patches/updates as follows:

e Patches/updates for critical vulnerabilities (identified according to the
risk ranking process at Requirement 6.3.1) are installed within one
month of release.

e All other applicable security patches/updates are installed within an
appropriate time frame as determined by the entity’s assessment of the
criticality of the risk to the environment as identified according to the
risk ranking process at Requirement 6.3.1.

Customized Approach Objective

System components cannot be compromised via the exploitation of a
known vulnerability.

6.4 Public-facing web applications are protected against attacks.

Defined Approach Requirements

6.4.1 For public-facing web applications, new threats and vulnerabilities
are addressed on an ongoing basis and these applications are protected
against known attacks as follows:

* Reviewing public-facing web applications via manual or automated
application vulnerability security assessment tools or methods as
follows:

— At least once every 12 months and after significant changes.

— By an entity that specializes in application security.

Mnatdopma Yandex Cloud otseyaerT 3a
cobntoaeHune tpebosaHuma PCI DSS B
YacTu 3aWMTbl 06LWEeA0CTYMHbIX BEO-
NPUNOXKEHUIN ONA KOMMOHEHTOB,
obecneuunBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061aCcTN OLEHKMU.

KnueHT oTBeYaeT 3a KOHPUrypauuio n
3aLLNTY cOBCTBEHHbIX CBOUX
0obLweaoCcTynHbIX BE6-NPUNOKEHNIA,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

KAneHT moxeT ncnonb3oBaTb MOAY/b
WAF B cepsuce Yandex Smart Web
Security ana sbinosHeHUA 6.4.
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https://yandex.cloud/ru/docs/smartwebsecurity/
https://yandex.cloud/ru/docs/smartwebsecurity/

— Including, at a minimum, all common software attacks in Requirement
6.2.4.

— All vulnerabilities are ranked in accordance with requirement 6.3.1.
— All vulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

e Installing an automated technical solution(s) that continually detects
and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect and
prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an alert
that is immediately investigated.

Customized Approach Objective

Public-facing web applications are protected against malicious attacks.

Defined Approach Requirements

6.4.2 For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-based
attacks, with at least the following:

e |s installed in front of public-facing web applications and is configured
to detect and prevent web-based attacks.

e Actively running and up to date as applicable.

e Generating audit logs.

e Configured to either block web-based attacks or generate an alert
that is immediately investigated.

Customized Approach Objective

Public-facing web applications are protected in real time against
malicious attacks.

Defined Approach Requirements
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6.4.3 All payment page scripts that are loaded and executed in the
consumer’s browser are managed as follows:

* A method is implemented to confirm that each script is authorized.
* A method is implemented to assure the integrity of each script.

e An inventory of all scripts is maintained with written business or
technical justification as to why each is necessary.

Customized Approach Objective

Unauthorized code cannot be present in the payment page as it is
rendered in the consumer’s browser.

6.5 Changes to all system components are managed securely.

Defined Approach Requirements

6.5.1 Changes to all system components in the production environment
are made according to established procedures that include:

» Reason for, and description of, the change.

* Documentation of security impact.

* Documented change approval by authorized parties.

e Testing to verify that the change does not adversely impact system
security.

* For bespoke and custom software changes, all updates are tested for
compliance with Requirement 6.2.4 before being deployed into
production.

® Procedures to address failures and return to a secure state.
Customized Approach Objective

All changes are tracked, authorized, and evaluated for impact and
security, and changes are managed to avoid unintended effects to the
security of system components.

Defined Approach Requirements

6.5.2 Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as applicable.

Mnatdopma Yandex Cloud otseyaeT 3a
BbiNoNHeHWe TpebosaHui PCl DSS ana
npoueayp KOHTPONA U3IMEHEHUM
KOMMOHEeHTOB, obecneymBatoLmX
bYHKLMOHUpPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHumi PCl DSS B oTHOLWEHUU
BCEX U3MEHEHUI B KOMMOHEHTAX,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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Customized Approach Objective
All system components are verified after a significant change to be
compliant with the applicable PCI DSS requirements.

Defined Approach Requirements

6.5.3 Pre-production environments are separated from production
environments and the separation is enforced with access controls.
Customized Approach Objective

Pre-production environments cannot introduce risks and vulnerabilities
into production environments.

Defined Approach Requirements

6.5.4 Roles and functions are separated between production and pre-
production environments to provide accountability such that only
reviewed and approved changes are deployed.

Customized Approach Objective

Job roles and accountability that differentiate between pre-production
and production activities are defined and managed to minimize the risk
of unauthorized, unintentional, or inappropriate actions.

Defined Approach Requirements

6.5.5 Live PANs are not used in pre-production environments, except
where those environments are included in the CDE and protected in
accordance with all applicable PCI DSS requirements.

Customized Approach Objective

Live PANs cannot be present in pre-production environments outside
the CDE.

Defined Approach Requirements

6.5.6 Test data and test accounts are removed from system
components before the system goes into production.

Customized Approach Objective

Test data and test accounts cannot exist in production environments.
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Implement Strong Access Control Measures

Requirement 7: Restrict Access to System Components and Cardholder Data by Business Need to Know.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

7.1 Processes and mechanisms for restricting access to system components and cardholder data by business need to know are defined and understood.

Defined Approach Requirements

7.1.1 All security policies and operational procedures that are identified
in Requirement 7 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 7 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Mnatpopma Yandex Cloud
obecneumBaeTr 4nAa CepBUCOB B
061aCTM OUEHKM BbINONHEHME BCEX
HeobXoAMMbIX  AOKYMEHTOB W

npoueayp.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
HeobxoaMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.

Defined Approach Requirements

7.1.2 Roles and responsibilities for performing activities in Requirement
7 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 7 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud oTBevaet 3a
cobntopgeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHunsa obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowwmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBevyaeT 3a BbINOJIHEHWE
TpeboBaHmn PCI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEM  un

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMIMOHEHTOB, pPa3BEPHYTbIX Ha
nnatdopme Yandex Cloud.

7.2 Access to system components and data is appropriately defined and assigned.

Defined Approach Requirements
7.2.1 An access control model is defined and includes granting access as
follows:

Mnatpopma Yandex Cloud otBevaet 3a
cobntopeHune tpebosaHun PCl DSS B
YacTU  KOHTPONA M ynpasieHuA

KnneHT  oTBeyaeT 3a  npouecchl
KOHTPOANA W ynpaBieHuAa AOCTYNOM K
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e Appropriate access depending on the entity’s business and access
needs.

* Access to system components and data resources that is based on
users’ job classification and functions.

* The least privileges required (for example, user, administrator) to
perform a job function.

Customized Approach Objective

Access requirements are established according to job functions
following least-privilege and need-to- know principles.

Defined Approach Requirements

7.2.2 Access is assigned to users, including privileged users, based on:
e Job classification and function.

e Least privileges necessary to perform job

responsibilities.

Customized Approach Objective

Access to systems and data is limited to only the access needed to
perform job functions, as defined in the related access roles.

Defined Approach Requirements

7.2.3 Required privileges are approved by authorized personnel.
Customized Approach Objective

Access privileges cannot be granted to users without appropriate,
documented authorization.

Defined Approach Requirements

7.2.4 All user accounts and related access privileges, including third-
party/vendor accounts, are reviewed as follows:

e At least once every six months.

e To ensure user accounts and access remain

appropriate based on job function.

* Any inappropriate access is addressed.

A0CTyNom ans
obecneumnBatoLmnx
bYHKLMOHUPOBaHMe
061acTN OLEHKMU.

KOMMOHEHTOB,

cepsucos

B

KOMMOHEHTaM,  Pa3BEPHYTbIM

nnatdopme Yandex Cloud.

Ha
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e Management acknowledges that access remains appropriate.
Customized Approach Objective

Account privilege assignments are verified periodically by management
as correct, and nonconformities are remediated.

Defined Approach Requirements

7.2.5 All application and system accounts and related access privileges
are assigned and managed as follows:

» Based on the least privileges necessary for the operability of the
system or application.

* Access is limited to the systems, applications, or processes that
specifically require their use.

Customized Approach Objective

Access rights granted to application and system accounts are limited to
only the access needed for the operability of that application or system.

Defined Approach Requirements

7.2.6 All user access to query repositories of stored cardholder data is
restricted as follows:

e Via applications or other programmatic methods, with access and
allowed actions based on user roles and least privileges.

* Only the responsible administrator(s) can directly access or query
repositories of stored CHD.

Customized Approach Objective

Direct unfiltered (ad hoc) query access to cardholder data repositories is
prohibited, unless performed by an authorized administrator.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu ayTeHTUOMKALNKN U yNpaBaeHUA
AOCTYMNOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHum PCI DSS B yactu
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUMM U ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

7.3 Access to system components and data is managed via an access control system(s).

Defined Approach Requirements

7.3.1 An access control system(s) is in place that restricts access based
on a user’s need to know and covers all system components.
Customized Approach Objective

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTW KOHTPOAA U yNpaBieHnA
AOCTYMOM ANA KOMMOHEHTOB,

KnuneHT oTBevaeT 3a npouecchbl
KOHTPO/A U yNpaBAEHUA A4OCTYNOM K
KOMMNOHEHTaM, Pa3BEPHYTbIM Ha
nnatdopme Yandex Cloud.
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Access rights and privileges are managed via mechanisms intended for
that purpose.

obecneuunBatoLmnx
dYHKUMOHUPOBAHME CEPBUCOB B

Defined Approach Requirements

7.3.2 The access control system(s) is configured to enforce permissions
assigned to individuals, applications, and systems based on job
classification and function.

Customized Approach Objective

Individual account access rights and privileges to systems, applications,
and data are only inherited from group membership.

061acTn OUEHKMU.

Defined Approach Requirements

7.3.3 The access control system(s) is set to “deny all” by default.
Customized Approach Objective

Access rights and privileges are prohibited unless expressly permitted.

Requirement 8: Identify Users and Authenticate Access to System Components.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

8.1 Processes and mechanisms for identifying users and authenticating ac

cess to system components are defined and understood.

Defined Approach Requirements

8.1.1 All security policies and operational procedures that are identified
in Requirement 8 are:

e Documented.

e Kept up to date.

¢ |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 8 are defined and adhered to by affected personnel. All

Mnatpopma Yandex Cloud
obecneumBaeTr [4nAa CepBUCOB B
0621aCTM OUEHKM BbINONHEHME BCEX
HeobXoAMMbIX  AOKYMEHTOB W

npoueayp

KnneHT oTBeyaeT 3a BbIMOJIHEHWE
HeobxoaMMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.
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supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Defined Approach Requirements

8.1.2 Roles and responsibilities for performing activities in Requirement
8 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 8 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud oTtBevaet 3a
cobntopgeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHunsa obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmn PClI  DSS B u4actu
pacnpegeneHna  obsasaHHoCcTEn  u

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMMOHEHTOB, Pa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

8.2 User identification and related accounts for users and administrators are strictly managed throughout an acco

unt’s lifecycle.

Defined Approach Requirements

8.2.1 All users are assigned a unique ID before access to system
components or cardholder data is allowed.

Customized Approach Objective

All actions by all users are attributable to an individual.

Mnatpopma Yandex Cloud otBevaet 3a
cobntopeHune tpebosaHui PCl DSS B

YaCTM  KOHTPONA WU ynpas/eHUs
A0CTynom ans KOMMOHEHTOB,
obecneuunBatoLmnx

OYHKUMOHMpPOBAHME  CEpPBUCOB B

061aCcTN OLEHKMU.

KnneHT oTBeyaeT 3a  npoueccol
KOHTPO/A W ynpas/ieHnsa AO0CTynom K
KOMMOHEHTaM, pa3BepHyTbIM Ha
nnatdopme Yandex Cloud.

Defined Approach Requirements

8.2.2 Group, shared, or generic IDs, or other shared authentication
credentials are only used when necessary on an exception basis, and
are managed as follows:

e ID use is prevented unless needed for an exceptional circumstance.
e Use is limited to the time needed for the exceptional circumstance.
e Business justification for use is documented.

e Use is explicitly approved by management.

e Individual user identity is confirmed before access to an account is
granted.

e Every action taken is attributable to an individual user.

Customized Approach Objective

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu ayTeHTUOMKALNKN U yNpaBaeHUA
AOCTYMOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHumn PCI DSS B yactu
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUUM U1 ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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All actions performed by users with group, shared, or generic IDs are
attributable to an individual person.

Defined Approach Requirements

8.2.3 Additional requirement for service providers only: Service
providers with remote access to customer premises use unique
authentication factors for each customer premises.
Customized Approach Objective

A service provider’s credential used for one customer cannot be used for
any other customer.

Mo ymonyaHuio coTpyagHukun Yandex
Cloud He nmeroT fOCTyNa K pecypcam
KnueHTOB, pacnonoXeHHbIM Ha
nnatdopme Yandex Cloud.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeAoCTaBAeHMA CBOUX
cepBucos

Defined Approach Requirements

8.2.4 Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows:

e Authorized with the appropriate approval.

e Implemented with only the privileges specified on the documented
approval.

Customized Approach Objective

Lifecycle events for user IDs and authentication factors cannot occur
without appropriate authorization.

Defined Approach Requirements

8.2.5 Access for terminated users is immediately revoked.
Customized Approach Objective

The accounts of terminated users cannot be used.

Defined Approach Requirements

8.2.6 Inactive user accounts are removed or disabled within 90 days of
inactivity.

Customized Approach Objective

Inactive user accounts cannot be used.

Defined Approach Requirements

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTW KOHTPOAA U yNpaBieHnA
AOCTYMOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKUMOHUPOBAHWE CEPBUCOB B
061acTN OLEHKMU.

KnuneHT oTBevaeT 3a npouecchbl
KOHTPO/A U yNpaBAEHUA AOCTYNOM K
KOMMNOHEHTaM, Pa3BEPHYTbIM Ha
nnatdopme Yandex Cloud.
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8.2.7 Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows:

* Enabled only during the time period needed and disabled when not in
use.

e Use is monitored for unexpected activity.

Customized Approach Objective

Third party remote access cannot be used except where specifically
authorized and use is overseen by management.

Defined Approach Requirements

8.2.8 If a user session has been idle for more than 15 minutes, the user
is required to re-authenticate to re-activate the terminal or session.
Customized Approach Objective

A user session cannot be used except by the authorized user.

8.3 Strong authentication for users and administrators is established and managed.

Defined Approach Requirements

8.3.1 All user access to system components for users and administrators
is authenticated via at least one of the following authentication factors:
e Something you know, such as a password or passphrase.

e Something you have, such as a token device or smart card.

e Something you are, such as a biometric element.

Customized Approach Objective

An account cannot be accessed except with a combination of user
identity and an authentication factor.

Defined Approach Requirements

8.3.2 Strong cryptography is used to render all authentication factors
unreadable during transmission and storage on all system components.
Customized Approach Objective

Cleartext authentication factors cannot be obtained, derived, or reused
from the interception of communications or from stored data.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu ayTeHTUOMKALNKN U yNpaBaeHUA
AOCTYMOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKUMOHUPOBAHWE CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUUM U1 ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

OnAa ueHTpann3oBaHHOro yrnpaBaeHus
YYETHbIMW AaHHbIMW PEKOMEHayeTcA
ncnonb3osatb SAML-coBmecTMMble
denepaumnm yaoocTtoBepeHun.
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https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations
https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations

Defined Approach Requirements

8.3.3 User identity is verified before modifying any authentication
factor.

Customized Approach Objective

Unauthorized individuals cannot gain system access by impersonating
the identity of an authorized user.

Defined Approach Requirements

8.3.4 Invalid authentication attempts are limited by:

e Locking out the user ID after not more than 10

attempts.

e Setting the lockout duration to a minimum of 30 minutes or until the
user’s identity is confirmed.

Customized Approach Objective

An authentication factor cannot be guessed in a brute force, online
attack.

Defined Approach Requirements
8.3.5 If passwords/passphrases are used as authentication factors to

meet Requirement 8.3.1, they are set and reset for each user as follows:

e Set to a unique value for first-time use and upon reset.

e Forced to be changed immediately after the first use.

Customized Approach Objective

An initial or reset password/passphrase assigned to a user cannot be
used by an unauthorized user.

Defined Approach Requirements

8.3.6 If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they meet the following minimum level of
complexity:

e A minimum length of 12 characters (or IF the system does not support
12 characters, a minimum length of eight characters).

e Contain both numeric and alphabetic characters.

Mnatdopma Yandex Cloud otseyaerT 3a
cobntoaeHune tpebosaHumi PCl DSS B
4acTM KOHTPOASA U yNpaBieHns
AOCTYNOM AN KOMNOHEHTOB,
obecneumnBatoLmnx
bYHKUMOHUPOBAHWE CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUMM U ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

OnAa ueHTpann3oBaHHOro yrnpaBaeHus
YYETHbIMW AaHHbIMW PEKOMeHayeTcA
ncnonb3osatb SAML-coBmecTMMble
denepaumnm yaocTtoBepeHun.
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https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations

Customized Approach Objective
A guessed password/passphrase cannot be verified by either an online
or offline brute force attack.

Defined Approach Requirements

8.3.7 Individuals are not allowed to submit a new password/passphrase
that is the same as any of the last four passwords/passphrases used.
Customized Approach Objective

A previously used password cannot be used to gain access to an account
for at least 12 months.

Defined Approach Requirements

8.3.8 Authentication policies and procedures are documented and
communicated to all users including:

e Guidance on selecting strong authentication factors.

e Guidance for how users should protect their authentication factors.

e Instructions not to reuse previously used passwords/passphrases.

e Instructions to change passwords/passphrases if there is any suspicion
or knowledge that the password/passphrases have been compromised
and how to report the incident.

Customized Approach Objective

Users are knowledgeable about the correct use of authentication factors
and can access assistance and guidance when required.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu ayTeHTUOMKALNKN U yNpaBAeHUA
AOCTYMOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKUMOHUPOBAHWE CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUMM U ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

Defined Approach Requirements

8.3.9 If passwords/passphrases are used as the only authentication
factor for user access (i.e., in any single-factor authentication
implementation) then either:

e Passwords/passphrases are changed at least once every 90 days,
OR

® The security posture of accounts is dynamically analyzed, and real-
time access to resources is automatically determined accordingly.
Customized Approach Objective

Mnatdopma Yandex Cloud otBeyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu ayTeHTUOMKALNKN U yNpaBaeHUA
AOCTYMOM ANA KOMMOHEHTOB,
obecneuunBatoLmnx
bYHKUMOHUPOBAHWE CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUMM U ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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An undetected compromised password/passphrase cannot be used
indefinitely.

LNna ueHTpann3oBaHHOIO ynpaBaeHms
YYETHbIMWU AaHHbIMW PEKOMEHAYETCA
ncnonb3osatb SAML-coBmecTMMble
denepaumnm yaocTtoBepeHun.

Defined Approach Requirements

8.3.10 Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication factor for
customer user access to cardholder data (i.e., in any single- factor
authentication implementation), then guidance is provided to customer
users including:

e Guidance for customers to change their user passwords/passphrases
periodically.

¢ Guidance as to when, and under what circumstances,
passwords/passphrases are to be changed.

Customized Approach Objective

Passwords/passphrases for service providers’ customers cannot be used
indefinitely.

Mo ymonyaHuio coTpyagHukun Yandex
Cloud He umeloT gocTyna K pecypcam
KnueHTOB, pacnonoXeHHbIM Ha
nnatdopme Yandex Cloud. Yandex
Cloud npepoctaBnaeT 4OKYMEHTALUIO
no MCNo/sb30BaHUIO cepsuca ldentity
and Access Management -
https://yandex.cloud/ru/docs/iam/

Defined Approach Requirements

8.3.10.1 Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication factor for
customer user access (i.e., in any single-factor authentication
implementation) then either:

* Passwords/passphrases are changed at least once every 90 days,
OR

* The security posture of accounts is dynamically analyzed, and real-
time access to resources is automatically determined accordingly.
Customized Approach Objective

Passwords/passphrases for service providers’ customers cannot be used
indefinitely.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeAoCTaBAeHMA CBOUX
cepsucoB

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeAoCTaBAeHMA CBOUX
cepsucoB
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https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations
https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations
https://yandex.cloud/ru/docs/iam/

Defined Approach Requirements

8.3.11 Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

e Factors are assigned to an individual user and not shared among
multiple users.

e Physical and/or logical controls ensure only the intended user can use
that factor to gain access.

Customized Approach Objective

An authentication factor cannot be used by anyone other than the user
to which it is assigned.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu ayTeHTUOMKALNKN U yNpaBAEHUA
AOCTYMNOM ANA KOMMOHEHTOB,
obecneuunBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHm PCI DSS B yactu
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUIMKAUUM N ynpaBaeHNs
AOCTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdpopme Yandex
Cloud.

8.4 Multi-factor authentication (MFA) is implemented to secure access into the CDE.

Defined Approach Requirements

8.4.1 MFA is implemented for all non-console access into the CDE for
personnel with administrative access.

Customized Approach Objective

Administrative access to the CDE cannot be obtained by the use of a
single authentication factor.

Defined Approach Requirements

8.4.2 MFA is implemented for all non-console access into the CDE.
Customized Approach Objective

Access into the CDE cannot be obtained by the use of a single
authentication factor.

Defined Approach Requirements

8.4.3 MFA is implemented for all remote access originating from outside
the entity’s network that could access or impact the CDE.

Customized Approach Objective

Remote access to the entity’s network cannot be obtained by using a
single authentication factor.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTn MHOrodaKTopHOM
ayTeHTUOMKaLUKN 1 ynpaBaeHUs
AOCTYMOM ANA KOMMOHEHTOB,
obecneuunBatoLmnx
bYHKLMOHUpPOBaHME CEPBUCOB B
061aCcTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINONHEHNE
TpebosaHumn PCI DSS B yactu
MCNONb30BaHMA MHOTOPAKTOPHOWM
ayTeHTUOMKaLUKN JNA KOMMOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

8.5 Multi-factor authentication (MFA) systems are configured to prevent misuse.

48




Defined Approach Requirements

8.5.1 MFA systems are implemented as follows:

* The MFA system is not susceptible to replay

attacks.

* MFA systems cannot be bypassed by any users, including
administrative users unless specifically documented, and authorized by
management on an exception basis, for a limited time period.

* At least two different types of authentication factors are used.
e Success of all authentication factors is required before access is
granted.

Customized Approach Objective

MFA systems are resistant to attack and strictly control any
administrative overrides.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTn MHOrodaKTopHOM
ayTeHTUOMKaLUKN 1 yNpaBaeHUs
AOCTYNOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
NCNONb30BaHMA MHOTOPAKTOPHOWM
ayTeHTUOMKaLUKN JNA KOMMOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

8.6 Use of application and system accounts and associated authentication

factors is strictly managed.

Defined Approach Requirements

8.6.1 If accounts used by systems or applications can be used for
interactive login, they are managed as follows:

e Interactive use is prevented unless needed for an exceptional
circumstance.

e Interactive use is limited to the time needed for the exceptional
circumstance.

e Business justification for interactive use is documented.

e Interactive use is explicitly approved by management.

e Individual user identity is confirmed before access to account is
granted.

e Every action taken is attributable to an individual user.

Customized Approach Objective

When used interactively, all actions with accounts designated as system
or application accounts are authorized and attributable to an individual
person.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTn MHOrodaKTopHOM
ayTeHTUOMKaLUKN 1 yNpaBaeHUs
AOCTYMOM ANA KOMMOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PClI DSS B yactn
NCNONb30BaHMA MHOTOPAKTOPHOWM
ayTeHTUOMKaALUKN JNA KOMMOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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Defined Approach Requirements

8.6.2 Passwords/passphrases for any application and system accounts
that can be used for interactive login are not hard coded in scripts,
configuration/property files, or bespoke and custom source code.
Customized Approach Objective

Passwords/passphrases used by application and system accounts
cannot be used by unauthorized personnel.

Defined Approach Requirements

8.6.3 Passwords/passphrases for any application and system accounts
are protected against misuse as follows:

e Passwords/passphrases are changed periodically (at the frequency
defined in the entity’s targeted risk analysis, which is performed
according to all elements specified in Requirement 12.3.1) and upon
suspicion or confirmation of compromise.

e Passwords/passphrases are constructed with sufficient complexity
appropriate for how frequently the entity changes the
passwords/passphrases.

Customized Approach Objective

Passwords/passphrases used by application and system accounts
cannot be used indefinitely and are structured to resist brute-force and
guessing attacks.

Requirement 9: Restrict Physical Access to Cardholder Data.

PCI DSS Requirements Yandex Cloud KnueHt

9.1 Processes and mechanisms for restricting physical access to cardholder data are defined and understood.

Defined Approach Requirements Mnatpopma Yandex Cloud KnveHtT oTBeyaeT 3a BbIMOJIHEHME
9.1.1 All security policies and operational procedures that are identified | obecneunBaeT BbINONHEHUE BCEX HeobxoAMMbIX npoueayp ana
in Requirement 9 are: HEeobXoAMMbIX  AOKYMEHTOB WU
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e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 9 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

npoueayp 41a cepsucos B obnactu
OLEHKMW.

KOMMOHEHTOB, obpabaTbiBatoLLNX
AaHHbIe NAATeXKHbIX KapT.

Defined Approach Requirements

9.1.2 Roles and responsibilities for performing activities in Requirement
9 are documented, assigned, and understood.

Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 9 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud otBevaet 3a
cobntopeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHunsa obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneveHuto Ub
ONA KOMMOHEHTOB, obecneymBatowmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHun PClI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEn  u

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMMOHEHTOB, Pa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

9.2 Physical access controls manage entry into facilities and systems containing cardholder data.

Defined Approach Requirements

9.2.1 Appropriate facility entry controls are in place to restrict physical
access to systems in the CDE.

Customized Approach Objective

System components in the CDE cannot be physically accessed by
unauthorized personnel.

Defined Approach Requirements

9.2.2 Physical and/or logical controls are implemented to restrict use of
publicly accessible network jacks within the facility.

Customized Approach Objective

Unauthorized devices cannot connect to the entity’s network from
public areas within the facility.

Mnatpopma Yandex Cloud
obecneumnBaet dunsnyeckyto
6e3onacHOCTb AaTa-UeHTPoB., B

KOTOPbIX PACNONOMKEHbI KOMMOHEHTDI,
obecneumnBatowme
bYHKLMOHUPOBaHMe
061aCcTN OLEHKMU.

cepsucos B

TpeboBaHMe HENPUMEHUMO, eCU
AaHHble He nepejaloTcA 3a npeaensl
nnatdopmsbl Yandex Cloud. Ecnun
AaHHble nepeaatoTca 3a npesenol
nnatdopmsbl, TO KnMeHT oTBeYaeT 3a
BbiNnoNAHeHWe TpebosaHui PCl DSS B
4acTu ynpasieHma GUsnyecknm
A0CTYNOM AnA Bcex mect 0bpaboTkum
AAHHbIX NNATEXHbIX KapT.
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Defined Approach Requirements

9.2.3 Physical access to wireless access points, gateways,
networking/communications hardware, and telecommunication lines
within the facility is restricted.

Customized Approach Objective

Physical networking equipment cannot be accessed by unauthorized
personnel.

Defined Approach Requirements

9.2.4 Access to consoles in sensitive areas is restricted via locking when
not in use.

Customized Approach Objective

Physical consoles within sensitive areas cannot be used by unauthorized
personnel.

9.3 Physical access for personnel and visitors is authorized and managed

Defined Approach Requirements

9.3.1 Procedures are implemented for authorizing and managing
physical access of personnel to the CDE, including:

e |[dentifying personnel.

* Managing changes to an individual’s physical

access requirements.

* Revoking or terminating personnel identification.

e Limiting access to the identification process or system to authorized
personnel.

Customized Approach Objective

Requirements for access to the physical CDE are defined and enforced to
identify and authorize personnel.

Defined Approach Requirements
9.3.2 Procedures are implemented for authorizing and managing visitor
access to the CDE, including:

Mnatdopma Yandex Cloud
obecneumBaeT pM3NYECKYIO
6e30nacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PAcrono}KeHbl KOMMNOHEHTbI,
obecneumnBatowme
dYHKUMOHMpPOBAHME CEPBUCOB B
061acTN OLEHKMU.

TpeboBaHMe HENPUMEHUMO, eCU
AaHHble He nepejaloTcA 3a npeaensl
nnatdopmsbl Yandex Cloud. Ecaun
AaHHble NepeaatoTca 3a npegensl
nnatdopmsbl, TO KnMeHT oTBeYaeT 3a
BbiNnoNHeHWe TpebosaHui PCl DSS B
4acTu ynpaBieHma GUsnyecknm
A0CTYNOM AnA Bcex mect 0bpaboTkum
AAHHbIX NNATEXHbIX KapT.
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e Visitors are authorized before entering.

e Visitors are escorted at all times.

* Visitors are clearly identified and given a badge or other identification
that expires.

* Visitor badges or other identification visibly distinguishes visitors from
personnel.

Customized Approach Objective

Requirements for visitor access to the CDE are defined and enforced.
Visitors cannot exceed any authorized physical access allowed while in
the CDE.

Defined Approach Requirements

9.3.3 Visitor badges or identification are surrendered or deactivated
before visitors leave the facility or at the date of expiration.
Customized Approach Objective

Visitor identification or badges cannot be reused after expiration.

Defined Approach Requirements

9.3.4 Visitor logs are used to maintain a physical record of visitor
activity both within the facility and within sensitive areas, including:
* The visitor’'s name and the organization represented.

* The date and time of the visit.

* The name of the personnel authorizing physical access.

e Retaining the log for at least three months, unless otherwise
restricted by law.

Customized Approach Objective

Records of visitor access that enable the identification of individuals are
maintained.

9.4 Media with cardholder data is securely stored, accessed, distributed, and destroyed.

Defined Approach Requirements
9.4.1 All media with cardholder data is physically secured.
Customized Approach Objective

Mnatdopma Yandex Cloud
obecneynBaeT BbINONHEHNE
TpebosaHum PCI DSS B yactu

KnneHT oTBeyvaeT 3a 3awmTty

HocuTenel faHHbIX (Hanpumep,
aBTOMATU3NPOBAHHbIX paboumx mect
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Media with cardholder data cannot be accessed by unauthorized
personnel.

Defined Approach Requirements

9.4.2 All media with cardholder data is classified in accordance with the
sensitivity of the data.

Customized Approach Objective

Media are classified and protected appropriately.

Defined Approach Requirements

9.4.3 Media with cardholder data sent outside the facility is secured as
follows:

e Media sent outside the facility is logged.

e Media is sent by secured courier or other

delivery method that can be accurately tracked.

e Offsite tracking logs include details about media location.
Customized Approach Objective

Media is secured and tracked when transported outside the facility.

Defined Approach Requirements

9.4.4 Management approves all media with cardholder data that is
moved outside the facility (including when media is distributed to
individuals).

Customized Approach Objective

Media cannot leave a facility without the approval of accountable
personnel.

dusmnyeckoi besonacHocTn gaTa-
LEHTPOB 1 HOCUTENen MHGOPMaLUHK,
coaepalimx aaHHble KnueHTtos, ana
KOMMOHEeHTOB, obecneymBatoLmX
dYHKUMOHUPOBAHME CEPBUCOB B
061acTN OLEHKMU.

(APM) nonb3oBaTesieit, CbeMHbIX
3/IEKTPOHHbIX HOCUTENEeM, BYMaXKHbIX
4yeKoB, byMarKHbIX OT4ETOB U PaKCoB),
€C/IN TaKne NPUMEHSAI0TCA B Npoueccax
06paboTKM AaHHbIX NAATEKHbIX KapT.

Defined Approach Requirements

9.4.5 Inventory logs of all electronic media with cardholder data are
maintained.

Customized Approach Objective

Accurate inventories of stored electronic media are maintained.

Defined Approach Requirements

Mnatdopma Yandex Cloud
obecneunBaeT BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
dusmnyeckoi besonacHocTn gaTa-
LEHTPOB 1 HOCUTENEN NMHDOPMALUMK,
coaepalimx gaHHble KnueHTtos, ana

KnneHT oTBeYaeT 3a KOHTPO/b
XPaHEeHUA/YHUUTONKEHUA U
ynpasaeHune AOCTYyNOM K HOCUTENAM
AaHHbIX (Hanpumep, APM
Nno/sib30oBaTeiel, CbeMHbIM
3NEKTPOHHbIM HOCUTENAM, ByMarKHbIM
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9.4.6 Hard-copy materials with cardholder data are destroyed when no
longer needed for business or legal reasons, as follows:

* Materials are cross-cut shredded, incinerated, or pulped so that
cardholder data cannot be reconstructed.

* Materials are stored in secure storage containers prior to destruction.
Customized Approach Objective

Cardholder data cannot be recovered from media that has been
destroyed or which is pending destruction.

Defined Approach Requirements

9.4.7 Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the following:

* The electronic media is destroyed.

* The cardholder data is rendered unrecoverable

so that it cannot be reconstructed.

Customized Approach Objective

Cardholder data cannot be recovered from media that has been erased
or destroyed.

KOMMOHEeHTOB, obecneymBaoLLmX
dYHKUMOHUPOBAHME CEPBUCOB B
061acTn OUEHKMU.

yekam, bymaxkHbIM OT4ETaM U
dakcam), ecm Takne NPUMEHSAIOTCA B
npoueccax 06paboTKM AaHHbIX
nAaTeXXHbIX KapT.

9.5 Point-of-interaction (POI) devices are protected from tampering and u

nauthorized substitution.

Defined Approach Requirements

9.5.1 POI devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following:

* Maintaining a list of POI devices.

e Periodically inspecting POI devices to look for

tampering or unauthorized substitution.

e Training personnel to be aware of suspicious behavior and to report
tampering or unauthorized substitution of devices.

Customized Approach Objective

The entity has defined procedures to protect and manage point of

interaction devices. Expectations, controls, and oversight for the

TpeboBaHMe HENPUMEHUMO.

KnneHT oTBeyvaeT 3a 3aWwmTty
YCTPOMCTB, CYMTbIBAOLLMX AaHHbIE C
NAaTeXKHbIX KAPT NyTem NPAMOro
dUn3nYecKoro B3aMMoaencTeusa ¢
KapToW.
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management and protection of POI devices are defined and adhered to
by affected personnel.

Regularly Monitor and Test Networks

Requirement 10: Log and Monitor All Access to System Components and Cardholder Data.

PCI DSS Requirements Yandex Cloud Knuent
Defined Approach Requirements Mnatdopma Yandex Cloud KnneHT oTBe4yaeT 3a BbINOJIHEHME
10.1.1 All security policies and operational procedures that are obecneumBaeT AO/1Aa CEpPBMCOB B HeobxoAMMbIX npoueayp ana
identified in Requirement 10 are: 061aCTM OUEHKM BbINONHEHME BCEX KOMMOHEHTOB, obpabaTbiBatoLLNX

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 10 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

HeobxoaMMbIX
npoueayp.

OOKYMEHTOB U

AaHHble NNaTeEXHbIX KapT.

Defined Approach Requirements

10.1.2 Roles and responsibilities for performing activities in
Requirement 10 are documented, assigned, and understood.
Customized Approach Objective

Day-to-day responsibilities for performing all the activities in

Requirement 10 are allocated. Personnel are accountable for successful,

continuous operation of these requirements.

Mnatpopma Yandex Cloud oTtBevaet 3a
cobnoaeHune tpebosaHui PCl DSS B
yacTu pacnpeaeneHuna obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowwmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmn PCI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEn  u

OTBETCTBEHHOCTM 3a obecneyeHne UB
ONA KOMIMOHEHTOB, pPa3BEPHYTbIX Ha
nnatdopme Yandex Cloud.
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10.2 Audit logs are implemented to support the detection of anomalies and suspicious activity, and the forensic analysis of events.

Defined Approach Requirements

10.2.1 Audit logs are enabled and active for all system components and
cardholder data.

Customized Approach Objective

Records of all activities affecting system components and cardholder
data are captured.

Defined Approach Requirements

10.2.2 Audit logs record the following details for each auditable event:
e User identification.

e Type of event.

e Date and time.

e Success and failure indication.

e Origination of event.

e Identity or name of affected data, system component, resource, or
service (for example, name and protocol).

Customized Approach Objective

Sufficient data to be able to identify successful and failed attempts and
who, what, when, where, and how for each event listed in requirement

10.2.1 are captured.

Mnatpopma Yandex Cloud otBevaet 3a
cobntoaeHune TpebosaHui PCl DSS B
YacTm  permcrtpauum  HeobxoaMmblx
TUNOB COOLITUA AN KOMMOHEHTOB,
obecneumnBatoLmnx

bYHKLMOHUPOBaHMe
061acTN OLEHKMU.

cepsucos B

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHum PCI DSS B yactu
perncTpauum HeobxoAnMMbIX TUMOB
cobbITUI AN KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud, a meHHoO:
® OMnepauMoHHbIX CUCTEM;
e 6a3 AaHHbIX (32 UCKNOYEHNEM
PAAS-cepBucoB);
e npuknagHoro MNO;
®  ApYrMX KOMMNOHEHTOB U
CEepPBUCOB, BKAOYEHHbIX
KnneHTom B 061aCTb OLLEHKMN.

10.3 Audit logs are protected from destruction and unauthorized modifications.

Defined Approach Requirements

10.3.1 Read access to audit logs files is limited to those with a job-
related need.

Customized Approach Objective

Stored activity records cannot be accessed by unauthorized personnel.

Defined Approach Requirements

Mnatdopma Yandex Cloud otseyaert 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTW 3aLLMTbI }KYPHANOB perucTpaumnm
cobbITUI AN KOMMNOHEHTOB,
obecneuunBatoLmnx

KnneHT oTBEYaeT 3a BbINONHEHMNE
TpebosaHumi PCl DSS B 4acTu 3awwmThbI
KYPHaNoB perncrpaumm cobbitnin s
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.
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10.3.2 Audit log files are protected to prevent modifications by
individuals.

Customized Approach Objective

Stored activity records cannot be modified by personnel.

Defined Approach Requirements

10.3.3 Audit log files, including those for external- facing technologies,
are promptly backed up to a secure, central, internal log server(s) or
other media that is difficult to modify.

Customized Approach Objective

Stored activity records are secured and preserved in a central location
to prevent unauthorized modification.

Defined Approach Requirements

10.3.4 File integrity monitoring or change-detection mechanisms is used
on audit logs to ensure that existing log data cannot be changed
without generating alerts.

Customized Approach Objective

Stored activity records cannot be modified without an alert being
generated.

dYHKUMOHMpPOBAHME CEPBUCOB B
061acTN OLEHKMU.

10.4 Audit logs are reviewed to identify anomalies or suspicious activity.

Defined Approach Requirements

10.4.1 The following audit logs are reviewed at least once daily:

e All security events.

e Logs of all system components that store,

process, or transmit CHD and/or SAD.

e Logs of all critical system components.

e Logs of all servers and system components that perform security
functions (for example, network security controls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS), authentication
servers).

Customized Approach Objective

Mnatdopma Yandex Cloud otBeyaerT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu NPOBEPKM M aHaNN3a
3aperncTpUpPOoOBaHHbIX COBbITUI ANA
KOMMOHEeHTOB, obecneymBatoLmX
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHumi PCl DSS B 4acTn nposepku
W aHa/M3a 3apPerncTpuUpPoBaHHbIX
cobbITUI AN KOMMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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Potentially suspicious or anomalous activities are quickly identified to
minimize impact.

Defined Approach Requirements

10.4.2 Logs of all other system components (those not specified in
Requirement 10.4.1) are reviewed periodically.

Customized Approach Objective

Potentially suspicious or anomalous activities for other system
components (not included in 10.4.1) are reviewed in accordance with
the entity’s identified risk.

Defined Approach Requirements

10.4.3 Exceptions and anomalies identified during the review process
are addressed.

Customized Approach Objective

Suspicious or anomalous activities are addressed.

10.5 Audit log history is retained and available for analysis.

Defined Approach Requirements

10.5.1 Retain audit log history for at least 12 months, with at least the
most recent three months immediately available for analysis.
Customized Approach Objective

Historical records of activity are available immediately to support
incident response and are retained for at least 12 month:s.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTW XPaHEHWA 3aPerncTPMpPOBaAHHbIX
cobbITUI AN KOMMNOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINONHEHMNE
TpebosaHumi PCl DSS B YacTn xpaHeHuA
3aperncTpUpPOoOBaHHbIX COBbITUIN ANA
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.

10.6 Time-synchronization mechanisms support consistent time settings across all systems.

Defined Approach Requirements

10.6.1 System clocks and time are synchronized using time-
synchronization technology.

Customized Approach Objective

Common time is established across all systems.

Mnatdopma Yandex Cloud otseyaerT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTU CUHXPOHU3ALUM BPEMEHUN ANA
KOMMOHEeHTOB, obecneymBatoLmX

KnneHT oTBeYaeT 3a BbINONHEHMNE
TpebosaHumn PCI DSS B yactu
CMHXPOHU3ALNN BPEMEHUN ANA
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatpopme Yandex Cloud. Cm.

59




Defined Approach Requirements

10.6.2 Systems are configured to the correct and consistent time as
follows:

* One or more designated time servers are in use.

* Only the designated central time server(s)

receives time from external sources.

e Time received from external sources is based on International Atomic
Time or Coordinated Universal Time (UTC).

* The designated time server(s) accept time updates only from specific
industry-accepted external sources.

* Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.

e Internal systems receive time information only from designated
central time server(s).

Customized Approach Objective

The time on all systems is accurate and consistent.

Defined Approach Requirements

10.6.3 Time synchronization settings and data are protected as follows:
* Access to time data is restricted to only personnel with a business
need.

* Any changes to time settings on critical systems are logged,
monitored, and reviewed.

Customized Approach Objective

System time settings cannot be modified by unauthorized personnel.

dYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

peKkomMeHaaLmMy No HacTponKe

CUHXPOHM3ALMNN BPEMEHN C

mncnosibzosaHnem NTP.

10.7 Failures of critical security control systems are detected, reported, and responded to promptly.

Defined Approach Requirements

10.7.1 Additional requirement for service providers only: Failures of

critical security control systems are detected, alerted, and addressed
promptly, including but not limited to failure of the following critical

security control systems:

Mnatdopma Yandex Cloud otBeyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4yacTn GUKCALUM U BbISIBNEHWNA OTKA30B
CUCTeM KOHTpoNA 6e30nacHOCTU ana
KOMMOHEeHTOB, obecneymBatoLmX

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb

NPUMEeHNMO ANAa KIMEeHTOB, KOTOpble
ABNAKOTCA NOCTaBWMKaMu yCnyr, B
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* Network security controls.

e IDS/IPS.

e FIM.

e Anti-malware solutions.

* Physical access controls.

e Logical access controls.

e Audit logging mechanisms.

e Segmentation controls (if used).
Customized Approach Objective
Failures in critical security control systems are promptly identified and
addressed.

Defined Approach Requirements

10.7.2 Failures of critical security control systems are detected, alerted,
and addressed promptly, including but not limited to failure of the
following critical security control systems:

* Network security controls.

e IDS/IPS.

* Change-detection mechanisms.

e Anti-malware solutions.

* Physical access controls.

e Logical access controls.

e Audit logging mechanisms.

e Segmentation controls (if used).

e Audit log review mechanisms.

e Automated security testing tools (if used).

Customized Approach Objective

Failures in critical security control systems are promptly identified and
addressed.

Defined Approach Requirements
10.7.3 Failures of any critical security controls systems are responded to
promptly, including but not limited to:

dYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

paMKax NpeaocTaB/ieHMa CBOUX
cepsucoB

KnneHT oTBEYaeT 3a BbINOHEHMNE
TpebosaHuit PCI DSS B yactn
duMKCcaLnm 1 BbIABNEHWNA OTKA30B
CUCTeM KOHTpoNA 6e30nacHOCTU anA
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.
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e Restoring security functions.

e |[dentifying and documenting the duration (date

and time from start to end) of the security failure.

e |[dentifying and documenting the cause(s) of failure and documenting
required remediation.

e |[dentifying and addressing any security issues that arose during the
failure.

e Determining whether further actions are required as a result of the
security failure.

e Implementing controls to prevent the cause of failure from
reoccurring.

® Resuming monitoring of security controls.

Customized Approach Objective

Failures of critical security control systems are analyzed, contained, and
resolved, and security controls restored to minimize impact. Resulting
security issues are addressed, and measures taken to prevent
reoccurrence.

Requirement 11: Test Security of Systems and Networks Regularly.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

11.1 Processes and mechanisms for regularly testing security of systems a

nd networks are defined and understood.

Defined Approach Requirements

11.1.1 All security policies and operational procedures that are
identified in Requirement 11 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Mnatpopma

Yandex Cloud

obecneumnBaet ana cepBucos B
obnactu OLeHKUN BblINOJIHEHNE BCEX

HeobxoaMMbIX

npoueayp.

OOKYMEHTOB U

KnneHT oTBeyaeT 3a BbINOJIHEHWE
HeobxoaMMmbIx npoueayp ans
KOMMOHEHTOB, obpabaTbiBatoLLNX

AaHHble NNaTeEXHbIX KapT.
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Customized Approach Objective

Expectations, controls, and oversight for meeting activities within
Requirement 11 are defined and adhered to by affected personnel. All
supporting activities are repeatable, consistently applied, and conform
to management’s intent.

Defined Approach Requirements

11.1.2 Roles and responsibilities for performing activities in
Requirement 11 are documented, assigned, and understood.
Customized Approach Objective

Day-to-day responsibilities for performing all the activities in
Requirement 11 are allocated. Personnel are accountable for successful,
continuous operation of these requirements.

Mnatpopma Yandex Cloud oTBevaet 3a
cobntopgeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHuna obasaHHOCTEN U
OTBETCTBEHHOCTM No obecnevyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowmx
OYHKUMOHMPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHun PClI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEn  un

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMMOHEHTOB, Pa3BEpPHYTbIX Ha
nnatdopme Yandex Cloud.

11.2 Wireless access points are identified and monitored, and unauthorized wireless access points are addressed.

Defined Approach Requirements

11.2.1 Authorized and unauthorized wireless access points are managed
as follows:

* The presence of wireless (Wi-Fi) access points is tested for,

e All authorized and unauthorized wireless access points are detected
and identified,

» Testing, detection, and identification occurs at least once every three
months.

e |f automated monitoring is used, personnel are notified via generated
alerts.

Customized Approach Objective

Unauthorized wireless access points are identified and addressed
periodically.

Defined Approach Requirements

11.2.2 An inventory of authorized wireless access points is maintained,
including a documented business justification.

Customized Approach Objective

Mnatpopma Yandex Cloud oTBevaet 3a
cobntopeHune tpebosaHui PCl DSS B
yacTu o6HapyXeHuna n
NaeHTUOMKALMN aBTOPM30BAHHbLIX U
HeaBTOPM30BaHHbIX  HecnpoBOAHbIX
TOYeK [oCTyna ANnA KOMMOHEHTOB,
obecneuunBatoLmnx

bYHKLMOHUPOBaHMe
061acTN OLEHKMU.

cepsucos B

KnAneHT oTBe4vaeT 3a BbINOJIHEHUE

TpeboBaHmin PClI DSS B u4actu
obHapyXeHMs U naeHTUPUKauum
aBTOPU30BaHHbIX n

HeaBTOPM30BaHHbIX 6ecnpoBOAHbIX
TOYEeK AOCTyna A/1a CBOero nepumetpa
6e3onacHoCTH.
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Unauthorized wireless access points are not mistaken for authorized
wireless access points.

11.3 External and internal vulnerabilities are regularly identified, prioritized, and addressed.

Defined Approach Requirements

11.3.1 Internal vulnerability scans are performed as follows:

» At least once every three months.

e Vulnerabilities that are either high-risk or critical (according to the
entity’s vulnerability risk rankings defined at Requirement 6.3.1) are
resolved.

* Rescans are performed that confirm all high-risk and all critical
vulnerabilities (as noted above) have been resolved.

e Scan tool is kept up to date with latest vulnerability information.

e Scans are performed by qualified personnel and organizational
independence of the tester exists.

Customized Approach Objective

The security posture of all system components is verified periodically
using automated tools designed to detect vulnerabilities operating inside
the network. Detected vulnerabilities are assessed and rectified based
on a formal risk assessment framework.

Defined Approach Requirements

11.3.1.1 All other applicable vulnerabilities (those not ranked as high-
risk vulnerabilities or critical vulnerabilities according to the entity’s
vulnerability risk rankings defined at Requirement 6.3.1) are managed
as follows:

e Addressed based on the risk defined in the entity’s targeted risk
analysis, which is performed according to all elements specified in
Requirement 12.3.1.

® Rescans are conducted as needed

Customized Approach Objective

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu perynapHoro NnposeaeHms
BHeLWHNX ASV-CKaHUPOBaHUM,
BHYTPEHHMX CKAaHWPOBaHWN
6e30nacHOCTH, a TaKXKe YCTPaHeHUA
HaNAEeHHbIX yA3BMMOCTEN ANs
KOMMOHEeHTOB, obecneymBatoLmX
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

B o6nacTb exkeKBapTa/ibHbIX BHELIHMX
ASV-CKaHMpPOBaHWUI BKAKOYEHDI, Cpean
npouyero, ny6anyHbie APl nhatdopmbl
Yandex Cloud.

KnneHT oTBeYaeT 3a BbINOAHEHMNE
TpebosaHuit PCI DSS B yactn
perynapHoro npoBeAeHUsa BHELWHMX
ASV-CKaHMpPOBAHWUI, BHYTPEHHMUX
CKaHWPOBaHWIM 6e30MacHOCTH, a TaKXKe
YCTPAHEHWUA HANAEHHbIX YA3BUMOCTEN
ANA KOMNOHEHTOB, Pa3BEPHYTbIX HA
nnatdopme Yandex Cloud.

KnneHT TaKkKe oTBeYvaeT 3a
nposeseHNe CKaHMPOBAHWUI BHELIHUX
IP-agpecos. CKaHMPOBaHWNA O0/IKHbI
BbINONIHATLCA COMNACHO
onybMKoBaHHOMY AOKYMEHTY
NoanTunka noaaep KM Noab3oBaTenemn
npu NpoBeAeHNN NPOBEPKU

yA3BMMOCTEN
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Lower ranked vulnerabilities (lower than high-risk or critical) are
addressed at a frequency in accordance with the entity’s risk.

Defined Approach Requirements

11.3.1.2 Internal vulnerability scans are performed via authenticated
scanning as follows:

e Systems that are unable to accept credentials for authenticated
scanning are documented.

e Sufficient privileges are used for those systems that accept credentials
for scanning.

e If accounts used for authenticated scanning can be used for
interactive login, they are managed in accordance with Requirement
8.2.2.

Customized Approach Objective

Automated tools used to detect vulnerabilities can detect vulnerabilities
local to each system, which are not visible remotely.

Defined Approach Requirements

11.3.1.3 Internal vulnerability scans are performed after any significant
change as follows:

e Vulnerabilities that are either high-risk or critical (according to the
entity’s vulnerability risk rankings defined at Requirement 6.3.1) are
resolved.

® Rescans are conducted as needed.

e Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or ASV).
Customized Approach Objective

The security posture of all system components is verified following
significant changes to the network or systems, by using automated tools
designed to detect vulnerabilities operating inside the network.
Detected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.
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Defined Approach Requirements

11.3.2 External vulnerability scans are performed as follows:

e At least once every three months.

® By a PCI SSC Approved Scanning Vendor

(ASV).

e Vulnerabilities are resolved and ASV Program

Guide requirements for a passing scan are met.

® Rescans are performed as needed to confirm that vulnerabilities are
resolved per the ASV Program Guide requirements for a passing scan.
Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

11.3.2.1 External vulnerability scans are performed after any significant
change as follows:

* Vulnerabilities that are scored 4.0 or higher by the CVSS are resolved.
® Rescans are conducted as needed.

e Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or ASV).
Customized Approach Objective

The security posture of all system components is verified following
significant changes to the network or systems, by using tools designed
to detect vulnerabilities operating from outside the network. Detected
vulnerabilities are assessed and rectified based on a formal risk
assessment framework.

11.4 External and internal penetration testing is regularly performed, and

exploitable vulnerabilities and security weaknesses are corrected.

Defined Approach Requirements

11.4.1 A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:

e Industry-accepted penetration testing approaches.

e Coverage for the entire CDE perimeter and critical systems.

Mnatpopma Yandex Cloud otBeuvaeT 3a | KnmeHT oTBeYaeT 3a BbINONHEHME

cobntoaeHune tpebosaHui PCl DSS B TpebosaHum PCI DSS B yactu

4acTu perynapHoro NnposeaeHums perynapHoro NnpoBeAeHUsA BHELWHUX U
BHELHWNX N BHYTPEHHUX TECTUPOBAHWUI | BHYTPEHHUX TECTUPOBAHMI Ha

Ha NPOHMKHOBEHWE, A TaKKe NPOHMKHOBEHME, a TaKXKe YCTPAHEHUA
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e Testing from both inside and outside the network.

e Testing to validate any segmentation and scope- reduction controls.
e Application-layer penetration testing to identify, at a minimum, the
vulnerabilities listed in Requirement 6.2.4.

* Network-layer penetration tests that encompass all components that
support network functions as well as operating systems.

* Review and consideration of threats and vulnerabilities experienced in
the last 12 months.

e Documented approach to assessing and addressing the risk posed by
exploitable vulnerabilities and security weaknesses found during
penetration testing.

* Retention of penetration testing results and remediation activities
results for at least 12 months.

Customized Approach Objective

A formal methodology is defined for thorough technical testing that
attempts to exploit vulnerabilities and security weaknesses via
simulated attack methods by a competent manual attacker.

Defined Approach Requirements

11.4.2 Internal penetration testing is performed:

e Per the entity’s defined methodology,

* At least once every 12 months

e After any significant infrastructure or application upgrade or change
* By a qualified internal resource or qualified external third-party
 Organizational independence of the tester exists (not required to be a
QSA or ASV).

Customized Approach Objective

Internal system defenses are verified by technical testing according to
the entity’s defined methodology as frequently as needed to address
evolving and new attacks and threats and ensure that significant
changes do not introduce unknown vulnerabilities.

Defined Approach Requirements

YCTPaHEHUS HANAEHHbIX HEAOCTaTKOB
AN KOMNOHEHTOB, obecneynBatoLmX
dYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

HaWAeHHbIX He40CTATKOB ANA
KOMMNOHEHTOB, Pa3BEepPHYTbIX Ha
nnatdopme Yandex Cloud.
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11.4.3 External penetration testing is performed:

e Per the entity’s defined methodology

* At least once every 12 months

e After any significant infrastructure or application upgrade or change
* By a qualified internal resource or qualified external third party
 Organizational independence of the tester exists (not required to be a
QSA or ASV).

Customized Approach Objective

External system defenses are verified by technical testing according to
the entity’s defined methodology as frequently as needed to address
evolving and new attacks and threats, and to ensure that significant
changes do not introduce unknown vulnerabilities.

Defined Approach Requirements

11.4.4 Exploitable vulnerabilities and security weaknesses found during
penetration testing are corrected as follows:

e In accordance with the entity’s assessment of the risk posed by the
security issue as defined in Requirement 6.3.1.

* Penetration testing is repeated to verify the corrections.

Customized Approach Objective

Vulnerabilities and security weaknesses found while verifying system
defenses are mitigated.

Defined Approach Requirements

11.4.5 If segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls as follows:

e At least once every 12 months and after any changes to segmentation
controls/methods

e Covering all segmentation controls/methods in use.

e According to the entity’s defined penetration testing methodology.

e Confirming that the segmentation controls/methods are operational
and effective, and isolate the CDE from all out-of-scope systems.
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e Confirming effectiveness of any use of isolation to separate systems
with differing security levels (see Requirement 2.2.3).

» Performed by a qualified internal resource or qualified external third
party.

 Organizational independence of the tester exists (not required to be a
QSA or ASV).

Customized Approach Objective

If segmentation is used, it is verified periodically by technical testing to
be continually effective, including after any changes, in isolating the
CDE from all out- of-scope systems.

Defined Approach Requirements

11.4.6 Additional requirement for service providers only: If
segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls as follows:

e At least once every six months and after any changes to segmentation
controls/methods.

e Covering all segmentation controls/methods in use.

e According to the entity’s defined penetration testing methodology.

e Confirming that the segmentation controls/methods are operational
and effective, and isolate the CDE from all out-of-scope systems.

e Confirming effectiveness of any use of isolation to separate systems
with differing security levels (see Requirement 2.2.3).

» Performed by a qualified internal resource or qualified external third
party.

 Organizational independence of the tester exists (not required to be a
QSA or ASV).

Customized Approach Objective

If segmentation is used, it is verified by technical testing to be
continually effective, including after any changes, in isolating the CDE
from out-of-scope systems.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeaoCTaBAeHMA CBOUX
cepsucoB
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Defined Approach Requirements

11.4.7 Additional requirement for multi-tenant service providers only:
Multi-tenant service providers support their customers for external
penetration testing per Requirement 11.4.3 and 11.4.4.

Customized Approach Objective

Multi-tenant service providers support their customers’ need for
technical testing either by providing access or evidence that comparable
technical testing has been undertaken.

Mnatpopma Yandex Cloud nybankyet
Ha CBOMX pecypcax AOKYMEHT
MoNnTUKA NOAAEPKKM NONb30BATENEN

KNneHT foNKeH pyKoBOACTBOBATbLCA
NONOMKEHUAMM AOKYMeHTa [1oNINTHKa
noAfepKKW nosib3oBaTenei npm

npv NPoBeaeHUN NPOBEPKU
yA3BMMOCTEN

nposeAeHNU NPOBEPKN YA3BUMOCTEN

11.5 Network intrusions and unexpected file changes are detected and responded to.

Defined Approach Requirements

11.5.1 Intrusion-detection and/or intrusion- prevention techniques are
used to detect and/or prevent intrusions into the network as follows:

e All traffic is monitored at the perimeter of the CDE.

e All traffic is monitored at critical points in the CDE.

e Personnel are alerted to suspected compromises.

e All intrusion-detection and prevention engines, baselines, and
signatures are kept up to date.

Customized Approach Objective

Mechanisms to detect real-time suspicious or anomalous network
traffic that may be indicative of threat actor activity are implemented.
Alerts generated by these mechanisms are responded to by personnel,
or by automated means that ensure that system components cannot be
compromised as a result of the detected activity.

Defined Approach Requirements

11.5.2 A change-detection mechanism (for example, file integrity
monitoring tools) is deployed as follows:

* To alert personnel to unauthorized modification (including changes,
additions, and deletions) of critical files.

e To perform critical file comparisons at least once weekly.
Customized Approach Objective

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTW UCMO/Ib30BAHMA METOA0B U
cmucTem
obHapyKeHusa/npenoTBpaLLeHnn
BTOPYKEHWUIN ANA KOMMNOHEHTOB,
obecneuunBatoLmnx
bYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
MCNO/Ib30BaHUA METOA0B M CUCTEM
obHapy»KeHua/npeaoTepalLeHuns
BTOPKEHWUI 419 KOMMOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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Critical files cannot be modified by unauthorized personnel without an
alert being generated.

11.6 Unauthorized changes on payment pages are detected and responded to.

Defined Approach Requirements

11.6.1 A change- and tamper-detection mechanism is deployed as
follows:

e To alert personnel to unauthorized modification (including indicators
of compromise, changes, additions, and deletions) to the security-
impacting HTTP headers and the script contents of payment pages as
received by the consumer browser.

* The mechanism is configured to evaluate the received HTTP headers
and payment pages.

e The mechanism functions are performed as follows:

— At least weekly

OR

— Periodically (at the frequency defined in the entity’s targeted risk
analysis, which is performed according to all elements specified in
Requirement 12.3.1).

Customized Approach Objective

E-commerce skimming code or techniques cannot be added to payment
pages as received by the consumer browser without a timely alert being
generated. Anti-skimming measures cannot be removed from payment
pages without a prompt alert being generated.

Mnatdopma Yandex Cloud otseyaerT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu UCMNO/Ib30BAHUA MEXAaHU3MOB
KOHTPOAA LenocTHoctu daiinos ana
KOMMOHEeHTOoB, obecneymBatoLmX
bYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHum PCI DSS B yactu
MCNONb30BaHNA MEXAaHM3MOB
KOHTPOAA LenocTHocTn gpannos gna
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.

Maintain an Information Security Policy

Requirement 12: Support Information Security with Organizational Policies and Programs.

PCI DSS Requirements

Yandex Cloud

KnuneHnrt
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12.1 A comprehensive information security policy that governs and provides direction for protection of the entity’s information assets is known and

current.

Defined Approach Requirements

12.1.1 An overall information security policy is:

e Established.

e Published.

* Maintained.

* Disseminated to all relevant personnel, as well as to relevant vendors
and business partners.

Customized Approach Objective

The strategic objectives and principles of information security are
defined, adopted, and known to all personnel.

Defined Approach Requirements

12.1.2 The information security policy is:

* Reviewed at least once every 12 months.

e Updated as needed to reflect changes to business objectives or risks
to the environment.

Customized Approach Objective

The information security policy continues to reflect the organization’s
strategic objectives and principles.

Mnatpopma Yandex Cloud otBevaet
33 BblnonHeHue TpebosaHmin PCI
DSS B 4yactm pas3pabotkm m
cobnogeHun NONUTUKN
6e3onacHOCTU M Apyrnx npoueayp
obecneyeHun b ana
KOMMOHEHTOB, 0becneynBatoLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmn PCI DSS B u4actu
pa3paboTKn U coboaeHNs NOUTUKM
6esonacHocTM W Apyrux npoueayp
obecneyeHna UMb ana KoOMMNoOHEHTOB,
pa3BepHyTbIX Ha nnaTpopme Yandex
Cloud.

Defined Approach Requirements

12.1.3 The security policy clearly defines information security roles and
responsibilities for all personnel, and all personnel are aware of and
acknowledge their information security responsibilities.

Customized Approach Objective

Personnel understand their role in protecting the entity’s cardholder
data.

Defined Approach Requirements

Mnatpopma Yandex Cloud oTrBevaet 3a
cobntopgeHune tpebosaHun PCl DSS B
yacTu pacnpeaeneHuna obasaHHOCTEN U
OTBETCTBEHHOCTM No obecneyeHuto Ub
ONA KOMMOHEHTOB, obecneymBatowwmx
OYHKUMOHMpPOBAHME  CEpPBUCOB B
061acTN OLEHKMU.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmn PCI DSS B u4actu
pacnpegeneHna  obsasaHHoOCTEn  u

OTBEeTCTBEHHOCTM 3a obecneyeHne UB
ONA KOMIMOHEHTOB, pPa3BEPHYTbIX Ha
nnatdopme Yandex Cloud.
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12.1.4 Responsibility for information security is formally assigned to a
Chief Information Security Officer or other information security
knowledgeable member of executive management.

Customized Approach Objective

A designated member of executive management is responsible for
information security.

12.2 Acceptable use policies for end-user technologies are defined and im

plemented.

Defined Approach Requirements

12.2.1 Acceptable use policies for end-user technologies are
documented and implemented, including:

e Explicit approval by authorized parties.

e Acceptable uses of the technology.

e List of products approved by the company for employee use, including
hardware and software.

Customized Approach Objective

The use of end-user technologies is defined and managed to ensure
authorized usage.

Mnatpopma Yandex Cloud oTBevaet 3a
cobnoaeHune tpebosaHuin PCl DSS B

YaCTM  MCMNO/Ib30BAHMA  KPUTUYHbDIX
TeXHOoNornin ans KOMMOHEHTOB,
obecneumnBatoLmnx

OYHKUMOHMpPOBAHME  CEpPBUCOB B

061acTN OLEHKMU.

KnneHT oTBevyaeT 3a BbINONHEHME
TpebosaHmn PCI DSS B yvactu
NCNoNb30BaHMA KPUTUYHBIX
TEXHONOTnM ans KOMMNOHEHTOB,

pa3BepHyTbiX Ha niatdopme Yandex
Cloud.

12.3 Risks to the cardholder data environment are formally identified, evaluated, and managed.

Defined Approach Requirements

12.3.1 For each PCI DSS requirement that specifies completion of a
targeted risk analysis, the analysis is documented and includes:

e |dentification of the assets being protected.

e |[dentification of the threat(s) that the requirement is protecting
against.

e |dentification of factors that contribute to the likelihood and/or
impact of a threat being realized.

* Resulting analysis that determines, and includes justification for, how
the frequency or processes defined by the entity to meet the
requirement minimize the likelihood and/or impact of the threat being

realized.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu npoueayp OUEHKM PUCKOB ANA
KOMMOHEeHTOB, obecneymBatoLmX
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINOJHEHMWE
TpebosaHumn PCI DSS B yactu
npoueayp OLEHKN PUCKOB ANA
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud.

KnuneHt moxeTt ncnonbsosatb NeoCAT
- Cloud Assessment Tool ann
BbINONHEHNA TpeboBaHmA 12.3.1.
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* Review of each targeted risk analysis at least once every 12 months to
determine whether the results are still valid or if an updated risk
analysis is needed.

* Performance of updated risk analyses when needed, as determined by
the annual review.

Customized Approach Objective

Up to date knowledge and assessment of risks to the CDE are
maintained.

Defined Approach Requirements

12.3.2 A targeted risk analysis is performed for each PCI DSS
requirement that the entity meets with the customized approach, to
include:

e Documented evidence detailing each element specified in Appendix
D: Customized Approach (including, at a minimum, a controls matrix
and risk analysis).

e Approval of documented evidence by senior management.

* Performance of the targeted analysis of risk at least once every 12
months.

Customized Approach Objective

This requirement is part of the customized approach and must be met
for those using the customized approach.

Defined Approach Requirements

12.3.3 Cryptographic cipher suites and protocols in use are documented
and reviewed at least once every 12 months, including at least the
following:

e An up-to-date inventory of all cryptographic cipher suites and
protocols in use, including purpose and where used.

e Active monitoring of industry trends regarding continued viability of
all cryptographic cipher suites and protocols in use.
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e Documentation of a plan, to respond to anticipated changes in
cryptographic vulnerabilities.

Customized Approach Objective

The entity is able to respond quickly to any vulnerabilities in
cryptographic protocols or algorithms, where those vulnerabilities
affect protection of cardholder data.

Defined Approach Requirements

12.3.4 Hardware and software technologies in use are reviewed at least
once every 12 months, including at least the following:

* Analysis that the technologies continue to receive security fixes from
vendors promptly.

* Analysis that the technologies continue to support (and do not
preclude) the entity’s PCI DSS compliance.

® Documentation of any industry announcements or trends related to a
technology, such as when a vendor has announced “end of life” plans
for a technology.

e Documentation of a plan, approved by senior management, to
remediate outdated technologies, including those for which vendors
have announced “end of life” plans.

Customized Approach Objective

The entity’s hardware and software technologies are up to date and
supported by the vendor. Plans to remove or replace all unsupported
system components are reviewed periodically.

12.4 PCI DSS compliance is managed.

Defined Approach Requirements

12.4.1 Additional requirement for service providers only: Responsibility
is established by executive management for the protection of
cardholder data and a PCI DSS compliance program to include:

e Overall accountability for maintaining PCI DSS compliance.

Mnatdopma Yandex Cloud otseyaerT 3a
BbINO/IHEHWE NPOrPaMMbl
cooTBeTcTBMA TpebosaHmam PCl DSS
A7 KOMNOHEHTOoB, obecneynBaroLLmx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
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e Defining a charter for a PCI DSS compliance program and
communication to executive management.

Customized Approach Objective

Executives are responsible and accountable for security of cardholder
data.

pamMKax npegocrtaBaieHnAa CBOUX
cepsucos

Defined Approach Requirements

12.4.2 Additional requirement for service providers only: Reviews are
performed at least once every three months to confirm that personnel
are performing their tasks in accordance with all security policies and
operational procedures. Reviews are performed by personnel other
than those responsible for performing the given task and include, but
are not limited to, the following tasks:

e Daily log reviews.

e Configuration reviews for network security

controls.

e Applying configuration standards to new systems.

® Responding to security alerts.

* Change-management processes.

Customized Approach Objective

The operational effectiveness of critical PCI DSS controls is verified
periodically by manual inspection of records.

Mnatdopma Yandex Cloud otseyaeT 3a
nposeseHne NepPUOANYECKMX
NPOBEPOK BbINOSHEHMA TpeboBaHMN
PCI DSS ana KOMNOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObITb
NPUMEHMMO ANA KIMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeaoCTaBAeHMA CBOUX
cepBucos

12.5 PCI DSS scope is documented and validated.

Defined Approach Requirements

12.5.1 An inventory of system components that are in scope for PCI
DSS, including a description of function/use, is maintained and kept
current.

Customized Approach Objective

All system components in scope for PCI DSS are identified and known.

Mnatdopma Yandex Cloud
obecneymnBaeT BbINOSHEHME NpoLEeAYP
yyeTa AN KOMMNOHEHTOB,
obecneuunBatoLmnx
dYHKUMOHUpPOBAHME CEPBUCOB B
061aCcTN OLEHKMU.

KnneHT oTBevaeT 3a BegeHMe KypHana
y4yeTa KOMMNOHEHTOB, PA3BEPHYTbLIX Ha
nnatdopme Yandex Cloud n BxogAawmx
B 061aCTb OLEHKM COOTBETCTBUA
ctaHgapty PCI DSS.

Defined Approach Requirements

Mnatdopma Yandex Cloud otBeyaeT 3a
AOKYMEHTUpPOBaHMe U

KnueHT oTBevaeT 3a
OOKYMEHTUPOBAHME U
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12.5.2 PCI DSS scope is documented and confirmed by the entity at
least once every 12 months and upon significant change to the in-scope
environment. At a minimum, the scoping validation includes:

* |[dentifying all data flows for the various payment stages (for example,
authorization, capture settlement, chargebacks, and refunds) and
acceptance channels (for example, card-present, card-not-present, and
e-commerce).

e Updating all data-flow diagrams per Requirement 1.2.4.

e Identifying all locations where account data is stored, processed, and
transmitted, including but not limited to: 1) any locations outside of the
currently defined CDE, 2) applications that process CHD, 3)
transmissions between systems and networks, and 4) file backups.

e |[dentifying all system components in the CDE, connected to the CDE,
or that could impact security of the CDE.

* |[dentifying all segmentation controls in use and the environment(s)
from which the CDE is segmented, including justification for
environments being out of scope.

e |[dentifying all connections from third-party entities with access to the
CDE.

e Confirming that all identified data flows, account data, system
components, segmentation controls, and connections from third parties
with access to the CDE are included in scope.

Customized Approach Objective

PCI DSS scope is verified periodically, and after significant changes, by
comprehensive analysis and appropriate technical measures.

noATeep:KaeHne 061acTm OLEHKHU
KOMMOHEeHTOB, obecneymBatoLmX
YHKUMOHUPOBAHME CEPBUCOB.

noaTeepxaeHne 061acTu OUEHKM
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatdopme Yandex Cloud n BxogAawmx
B 061aCTb OLEHKM COOTBETCTBUA
ctaHgapty PCI DSS.

Defined Approach Requirements

12.5.2.1 Additional requirement for service providers only: PCI DSS
scope is documented and confirmed by the entity at least once every six
months and upon significant change to the in-scope environment. At a
minimum, the scoping validation includes all the elements specified in
Requirement 12.5.2.

Mnatdopma Yandex Cloud otseyaert 3a
AOKYMEHTUpPOBaHMe U
noaTeepxaeHne 061acTu OUEHKM
KOMMOHEeHTOB, obecneymBaoLmX
GYHKLMOHUPOBaHME CEPBUCOB.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
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Customized Approach Objective
The accuracy of PCI DSS scope is verified to be continuously accurate by
comprehensive analysis and appropriate technical measures.

pamMKax npegocrtaBaieHnAa CBOUX
cepsucos

Defined Approach Requirements

12.5.3 Additional requirement for service providers only: Significant
changes to organizational structure result in a documented (internal)
review of the impact to PCI DSS scope and applicability of controls, with
results communicated to executive management.

Customized Approach Objective

PCI DSS scope is confirmed after significant organizational change.

Mnatdopma Yandex Cloud
obecneymBaeT LOKYMEHTUPOBAHME U
AHaNM3 BAMAHMA 3HAYNTENbHbIX
N3MEHEHWIN B OPraHM3aLMOHHOM
CTPYKTYpe ANA KOMNOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObITb
NPUMEHMMO ANA KMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
paMKax NpeaoCTaBAeHMA CBOUX
cepBucos

12.6 Security awareness education is an ongoing activity.

Defined Approach Requirements

12.6.1 A formal security awareness program is implemented to make all
personnel aware of the entity’s information security policy and
procedures, and their role in protecting the cardholder data.
Customized Approach Objective

Personnel are knowledgeable about the threat landscape, their
responsibility for the operation of relevant security controls, and are
able to access assistance and guidance when required.

Defined Approach Requirements

12.6.2 The security awareness program is:

* Reviewed at least once every 12 months, and

e Updated as needed to address any new threats and vulnerabilities
that may impact the security of the entity’s CDE, or the information
provided to personnel about their role in protecting cardholder data.
Customized Approach Objective

The content of security awareness material is reviewed and updated
periodically.

Mnatdopma Yandex Cloud otBeyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4yacTn 0byyeHunA COTPYAHUKOB U
NOBbILIEHMA NX OCBEAOMNEHHOCTH O
6e30nacHOCTN A1 KOMMNOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBMCOB B
061aCcTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINOJHEHMWE
TpebosaHui PCl DSS B 4acTn obyveHua
COTPYAHWKOB M NOBbIWEHUA UX
0ocBeAOMNIEeHHOCTM 0 6e3onacHoCTH
ANA KOMNOHEHTOB, Pa3BEPHYTbIX HA
nnatdopme Yandex Cloud.
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Defined Approach Requirements

12.6.3 Personnel receive security awareness training as follows:

e Upon hire and at least once every 12 months.

* Multiple methods of communication are used.

* Personnel acknowledge at least once every 12 months that they have
read and understood the information security policy and procedures.
Customized Approach Objective

Personnel remain knowledgeable about the threat landscape, their
responsibility for the operation of relevant security controls, and are
able to access assistance and guidance when required.

12.7 Personnel are screened to reduce risks from insider threats.

Defined Approach Requirements

12.7.1 Potential personnel who will have access to the CDE are
screened, within the constraints of local laws, prior to hire to minimize
the risk of attacks from internal sources.

Customized Approach Objective

The risk related to allowing new members of staff access to the CDE is
understood and managed.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTV NPOBEPKM NOTEHLMANBbHbIX
COTPYAHWKOB A0 UX NpMema Ha paboty
B CEpPBUCDI, BXogALmMe B 0bnacTb
OLLEeHKM.

KnneHT oTBEYaeT 3a BbINONHEHNE
TpebosaHumi PCl DSS B 4acTn nposepku
NOTEeHLMANbHbIX COTPYAHUKOB A0 MX
npuema Ha paboTy 413 KOMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.

12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is managed.

Defined Approach Requirements

12.8.1 A list of all third-party service providers (TPSPs) with which
account data is shared or that could affect the security of account data
is maintained, including a description for each of the services provided.
Customized Approach Objective

Records are maintained of TPSPs and the services provided.

Defined Approach Requirements

12.8.2 Written agreements with TPSPs are maintained as follows:

e Written agreements are maintained with all TPSPs with which account
data is shared or that could affect the security of the CDE.

Mnatpopma Yandex Cloud He
nepegaet AaHHble KnneHToB
CTOPOHHMM KomnaHuam. Yandex Cloud
oTBevaeT 3a cobnoaeHne TpeboBaHN
PCI DSS B 4acTv B3aMMOAENCTBUA C
cepsuc-npoBanaepamu, KoTopble
MOTyT NOBANATbL HA 6e30nNacHOCTb
OaHHbIX KnneHtos.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHumn PCI DSS B yactu
B3aMMOAENCTBMUA C CepBUC-
nposamaepamm, KOTOpble MoryT
NoBANATb Ha 6€30MacHOCTb AaHHbIX
NnAaTeXHbIX KapT.
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e Written agreements include acknowledgments from TPSPs that TPSPs
are responsible for the security of account data the TPSPs possess or
otherwise store, process, or transmit on behalf of the entity, or to the
extent that the TPSP could impact the security of the entity’s cardholder
data and/or sensitive authentication data.

Customized Approach Objective

Records are maintained of each TPSP’s acknowledgment of its
responsibility to protect account data.

Defined Approach Requirements

12.8.3 An established process is implemented for engaging TPSPs,
including proper due diligence prior to engagement.

Customized Approach Objective

The capability, intent, and resources of a prospective TPSP to
adequately protect account data are assessed before the TPSP is
engaged.

Defined Approach Requirements

12.8.4 A program is implemented to monitor TPSPs’ PCI DSS compliance
status at least once every 12 months.

Customized Approach Objective

The PCI DSS compliance status of TPSPs is verified periodically.

Defined Approach Requirements

12.8.5 Information is maintained about which PCI DSS requirements are
managed by each TPSP, which are managed by the entity, and any that
are shared between the TPSP and the entity.

Customized Approach Objective

Records detailing the PCI DSS requirements and related system
components for which each TPSP is solely or jointly responsible, are
maintained and reviewed periodically.

12.9 Third-party service providers (TPSPs) support their customers’ PCI DSS compliance.
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Defined Approach Requirements

12.9.1 Additional requirement for service providers only: TPSPs provide
written agreements to customers that include acknowledgments that
TPSPs are responsible for the security of account data the TPSP
possesses or otherwise stores, processes, or transmits on behalf of the
customer, or to the extent that the TPSP could impact the security of
the customer’s cardholder data and/or sensitive authentication data.
Customized Approach Objective

TPSPs formally acknowledge their security responsibilities to their
customers.

Defined Approach Requirements

12.9.2 Additional requirement for service providers only: TPSPs support
their customers’ requests for information to meet Requirements 12.8.4
and 12.8.5 by providing the following upon customer request:

* PCI DSS compliance status information (Requirement 12.8.4).

e Information about which PCI DSS requirements are the responsibility
of the TPSP and which are the responsibility of the customer, including
any shared responsibilities (Requirement 12.8.5), for any service the
TPSP provides that meets a PCI DSS requirement(s) on behalf of
customers or that can impact security of customers’ cardholder data or
sensitive authentication data.

Customized Approach Objective

TPSPs provide information as needed to support their customers’ PCI
DSS compliance efforts.

Mnatdopma Yandex Cloud
npeaocTaBaseT BCO He0bXoAnuMYH0
MHPOPMaLMIO NO COOTBETCTBUIO Ha
noprane
https://yandex.cloud/ru/security

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKeET ObITb
NPUMEHMMO ANA KIMEHTOB, KOTOPbIE
ABNAIOTCA MNOCTABLMKAMM YCAYT, B
pPaMKax NpeAoCTaBAeHMA CBOUX
cepBucoB

12.10 Suspected and confirmed security incidents that could impact the C

DE are responded to immediately.

Defined Approach Requirements

12.10.1 An incident response plan exists and is ready to be activated in
the event of a suspected or confirmed security incident. The plan
includes, but is not limited to:

Mnatdopma Yandex Cloud otBeyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTM pearnpoBaHMA Ha UHLNAEHTbI U
TEeCTMPOBAHUA NNAHOB pearMpoBaHuA

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
pearMpoBaHUA Ha MHUMAOEHTbI U
TeCTMPOBAHUA NAHOB pearnpoBaHuA
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* Roles, responsibilities, and communication and contact strategies in
the event of a suspected or confirmed security incident, including
notification of payment brands and acquirers, at a minimum.

e Incident response procedures with specific containment and
mitigation activities for different types of incidents.

e Business recovery and continuity procedures.

e Data backup processes.

e Analysis of legal requirements for reporting compromises.

e Coverage and responses of all critical system components.

* Reference or inclusion of incident response procedures from the
payment brands.

Customized Approach Objective

A comprehensive incident response plan that meets card brand
expectations is maintained.

Defined Approach Requirements

12.10.2 At least once every 12 months, the security incident response
plan is:

* Reviewed and the content is updated as needed.

e Tested, including all elements listed in Requirement 12.10.1.
Customized Approach Objective

The incident response plan is kept current and tested periodically.

Defined Approach Requirements

12.10.3 Specific personnel are designated to be available on a 24/7
basis to respond to suspected or confirmed security incidents.
Customized Approach Objective

Incidents are responded to immediately where appropriate.

Defined Approach Requirements

12.10.4 Personnel responsible for responding to suspected and
confirmed security incidents are appropriately and periodically trained
on their incident response responsibilities.

Ha MHUWAEHTbI 419 KOMMNOHEHTOB,
obecneumnBatoLmnx
dYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

Ha MHUMAEHTbI AN KOMNOHEHTOB,
pa3BepHyTbIX Ha naaTdopme Yandex
Cloud.
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Customized Approach Objective

Personnel are knowledgeable about their role and responsibilities in
incident response and are able to access assistance and guidance when
required.

Defined Approach Requirements

12.10.5 The security incident response plan includes monitoring and
responding to alerts from security monitoring systems, including but
not limited to:

e Intrusion-detection and intrusion-prevention systems.

* Network security controls.

* Change-detection mechanisms for critical files.

* The change-and tamper-detection mechanism for payment pages.
This bullet is a best practice until its effective date; refer to Applicability
Notes below for details.

e Detection of unauthorized wireless access points.

Customized Approach Objective

Alerts generated by monitoring and detection technologies are
responded to in a structured, repeatable manner.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4yacT obHapyKeHMA K
NaeHTUOMKALMM aBTOPMU30BAHHbIX U
HeaBTOPM30BaHHbIX 6ecnpPoBOAHbIX
TOYEK A0CTYNa AN KOMMNOHEHTOB,
obecneumnBatoLmnx
bYHKLMOHUPOBaHME CEPBMCOB B
061acTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHuit PCI DSS B yactn
obHapyXeHus 1 naeHTUdUKayumm
aBTOPU30BaHHbIX U
HeaBTOPM30BaHHbIX 6ecnpoBoAHbIX
TOYEK A0CTyna A4/ CBOEro nepumeTpa
6e3onacHocTH.

Defined Approach Requirements
12.10.6 The security incident response plan is modified and evolved

according to lessons learned and to incorporate industry developments.

Customized Approach Objective
The effectiveness and accuracy of the incident response plan is
reviewed and updated after each invocation.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTW YCOBEPLLEHCTBOBAHMA NJ1IaHOB
pearMpoBaHMA HA UHUMAEHTbI ANA
KOMMOHEeHTOB, obecneymBatoLmX
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINONHEHMNE
TpebosaHumi PCI DSS B
yCOBEPLUEHCTBOBAHMA NN1aHOB
pearMpoBaHMA HA UHUMAEHTbI ANA
KOMMNOHEHTOB, Pa3BEepPHYTbIX Ha
nnatdopme Yandex Cloud.

Defined Approach Requirements
12.10.7 Incident response procedures are in place, to be initiated upon
the detection of stored PAN anywhere it is not expected, and include:

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex Cloud
CaMoCTOATeNIbHO He 0bpabaTtbiBaeT
AaHHbIe NAAaTeXKHbIX KapT.

KnneHT oTBEYaeT 3a npoueaypsl
pearnpoBaHmA Ha UHUMAEHTbI,
KOTOpble A0MKHbI ObITb
MHULMMPOBaHbI NPU 06HAPYKEHUU
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* Determining what to do if PAN is discovered outside the CDE,
including its retrieval, secure deletion, and/or migration into the
currently defined CDE, as applicable.

e |[dentifying whether sensitive authentication data is stored with PAN.
* Determining where the account data came from and how it ended up
where it was not expected.

e Remediating data leaks or process gaps that resulted in the account
data being where it was not expected.

Customized Approach Objective

Processes are in place to quickly respond, analyze, and address
situations in the event that cleartext PAN is detected where it is not
expected.

xpaHumoro PAN B ntobom mecrte, rae
3TO He oXKuaaercs.

Additional PCI DSS Requirements

Appendix Al: Additional PCI DSS Requirements for Multi-Tenant Service Providers

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

Al.1 Multi-tenant service providers protect and separate all customer environments and data.

Defined Approach Requirements

Al1.1.1 Logical separation is implemented as follows:

* The provider cannot access its customers’ environments without
authorization.

e Customers cannot access the provider’s environment without
authorization

Customized Approach Objective

Customers cannot access the provider’s environment. The provider
cannot access its customers’ environments without authorization.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu NpeAoCTaBAEHUA MEXAHU3MOB
ynpaBaeHuns JOCTyNnom,
obecneymBatoLWLmX U30ALMIO PA3HbIX
KnuneHToB, 1 pasrpaHnyeHma cpes
pasHbiX KnneHToB. [leTanbHan
nHbopmaumAa npeacTaBieHa B
AOKYMEeHTaumu:

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKeT HbITb NPUMEHUMO
ANA  KAWEHTOB, KOTOpble ABAAKOTCA
NOCTaBLIMKAMMN  YCAYr, B  pPaMKax
npeaoCcTaBNeHMA CBOMX CEPBUCOB
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Defined Approach Requirements

A1.1.2 Controls are implemented such that each customer only has
permission to access its own cardholder data and CDE.

Customized Approach Objective

Customers cannot access other customers’ environments.

Defined Approach Requirements

A1.1.3 Controls are implemented such that each customer can only
access resources allocated to them.

Customized Approach Objective

Customers cannot impact resources allocated to other customers.

https://yandex.cloud/ru/security/com
prehensive-security/isolation-layers

Defined Approach Requirements

A1.1.4 The effectiveness of logical separation controls used to separate
customer environments is confirmed at least once every six months via
penetration testing.

Customized Approach Objective

Segmentation of customer environments from other environments is
periodically validated to be effective.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu perynapHoro NnposeaeHms
BHELWHUX N BHYTPEHHUX TECTUPOBAHUM
Ha NPOHMKHOBEHWE, A TaKKe
YCTPaHEHWUA HANAEHHbIX He40CTAaTKOB
AR KOMNOHEHTOoB, obecneyunsaroLLmx
bYHKLMOHUpPOBaHME CEPBUCOB B
061aCcTN OLEHKMU.

Al.2 Multi-tenant service providers facilitate logging and incident response for all customers

Defined Approach Requirements

A1.2.1 Audit log capability is enabled for each customer’s environment
that is consistent with PCI DSS Requirement 10, including:

e Logs are enabled for common third-party applications.

e Logs are active by default.

e Logs are available for review only by the owning customer.

e Log locations are clearly communicated to the owning customer.

e Log data and availability is consistent with PCI DSS Requirement 10.
Customized Approach Objective

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTu BEAEHUA U XPAHEHUA XKYPHANOB
pernctpauum cobbituin B APl ans
Karkgoro KnmeHra.

TpeboBaHMe HeNPUMEHUMO.

*TpeboBaHMe MOXKET bbiTb
NPUMEHUMO ANA KNUEHTOB, KOTOpble
ABNAOTCA MNOCTaBLLIMKAMMU YCAYT, B
paMKax NpeaocTaBAeHUA CBOUX
cepsBucoB
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Log capability is available to all customers without affecting the
confidentiality of other customers.

Defined Approach Requirements

A1.2.2 Processes or mechanisms are implemented to support and/or
facilitate prompt forensic investigations in the event of a suspected or
confirmed security incident for any customer.

Customized Approach Objective

Forensic investigation is readily available to all customers in the event
of a suspected or confirmed security incident.

Defined Approach Requirements

A1.2.3 Processes or mechanisms are implemented for reporting and
addressing suspected or confirmed security incidents and
vulnerabilities, including:

e Customers can securely report security incidents and vulnerabilities to
the provider.

* The provider addresses and remediates suspected or confirmed
security incidents and vulnerabilities according to Requirement 6.3.1.
Customized Approach Objective

Suspected or confirmed security incidents or vulnerabilities are
discovered and addressed. Customers are informed where appropriate.

Mnatdopma Yandex Cloud otseyaeT 3a
cobntoaeHune tpebosaHui PCl DSS B
YyacTu:

® BeAEeHUA M XpaHeHUs
KYPHaANoB perncrpaumm
cobbiTnin B APl ans Kaxagoro
KnueHTa;

e uvHPopmupoBaHma KaneHtos B
cny4vae obHapyKeHuA K
paccnefoBaHMA UHUWOEHTOB
MBb.

Mnatdopma Yandex Cloud perynapHo
nybaukyet bronneteHn 6esonacHocTH
https://yandex.cloud/ru/docs/security
/security-bulletins/

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKeT ObITb NPUMEHUMO
ANA  KAWEHTOB, KOTOpble ABAAKOTCA
NOCTaBLMKAMN  YCAYr, B  pPaMKax
npeaoCcTaBNeHMA CBOMX CEPBUCOB
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Appendix A2: Additional PCI DSS Requirements for Entities Using SSL/Early TLS for CardPresent POS POI Terminal

Connections

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

A2.1 POl terminals using SSL and/or early TLS are confirmed as not susceptible to known SSL/TLS exploits.

Defined Approach Requirements

A2.1.1 Where POS POI terminals at the merchant or payment
acceptance location use SSL and/or early TLS, the entity confirms the
devices are not susceptible to any known exploits for those protocols.
Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A2.1.2 Additional requirement for service providers only: All service
providers with existing connection points to POS POI terminals that use
SSL and/or early TLS as defined in A2.1 have a formal Risk Mitigation
and Migration Plan in place that includes:

e Description of usage, including what data is being transmitted, types
and number of systems that use and/or support SSL/early TLS, and type
of environment.

e Risk-assessment results and risk-reduction controls in place.

e Description of processes to monitor for new vulnerabilities associated
with SSL/early TLS.

e Description of change control processes that are implemented to
ensure SSL/early TLS is not implemented into new environments.

e Overview of migration project plan to replace SSL/early TLS at a future
date.

Customized Approach Objective

This requirement is not eligible for the customized approach.

TpeboBaHMe HENPUMEHUMO.
Mnatpopma Yandex Cloud He
ncnonbsyet POS/POI-TepmuHansi.

KnneHT oTBeyaeT 3a BbINOJIHEHWE
TpeboBaHmn PClI DSS B u4actu
ncnonb3oBaHmMA 6e30nacHbIX Bepcui
ncrnonb3yemblix NpoTokonos TLS.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKeT HbITb NPUMEHUMO
ANA  KAWEHTOB, KOTOpble ABAAKOTCA
NOCTaBLIMKAMMN  YCAYr, B  pPaMKax
npeaocTaBNeHUA CBOMX CEPBUCOB.
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Defined Approach Requirements

A2.1.3 Additional requirement for service providers only: All service
providers provide a secure service offering.

Customized Approach Objective

This requirement is not eligible for the customized approach.

Appendix A3: Designated Entities Supplemental Validation (DESV)

PCI DSS Requirements

Yandex Cloud

KnuneHnrt

A3.1 A PCI DSS compliance program is implemented

Defined Approach Requirements

A3.1.1 Responsibility is established by executive management for the
protection of account data and a PCI DSS compliance program that
includes:

e Overall accountability for maintaining PCI DSS

compliance.

e Defining a charter for a PCI DSS compliance

program.

e Providing updates to executive management and board of directors
on PCI DSS compliance initiatives and issues, including remediation
activities, at least once every 12 months.

PCI DSS Reference: Requirement 12

Customized Approach Objective

This requirement is not eligible for the customized

approach.

Defined Approach Requirements
A3.1.2 A formal PCI DSS compliance program is in place that includes:

Mnatpopma Yandex Cloud oTBevaet 3a
cobnoaeHune tpebosaHui PCl DSS B
4yacTM  onpeaeneHuMa  NPOrpammbl
COOTBETCTBMA M pacnpefeneHus
obasaHHOcTeM no  obecnevyeHuto
COOTBETCTBMA.

KnveHT oOTBevyaeTr 3a
TpebosaHmun  PClI  DSS
MCNONb30BaHMA
nporpammbil

pacnpeaeneHus
obecneyeHno COOTBETCTBUA.

B

BblINOJIHEHNE

4acTtu

onpeaeneHun
COOTBETCTBUA
obasaHHocCTel

n
no
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* Definition of activities for maintaining and monitoring overall PCI DSS
compliance, including business-as-usual activities.

e Annual PCI DSS assessment processes.

* Processes for the continuous validation of PCI DSS requirements (for
example, daily, weekly, every three months, as applicable per the
requirement).

e A process for performing business-impact analysis to determine
potential PCI DSS impacts for strategic business decisions.

PCI DSS Reference: Requirements 1-12

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.1.3 PCI DSS compliance roles and responsibilities are specifically
defined and formally assigned to one or more personnel, including:
* Managing PCI DSS business-as-usual activities.

® Managing annual PCI DSS assessments.

* Managing continuous validation of PCI DSS requirements (for
example, daily, weekly, every three months, as applicable per the
requirement).

* Managing business-impact analysis to determine potential PCI DSS
impacts for strategic business decisions.

PCI DSS Reference: Requirement 12

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.1.4 Up-to-date PCI DSS and/or information security training is
provided at least once every 12 months to personnel with PCI DSS
compliance responsibilities (as identified in A3.1.3).

PCI DSS Reference: Requirement 12

Customized Approach Objective

This requirement is not eligible for the customized approach.
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A3.2 PCI DSS scope is documented and validated

Defined Approach Requirements

A3.2.1 PCI DSS scope is documented and confirmed for accuracy at least
once every three months and upon significant changes to the inscope
environment. At a minimum, the scoping validation includes:

* |[dentifying all data flows for the various payment stages (for example,
authorization, capture, settlement, chargebacks, and refunds) and
acceptance channels (for example, card-present, card-not-present, and
e-commerce).

e Updating all data-flow diagrams per Requirement 1.2.4.

e Identifying all locations where account data is stored, processed, and
transmitted, including but not limited to 1) any locations outside of the
currently defined CDE, 2) applications that process CHD, 3)
transmissions between systems and networks, and 4) file backups.

* For any account data found outside of the currently defined CDE,
either 1) securely delete it, 2) migrate it into the currently defined CDE,
or 3) expand the currently defined CDE to include it.

e |[dentifying all system components in the CDE, connected to the CDE,
or that could impact security of the CDE.

* |[dentifying all segmentation controls in use and the environment(s)
from which the CDE is segmented, including justification for
environments being out of scope.

e |[dentifying all connections to third-party entities with access to the
CDE.

e Confirming that all identified data flows, account data, system
components, segmentation controls, and connections from third parties
with access to the CDE are included in scope.

PCI DSS Reference: Scope of PCI DSS Requirements, Requirement 12.
Customized Approach Objective

This requirement is not eligible for the customized approach.

Mnatpopma Yandex Cloud oTBevaet 3a
cobntoaeHune tpebosaHui PCl DSS B
4YacTM NOAAEP)KKM B aKTyasIbHOM
COCTOAHMM  MHPPACTPYKTYpPbI,  ANA
KOMMNOHEHTOB, obecneynBaroLWmX
GYHKLMOHMpPOBaHME  CEpBUCOB B
061acTN OLEHKMU.

KnneHt ortBe4yaeTr 3a
TpeboBaHuin  PClI  DSS

B

BblINOJIHEHNE

4acTtu

nognepXkKmn B akKTtyaJlbHOM COCTOAHUU

obnactn

MHPPACTPYKTYpbI

cooTBeTcTBytOWelN TpeboBaHuAMm, anA

KOMMOHEHTOB,
nnatdopme Yandex Cloud.

pa3BepPHYTbIX

Ha
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Defined Approach Requirements

A3.2.2 PCI DSS scope impact for all changes to systems or networks is
determined, including additions of new systems and new network
connections. Processes include:

* Performing a formal PCI DSS impact assessment.

e |[dentifying applicable PCI DSS requirements to the system or network.

e Updating PCI DSS scope as appropriate.

e Documented sign-off of the results of the impact assessment by
responsible personnel (as defined in A3.1.3).

PCI DSS Reference: Scope of PCI DSS Requirements; Requirements 1-12
Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.2.2.1 Upon completion of a change, all relevant PCI DSS
requirements are confirmed to be implemented on all new or changed
systems and networks, and documentation is updated as

applicable.

PCI DSS Reference: Scope of PCI DSS Requirements; Requirement 1-12
Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.2.3 Changes to organizational structure result in a formal (internal)
review of the impact to PCI DSS scope and applicability of controls.
PCI DSS Reference: Requirement 12

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements
A3.2.4 If segmentation is used, PCI DSS scope is confirmed as follows:
e Per the entity’s methodology defined at Requirement 11.4.1.
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* Penetration testing is performed on segmentation controls at least
once every six months and after any changes to segmentation
controls/methods.

e The penetration testing covers all segmentation controls/methods in
use.

* The penetration testing verifies that segmentation controls/methods
are operational and effective, and isolate the CDE from all outof-scope
systems.

PCI DSS Reference: Requirement 11

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.2.5 A data-discovery methodology is implemented that:

e Confirms PCI DSS scope.

e Locates all sources and locations of cleartext PAN at least once every
three months and upon significant changes to the CDE or

processes.

e Addresses the potential for cleartext PAN to reside on systems and
networks outside the currently defined CDE.

PCI DSS Reference: Scope of PCI DSS Requirements.

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.2.5.1 Data discovery methods are confirmed as follows:

e Effectiveness of methods is tested.

e Methods are able to discover cleartext PAN on

all types of system components and file formats

in use.

* The effectiveness of data-discovery methods is confirmed at least
once every 12 months.

PCI DSS Reference: Scope of PCI DSS Requirements.
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Customized Approach Objective
This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.2.5.2 Response procedures are implemented to be initiated upon
the detection of cleartext PAN outside the CDE to include:

e Determining what to do if cleartext PAN is discovered outside the
CDE, including its retrieval, secure deletion, and/or migration into
the currently defined CDE, as applicable.

* Determining how the data ended up outside the CDE.

* Remediating data leaks or process gaps that resulted in the data being
outside the CDE.

e |[dentifying the source of the data.

e |[dentifying whether any track data is stored with the PANs.
Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.2.6 Mechanisms are implemented for detecting and preventing
cleartext PAN from leaving the CDE via an unauthorized channel,
method, or process, including mechanisms that are:

e Actively running.

e Configured to detect and prevent cleartext PAN leaving the CDE via an
unauthorized channel, method, or process.

* Generating audit logs and alerts upon detection of cleartext PAN
leaving the CDE via an unauthorized channel, method, or process.
PCI DSS Reference: Scope of PCI DSS Requirements, Requirement 12
Customized Approach Objective

This requirement is not eligible for the customized approach.
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Defined Approach Requirements

A3.2.6.1 Response procedures are implemented to be initiated upon
the detection of attempts to remove cleartext PAN from the CDE via an
unauthorized channel, method, or process.

Response procedures include:

® Procedures for the prompt investigation of alerts by responsible
personnel.

* Procedures for remediating data leaks or process gaps, as necessary,
to prevent any data loss.

PCI DSS Reference: Requirement 12

Customized Approach Objective

This requirement is not eligible for the customized approach.

A3.3 PCI DSS is incorporated into business-as-usual (BAU) activities.

Defined Approach Requirements

A3.3.1 Failures of critical security control systems are detected, alerted,
and addressed promptly, including but not limited to failure of:

e Network security controls

e IDS/IPS

* FIM

e Anti-malware solutions

e Physical access controls

e Logical access controls

* Audit logging mechanisms

e Segmentation controls (if used)

e Automated audit log review mechanisms. This bullet is a best practice
until its effective date; refer to Applicability Notes below for details.

e Automated code review tools (if used). This bullet is a best practice
until its effective date; refer to Applicability Notes below for details.

PCI DSS Reference: Requirements 1-12

Customized Approach Objective

Mnatpopma Yandex Cloud oTtBevaet 3a
cobnoaeHune tpebosaHui PCl DSS B

yactm 06paboTKM OTKA30B CUCTEM
6e3onacHOCTH, ANA  KOMMOHEHTOB,
obecneumnBatoLmnx

GYHKLUMOHMPOBaHME  CEpPBUCOB B

06/1aCcTN OLEHKMU.

KnveHT oTBeyaeT 3a BbIMOJIHEHME
TpeboBaHmn PClI DSS B u4actu
06paboTku OTKa30B cMcTem
6e3onacHOCTM, [ANA  KOMMOHEHTOB,
pa3BepHyTbix Ha nnatpopme Yandex
Cloud.
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This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.3.1.1 Failures of any critical security control systems are responded
to promptly. Processes for responding to failures in security control
systems include:

e Restoring security functions.

* |[dentifying and documenting the duration (date and time from start to
end) of the security failure.

e |[dentifying and documenting the cause(s) of failure, including root
cause, and documenting remediation required to address the root
cause.

e |[dentifying and addressing any security issues that arose during the
failure.

e Determining whether further actions are required as a result of the
security failure.

e Implementing controls to prevent the cause of failure from
reoccurring.

® Resuming monitoring of security controls.

PCI DSS Reference: Requirements 1-12

Customized Approach Objective

This requirement is not eligible for the customized approach.

Defined Approach Requirements

A3.3.2 Hardware and software technologies are reviewed at least once
every 12 months to confirm whether they continue to meet the
organization’s PCI DSS requirements.

PCI DSS Reference: Requirements 2, 6, 12.

Customized Approach Objective

This requirement is not eligible for the customized approach.
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Defined Approach Requirements

A3.3.3 Reviews are performed at least once every three months to
verify BAU activities are being followed. Reviews are performed by
personnel assigned to the PCI DSS compliance program (as identified in
A3.1.3), and include:

e Confirmation that all BAU activities, including A3.2.2, A3.2.6, and
A3.3.1, are being performed.

e Confirmation that personnel are following security policies and
operational procedures (for example, daily log reviews, ruleset reviews
for network security controls, configuration standards for new systems).
* Documenting how the reviews were completed, including how all BAU
activities were verified as being in place.

e Collection of documented evidence as required for the annual PCI DSS
assessment.

* Review and sign-off of results by personnel assigned responsibility for
the PCI DSS compliance program, as identified in A3.1.3.

¢ Retention of records and documentation for at least 12 months,
covering all BAU activities.

PCI DSS Reference: Requirements 1-12

Customized Approach Objective

This requirement is not eligible for the customized approach.

A3.4 Logical access to the cardholder data environment is controlled and managed.

Defined Approach Requirements

3.4.1 User accounts and access privileges to inscope system
components are reviewed at least once every six months to ensure user
accounts and access privileges remain appropriate based on job
function, and that all access is authorized.

PCI DSS Reference: Requirement 7

Customized Approach Objective

This requirement is not eligible for the customized approach.

Mnatpopma Yandex Cloud oTtBevaet 3a
cobntopeHune TpebosaHuin PCl DSS B

YaCTU  KOHTPONA WU ynpas/eHUs
A0CTynom ans KOMMOHEHTOB,
obecneuunBatoLmnx

OYHKUMOHMPOBAHME  CEpPBUCOB B

061acTN OLEHKMU.

KnneHT  oTBeyaeTr 3a  npoueccol
KOHTPOMA W ynpaBAeHWAa [OCTYNoOM K
KOMMNOHEHTaM,  pPa3BEPHYTbIM  Ha
nnatdopme Yandex Cloud.
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A3.5 Suspicious events are identified and responded to.

Defined Approach Requirements
A3.5.1 A methodology is implemented for the prompt identification of

attack patterns and undesirable behavior across systems that includes:

e |[dentification of anomalies or suspicious activity as it occurs.

e Issuance of prompt alerts upon detection of suspicious activity or
anomaly to responsible personnel.

* Response to alerts in accordance with documented response
procedures.

PCI DSS Reference: Requirements 10, 12

Customized Approach Objective

This requirement is not eligible for the customized approach.

Mnatpopma Yandex Cloud oTtBevaet 3a
cobntoaeHune tpebosaHui PCl DSS B
4acTM MeTo40N0rMA ANA ONepPaTUBHOIO
BbIAAB/IEHNA aTaK W HeXKenatesbHOoro

noseseHun ana KOMMNOHEHTOB,
obecneumnBatoLmnx
GYHKLMOHMPOBaHME  CEpBUCOB B

061acTN OLEHKMU.

KnneHt oTtBeyaeTr 3a cobnwogeHue
TpebosaHmn PCI DSS B u4actu
MEeTOAO0NOMNA  ANA  ONepaTMBHOro
BbIAABIEHUA aTaK M HeXKenatesbHOoro
noseAeHuA ans KOMMNOHEHTOB,
pa3BepHyTbIX Ha nnaTpopme Yandex
Cloud.
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