CERTIEICATE TUY

AUSTRIA

Management system as per
ISO/IEC 27001:2013

In accordance with TUV AUSTRIA Standards & Compliance procedures,
it is hereby certified that

Yandex Cloud LLC
16, Lev Tolstoy str,
Moscow

119021

Russian Federation

applies a management system in line with the above standard that has been implemented
under guidelines of ISO/IEC 27017:2015 and I1SO IEC 27018:2019 codes of practices
for the following scope:

Please see scope page — enclosed.

Valid Statement of Applicability (SoA): Version 1.4, dated 27.10.2021

Certificate Registration No. TASC-C-2022-08/04 Valid until: 2022-12-18

%BT—‘ Valid from: 2019-12-19

Certification authority
TUV AUSTRIA Standards & Compliance Ltd
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Validity of the certificate can be verified by the QR code of request on general@tuv-certified.com

Online Verification

This certification was conducted in accordance with auditing and certification procedures
of TUV AUSTRIA Standards & Compliance Ltd owned by TUV AUSTRIA CERT GMBH
and is subject to annual surveillance audits.




Attachment to the Certificate AUSTRIA
No. TASC-C-2022-08/04

Registered Scope:

The Information Security Management System (ISMS) manages security processes
and technologies, provides the protection of client's and third parties confidential
information and covers the following services:

* Yandex Identity and Access Management

* Yandex Resource Manager

* Yandex Compute Cloud

* Yandex Virtual Private Cloud

» Yandex Network Load Balancer

* Yandex Object Storage

* Yandex Billing

* Yandex APl Gateway

» Yandex Data Proc

* Yandex Managed Service for (PostgreSQL, MongoDB, ClickHouse, Redis™,

MySQL®, Kafka®, Elasticsearch, Greenplum®)

* Yandex Key Management Service

* Yandex Certificate Manager

* Yandex Container Registry

* Yandex Cloud Functions

* Yandex loT Core

* Yandex Managed Service for Kubernetes®

* Yandex DatalLens

* Yandex Database

* Yandex Cloud Interconnect

* Yandex Data Transfer

* Yandex Message Queue

» Yandex Lockbox

* Yandex DataSphere

* Yandex Application Load Balancer

* Yandex Cloud Logging

* Yandex Audit Trails

* Yandex Serverless Containers

The scope of the ISMS also includes the following additional legal entities:
YANDEX LLC, Yandex Technologies LLC, Yandex DC Vladimir LLC, Yandex DC LLC.
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Validity of the certificate can be verified by the QR code of request on general@tuv-certified.com

Online Verification

This certification was conducted in accordance with auditing and certification procedures
of TUV AUSTRIA Standards & Compliance Ltd owned by TUV AUSTRIA CERT GMBH
and is subject to annual surveillance audits




Attachment to the Certificate AUSTRIA
No. TASC-C-2022-08/04

the certificate is valid for the following Sites:

Yandex Technologies LLC, 16 Lev Tolstoy str.
Moscow 119021 Russian Federation

Yandex LLC, 16 Lev Tolstoy str.
Moscow 119021 Russian Federation

and the following Data Centers:

Yandex DC Vladimir LLC, md Energetic, 37 Energetikov str.
Vladimir 600902 Russian Federation

Yandex LLC, DC Mytishchi, 19, Silikatnaya str.
Mytishchi 141004 Russian Federation

Yandex DC LLC, DC Sasovo, Ryazan Region, 21, Pushkina str.
Sasovo 391434 Russian Federation

Certificate Registration No. TASC-C-2022-08/04 Valid until: 2022-12-18

%—_ Valid from: 2019-12-19

Certification authority
TUV AUSTRIA Standards & Compliance Ltd
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Validity of the certificate can be verified by the QR code of request on general@tuv-certified.com

Online Verification

This certification was conducted in accordance with auditing and certification procedures
of TUV AUSTRIA Standards & Compliance Ltd owned by TUV AUSTRIA CERT GMBH
and is subject to annual surveillance audits.
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