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Certificate of Registration

MANAGEMENT SYSTEM FOR PROTECTION OF PII IN PUBLIC CLOUDS ACTING AS
PII PROCESSORS - ISO/IEC 27018:2019

This is to certify that: Yandex.Cloud, LLC
16, Lev Tolstoy str.
Moscow
119021
Russian Federation

By Royal Charte

Holds Certificate No: PII 713568

and operates an ISO/IEC 27001 certified ISMS that complies with the commonly accepted control objectives and
controls of ISO/IEC 27018, and takes the implementation guidance of the ISO/IEC 27018 into account for the
following scope:

Please see scope page.

For and on behalf of BSI:

Andrew Launn, EMEA Systems Certification Director

Original Registration Date: 2019-12-19 Effective Date: 2019-12-19
Latest Revision Date: 2021-12-02 Expiry Date: 2022-12-18
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..making excellence a habit’

This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.
An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

BSI (EMEA) Headquarters: 389 Chiswick High Road, London, W4 4AL, United Kingdom
A Member of the BSI Group of Companies.


https://pgplus.bsigroup.com/CertificateValidation/CertificateValidator.aspx?CertificateNumber=PII+713568&ReIssueDate=02%2f12%2f2021&Template=cemea_en

Certificate No: PII 713568

Registered Scope:

The Information Security Management System (ISMS) manages security processes and technologies,
provides the protection of client's and third parties confidential information and covers the following
services:

Yandex Identity and Access Management

Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway Yandex Data Proc

Yandex Managed Service for (PostgreSQL, MongoDB, ClickHouse, Redis™, MySQL®, Kafka®,
Elasticsearch, Greenplum®)

Yandex Key Management Service

Yandex Certificate Manager

Yandex Container Registry

Yandex Cloud Functions

Yandex IoT Core

Yandex Managed Service for Kubernetes®

Yandex Datalens

Yandex Database

Yandex Cloud Interconnect

Yandex Data Transfer

Yandex Message Queue

Yandex Lockbox

Yandex DataSphere

Yandex Application Load Balancer

Yandex Cloud Logging

Yandex Audit Trails

Yandex Serverless Containers

This is in accordance with the Statement of Applicability version 1.4 dated 27 Oct 2021 and refers to
ISO/IEC 27001 certificate IS 713563. The scope of the ISMS also includes the following additional legal
entities: YANDEX LLC, Yandex.Technologies LLC, Yandex DC Vladimir LLC, Yandex DC LLC.
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Certificate No: PII 713568

Location Registered Activities

Yandex.Cloud, LLC The Information Security Management System (ISMS)

16, Lev Tolstoy str. manages security processes and technologies, provides the
Moscow protection of client's and third parties confidential information
119021 and covers the following services:

Yandex Identity and Access Management

Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway Yandex Data Proc

Yandex Managed Service for (PostgreSQL, MongoDB,
ClickHouse, Redis™, MySQL®, Kafka®, Elasticsearch,
Greenplum®)

Yandex Key Management Service

Yandex Certificate Manager

Yandex Container Registry

Yandex Cloud Functions

Yandex IoT Core

Yandex Managed Service for Kubernetes®

Yandex Datalens

Yandex Database

Yandex Cloud Interconnect

Yandex Data Transfer

Yandex Message Queue

Yandex Lockbox

Yandex DataSphere

Yandex Application Load Balancer

Yandex Cloud Logging

Yandex Audit Trails

Yandex Serverless Containers

This is in accordance with the Statement of Applicability
version 1.4 dated 27 Oct 2021 and refers to ISO/IEC 27001
certificate IS 713563. The scope of the ISMS also includes
the following additional legal entities: YANDEX LLC,
Yandex.Technologies LLC, Yandex DC Vladimir LLC, Yandex
DC LLC.

Russian Federation

Yandex DC Valdimir, LLC Yandex Data Centre
md Energetic

37, Energetikov str.

Vladimir

600902

Russian Federation

Original Registration Date: 2019-12-19 Effective Date: 2019-12-19
Latest Revision Date: 2021-12-02 Expiry Date: 2022-12-18
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Certificate No: PII 713568

Location

Registered Activities

Yandex, LLC

DC, Mytishchi

19, Silikatnaya str.
Mytishchi

141004

Russian Federation

Yandex Data Centre

Yandex DC, LLC
DC Sasovo

Ryazan Region

21, Pushkina str.
Sasovo

391434

Russian Federation

Original Registration Date: 2019-12-19
Latest Revision Date: 2021-12-02

Yandex Data Centre

Effective Date: 2019-12-19

Expiry Date: 2022-12-18
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Certificate No: PII 713568

Location

Registered Activities

Yandex Technologies, LLC
16 Lev Tolstogo st.
Moscow

119021

Russian Federation

Original Registration Date: 2019-12-19

Latest Revision Date: 2021-12-02

The Information Security Management System (ISMS)
manages security processes and technologies, provides the
protection of client's and third parties confidential information
and covers the following services:

Yandex Identity and Access Management

Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway Yandex Data Proc

Yandex Managed Service for (PostgreSQL, MongoDB,
ClickHouse, Redis™, MySQL®, Kafka®, Elasticsearch,
Greenplum®)

Yandex Key Management Service

Yandex Certificate Manager

Yandex Container Registry

Yandex Cloud Functions

Yandex IoT Core

Yandex Managed Service for Kubernetes®

Yandex Datalens

Yandex Database

Yandex Cloud Interconnect

Yandex Data Transfer

Yandex Message Queue

Yandex Lockbox

Yandex DataSphere

Yandex Application Load Balancer

Yandex Cloud Logging

Yandex Audit Trails

Yandex Serverless Containers

This is in accordance with the Statement of Applicability
version 1.4 dated 27 Oct 2021 and refers to ISO/IEC 27001
certificate IS 713563. The scope of the ISMS also includes
the following additional legal entities: YANDEX LLC,
Yandex.Technologies LLC, Yandex DC Vladimir LLC, Yandex
DC LLC.

Effective Date: 2019-12-19
Expiry Date: 2022-12-18
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Certificate No:

Location

PII 713568

Registered Activities

Yandex LLC

16, Lev Tolstoy str.
Moscow

119021

Russian Federation

Original Registration Date: 2019-12-19

Latest Revision Date: 2021-12-02

The Information Security Management System (ISMS)
manages security processes and technologies, provides the
protection of client's and third parties confidential information
and covers the following services:

Yandex Identity and Access Management

Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway Yandex Data Proc

Yandex Managed Service for (PostgreSQL, MongoDB,
ClickHouse, Redis™, MySQL®, Kafka®, Elasticsearch,
Greenplum®)

Yandex Key Management Service

Yandex Certificate Manager

Yandex Container Registry

Yandex Cloud Functions

Yandex IoT Core

Yandex Managed Service for Kubernetes®

Yandex Datalens

Yandex Database

Yandex Cloud Interconnect

Yandex Data Transfer

Yandex Message Queue

Yandex Lockbox

Yandex DataSphere

Yandex Application Load Balancer

Yandex Cloud Logging

Yandex Audit Trails

Yandex Serverless Containers

This is in accordance with the Statement of Applicability
version 1.4 dated 27 Oct 2021 and refers to ISO/IEC 27001
certificate IS 713563. The scope of the ISMS also includes
the following additional legal entities: YANDEX LLC,
Yandex.Technologies LLC, Yandex DC Vladimir LLC, Yandex
DC LLC.

Effective Date: 2019-12-19
Expiry Date: 2022-12-18
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