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BeBepeHue

KAneHTbl, KOTOpble CTPOAT cBOe cooTBeTcTBME CTaHAapTy 6€30NacHOCTU AaHHbIX MHAYCTPUK NaaTexKHbIX KapT (PCl DSS) Ha 6a3e

komnoHeHToB Yandex.Cloud, A40NXHbI MICNONb30BaTb HACTOALLNI AOKYMEHT.

[JOKYMEHT onucbiBaeT pa3aesieHne OTBETCTBEHHOCTM 3a BbinonHeHWe TpebosaHui PCl DSS. YacTb TpeboBaHM BbINOAHAET
nnatdpopma Yandex.Cloud, yactb fonxeH BbINONHUTL KAneHT, yacTb TpeboBaHWI ABnAeTcA 060t04HOM OTBETCTBEHHOCTLIO
CTOPOH.

Pa3aeneHne OTBETCTBEHHOCTM 33 BbINOJIHEHME BONbLWIMHCTBA TPpeboBaHMM Kaxaoro pasaena PCl DSS B 3aBMcMMOCTH OT
ncnonblyemon moaenn ob1auyHbIXx CEPBUCOB NOKa3aHo B Tabaunue:

Ha6op Tpe6oBsaHuii PCI DSS — PaspgeneHune :;’::TCTBEHHOCTM —
1 Install and maintain a firewall configuration to protect cardholder data ObotogHan ObotwgHan Yandex.Cloud
2 Do not use vendor-supplied defaults for system passwords and other O6otoaHas ObotogHan Yandex.Cloud
security parameters
3 Protect stored cardholder data ObotogHan ObotogHan Yandex.Cloud
4 Encrypt transmission of cardholder data across open, public networks O6otogHas Ob6otoaHasn Yandex.Cloud
5 Protect all systems against malware and regularly update anti-virus ObotogHan ObotogHan Yandex.Cloud
software or programs
6 Develop and maintain secure systems and applications ObotogHan ObotogHan ObotogHan
7 Restrict access to cardholder data by business need to know ObotoaHan OboroaHan Ob6otoaHan
8 Identify and authenticate access to system components ObotoaHan OboroaHan OboroaHan
9 Restrict physical access to cardholder data Yandex.Cloud Yandex.Cloud Yandex.Cloud
10 | Track and monitor all access to network resources and cardholder ObotogHan ObotwgHan Yandex.Cloud
data
11 | Regularly test security systems and processes ObotoaHan ObotoaHan Yandex.Cloud
12 | Maintain a policy that addresses information security for all personnel ObotogHan ObotogHan ObotogHan




Appendix Al: Additional PCI DSS Requirements for Shared Hosting Yandex.Cloud Yandex.Cloud Yandex.Cloud
Providers

Appendix A2: Additional PCI DSS Requirements for Entities using KnueHt KnueHt Knuent
SSL/early TLS

JOKYMeHT NoAroTOBNAEH C y4eTOM C/ie4yroWwmnx 4OKYMEHTOB:

e PCIDSSv3.2.1 — May 2018: https://www.pcisecuritystandards.org/documents/PCl DSS v3-2-1.pdf
e Information Supplement: PCI SSC Cloud Computing Guidelines:
https://www.pcisecuritystandards.org/pdfs/PCl SSC Cloud Guidelines v3.pdf

NocnepoBaTeNnbHOCTb AENUCTBUIA ANA AOCTUXKEHUA COOTBETCTBUA TpebosBaHuam PCl DSS

—  W3yunTb HaCTOAWMN AOKYMEHT

— MocTpounTtb NHPpPACTPYKTYpYy, 06pabaTbiBatoLytO AaHHble NaaTeXHbix KapT (CDE) Ha nnatdopme Yandex.Cloud.
TpeboBaHUA M peKOMeHZAUMM NO NOCTPOEHUIO TaKo MHPPACTPYKTYpbI NpmuBeseHbl B AoKymeHTe «Yandex.Cloud.
TpeboBaHMA N peKoMeHaaUNK ANa NoCTpoeHus MHOPAcTPYKTypbl PCI DSS».

— BbinonHuTb TpeboBaHma PCl DSS B 30He 0TBETCTBEHHOCTU KAneHTa
— BbibpaTtb QSA-ayanTopa 1 NpoBecTn ayanuT MHPPACTPYKTYPbI, pa3BepHyToM Ha nnatpopme Yandex.Cloud, Ha
cooTBeTcTBME TpeboBaHuAm PCl DSS

O6nactb oueHku PCI DSS

Mnatdopma Yandex.Cloud cootBeTcTByeT Bcem TpeboBaHuam PCl DSS 3.2.1 Kak Level 1 Service Provider. KaneHTbl moryT
ncnonb3oBaTtb cepsBuckl nnatdopmol Yandex.Cloud ans noctpoeHna MHPacTpyKTypbl, oTBevarowen TpebosaHmam PCl DSS.

B o6nacTb oueHKK BxoaAaT 6a3oBan MHPpacTpyKkTypa nnatdopmbl Yandex.Cloud, a Tak»Ke cepBUCbI HA ee OCHOBeE:


https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf
https://www.pcisecuritystandards.org/pdfs/PCI_SSC_Cloud_Guidelines_v3.pdf
https://storage.yandexcloud.net/yc-compliance/certificates/YC_PCI_DSS_Guide.pdf
https://storage.yandexcloud.net/yc-compliance/certificates/YC_PCI_DSS_Guide.pdf

Infrastructure & Network

Yandex Compute Cloud (https://cloud.yandex.ru/services/compute)

Yandex Object Storage (https://cloud.yandex.ru/services/storage)

Yandex Virtual Private Cloud (https://cloud.yandex.ru/services/vpc)

Yandex Network Load Balancer (https://cloud.yandex.ru/services/load-balancer)
Yandex Cloud Interconnect (https://cloud.yandex.ru/services/interconnect)
Yandex Instance Groups (https://cloud.yandex.ru/services/instance-groups)
Yandex APl Gateway (https://cloud.yandex.ru/services/api-gateway)

Containers

Yandex Container Registry (https://cloud.yandex.ru/services/container-registry)
Yandex Managed Service for Kubernetes® (https://cloud.yandex.ru/services/managed-kubernetes)

Security

Yandex Identity and Access Management (https://cloud.yandex.ru/services/iam)
Yandex Certificate Manager (https://cloud.yandex.ru/services/certificate-manager)
Yandex Key Management Service (https://cloud.yandex.ru/services/kms)

Data Platform

Yandex Managed Service for PostgreSQL (https://cloud.yandex.ru/services/managed-postgresql)
Yandex Managed Service for ClickHouse (https://cloud.yandex.ru/services/managed-clickhouse)
Yandex Managed Service for MongoDB (https://cloud.yandex.ru/services/managed-mongodb)
Yandex Managed Service for MySQL® (https://cloud.yandex.ru/services/managed-mysql)
Yandex Managed Service for Redis™ (https://cloud.yandex.ru/services/managed-redis)




e Yandex Data Proc (https://cloud.yandex.ru/services/data-proc)

e Yandex Managed Service for Apache Kafka® (https://cloud.yandex.ru/services/managed-kafka)

e Yandex Managed Service for Elasticsearch (https://cloud.yandex.ru/services/managed-elasticsearch)
e Yandex Database (https://cloud.yandex.ru/services/ydb)

Serverless

e Yandex Message Queue (https://cloud.yandex.ru/services/message-queue)
e Yandex Cloud Functions (https://cloud.yandex.ru/services/functions)

e Yandex API Gateway (https://cloud.yandex.ru/services/api-gateway)

e Yandex Database (https://cloud.yandex.ru/services/ydb)

e Yandex Object Storage (https://cloud.yandex.ru/services/storage)

Operations

e Yandex Resource Manager (https://cloud.yandex.ru/services/resource-manager)

Mone3Hble CCbINKU

e Co3gaHue rpynnbl 6e3onacHoCTH

e LlindposaHue cekpetos B Yandex Managed Service for Kubernetes
e llindposaHune no cxeme envelope encryption

e PekomeHAaumu no ynpasneHuto aoctynom K Yandex.Cloud

e Wcnonb3oBaHme SAML-coBmecTuMbIX deaepaumnn yaoCTOBEPEHUN



https://cloud.yandex.ru/docs/vpc/operations/security-group-create
https://cloud.yandex.ru/docs/kms/solutions/k8s
https://cloud.yandex.ru/docs/kms/concepts/envelope
https://cloud.yandex.ru/docs/iam/best-practices/using-iam-securely
https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations

Martpuua pasgeneHua otsercteeHHoctu PCl DSS

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

PCI DSS Requirements

Yandex.Cloud

KnuneHnrt

1.1 Establish and implement firewall and router configuration
standards that include the following:

1.1.1 A formal process for approving and testing all network
connections and changes to the firewall and router configurations.

1.1.2 Current diagram that identifies all networks, network devices, and
system components, with all connections between the CDE and other
networks, including any wireless networks.

1.1.3 Current network diagram that shows all cardholder data flows
across systems and networks.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
obecneyeHne 6€30MNacCHOCTM COrNAcHO
TpeboBaHuam PCl DSS gna cepBucos B
06/1aCTN OLEHKM.

Mnatdopma Yandex.Cloud
obecneumBaeT peann3aLmio ONOPHO
n SDN-ceTel4, a Takke npoueayp
ynpaB/ieHnAa MU B COOTBETCTBUM C
TpeboBaHuamm PCl DSS.

B nHdpactpyKtype nnatdopmbl
Yandex.Cloud ncnonb3syetcs
mexKceTeBoe aKpaHnpoBaHue (M) Ha
Pa3HbIX YPOBHSX.

1.1.4 Requirements for a firewall at each Internet connection and
between any demilitarized zone (DMZ) and the internal network zone.

Mnatdopma Yandex.Cloud
obecneuynBaeT 419 CEPBUCOB B
061aCTU OUEHKM MeKceTeBoe
3KpaHMpPOBAHME N NPOLLECCHI
ynpaB/ieHNA UM B COOTBETCTBUM C
TpeboBaHuamu PCI DSS.

B nHdpactpyktype nnatdopmsl
Yandex.Cloud Bce coegnHeHus ¢
ceTAmMM BHe 061aCTM OLLEHKM
npoxoaat ¢puabTpaumto Yepes M>3.

KnneHT oTBeyYaeT 3a peanmsaumio
npoLLeccoB 1 npoueayp B
COOTBETCTBUK C TpeboBaHuamK PCl DSS
ON5 KOMMNOHEHTOB, PAa3BEPHYTbIX HA
nnatpopme Yandex.Cloud, a umeHHo:
® oAroToBKY HEObXoAUMOIM
BHYTPEHHEM JAOKYMEHTaUMN B
4yacTu ynpaBaeHus
MeKceTeBbIMU 3KpaHamu (M3)
n ceTeBbiM 060pyA0BaHMEM;
e  KOHPUrypauuto HaCTpoeK
ceTeBblX KOMNOHEHTOB
Yandex.Cloud;
® ynpaB/ieHWe KINEHTCKUMU
BMPTYaZIbHbIMU CETAMMU;
e ynpasaeHne M3 u
MapLIpyTU3aTOpPaMMu;
e ynpas/ieHWe rpynnamu
6e3onacHocTu.
[OnA cMCTeMHOro ynpasneHus
npasuaamm M3 pekomeHayeTcA
MCcnoab3oBaTb rpynnbl 6e30NacHOCTU.



https://cloud.yandex.ru/docs/vpc/operations/security-group-create

1.1.5 Description of groups, roles, and responsibilities for management
of network components

1.1.6 Documentation of business justification and approval for use of all
services, protocols, and ports allowed, including documentation of
security features implemented for those protocols considered to be
insecure.

1.1.7 Requirement to review firewall and router rule sets at least every
six months

Mnatdopma Yandex.Cloud oTBeyaeT 3a
obecneyeHne 6e30MNacCHOCTM COrNAcHoO
TpeboBaHuam PCl DSS ana cepsucos B
06/1aCTN OLEHKM.

Mnatdopma Yandex.Cloud
obecneyunBaeT peasin3aLnio ONOPHOM
n SDN-ceTelt, a Tak¥ke npoueayp
ynpaB/ieHnA UMWN B COOTBETCTBUM C
TpeboBaHuamm PCl DSS.

1.2 Build firewall and router configurations that restrict connections
between untrusted networks and any system components in the
cardholder data environment.

1.2.1 Restrict inbound and outbound traffic to that which is necessary
for the cardholder data environment, and specifically deny all other
traffic.

1.2.2 Secure and synchronize router configuration files.

1.2.3 Install perimeter firewalls between all wireless networks and the
cardholder data environment, and configure these firewalls to deny or,
if traffic is necessary for business purposes, permit only authorized
traffic between the wireless environment and the cardholder data
environment.

1.3 Prohibit direct public access between the Internet and any system
component in the cardholder data environment.

1.3.1 Implement a DMZ to limit inbound traffic to only system
components that provide authorized publicly accessible services,
protocols, and ports.

1.3.2 Limit inbound Internet traffic to IP addresses within the DMZ.

Mnatdopma Yandex.Cloud
obecneuymBaeT gNsA CEPBUCOB B
061aCTM OLEHKM MeXCceTeBOe
9KPAHMPOBAHME U NPOLLECCHI
yrnpaBaeHUA UM B COOTBETCTBUM C
TpeboBaHmamm PCl DSS.

B nHdpactpyKktype nnatdopmol
Yandex.Cloud

KOHTPO/Ib UCXOAALLETO M BXOAALLETO
TpadumKa peannsosBaH cpeacteamm M3
C KOHTPO/IEM COCTOAHUA COEAUHEHUN.

KnneHTt oTBevaeT 3a peanmsauuto
npoLLeccoB 1 nNpoueayp B
cooTBeTCTBUK C TpeboBaHuamu PCl DSS
ONA KOMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatpopme Yandex.Cloud:
®  ApPXUTEKTYPY NpOEeKTa u
KOHOUIypaumto HacTpoekK
CeTeBbIX KOMMOHEHTOB
Yandex.Cloud;
® ynpas/ieHne KAMEHTCKUMMU
BUPTYa/IbHbIMU CETAMMU;
e ynpassieHne M3 u
MapLIpYyTU3aToOpPamMHu;
® 1Cnosb3yemblii Habop
CepBUCOB, MPOTOKOJ/IOB U
nopToB.




1.3.3 Implement anti-spoofing measures to detect and block forged
source IP addresses from entering the network.

1.3.4 Do not allow unauthorized outbound traffic from the cardholder
data environment to the Internet.

1.3.5 Permit only “established” connections into the network.

1.3.6 Place system components that store cardholder data (such as a
database) in an internal network zone, segregated from the DMZ and
other untrusted networks.

KnneHT oTBevaer 3a
KOHPUIypUpOBaHUE KIMEHTCKUX CcETEN
TakMm obpasom, 4Tobbl cepsepbl H6a3
[OaHHbIX, B KOTOPbIX MOTYT XpPaHUTbCA
AaHHble NAaTeXKHbIX KapT,
pa3MeLLLaINCb BO BHYTPEHHUX
CermeHTax BUPTya/ibHbIX cpea,
HeAOCTYMNHbIX HANPAMYHO U3
He0BEPEHHbIX CeTeM.

1.3.7 Do not disclose private IP addresses and routing information to
unauthorized parties.
Note: Methods to obscure IP addressing may include, but are not
limited to:
e Network Address Translation (NAT),

e Placing servers containing cardholder data behind proxy
servers/firewalls,

e Removal or filtering of route advertisements for private networks
that employ registered addressing,

e Internal use of RFC1918 address space instead of registered
addresses.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
peanunsauuto onopHon n SDN-ceTei, a
TaKXKe npoueayp ynpasieHUa UMUK B
COOTBETCTBMU C TpeboBaHuamu PCI
DSS.

KnueHT oTBeyYaeT 3a peanmsaumio

npoueccoB 1 npoueayp B

COOTBETCTBUK C TpeboBaHuAmK PCI

DSS:

®  APXUTEKTYpPY NPOEKTa 1
KOHPUIypaumo HaCTPOEK CETEBbIX
KomnoHeHToB Yandex.Cloud;

® yrpaB/ieHNE KAUEHTCKMMMU
BUPTYANIbHbIMU CETAMMU;

e ynpasaeHne M3 u
MapLpyTU3aTOPaMM.
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1.4 Install personal firewall software or equivalent functionality on any
portable computing devices (including company and/or
employee/owned) that connect to the Internet when outside the
network (for example, laptops used by employees), and which are also
used to access the CDE. Firewall (or equivalent) configurations include:

e Specific configuration settings are defined.

e Personal firewall (or equivalent functionality) is actively running.

e Personal firewall (or equivalent functionality) is not alterable by
users of the portable computing devices.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
6e3onacHOCTb pPaboumx cTaHLMM
nonb3oBaTeNnen, UMerLLMX AOCTYN K
KOMMNOHeHTaM naaThopMbl
Yandex.Cloud.

KAneHT oTBeYaeT 3a YCTaHOBKY U
ynpaBaeHne nepcoHanbHbix M3 n/mnm
APYrux cpeacTs 3aWwmnTbl MHPOpMaLUm
ANnA Bcex pabounx mect
nonb3oBaTesien, KOTopble UMEIOT
A0CTYyN K KOMMNOHEHTam naaTdopmbl
Yandex.Cloud, 3agelicTBOBaHHbIM B
06paboTKe AaHHbIX NAATEXKHbIX KapT.

1.5 Ensure that security policies and operational procedures for
managing firewalls are documented, in use, and known to all affected
parties.

Mnatdopma Yandex.Cloud
obecneuymBaeT gNsA CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXoANMbIX LOKYMEHTOB U
npoueayp cornacHo tpebosaHuam PCl
DSS.

KnneHT oTBevaeT 3a
OOKYMEHTUPOBaHUE U BbINOIHEHME
HeobxoAMMmbIX Npoueayp AN
KOMMNOHEHTOB, 06pabaTbiBatOLLUX
AaHHbIe NAaTeXKHbIX KapT.

11




Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

2.1 Always change vendor-supplied defaults and remove or disable
unnecessary default accounts before installing a system on the network.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BblNONHeHMe TpebosaHui PCI DSS B
4acTM HaCTpoeK be3onacHoCTM AnA
BCEX KOMMOHEHTOB, 0H6ecneymBatoLLnX
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnneHT oTBeYyaeT 3a W3MeEHeHue
napameTpoB MO YMOAYaHUIO ANA
KOMMOHEHTOB, pa3BePHYTbIX Ha
nnatpopme Yandex.Cloud:

® OMepauMOHHbIX CUCTEM;

e 6as AaHHbIX (33 UCKAOYEHUEM
PAAS-cepBUCOB: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro MO;

® Apyrux
CepBu1COB,
KnneHTom B 061aCTb OLEHKW.

KOMMOHEHTOB n
BK/TIOYEHHDbIX

2.1.1 For wireless environments connected to the cardholder data
environment or transmitting cardholder data, change ALL wireless
vendor defaults at installation, including but not limited to default
wireless encryption keys, passwords, and SNMP community strings.

TpeboBaHMe HEMPUMEHMMO.
Mnatdopma Yandex.Cloud He
ncnosb3yeT becnpoBogHble cetTn ana
nepeaayun AaHHbIX NONb30BaTeNEN.

KNMeHT oTBeYaeT 3a HaCTPOMKY
napameTpos 6e30MnacHOCTM
Mcrnonb3yembix 6ecnpoBOAHbIX Cpea.

2.2 Develop configuration standards for all system components. Assure
that these standards address all known security vulnerabilities and are
consistent with industry-accepted system hardening standards.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BbIMO/IHEHME TPyNMbl TPeboBaHU 2.2
PCI DSS ana KOMNoOHEHTOB,

KAneHT oTBevaeT 3a umnaemeHTaumto
HaCTpoeK 6e3onacHocTH anA
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Sources of industry-accepted system hardening standards may include,
but are not limited to:

e Center for Internet Security (CIS)

e International Organization for Standardization (ISO)

e SysAdmin Audit Network Security (SANS) Institute

e National Institute of Standards Technology (NIST)

2.2.1 Implement only one primary function per server to prevent
functions that require different security levels from co-existing on the
same server. (For example, web servers, database servers, and DNS
should be implemented on separate servers.)

2.2.2 Enable only necessary services, protocols, daemons, etc., as
required for the function of the system.

2.2.3 Implement additional security features for any required services,
protocols, or daemons that are considered to be insecure

2.2.4 Configure system security parameters to prevent misuse.

2.2.5 Remove all unnecessary functionality, such as scripts, drivers,
features, subsystems, file systems, and unnecessary web servers.

obecneymBaloWmx
GYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud:

OnepauMOHHbIX CUCTEM;
6a3 AaHHbIX (33 UCKAKOYEHNEM
PAAS-cepBUCOB: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);
npuknagHoro MNo;

APYrMX KOMMNOHEHTOB U
CEepPBMCOB, BK/IIOYEHHbIX
KnneHtom B 061aCTb OLLEHKM.

KnveHT oTBevaeT 3a pasgeneHne
pecypcos, peanmsyrowmx GyHKLUM
Pa3/IMYHbIX YPOBHEW 3aLLMTbI, 414
KOMMNOHEHTOB, Pa3BepPHYTbIX Ha
nnatpopme Yandex.Cloud.
[oKyMeHTaLmMaA No HaCTPolKe
OT/Zie/IbHbIX CEepPBMUCOB:

Yandex Managed Service for

PostgreSQL (Cepsuc
YnpasneHus gna PostgreSQL).

Yandex Managed Service for
ClickHouse (Cepsuc
Ynpasnenus ana ClickHouse).
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e Yandex Managed Service for
MongoDB (Cepsuc YnpaBneHus
ans MongoDB).

e Yandex Managed Service for
MySQL® (Cepsuc YnpasneHus
ana MysQl).

e Yandex Managed Service for
Redis™ (CepBuc YnpaBneHus
ans Redis).

e Yandex Data Proc (Cepsuc
YnpasneHuna gaHHoimu Data
Proc).

e Yandex Managed Service for
Apache Kafka® (Cepsuc
ynpasnexus gna Apache
Kafka®)

e Yandex Managed Service for
Elasticsearch (Cepsuc ann
ynpaB/aeHWUs Knactepamm
Elasticsearch u Kibana)

e Yandex Managed Service for
Kubernetes® (Cepsuc
YnpasneHua gna Kubernetes)

e Yandex Database (CepBuc
Yandex Database)

2.3 Encrypt all non-console administrative access using strong
cryptography.

Mnatdopma Yandex.Cloud
obecneuunBaeT WndposaHue noboro
HEKOHCO/IbHOrO aAMUHUCTPATUBHOIO

KAneHT oTBeYaeT 3a UMNAeMeHTaLmIo
6e30nacHbIX NPOTOKO/I0B U CTOMKOM
Kpuntorpadum ana goctyna K
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A0CTyNna AN KOMMNOHEHTOB,
obecneymBaoWmx
bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KOMMOHEHTaM, Pa3BepHYTbIM Ha
nnatpopme Yandex.Cloud.

2.4 Maintain an inventory of system components that are in scope for
PCI DSS.

Mnatdopma Yandex.Cloud
obecneymBaeT BbINOSHEHME NpoLEeaYyp
yyeTa o151 KOMMNOHEHTOB,
obecneumnBatoLmX
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnneHT oTBeYaeT 3a BeAeHMe KypHana
yyeTa KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud n Bxoaswimx
B 061aCTb OLLEHKN COOTBETCTBUA
ctaHgapty PCI DSS.

2.5 Ensure that security policies and operational procedures for
managing vendor defaults and other security parameters are
documented, in use, and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneuymBaeT oA CEPBUCOB B
061aCTV OLEHKM BbINONHEHME BCEX
HeobXoANMbIX LOKYMEHTOB U

npoueayp.

KAneHT oTBeYaeT 3a BbINOAHEHNE
HeobxoAaMmbIX Npoueayp AN
KOMMNOHEHTOB, 06pabaTbiBatOLLUX
AaHHble NAaTeXHbIX KapT.

2.6 Shared hosting providers must protect each entity’s hosted
environment and cardholder data. These providers must meet specific
requirements as detailed in Appendix A1: Additional PCl DSS
Requirements for Shared Hosting Providers.

Mnatdopma Yandex.Cloud
obecneynBaeT A4N1A CEPBUCOB B
061aCcTN OLEHKM BbINONIHEHWE
TpeboBaHMi NpunoxKeHua Al
ctaHgapta PCI DSS.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObiTb
NPUMEHUMO AN1A KIMEHTOB, KOTOpbIEe
ABNAKOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpesocTaBieHUsA CBOUX
cepsucos
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Requirement 3: Protect stored cardholder data

PCI DSS Requirements

Yandex.Cloud

KnneHnrt

3.1 Keep cardholder data storage to a minimum by implementing data-
retention and disposal policies, procedures and processes that include at
least the following for all CHD storage:

e Limiting data storage amount and retention time to that which is
required for legal, regulatory, and/or business requirements.

e Specific retention requirements for cardholder data
e Processes for secure deletion of data when no longer needed.

A quarterly process for identifying and securely deleting stored
cardholder data that exceeds defined retention.

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocTosATeNIbHO He obpabaTbiBaeT
AaHHble NAaTeXHbIX KapT.

KnveHT oTBevaeT 3a npouiecchbl
06paboTKM, XPaHEHUS N YHUYTOXKEHUA
CBOMX Z@aHHbIX, B TOM YMC/Ee JAHHbIX
NNATEXHbIX KapT.

3.2 Do not store sensitive authentication data after authorization (even
if encrypted). If sensitive authentication data is received, render all data
unrecoverable upon completion of the authorization process.

TpeboBaHME HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNibHO He obpabaTbiBaeT
JaHHbIE NAaTeXHbIX KapT.

KnneHT oTBevaeT 3a npouecchbl
06paboTKU, XPAaHEHMA N YHUUTOXKEHMUA
CBOMX AaHHbIX, B TOM Yyncnae SAD.

3.2.1 Do not store the full contents of any track (from the magnetic
stripe located on the back of a card, equivalent data contained on a chip,
or elsewhere) after authorization. This data is alternatively called full
track, track, track 1, track 2, and magnetic-stripe data.

TpeboBaHME HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNibHO He obpabaTbiBaeT
OaHHbIe NAaTeXHbIX KapT.

KnneHT oTBeYaeT 3a npoLecchl
06paboTKU, XPaHEHMA N YHUUTOXKEHMUA
CBOMX AAHHbIX, B TOM Yuncne track.

3.2.2 Do not store the card verification code or value (three-digit or four-
digit number printed on the front or back of a payment card) used to
verify card-not-present transactions after authorization.

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNibHO He obpabaTbiBaeT
AaHHble NaaTeXHbIX KapT.

KnneHTt oTBevaeT 3a npoueccol
06paboTKU, XPaHEHUA U YHUUTOXKEHMA
CBOWX AaHHbIX, B TOM uncne CVC/CVV.
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3.2.3 Do not store the personal identification number (PIN) or the
encrypted PIN block after authorization.

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
caMocToATeNIbHO He 0bpabaTbiBaeT
AaHHble NAaTeXHbIX KapT.

KnneHT oTBeyvaeT 3a npoueccol
06paboTKM, XPAaHEHMA N YHUYTOXKEHUSA
CBOMX AaHHbIX, B TOM Yyucnae PIN.

3.3 Mask PAN when displayed (the first six and last four digits are the
maximum number of digits to be displayed), such that only personnel
with a legitimate business need can see more than first six/last four
digits of the PAN.

3.4 Render PAN unreadable anywhere it is stored (including on portable
digital media, backup media, and in logs) by using any of the following
approaches:
e One-way hashes based on strong cryptography, (hash must be of
the entire PAN).
e Truncation (hashing cannot be used to replace the truncated
segment of PAN).
e Index tokens and pads (pads must be securely stored).

e Strong cryptography with associated key-management processes
and procedures.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNibHO He obpabaTbiBaeT
AaHHble NAaTeXHbIX KapT.

KnneHTt oTBevaeT 3a npoueccol
06paboTKU, XPaHEHMA N YHUUTOXKEHMUA
CBOMX AaHHbIX, B TOM Yyncne PAN.

3.4.1 If disk encryption is used (rather than file- or column-level
database encryption), logical access must be managed separately and
independently of native operating system authentication and access
control mechanisms (for example, by not using local user account
databases or general network login credentials). Decryption keys must
not be associated with user accounts.

TpeboBaHMe HEMPUMEHMMO.
Mnatdopma Yandex.Cloud
camocToaTeNIbHO He obpabaTbiBaeT
OaHHbIe NAaTeXHbIX KapT.
Mnatdopma Yandex.Cloud
npegoctasnnet KaneHtam cepsuc
Yandex Key Management Service ans
wndpoBaHMa gaHHbIX. Cepuc KMS
BbINoAHAET TpebosaHua PCI DSS.

KnneHT oTBEYaeT 3a npouecchbl
06paboTKU, XPaHEHUA N YHUUTOXKEHMUA
CBOWX AA@HHbIX, B TOM Yyncne
MCcno/sib3oBaHMe WKPpPoBaHUA.
KnneHT oTBeyaeT 3a npoueaypbl
ynpasseHus Kavamm wndpoBaHms
[OAHHbIX.

KnneHT moxeT Mcnoib30oBaTb CEPBUC
Yandex Key Management Service ans
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3aWMTbl AaHHbIX NAATEXKHbIX KapT NpK
XPaHeHUMU.

3.5 Document and implement procedures to protect keys used to secure
stored cardholder data against disclosure and misuse:

3.5.1 Additional requirement for service providers only: Maintain a
documented description of the cryptographic architecture that includes:

¢ Details of all algorithms, protocols, and keys used for the protection
of cardholder data, including key strength and expiry date

e Description of the key usage for each key.

¢ Inventory of any HSMs and other SCDs used for key management

3.5.2 Restrict access to cryptographic keys to the fewest number of
custodians necessary.

3.5.3 Store secret and private keys used to encrypt/decrypt cardholder

data in one (or more) of the following forms at all times:

« Encrypted with a key-encrypting key that is at least as strong as the
data-encrypting key, and that is stored separately from the data-
encrypting key.

» Within a secure cryptographic device (such as a hardware/host
security module (HSM) or PTS-approved point-of-interaction device).

« As at least two full-length key components or key shares, in
accordance with an industry-accepted method.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNbHO He obpabaTbiBaeT
OaHHble NnaTeXHbIX KapT.
Mnatdopma Yandex.Cloud
npegocrasaseT KaneHtam cepsuc
Yandex Key Management Service ans
wndpoBaHMAa gaHHbIX. Cepanc KMS
BbINOAHAET TpebosaHuma PCI DSS.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObiTb
NPUMEHUMO AN1A K/IMEHTOB, KOTOpbIEe
ABNAKOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpesoCcTaBNeHUA CBOUX
cepBucoB

KnneHTt oTBevaeT 3a npoueccol
06paboTKU, XPaHEHMA N YHUUTOXKEHMUA
CBOMX OaHHbIX, B TOM Yncne
Mcno/sib3oBaHMe WKPpPoBaHUA.
KnneHT oTBevaeT 3a npoueaypsl
ynpasfeHus Knovyamm WwndposBaHms
OaHHbIX.

KnneHT moXeT ncnoab3oBaTb CEPBUC
Yandex Key Management Service ans
3aWMTbl AaHHbIX N1AaTEXHbIX KApT Npu
XpaHeHuu.
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3.5.4 Store cryptographic keys in the fewest possible locations.

3.6 Fully document and implement all key-management processes and
procedures for cryptographic keys used for encryption of cardholder
data, including the following:

3.6.1 Generation of strong cryptographic keys.

3.6.2 Secure cryptographic key distribution.

3.6.3 Secure cryptographic key storage.

3.6.4 Cryptographic key changes for keys that have reached the end of
their cryptoperiod (for example, after a defined period of time has
passed and/or after a certain amount of cipher-text has been produced
by a given key), as defined by the associated application vendor or key
owner, and based on industry best practices and guidelines (for
example, NIST Special Publication 800-57).

3.6.5 Retirement or replacement (for example, archiving, destruction,
and/or revocation) of keys as deemed necessary when the integrity of
the key has been weakened (for example, departure of an employee
with knowledge of a clear-text key component), or keys are suspected
of being compromised.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNibHO He obpabaTbiBaeT
[AaHHble NAaTeXHbIX KapT.
Mnatdopma Yandex.Cloud
npegocrasaseT KnneHtam cepsuc
Yandex Key Management Service ans
wudposaHUA aaHHbIX. Cepsnc KMS
BbINoNHAET TpeboBaHua PCl DSS.

KnneHT oTBeyYaeT 3a npouecchbl
06paboTKU, XPaHEHMA N YHUUTOXKEHMUA
CBOMX AaHHbIX, B TOM YynUcne
Mcnoab3oBaHue WKPPOBAHUA.
KnneHTt oTBevaeT 3a npoueaypbl
yrnpas/ieHns Kavamm WwndpoBaHus
[OaHHbIX.

KNnMeHT moXeT ncnoab3oBaTb CEPBUC
Yandex Key Management Service ans
3aLLUUTbI A@HHbIX NAATEXKHbIX KapT Npu
XPaHEHUMN.
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3.6.6 If manual clear-text cryptographic key-management operations
are used, these operations must be managed using split knowledge
and dual control.

3.6.7 Prevention of unauthorized substitution of cryptographic keys.

3.6.8 Requirement for cryptographic key custodians to formally
acknowledge that they understand and accept their key-custodian
responsibilities.

3.7 Ensure that security policies and operational procedures for
protecting stored cardholder data are documented, in use, and known to
all affected parties.

Mnatdopma Yandex.Cloud
obecneuymBaeT oA CEPBUCOB B
061aCTV OLEHKM BbINONHEHME BCEX
HeobXoANMbIX LOKYMEHTOB U

npoueayp.

KAneHT oTBeYaeT 3a BbINOAHEHNE
HeobxoAMmbIX Npoueayp AN
KOMMNOHEHTOB, 06pabaTbiBatOLLUX
AaHHble NAaTeXHbIX KapT.
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Requirement 4: Encrypt transmission of cardholder data across open, public networks

PCI DSS Requirements

Yandex.Cloud

KnneHnrt

4.1 Use strong cryptography and security protocols to safeguard
sensitive cardholder data during transmission over open, public
networks, including the following:

e Only trusted keys and certificates are accepted.

e The protocol in use only supports secure versions or
configurations.

e The encryption strength is appropriate for the encryption
methodology in use.

Mnatdopma Yandex.Cloud ncnonbsyer
6e3onacHble KpunTorpapuyeckme
NPOTOKOAbI, 06ecneymBatoLne
3alUNUTY AAHHbIX NPW Nepeaaye.

KnneHT oTBevaeT 3a npouecchl
6e3onacHol nepesaym faHHbIX
NAaTeXHbIX KapT, BKAOYanA
ncnonb3oBaHMe 6e3onacHbIxX
NPOTOKON08B U WKdPOBAHUSA.
KnneHT gonxkeH ncnonb3osaTb
KOMMOHEHTbI, NoAAepKUBAOLLNE
npotokosbl TLS 1.2 n Bbiwe.
Yandex.Cloud pekomeHayeT
MCNONb30BaTb WKdPOBAHNE AAHHbIX
NAATeXHbIX KapT BO BCEX C/yYanX,
BK/IOYAA Nepeaaydy BHYTpU
K/IMEHTCKUX ceTeln 1 nepeaady B
06LWen0CTYNHbIX CEeTAX.

4.1.1 Ensure wireless networks transmitting cardholder data or
connected to the cardholder data environment, use industry best
practices to implement strong encryption for authentication and
transmission.

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud He
ncnonb3yeT becnpoBogHble ceTh AnA
nepenayun AaHHbIX NONb30BaTENEN.

KAneHT oTBEYaeT 3a HaCTPOMKY
napameTpoB WKdpoBaHUA Npu
ayTeHTUdMKaLMn B ciydae
MCNONb30BaHMA 6ecnpoBOAHbIX CETEN
AN CBA3U C KOMMNOHEHTaMM
nnatopmbl Yandex.Cloud, koTopbie
06pabaTbiBaloT AaHHbIE NAATEXKHbIX
KapT.

4.2 Never send unprotected PANs by end-user messaging technologies
(for example, e-mail, instant messaging, SMS, chat, etc.).

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
caMocCTofITe/IbHO He obpabaTbiBaeT
AaHHble NNAaTEeXHbIX KapT U He

KaueHT oTBeyvaeT 3a npusegeHune PAN
B HEUMTAEMDbIN BUA B C/lyYae
MCNO/b30BaHMA TEXHONOTMIA 06MeHa
MIHOBEHHbIMM COOBLLEHNAMMN.
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nepenaeTt gaHHble nonb3oBaTeNel B
OTKpPbITOM BUAE.

4.3 Ensure that security policies and operational procedures for
encrypting transmissions of cardholder data are documented, in use,
and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT 414 CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXoANMbIX OKYMEHTOB U

npoueayp.

KnueHT oTBeyaeT 3a BbiNoAHEHWNE
HeobxoaMmbIx Npoueayp Ana
KOMMOHeHTOB, 0bpabaTbiBatoLMX
OaHHble NAaTeXKHbIX KapT.
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Requirement 5: Protect all systems against malware and regularly update anti-virus software or programs

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

5.1 Deploy anti-virus software on all systems commonly affected by
malicious software (particularly personal computers and servers).

5.1.1 Ensure that anti-virus programs are capable of detecting,
removing, and protecting against all known types of malicious
software.

5.1.2 For systems considered to be not commonly affected by
malicious software, perform periodic evaluations to identify and
evaluate evolving malware threats in order to confirm whether such
systems continue to not require anti-virus software.

5.2 Ensure that all anti-virus mechanisms are maintained as follows:
e Are kept current.
e Perform periodic scans.

Generate audit logs which are retained per PCI DSS Requirement 10.7.

5.3 Ensure that anti-virus mechanisms are actively running and cannot
be disabled or altered by users, unless specifically authorized by
management on a case-by-case basis for a limited time period.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
GYHKUMOHMPOBAHME aHTUBUPYCHOIO
nporpammHoro obecneyeHuns ans
KOMMOHEHTOB, obecne4ymnBatoLmx
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KAneHT oTBeYaeT 3a NPOLLECChI 3aLUTbI
oT BpegoHocHoro N0 ana
KOMMOHEHTOB, Pa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud u
NoABEPMKEHHbIX BUPYCHOMY
3apakeHuto.

5.4 Ensure that security policies and operational procedures for
protecting systems against malware are documented, in use, and known
to all affected parties.

Mnatdopma Yandex.Cloud
obecneymBaeT gns CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXxoANMbIX LOKYMEHTOB U

npoueayp.

KAneHT oTBeYaeT 3a BbINOJHEHNE
HeobxoaumbIX npoueayp AN
KOMMOHeHTOB, 0bpabaTbiBatoLMX
AaHHble NAaTeXHbIX KapT.
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Requirement 6: Develop and maintain secure systems and applications

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

6.1 Establish a process to identify security vulnerabilities, using
reputable outside sources for security vulnerability information, and
assign a risk ranking (for example, as “high,” “medium,” or “low”) to
newly discovered security vulnerabilities.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
npoLecchl ynpasaeHnUa yasBUMOCTAMM
ANA KOMMNOHEHTOB, obecneymBatoWwmx
GYHKUMOHNPOBAHNE CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBEYaeT 3a npouecchl
ynpaBaeHna ya3BUMOCTAMM ONs
KOMMOHEHTOB, Pa3BePHYTbIX Ha
nnatpopme Yandex.Cloud:

® OMepauMOHHbIX CUCTEM;

e 633 AaHHbIX (33 UCKAOYEHNEM
PAAS-cepsucoB: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro lMO;

® [IpyrMx KOMMOHEHTOB U
CEpPBMCOB, BK/IIOYEHHbIX
KnneHTom B 061aCTb OLEHKN.

6.2 Ensure that all system components and software are protected from
known vulnerabilities by installing applicable vendor-supplied security
patches. Install critical security patches within one month of release.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
npouecchl YCTaHOBKM 0OHOBAEHNIA
6€30MacHOCTU A/19 KOMMOHEHTOB,
obecneymBaoWmx
bYHKUMOHNPOBAHWE CEPBUCOB B
obnacTu oueHKN.

KnneHT oTBeYaeT 3a yCTaHOBKY
O0OHOBNEHUI A1 KOMIMIOHEHTOB,
pa3BepHYTbIX Ha NhaTtpopme
Yandex.Cloud:
® OMnepauMOoHHbIX CUCTEM;
e 0a3s AaHHbIX (33 UCKNOYEHMEM
PAAS-cepBucoB: Yandex
Managed Service for
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Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro MNO;

® [pYyrvx KOMMNOHEHTOB U
CEepPBMCOB, BK/IIOYEHHbIX
KnneHtom B 061aCTb OLLEHKM.

6.3 Develop internal and external software applications (including web-
based administrative access to applications) securely, as follows:

e In accordance with PCI DSS (for example, secure authentication
and logging).
e Based on industry standards and/or best practices.

e Incorporate information security throughout the software
development life cycle.

6.3.1 Remove development, test and/or custom application accounts,
user IDs, and passwords before applications become active or are
released to customers.

6.3.2 Review custom code prior to release to production or customers in

order to identify any potential coding vulnerability (using either manual

or automated processes) to include at least the following:

« Code changes are reviewed by individuals other than the originating
code author, and by individuals knowledgeable about code review
techniques and secure coding practices.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS ana
npoueccos pa3paboTKM KOMMNOHEHTOB,
obecneymBatoLLmX
bYHKUMOHMPOBaHME CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBeyaeT 3a BbINOJHEHNE
TpebosaHuin PCI DSS gna npoueccos
pa3paboTku ceoero IMO.

25




« Code reviews ensure code is developed according to secure coding
guidelines.

« Appropriate corrections are implemented prior to release.

« Code review results are reviewed and approved by management prior
to release.

6.4 Follow change control processes and procedures for all changes to
system components. The processes must include the following:

6.4.1 Separate development/test environments from production
environments, and enforce the separation with access controls.

6.4.2 Separation of duties between development/test and production
environments.

6.4.3 Production data (live PANs) are not used for testing or
development.

6.4.4 Removal of test data and accounts from system components
before the system becomes active / goes into production.

6.4.5 Change control procedures must include the following:

6.4.5.1 Documentation of impact.

6.4.5.2 Documented change approval by authorized parties.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
BbiNosHeHMe TpeboBaHuit PCl DSS ana
npoueayp KOHTPOA U3MEHEeHUM
KOMMOHEHTOB, obecneuynsatoLwmx
bYHKLMOHNPOBaHMeE CEPBUCOB B
06/1aCTU OLEHKM.

KnueHT oTBeYaeT 3a BbINo/HEHNE
TpebosaHuit PCl DSS B oTHOLWWIEHWUM
BCEX U3MEHEHUIN B KOMIMOHEHTAX,
pa3BepHyTbIX Ha naathopme
Yandex.Cloud.
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6.4.5.3 Functionality testing to verify that the change does not adversely
impact the security of the system.

6.4.5.4 Back-out procedures.

6.4.6 Upon completion of a significant change, all relevant PCI DSS
requirements must be implemented on all new or changed systems and
networks, and documentation updated as applicable.

6.5 Address common coding vulnerabilities in software-development
processes as follows:

e Train developers at least annually in up-to-date secure coding
techniques, including how to avoid common coding vulnerabilities.

e Develop applications based on secure coding guidelines.

6.5.1 Injection flaws, particularly SQL injection. Also consider OS
Command Injection, LDAP and XPath injection flaws as well as other
injection flaws.

6.5.2 Buffer overflow.

6.5.3 Insecure cryptographic storage.

6.5.4 Insecure communications.

6.5.5 Improper error handling.

6.5.6 All “high risk” vulnerabilities identified in the vulnerability
identification process (as defined in PCI DSS Requirement 6.1).

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobntopeHune TpebosaHumii PCl DSS npu
pa3paboTke KOMMOHEHTOB,
obecneuunBatoLWmX
bYHKLMOHMPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnAneHT oTBeYaeT 3a BbINOAHEHNE
TpebosaHuit PCI DSS gns npoueccos
paspaboTku ceoero MO.
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6.5.7 Cross-site scripting (XSS).

6.5.8 Improper access control (such as insecure direct object references,
failure to restrict URL access, directory traversal, and failure to restrict
user access to functions).

6.5.9 Cross-site request forgery (CSRF).

6.5.10 Broken authentication and session management.

6.6 For public-facing web applications, address new threats and
vulnerabilities on an ongoing basis and ensure these applications are
protected against known attacks by either of the following methods:

e Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods, at least annually and after any changes.

¢ |Installing an automated technical solution that detects and
prevents web-based attacks (for example, a web-application
firewall) in front of public-facing web applications, to continually
check all traffic.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHua PCI DSS B
4acTu 3aLWUTbl 06LLEeA0CTYNHbIX BE6-
NPUNOXKEHUN A7 KOMMNOHEHTOB,
obecneuunBatoLWmx
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnneHTt oTBevaeT 3a 3amTy
cobCTBEHHbIX 06LLEeA0CTYMHbIX BEO-
NPUNOXKEHWNI, Pa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud.

6.7 Ensure that security policies and operational procedures for
developing and maintaining secure systems and applications are
documented, in use, and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneuymBaeT g5 CEPBUCOB B
061aCTV OLEeHKM BbINONIHEHME BCEX
HEeobX0ANMbIX AOKYMEHTOB U

npoueayp.

KNAneHT oTBeYaeT 3a BbINO/IHEHUE
HeobxoaMmbIx Npoueayp AnA
KOMMOHEeHTOB, 0bpabaTbiBatOLMX
OaHHble NAaTeXHbIX KapT.
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Requirement 7: Restrict access to cardholder data by business need to know

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

7.1 Limit access to system components and cardholder data to only
those individuals whose job requires such access.

7.1.1 Define access needs for each role, including:

« System components and data resources that each role needs to access
for their job function.

« Level of privilege required (for example, user, administrator, etc.) for
accessing resources.

7.1.2 Restrict access to privileged user IDs to least privileges necessary
to perform job responsibilities.

7.1.3 Assign access based on individual personnel’s job classification and
function.

7.1.4 Require documented approval by authorized parties specifying
required privileges.

7.2 Establish an access control system(s) for systems components that
restricts access based on a user’s need to know, and is set to “deny all”
unless specifically allowed.

This access control system(s) must include the following:

7.2.1 Coverage of all system components.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
4acTM KOHTPOANA U yNpaBAeHUA
[O0CTYNOM A/17 KOMMOHEHTOB,
obecneymBatoLWmx
bYHKUMOHNPOBAHNE CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBeYaeT 3a npoLecchl
KOHTPOANA U yNpaBAEeHUA JOCTYNOM K
KOMMOHEHTaM, Pa3BepHyTbIM Ha
nnatdopme Yandex.Cloud.
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7.2.2 Assignment of privileges to individuals based on job classification
and function.

7.2.3 Default “deny-all” setting.

7.3 Ensure that security policies and operational procedures for
restricting access to cardholder data are documented, in use, and known
to all affected parties.

Mnatdopma Yandex.Cloud
obecneunBaeT 41a CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXoANMbIX OKYMEHTOB U

npoueayp.

KnueHT oTBeyaeT 3a BbiNoAHEHWNE
HeobxoaMmbIx Npoueayp Ana
KOMMOHeHTOB, 0bpabaTbiBatoLMX
AaHHble NAaTeXKHbIX KapT.
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Requirement 8: Identify and authenticate access to system components

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

8.1 Define and implement policies and procedures to ensure proper user
identification management for non-consumer users and administrators
on all system components as follows:

8.1.1 Assign all users a unique ID before allowing them to access system
components or cardholder data.

8.1.2 Control addition, deletion, and modification of user IDs,
credentials, and other identifier objects.

8.1.3 Immediately revoke access for any terminated users.

8.1.4 Remove/disable inactive user accounts within 90 days.

8.1.5 Manage IDs used by third parties to access, support, or maintain

system components via remote access as follows:

« Enabled only during the time period needed and disabled when not in
use.

« Monitored when in use.

8.1.6 Limit repeated access attempts by locking out the user ID after not
more than six attempts.

8.1.7 Set the lockout duration to a minimum of 30 minutes or until an
administrator enables the user ID.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
4acTM KOHTPOAA U yNpaBAeHUA
[O0CTYNOM A/17 KOMMOHEHTOB,
obecneymBatoLWmx
bYHKUMOHNPOBAHNE CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBeYaeT 3a npoLecchl
KOHTPOANA U yNpaBAEeHUA JOCTYNOM K
KOMMOHEHTaM, Pa3BepHyTbIM Ha
nnatdopme Yandex.Cloud.
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8.1.8 If a session has been idle for more than 15 minutes, require the
user to re-authenticate to re-activate the terminal or session.

8.2 In addition to assigning a unique ID, ensure proper user-
authentication management for non-consumer users and administrators
on all system components by employing at least one of the following
methods to authenticate all users:

e Something you know, such as a password or passphrase.

e Something you have, such as a token device or smart card.

e Something you are, such as a biometric.

8.2.1 Using strong cryptography, render all authentication credentials
(such as passwords/phrases) unreadable during transmission and
storage on all system components.

8.2.2 Verify user identity before modifying any authentication
credential—for example, performing password resets, provisioning new
tokens, or generating new keys.

8.2.3 Passwords/passphrases must meet the following:
e Require a minimum length of at least seven characters.
« Contain both numeric and alphabetic characters.

Alternatively, the passwords/passphrases must have complexity and
strength at least equivalent to the parameters specified above.

8.2.4 Change user passwords/passphrases at least once every 90 days.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTv ayTeHTUOUKALMM N yNpaBAEHUS
AOCTYNOM A/19 KOMMNOHEHTOB,
obecneymBaloWmx
dYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KnueHT oTBeYaeT 3a BbINoHEHNE
TpebosaHuit PCI DSS B yactu
NCMNo/ab30BaHUA MEXAHM3MOB
ayTEHTUPMKALUM M yNpaBAEHMUA
LOCTYNOM A1 KOMMNOHEHTOB,
pa3BepPHYTbIX Ha NaaTpopme
Yandex.Cloud.

[Ons UeHTPanM30BaHHOIO yNpaB/eHns
YYETHbIMU AaHHbIMWU PpeEKOMeHayeTcA
ncnonb3osatb SAML-coBmecTMmble
degepaumm yaocToBepeHUN.
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https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations
https://cloud.yandex.ru/docs/iam/concepts/users/identity-federations

8.2.5 Do not allow an individual to submit a new password/passphrase
that is the same as any of the last four passwords/passphrases he or she
has used.

8.2.6 Set passwords/passphrases for first-time use and upon reset to a
unique value for each user, and change immediately after the first use.

8.3 Secure all individual non-console administrative access and all
remote access to the CDE using multi-factor authentication

8.3.1 Incorporate multi-factor authentication for all non-console access
into the CDE for personnel with administrative access.

8.3.2 Incorporate multi-factor authentication for all remote network
access (both user and administrator, and including third party access for
support or maintenance) originating from outside the entity’s network.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
4acT MHOropaKTOpPHOM
ayTeEHTMOMKALMM U yNpaBaeHUs
AOCTYNOM A/17 KOMMOHEHTOB,
obecneymBatoWwmx
bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBeYaeT 3a BbINO/IHEHUE
TpebosaHuin PCI DSS B yactu
MCNO/b30BaHUA MHOTOGaKTOPHOM
ayTEHTUOMKALMM ONA KOMNOHEHTOB,
pa3BepHYTbIX Ha NaaTpopme
Yandex.Cloud.

8.4 Document and communicate authentication policies and procedures
to all users including:
e Guidance on selecting strong authentication credentials.

e Guidance for how users should protect their authentication
credentials.

e Instructions not to reuse previously used passwords.

e Instructions to change passwords if there is any suspicion the
password could be compromised.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTu ayTeEHTUOUKALMM U yNPaBAEHUS
AOCTYNOM A/19 KOMMOHEHTOB,
obecneuunBatoLmX
bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KNAneHT oTBevaeT 3a BbINO/HEHUE
TpebosaHuit PCI DSS B yactu
MCNONb30BaHMA MEXaHU3MOB
ayTeHTUGMKaLMnM 1 yNpaBaeHuUs
AOCTYNOM 111 KOMMOHEHTOB,
pa3BepHYTbIX Ha NaaTtpopme
Yandex.Cloud.

8.5 Do not use group, shared, or generic IDs, passwords, or other
authentication methods as follows:

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnogeHune TpebosaHuin PCI DSS B
YyacTu ayTeEHTUOUKALMM N yNPaBAEHUSA

KnneHT oTBeYaeT 3a BbINO/IHEHUNE
TpebosaHuin PCI DSS B yactu
MCMONb30BaHUA MEXAaHNU3MOB
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Generic user IDs are disabled or removed.

Shared user IDs do not exist for system administration and other
critical functions.

Shared and generic user IDs are not used to administer any
system components.

AOCTYNOM A/19 KOMMNOHEHTOB,
obecneymBaoWmx
bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

ayTeHTUdMKaLMnM 1 ynpaBaeHus
O0CTYNOM A1 KOMMOHEHTOB,
pa3BepPHYTbIX Ha Nhatdopme
Yandex.Cloud.

8.5.1 Additional requirement for service providers only: Service
providers with remote access to customer premises (for example, for
support of POS systems or servers) must use a unique authentication
credential (such as a password/phrase) for each customer.

Mo YyMONYaHMIO COTPYAHUKM
Yandex.Cloud He nmetoT goctyna K
pecypcam KaneHToB, pacnofioxKeHHbIM
Ha nnatdopme Yandex.Cloud.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObiTb

NMPUMEHNMMO ANA KIMEHTOB, KOTOpPbIE

ABNIAKOTCA NOCTAaBWMNKamun ycnyr, B
pamKax npenocrtaBieHnAa CBOUX
cepsucos

8.6 Where other authentication mechanisms are used (for example,
physical or logical security tokens, smart cards, certificates, etc.) use of
these mechanisms must be assigned as follows:

Authentication mechanisms must be assigned to an individual
account and not shared among multiple accounts.

Physical and/or logical controls must be in place to ensure only
the intended account can use that mechanism to gain access.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4yacTu ayTeHTUOUKALUM U yNpaBAEHUSA
OOCTYNOM A/19 KOMMOHEHTOB,
obecneynBaroLLmX
bYHKUMOHMPOBaHME CEPBUCOB B
ob6nacTu oueHKN.

KnueHT oTBeYaerT 3a BbINo/HEHNE
TpebosaHuit PCI DSS B yactu
NCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUdMKaLMmM 1 ynpaBaeHus
OO0CTYNOM A9 KOMMOHEHTOB,
pa3BepPHYTbIX Ha Nhatdopme
Yandex.Cloud.

8.7 All access to any database containing cardholder data (including
access by applications, administrators, and all other users) is restricted
as follows:

All user access to, user queries of, and user actions on databases
are through programmatic methods.

Only database administrators have the ability to directly access
or query databases.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTu ayTeEHTUDUKALMM N yNPaBAEHUS
AOCTYNOM A/19 KOMMNOHEHTOB,
obecneymBaoWmx
bYHKUMOHNPOBAHWE CEPBUCOB B
obnacTu oueHKN.

KNAneHT oTBeYaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B yactu
MCMONb30BaHUA MEXaHN3MOB
ayTeHTMOMKALMM U yNpaB/ieHUs
OO0CTYNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha Naatpopme
Yandex.Cloud.
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e Application IDs for database applications can only be used by the
applications (and not by individual users or other non-application
processes).

8.8 Ensure that security policies and operational procedures for
identification and authentication are documented, in use, and known to
all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT 41a CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXoANUMbIX LLOKYMEHTOB U

npoueayp

KnueHT oTBeyaeT 3a BbiNoAHEHWNE
HeobxoaMmbIx Npoueayp Ana
KOMMOHeHTOB, 0bpabaTbiBatoLMX
OaHHble NAaTeXHbIX KapT.
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Requirement 9: Restrict physical access to cardholder data

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

9.1 Use appropriate facility entry controls to limit and monitor physical
access to systems in the cardholder data environment.

9.1.1 Use either video cameras or access control mechanisms (or both)
to monitor individual physical access to sensitive areas. Review collected
data and correlate with other entries. Store for at least three months,
unless otherwise restricted by law.

9.1.2 Implement physical and/or logical controls to restrict access to
publicly accessible network jacks.

9.1.3 Restrict physical access to wireless access points, gateways,
handheld devices, networking/communications hardware, and
telecommunication lines.

Mnatdopma Yandex.Cloud
obecneymBaeT pU3nYECKYHO
6e30MacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACMONOXKEHbI KOMMOHEHTbI,
obecneumBatowme
bYHKUMOHNPOBAHNE CEPBUCOB B
06/1aCTU OLEHKM.

TpeboBaHWe HENPUMEHUMO, ECNU
JaHHble He NepefaroTca 3a npeaensl
nnatoopmbl Yandex.Cloud. Ecau
JaHHble NnepeaatoTca 3a npegensl
nnatdopmsbl, TO KnMeHT oTBeyaerT 3a
BbiNoNIHEHWe TpeboBaHuit PCl DSS B
4YacTu ynpaBaeHna Gpusnyecknm
A0CTYyNnoM AnA Bcex mect 06paboTku
OAHHbIX NNATEXHbIX KapT.

9.2 Develop procedures to easily distinguish between onsite personnel
and visitors, to include:

e I|dentifying onsite personnel and visitors (for example, assigning
badges).
e Changes to access requirements.

e Revoking or terminating onsite personnel and expired visitor
identification (such as ID badges).

Mnatdopma Yandex.Cloud
obecneunBaeT pM3NYECKYIO
6e30nmacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACNO/0KEHbI KOMMNOHEHTbI,
obecneyusatolme
OYHKUMOHNPOBAHUE CEPBUCOB B
obnacTu oueHKN.

TpeboBaHWe HENPUMEHMMO, €CNN
[AHHbIE He NepefaroTca 3a Npesenbl
nnatopmbl Yandex.Cloud. Ecnu
[AHHble NepegatoTca 3a Npegenbl
nnatdopmebl, To KameHT oTBevaer 3a
BbiNoJiIHeHWe TpeboBaHuit PCI DSS B
4YacTM ynpaBneHma GpU3nYecKum
O0CTYNOM AN1a BCeX MmecT 06paboTku
LAHHbIX NAATEXKHbIX KapT.
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9.3 Control physical access for onsite personnel to sensitive areas as
follows:
e Access must be authorized and based on individual job function.

e Access is revoked immediately upon termination, and all physical
access mechanisms, such as keys, access cards, etc., are returned
or disabled.

Mnatdopma Yandex.Cloud
obecneuymBaeT pU3nYECKyHO
6e30MacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACMONOXKEHbI KOMMOHEHTbI,
obecneumBatowme
$YHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

TpeboBaHWe HEMPUMEHUMO, ECNU
OaHHble He nepeaaloTca 3a npeaensl
nnatopmbl Yandex.Cloud. Ecau
OaHHble NnepeaatoTca 3a npeaensl
nnatdopmsbl, TO KnMeHT oTBeyaer 3a
BbINONHeHWe TpeboBaHuit PCl DSS B
4YacTu ynpasaeHna Gpusnyecknm
[0CTYyNnom AnA Bcex mect 06paboTkm
OAHHbIX NNATEXHbIX KapT.

9.4 Implement procedures to identify and authorize visitors.

Procedures should include the following:

9.4.1 Visitors are authorized before entering, and escorted at all times
within, areas where cardholder data is processed or maintained.

9.4.2 Visitors are identified and given a badge or other identification that
expires and that visibly distinguishes the visitors from onsite personnel.

9.4.3 Visitors are asked to surrender the badge or identification before
leaving the facility or at the date of expiration.

9.4.4 A visitor log is used to maintain a physical audit trail of visitor
activity to the facility as well as for computer rooms and data centers
where cardholder data is stored or transmitted.

Document the visitor’s name, the firm represented, and the onsite
personnel authorizing physical access on the log.

Retain this log for a minimum of three months, unless otherwise
restricted by law.

Mnatdopma Yandex.Cloud
obecneumnBaeT pM3NYECKYIO
6e30MacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACMO/0XKEHbI KOMMOHEHTbI,
obecneuuBatolme
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

TpeboBaHWe HENPUMEHMMO, EC/TN
OaHHble He nepeaatoTca 3a Npeaenbl
nnatopmbl Yandex.Cloud. Ecnu
AaHHble NepeaatoTca 3a npeaenbl
nnatdopmsbl, TO KnmeHT oTBeYaer 3a
BbiNosHeHWe TpebosaHui PCl DSS B
4yacTu ynpaBaeHns Gpusnmyecknm
[0CTYyrnom ans Bcex mect 06paboTku
OAHHbIX NNATEXHbIX KapT.
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9.5 Physically secure all media.

9.5.1 Store media backups in a secure location, preferably an off-site
facility, such as an alternate or back-up site, or a commercial storage
facility. Review the location’s security at least annually.

9.6 Maintain strict control over the internal or external distribution of
any kind of media, including the following:

9.6.1 Classify media so the sensitivity of the data can be determined.

9.6.2 Send the media by secured courier or other delivery method that
can be accurately tracked.

9.6.3 Ensure management approves any and all media that is moved

from a secured area (including when media is distributed to individuals).

Mnatdopma Yandex.Cloud
obecneymBaeT BbINOJHEHME
TpeboBaHui PCI DSS B yactn
¢du13myeckoi besonacHOCTN gaTa-
LEHTPOB U HocuTenen nHpopmaymm,
coaeprKawmx aaHHole Kanentos, gna
KOMMNOHEHTOB, obecneynsaoLLmx
bYHKLUMOHMPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnneHT oTBevaeT 3a 3almTy
HocuTeNel AaHHbIX (Hanpumep,
aBTOMATU3NPOBAHHbIX Ppaboymx mect
(APM) nonb3oBaTeniei, CbeMHbIX
9NEKTPOHHbIX HOCUTENEN, BYMarKHbIX
YyeKoB, ByMarKHbIX OTYETOB U paKCcoB),
€C/IM TaKue NPMMEHAITCA B NpoLeccax
06paboTKM AaHHbIX NAATEXKHbIX KapT.

9.7 Maintain strict control over the storage and accessibility of media.

9.7.1 Properly maintain inventory logs of all media and conduct media
inventories at least annually.

9.8 Destroy media when it is no longer needed for business or legal
reasons as follows:

9.8.1 Shred, incinerate, or pulp hard-copy materials so that cardholder
data cannot be reconstructed. Secure storage containers used for
materials that are to be destroyed.

Mnatdopma Yandex.Cloud
obecrneymBaeT BbINoOJHEHME
TpeboBaHui PCI DSS B yactu
¢du13myeckoi besonacHOCTU pgaTta-
LEHTPOB M HOCUTENEe MHPOopMaLUXK,
cogeprKalimx gaHHble KnneHTos, ons
KOMMOHEHTOB, obecneuynsatoLwmx
bYHKUMOHNPOBAHWE CEPBUCOB B
obnacTu oueHKN.

KAneHT oTBeYaeT 3a KOHTPO/b
XPaHEeHUA/YHUUTOXKEHNA U
ynpas/ieHne AOCTYyNnoOM K HOCUTEeNsMm
OaHHbIX (Hanpumep, APM
nonb3oBaTesiei, CbeMHbIM
3NEKTPOHHbIM HOCUTENAM, ByMarKHbIM
yekam, BymarkHbIM OT4eTaM M
dakcam), ecnm Takme NPUMeEHAKTCA B
npoteccax 06paboTKn AaHHbIX
NAaTeXHbIX KapT.
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9.8.2 Render cardholder data on electronic media unrecoverable so that
cardholder data cannot be reconstructed.

9.9 Protect devices that capture payment card data via direct physical
interaction with the card from tampering and substitution.

9.9.1 Maintain an up-to-date list of devices. The list should include the

following:

+ Make, model of device.

« Location of device (for example, the address of the site or facility
where the device is located).

« Device serial number or other method of unique identification.

9.9.2 Periodically inspect device surfaces to detect tampering (for
example, addition of card skimmers to devices), or substitution (for
example, by checking the serial number or other device characteristics
to verify it has not been swapped with a fraudulent device).

9.9.3 Provide training for personnel to be aware of attempted tampering

or replacement of devices. Training should include the following:

« Verify the identity of any third-party persons claiming to be repair or
maintenance personnel, prior to granting them access to modify or
troubleshoot devices.

« Do not install, replace, or return devices without verification.

« Be aware of suspicious behavior around devices (for example,
attempts by unknown persons to unplug or open devices).

« Report suspicious behavior and indications of device tampering or
substitution to appropriate personnel (for example, to a manager or
security officer).

TpeboBaHMe HENPUMEHUMO.

KnueHT oTBeYaeT 3a 3auTy YCTPOMCTB,
CUYMTbIBAIOLWMX JaHHbIE C MJIaTEXHbIX
KapT nyTem npamoro ¢pusnyeckoro
B3aMMOAENCTBUA C KapTOM.
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9.10 Ensure that security policies and operational procedures for
restricting physical access to cardholder data are documented, in use,
and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneymBaeT BbINOJIHEHNE BCEX
HeobXoANMbIX LOKYMEHTOB U
npoueayp A1A cepsmcoB B 061acTu
OLLEHKM.

KAneHT oTBeYaeT 3a BbINOAHEHNE
HeobxoaMMmbIX Npoueayp AN
KOMMNOHEeHTOB, 06pabaTbiBatOLLUX
OaHHble NAaTeXHbIX KapT.
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Requirement 10: Track and monitor all access to network resources and cardholder data

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

10.1 Implement audit trails to link all access to system components to
each individual user.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoageHne TpebosaHuin PCI DSS B
4acTu perucTpaummn cobbITui ans
KOMMOHEHTOB, obecne4ymnBatoLmx
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KAneHT oTBeYaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B 4yact BegeHus
YKYPHaNoB perucrpaumm cobbitnin gna
KOMMNOHEHTOB, pa3BepPHYTbIX Ha
nnatpopme Yandex.Cloud.

KAneHT MoKeT BUAETb onepauumn Hag,
pecypcamu B web-koHconm
Yandex.Cloud.

KnAneHT moxeT 06paTnTbCa B Cayxoy
NOALEPKKN ANA NONYYEHUA
[0NOAHUTENBHON MHPOPMALMN U3
KYPHaAN0B perncTpaummn cobbiTni
Yandex.Cloud.

10.2 Implement automated audit trails for all system components to
reconstruct the following events:

10.2.1 All individual user accesses to cardholder data.

10.2.2 All actions taken by any individual with root or administrative
privileges.

10.2.3 Access to all audit trails.

10.2.4 Invalid logical access attempts.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu perucTpaumnm HeobxoaMmbIx
TMMNOB COObLITUI ANA KOMIMOHEHTOB,
obecneuunBatoLmX
dYHKLUMOHNPOBaHME CEPBUCOB B
obnacTn oueHKN.

KNAneHT oTBEYaeT 3a BbINONHEHUNE
TpebosaHuit PCI DSS B yactu
pernctTpauum HeobxoaAMMbIX TUMOB
COb6bITUI AN KOMMOHEHTOB,
pa3BepHYTbIX Ha NaaTtpopme
Yandex.Cloud, a umeHHoO:

® OMnepauMOoHHbIX CUCTEM;

e 0a3s AaHHbIX (332 UCKNOYEHMEM
PAAS-cepBucoB: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
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10.2.5 Use of and changes to identification and authentication
mechanisms—including but not limited to creation of new accounts and
elevation of privileges—and all changes, additions, or deletions to
accounts with root or administrative privileges.

10.2.6 Initialization, stopping, or pausing of the audit logs.

10.2.7 Creation and deletion of system-level objects

ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro MNO;

® [1Ipyrvx KOMMOHEHTOB U
CEPBUCOB, BKNHOYEHHbIX
KnveHTom B 061aCTb OLEHKM.

10.3 Record at least the following audit trail entries for all system
components for each event:

10.3.1 User identification

10.3.2 Type of event

10.3.3 Date and time

10.3.4 Success or failure indication

10.3.5 Origination of event

10.3.6 Identity or name of affected data, system component, or resource

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu perucTpaumnm napameTpos
COBbITUI ANA KOMNOHEHTOB,
obecneumnBatoLWmx
dYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBeyaeT 3a BbINOJIHEHUE
TpeboBaHmin PClI DSS B u4actm
perucTpauum napameTpoB cobbITUi
ONA  KOMMOHEHTOB, pPa3BepHYTbIX Ha
nnatpopme Yandex.Cloud:

® OMepauNOHHbIX CUCTEM;

e 6as3 AaHHbIX (33 UCKAOYEHUEM
PAAS-cepBUCOB: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro MO;

® Apyrux
CepBu1COB,
KnueHTtom B 061aCTb OLIEHKN.

KOMMNOHEHTOB n
BK/1TIOYEHHDbIX
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10.4 Using time-synchronization technology, synchronize all critical
system clocks and times and ensure that the following is implemented
for acquiring, distributing, and storing time.

10.4.1 Critical systems have the correct and consistent time.

10.4.2 Time data is protected.

10.4.3 Time settings are received from industry-accepted time sources.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
4acTM CUHXPOHMU3ALMM BPEMEHU ANA
KOMMNOHEHTOB, obecneynsatoLLmx
GYHKUMOHNPOBAHNE CEPBUCOB B
06/1aCTN OLEHKM.

KnneHT oTBeyaeT 3a BbiNOAHEHUE
TpeboBaHui PCl DSS B yacTtn
CUHXPOHM3aLNM BPpEMEHU ANA
KOMMOHEHTOB, pa3BepHYTbIX Ha
nnatpopme Yandex.Cloud. Cm.
pekoMeHAaunmM N0 HaCTPOMKe
CUHXPOHM3aLNM BPEMEHM C
ncrnonb3osaHuem NTP.

10.5 Secure audit trails so they cannot be altered.

10.5.1 Limit viewing of audit trails to those with a job-related need.

10.5.2 Protect audit trail files from unauthorized modifications.

10.5.3 Promptly back up audit trail files to a centralized log server or
media that is difficult to alter.

10.5.4 Write logs for external-facing technologies onto a secure,
centralized, internal log server or media device.

10.5.5 Use file-integrity monitoring or change-detection software on
logs to ensure that existing log data cannot be changed without
generating alerts (although new data being added should not cause an
alert).

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTy 3aLLMUTbI XKYPHANOB perncTpaumm
COBbITUI ANA KOMNOHEHTOB,
obecneuunBatoLWmx
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnneHT oTBeYaeT 3a BbINO/IHEHUE
TpebosaHumit PCI DSS B 4acTu 3alWmTbl
YKYPHaNoB perucrpaummn cobbitnii ana
KOMMOHEHTOB, Pa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud.

10.6 Review logs and security events for all system components to
identify anomalies or suspicious activity.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnogeHune TpebosaHuin PCI DSS B

KnneHT oTBeYaeT 3a BbINO/IHEHUE
TpebosaHuin PCI DSS B 4yacTv npoBepKu
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10.6.1 Review the following at least daily:

« All security events

« Logs of all system components that store, process, or transmit CHD
and/or SAD

¢ Logs of all critical system components

o Logs of all servers and system components that perform security
functions (for example, firewalls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS), authentication
servers, e-commerce redirection servers, etc.).

10.6.2 Review logs of all other system components periodically based on
the organization’s policies and risk management strategy, as determined

by the organization’s annual risk assessment.

10.6.3 Follow up exceptions and anomalies identified during the review

process.

4yacTu NPOBEPKMU N aHaNn3a
3aperncTpupoBaHHbIX CObbITUI AnA
KOMMOHEHTOB, obecneynsatoLmx
GYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

M aHaNn3a 3aperucTPUpPOBaHHbIX
CcObbITUI ANA KOMMNOHEHTOB,
pa3BepPHYTbIX Ha Nhatdopme
Yandex.Cloud.

10.7 Retain audit trail history for at least one year, with a minimum of
three months immediately available for analysis (for example, online,
archived, or restorable from backup).

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnopgeHune TpebosaHuin PCI DSS B
YacTU XpaHeHMA 3apPerncTpMpoBaHHbIX
cobbITUIA ANA KOMMOHEHTOB,
obecneynBaroLWmX
bYHKUMOHMPOBaHME CEPBUCOB B
ob6nacTu oueHKN.

KnneHT oTBeYaeT 3a BbINO/IHEHUNE
TpeboBaHuit PCI DSS B YacTu xpaHeHus
3apEerncTpuUpoBaHHbIX COBObITUI ans
KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatopme Yandex.Cloud.

10.8 Additional requirement for service providers only: Implement a
process for the timely detection and reporting of failures of critical
security control systems, including but not limited to failure of:

e Firewalls
e |DS/IPS

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnogeHune TpebosaHuin PCI DSS B
YyacTu GUKCALMN U BblSIBNIEHMA OTKA30B
CUCTEM KOHTpO/IA 6e3onacHocTn ana
KOMMNOHEHTOB, obecne4YymnBatoLmx

TpeboBaHWEe HENPUMEHMMO.

*TpeboBaHME MOXKET ObiTb
NMPUMEHMMO ANA KANEHTOB, KOTOPbIE
ABNAIOTCA NOCTABLMKAMM YCAYT, B
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FIM

Anti-virus

Physical access controls

Logical access controls

Audit logging mechanisms
Segmentation controls (if used)

10.8.1 Additional requirement for service providers only: Respond to
failures of any critical security controls in a timely manner. Processes for
responding to failures in security controls must include:

Restoring security functions

Identifying and documenting the duration (date and time start to
end) of the security failure

Identifying and documenting cause(s) of failure, including root
cause, and documenting remediation required to address root cause

Identifying and addressing any security issues that arose during the
failure

Performing a risk assessment to determine whether further actions
are required as a result of the security failure

Implementing controls to prevent cause of failure from reoccurring
Resuming monitoring of security controls

bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

pamKax npegocrtaBneHnAa cBonx
cepsucos

10.9 Ensure that security policies and operational procedures for
monitoring all access to network resources and cardholder data are
documented, in use, and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneymBaeT g5 CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXoANMbIX AOKYMEHTOB U

npoueayp.

KnneHT oTBeYaeT 3a BbINOJIHEHUE
HeobxoAMMbIX Npoueayp AN
KOMMNOHeHTOB, 06pabaTbiBatoLMX
AaHHble NAaTeXHbIX KapT.
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Requirement 11: Regularly test security systems and processes

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

11.1 Implement processes to test for the presence of wireless access
points (802.11), and detect and identify all authorized and unauthorized
wireless access points on a quarterly basis.

11.1.1 Maintain an inventory of authorized wireless access points
including a documented business justification.

11.1.2 Implement incident response procedures in the event
unauthorized wireless access points are detected.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
4yacTu obHapyKeHUs n
naeHTUOUKaLMM aBTOPU30BAHHbIX U
HeaBTOPM30BaHHbIX 6ecnpPoBOAHbIX
TOYEK JOCTYNa ANA KOMMNOHEHTOB,
obecneymBatoWwmx
bYHKUMOHNPOBAHNE CEPBUCOB B
06/1aCTU OLEHKM.

KnneHT oTBeyaeT 3a BbiNnOAHEHUE
TpeboBaHui PCI DSS B yactn
06HapyKeHUA U naeHTUudmKaLmMm
ABTOPU30BaHHbIX U
HeaBTOPM30BaHHbIX 6ecnpPoBOAHbIX
TOYeK A0CTyna A4N1A CBOero nepumetpa
6e3onacHoCTML.

11.2 Run internal and external network vulnerability scans at least
qguarterly and after any significant change in the network (such as new
system component installations, changes in network topology, firewall
rule modifications, product upgrades).

11.2.1 Perform quarterly internal vulnerability scans. Address
vulnerabilities and perform rescans to verify all “high-risk” vulnerabilities
are resolved in accordance with the entity’s vulnerability ranking (per
Requirement 6.1). Scans must be performed by qualified personnel.

11.2.2 Perform quarterly external vulnerability scans, via an Approved
Scanning Vendor (ASV) approved by the Payment Card Industry Security
Standards Council (PCI SSC). Perform rescans as needed, until passing
scans are achieved.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnopgeHune TpebosaHuin PCI DSS B
4YacTu perynapHoro NpoBeaeHns
BHeLlHNX ASV-CKaHMPOBaHWIA,
BHYTPEHHMX CKAHUPOBAHUM
6e30MacHOCTH, a TaKXKe yCTpaHeHUsA
HaNZEHHbIX YA3BMMOCTEN ANs
KOMMNOHEHTOB, 0becneynBaroLLmx
GYHKUNMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

B 06nacTb exkekBapTaibHbIX BHELLHUX
ASV-CKaHMPOBAHMIN BKOYEHDI, Cpeau
npoyero, nybanyHbie APl nnatdpopmbl
Yandex.Cloud.

KnneHT oTBeYaeT 3a BbINOAHEHNE
TpebosaHuin PCI DSS B yactu
PEerynapHoOro npoBeAeHUsA BHELWHUX
ASV-cKaHMpPOBaHWI, BHYTPEHHMUX
CKaHMPOBaHWI1 6e30MacHOCTH, a TaKXKe
YCTPaHEeHUs HaNAEHHbIX YA3BMMOCTEN
ON5 KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

K/ineHT TaKk)Ke oTBevaeT 3a
npoBeseHNe CKAaHMPOBAHWNIM BHELLIHNX
IP-agpecos. CKaHMPOBAHUA A0/IKHbI
BbIMOJIHATLCA COMNACHO
onyb6/1MKoBaHHOMY AOKYMEHTY
MpaBuna nposeaeHUA BHELIHUX
CKaHWpPOBaHMM 6e30nacHOCTH
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11.2.3 Perform internal and external scans, and rescans as needed, after
any significant change. Scans must be performed by qualified personnel.

11.3 Implement a methodology for penetration testing that includes at
least the following:

Is based on industry-accepted penetration testing approaches
(for example, NIST SP800-115).

Includes coverage for the entire CDE perimeter and critical
systems.

Includes testing from both inside and outside of the network.

Includes testing to validate any segmentation and scope
reduction controls.

Defines application-layer penetration tests to include, at a
minimum, the vulnerabilities listed in Requirement 6.5.

Defines network-layer penetration tests to include components
that support network functions as well as operating systems.
Includes review and consideration of threats and vulnerabilities
experienced in the last 12 months.

Specifies retention of penetration testing results and remediation
activities results.

11.3.1 Perform external penetration testing at least annually and after

any significant infrastructure or application upgrade or modification

(such as an operating system upgrade, a sub-network added to the

environment, or a web server added to the environment).

11.3.2 Perform internal penetration testing at least annually and after
any significant infrastructure or application upgrade or modification

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YacTu perynapHoro nposeaeHuns
BHELIHMX WU BHYTPEHHUX TECTUPOBaHWM
Ha NPOHWKHOBEHME, a TaKXKe
YyCTPaHEeHUA Hall4eHHbIX He40CTaTKOB
ONA KOMMOHEHTOB, obecneynBaloWwmx
dYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KnAneHT oTBeYaeT 3a BbINOJHEHNE
TpebosaHuit PCI DSS B yactu
PerynsapHoro NpoBeAeHNA BHELWHUX U
BHYTPEHHMX TECTUPOBAHWUI Ha
NPOHWKHOBEHME, A TaKXKe YCTPaHeHUA
HalAEeHHbIX He40CTAaTKOB ANA
KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

47




(such as an operating system upgrade, a sub-network added to the
environment, or a web server added to the environment).

11.3.3 Exploitable vulnerabilities found during penetration testing are
corrected and testing is repeated to verify the corrections.

11.3.4 If segmentation is used to isolate the CDE from other networks,
perform penetration tests at least annually and after any changes to
segmentation controls/methods to verify that the segmentation
methods are operational and effective, and isolate all out-of-scope
systems from systems in the CDE.

11.3.4.1 Additional requirement for service providers only: If
segmentation is used, confirm PCl DSS scope by performing penetration
testing on segmentation controls at least every six months and after any
changes to segmentation controls/methods.

11.4 Use intrusion-detection systems and/or intrusion-prevention
techniques to detect and/or prevent intrusions into the network.
Monitor all traffic at the perimeter of the cardholder data environment
as well as at critical points in the cardholder data environment, and alert
personnel to suspected compromises.

Keep all intrusion-detection and prevention engines, baselines, and
signatures up-to-date.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnopgeHune TpebosaHuin PCI DSS B
4acTM UCNO/Ib30BaHMA METOA0B U
cucTtem
obHapyKeHus/npeaoTepalleHns
BTOPYKEHWUM ANA KOMMOHEHTOB,
obecneynBaroLWMX
bYHKUMOHMPOBaAHME CEPBUCOB B
ob6nacTu oueHKN.

KAneHT oTBeYaeT 3a BbINOAHEHNE
TpebosaHuin PCI DSS B yactu
MCMNONb30BaHMA METOL0B U CUCTEM
obHapyKeHusa/npenoTBpaLLeHnn
BTOPKEHWUI A1 KOMMOHEHTOB,
pa3BepHYTbIX Ha NnaTtpopme
Yandex.Cloud.

11.5 Deploy a change-detection mechanism (for example, file-integrity
monitoring tools) to alert personnel to unauthorized modification
(including changes, additions and deletions) of critical system files,

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTM UCNO/Ib30BaHMA MEXaHNM3MOB

KnneHT oTBeYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
MCNO/Ib30BaHNA MEXAHM3MOB
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configuration files, or content files; and configure the software to
perform critical file comparisons at least weekly.

11.5.1 Implement a process to respond to any alerts generated by the
change-detection solution.

KOHTPOASA LenocTHoctu dpainos gns
KOMMNOHEHTOB, obecneunBaoLLmx
GYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KOHTPOASA LEeNoCTHOCTU dainnos gas
KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

11.6 Ensure that security policies and operational procedures for
security monitoring and testing are documented, in use, and known to
all affected parties.

Mnatdopma Yandex.Cloud
obecneuymBaeT gNsA CEPBUCOB B
061aCTV OLEHKM BbINONIHEHME BCEX
HeobXoANMbIX LOKYMEHTOB U

npoueayp.

KAneHT oTBeYaeT 3a BbINOAHEHNE
HeobxoaMMmbIX Npoueayp AN
KOMMNOHEHTOB, 06pabaTbiBatOLLUX
OaHHble NAaTeXHbIX KapT.
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Requirement 12: Maintain a policy that addresses information security for all personnel

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

12.1 Establish, publish, maintain, and disseminate a security policy.

12.1.1 Review the security policy at least annually and update the policy
when business objectives or the risk environment change.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BblNONHEeHMe TpeboBaHuit PCI DSS B
4yacTu pas3paboTkn 1 cobntoageHns
NOSIMTUKM 6E30MACHOCTU U APYruX
npoueayp obecneveHma Nb gns
KOMMNOHEHTOB, obecneynsaroLmx
bYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnneHT oTBeyvaeT 3a BbINOJHEHME
TpeboBaHui PCI DSS B yactn
pa3paboTku n cobaogeHnA NOAUTUKN
6e30nacHOCTU 1 ApYrux npoueayp
obecneyenuna Ub ans KOMNOHEHTOB,
pa3BepPHYTbIX Ha NaaTdopme
Yandex.Cloud.

12.2 Implement a risk assessment process, that:

e |s performed at least annually and upon significant changes to
the environment (for example, acquisition, merger, relocation,
etc.),

e |dentifies critical assets, threats, and vulnerabilities, and

e Results in a formal, documented analysis of risk.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTu Npoueayp OLLEHKU PUCKOB ANA
KOMMOHEHTOB, obecneuynsatoLmx
bYHKLUMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKM.

KnveHT oTBeYaeT 3a BbINONHEHME
TpebosaHumi PCl DSS B yactn
npoueayp OLEHKN PUCKOB ANA
KOMMNOHEHTOB, Pa3BepHYTbIX Ha
nnatpopme Yandex.Cloud.

12.3 Develop usage policies for critical technologies and define proper
use of these technologies.

Ensure these usage policies require the following:

12.3.1 Explicit approval by authorized parties.

12.3.2 Authentication for use of the technology.

12.3.3 A list of all such devices and personnel with access.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnogeHune TpebosaHuin PCI DSS B
4acTM UCMO/Ib30BAHMA KPUTUYHBIX
TEXHONOIUIM AN KOMMOHEHTOB,
obecneynBaroLWMX
bYHKUMOHNPOBAHWE CEPBUCOB B
ob6nacTu oueHKN.

KnneHT oTBeYaeT 3a BbINO/IHEHUNE
TpebosaHuin PCI DSS B yactu
MCMONb30BaHUA KPUTUYHBIX
TEXHONIOTUI ANA KOMMNOHEHTOB,
pa3BepHYTbIX Ha NnaTtpopme
Yandex.Cloud.
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12.3.4 A method to accurately and readily determine owner, contact
information, and purpose (for example, labeling, coding, and/or
inventorying of devices).

12.3.5 Acceptable uses of the technology.

12.3.6 Acceptable network locations for the technologies.

12.3.7 List of company-approved products.

12.3.8 Automatic disconnect of sessions for remote-access technologies
after a specific period of inactivity.

12.3.9 Activation of remote-access technologies for vendors and
business partners only when needed by vendors and business partners,
with immediate deactivation after use.

12.3.10 For personnel accessing cardholder data via remote-access
technologies, prohibit the copying, moving, and storage of cardholder
data onto local hard drives and removable electronic media, unless
explicitly authorized for a defined business need. Where there is an
authorized business need, the usage policies must require the data be
protected in accordance with all applicable PCI DSS Requirements.

12.4 Ensure that the security policy and procedures clearly define
information security responsibilities for all personnel.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnogeHune TpebosaHuin PCI DSS B
yacTu pacnpegeneHunsa obasaHHocTel
M OTBETCTBEHHOCTM NO obecneyeHunto
UB ana KOMNOHEHTOB,
obecneynBaroLWMX

KnneHT oTBeyaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B yactu
pacnpeneneHma o6A3aHHOCTEN U
OTBETCTBEHHOCTU 3a obecneveHne Ub
0N KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Yandex.Cloud.
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bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

12.4.1 Additional requirement for service providers only: Executive
management shall establish responsibility for the protection of
cardholder data and a PCI DSS compliance program to include:

e Overall accountability for maintaining PCI DSS compliance

e Defining a charter for a PCI DSS compliance program and
communication to executive management

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BbINOJIHEHME NPOrPamMMbl
cooTBeTcTBUA TpeboBaHnam PCl DSS
A1 KOMMOHEHTOB, obecneymBatoWwmx
bYHKLMOHNPOBaHME CEPBUCOB B
061aCTN OLEHKM.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHME MOKET bbiTb
NMPUMEHUMO AN1A KIMEHTOB, KOTOpble
ABNAOTCA NOCTaBLINKAMM YCAYT, B
paMKax nNpeaocTaB/ieHns CBOMX
cepsucos

12.5 Assign to an individual or team the following information security
management responsibilities:

12.5.1 Establish, document, and distribute security policies and
procedures.

12.5.2 Monitor and analyze security alerts and information, and
distribute to appropriate personnel.

12.5.3 Establish, document, and distribute security incident response
and escalation procedures to ensure timely and effective handling of all
situations.

12.5.4 Administer user accounts, including additions, deletions, and
modifications.

12.5.5 Monitor and control all access to data.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
YyacTu pacnpegeneHuns obasaHHOCTeN
M OTBETCTBEHHOCTM N0 obecneyeHnio
UB ana KOMNOHEHTOB,
obecneymBatoWwmx
bYHKUMOHNPOBAHWE CEPBUCOB B
ob6nacTu oUeHKN.

KnAneHT oTBeYaeT 3a BbINO/IHEHUE
TpebosaHuit PCI DSS B yactu
pacnpegeneHma 06A3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneyeHne b
A1 KOMMOHEHTOB, PAa3BEPHYTLIX HA
nnatpopme Yandex.Cloud.

12.6 Implement a formal security awareness program to make all
personnel aware of the cardholder data security policy and procedures.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B

KnneHT oTBeYaeT 3a BbINO/IHEHUE
TpebosaHuit PCI DSS B YyacTu obyyeHus
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12.6.1 Educate personnel upon hire and at least annually.

12.6.2 Require personnel to acknowledge at least annually that they
have read and understood the security policy and procedures.

YyacTu 0byYeHUs COTPYAHUKOB U
NOBbILEHNA NX OCBEAOMIEHHOCTU O
6€e30MacHOCTU 419 KOMMOHEHTOB,
obecneymBaoWmx
GYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

COTPYAHWMKOB M NOBbIWEHMUA UX
0ocBe0MIEHHOCTM 0 He3onacHOCTH
ONA KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

12.7 Screen potential personnel prior to hire to minimize the risk of
attacks from internal sources. (Examples of background checks include
previous employment history, criminal record, credit history, and
reference checks.)

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnogeHune TpebosaHuin PCI DSS B
4acT NPOBEPKM NOTEHLMNA/BbHbIX
COTPYAHMKOB A0 MX Npuema Ha paborty
B CEPBWUCHI, BXOAALME B 061aCTb
OLEHKM.

KnAneHT oTBeYaeT 3a BbINONHEHNE
TpebosaHumi PCl DSS B 4acTn npoBepku
NOTEeHLMaNbHbIX COTPYAHUKOB A0 UX
npuema Ha paboTy 419 KOMNOHEHTOB,
pa3BepHYTbIX Ha NaaTtpopme
Yandex.Cloud.

12.8 Maintain and implement policies and procedures to manage service
providers with whom cardholder data is shared, or that could affect the
security of cardholder data, as follows:

12.8.1 Maintain a list of service providers including a description of the
service provided.

12.8.2 Maintain a written agreement that includes an acknowledgement
that the service providers are responsible for the security of cardholder
data the service providers possess or otherwise store, process or
transmit on behalf of the customer, or to the extent that they could
impact the security of the customer’s CDE.

12.8.3 Ensure there is an established process for engaging service
providers including proper due diligence prior to engagement.

Mnatdopma Yandex.Cloud He
nepeaaet AaHHble KaneHTos
CTOPOHHUM KOMMNAHUAM.
Yandex.Cloud oTBeuaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu B3aMMOAENCTBUA C CEPBUC-
nposaiaepamu, KOTopble MOryT
NnoB/MATb Ha 6@30MacHOCTb AAHHbIX
KnueHToB.

KnAneHT oTBeYaeT 3a BbINO/IHEHUE
TpebosaHuit PCI DSS B yactu
B3aMMOAENCTBUA C CEPBUC-
npoBanaepamm, KOTopbie MOryT
NoBAMATb Ha 6€30MacHOCTb AaHHbIX
NAaTeXHbIX KapT.
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12.8.4 Maintain a program to monitor service providers’ PCl DSS
compliance status at least annually.

12.8.5 Maintain information about which PCI DSS requirements are
managed by each service provider, and which are managed by the
entity.

12.9 Additional requirement for service providers only: Service
providers acknowledge in writing to customers that they are responsible
for the security of cardholder data the service provider possesses or
otherwise stores, processes, or transmits on behalf of the customer, or
to the extent that they could impact the security of the customer’s
cardholder data environment.

Mnatdopma Yandex.Cloud 3akntouaet
¢ KnueHTamum forosop, B KOTOPOM
ABHO onpeAeneHa OTBETCTBEHHOCTb 33
6€30MacHOCTb AaHHbIX.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObiTb
NPUMEHUMO AN1A K/IMEHTOB, KOTOpbIEe
ABNAKOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpesoCcTaBNeHUA CBOUX
cepBucoB

12.10 Implement an incident response plan. Be prepared to respond
immediately to a system breach.

12.10.1 Create the incident response plan to be implemented in the
event of system breach. Ensure the plan addresses the following, at a
minimum:

« Roles, responsibilities, and communication and contact strategies in
the event of a compromise including notification of the payment
brands, at a minimum.

« Specific incident response procedures.

« Business recovery and continuity procedures.

« Data back-up processes.

« Analysis of legal requirements for reporting compromises.

« Coverage and responses of all critical system components.

Mnatdopma Yandex.Cloud oTBeyaerT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTu pearmpoBaHMA Ha UHLUUAEHTbI U
TECTUPOBAHMA NJIAHOB pPearnpoBaHuA
Ha MHUWAEHTbI 417 KOMMNOHEHTOB,
obecneuunBaoLmX
bYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

KNneHT oTBeYaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B yactu
pearMpoBaHus Ha MHUWAEHTbI U
TEeCTMPOBAHWUA NNAHOB pearMpoBaHms
Ha UHUMAEHTbI AN1A KOMMNOHEHTOB,
pa3BepHYTbIX Ha NaaTtpopme
Yandex.Cloud.
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Reference or inclusion of incident response procedures from the
payment brands.

12.10.2 Review and test the plan at least annually, including all elements
listed in Requirement 12.10.1.

12.10.3 Designate specific personnel to be available on a 24/7 basis to
respond to alerts.

12.10.4 Provide appropriate training to staff with security breach
response responsibilities.

12.10.5 Include alerts from security monitoring systems, including but
not limited to intrusion-detection, intrusion-prevention, firewalls, and
file-integrity monitoring systems.

12.10.6 Develop a process to modify and evolve the incident response
plan according to lessons learned and to incorporate industry
developments.
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12.11 Additional requirement for service providers only: Perform
reviews at least quarterly to confirm personnel are following security
policies and operational procedures. Reviews must cover the following
processes:

Daily log reviews

Firewall rule-set reviews

Applying configuration standards to new systems
Responding to security alerts

Change management processes

12.11.1 Additional requirement for service providers only: Maintain
documentation of quarterly review process to include:

« Documenting results of the reviews

« Review and sign off of results by personnel assigned responsibility
for the PCI DSS compliance program

Mnatdopma Yandex.Cloud oTBeyaeT 3a
nposegeHne Nnepnuoanyeckmx
NPOBEPOK BbINONHEHWNA TPeboBaHUN
PCI DSS ana KOMNOHEHTOB,
obecneymBatoLLmX
OYHKUMOHNPOBAHWE CEPBUCOB B
06/1aCTN OLEHKM.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKeT ObiTb
NMPUMEHMMO ANS KIMEHTOB, KOTOPbIE
ABNAIOTCA NOCTABLMKAMM YCAYT, B
PaMKax NpesoCcTaBeHUs CBOUX
cepBucoB
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Appendix Al: Additional PCI DSS Requirements for Shared Hosting Providers

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

A1 Protect each entity’s (that is, merchant, service provider, or other
entity) hosted environment and data, per Al.1 through Al.4:

A hosting provider must fulfill these requirements as well as all other
relevant sections of the PCI DSS.

Al.1 Ensure that each entity only runs processes that have access to that
entity’s cardholder data environment.

A1.2 Restrict each entity’s access and privileges to its own cardholder
data environment only.

A1.3 Ensure logging and audit trails are enabled and unique to each
entity’s cardholder data environment and consistent with PCI DSS
Requirement 10.

Al.4 Enable processes to provide for timely forensic investigation in the
event of a compromise to any hosted merchant or service provider.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobntopeHne TpebosaHuit PCl DSS B
yacTu:
® peaoCTaBNEHUA MEXAaHU3MOB
ynpaBieHna JOCTYNOM,
obecneunBaoLWUX U30IALUIO
pasHbiX KAMeHTOoB;
® pasrpaHU4YeHuna cpen pasHbix
KnuneHTos;
® BeAEeHMA N XpPaHeHUA
*KYPHAN0B perncrTpaumm
cobbiTuin B APl ans Kaxaoro
KnnenTa;
® MHPopmUupoBaHMA KnneHToB B
cnyyae obHapyKeHua n
paccienoBaHUA UHLUAEHTOB
Ub.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET ObiTb
NPUMEHMMO ANSA KMEHTOB, KOTOPbIE
ABNAIOTCA NOCTABLMKAMM YCAYT, B
paMKax NpefoCcTaBAEHUSA CBOUX
cepBumcoB

Appendix A2: Additional PCI DSS Requirements for Entities using SSL/early TLS

PCI DSS Requirements

Yandex.Cloud

KnuneHnrt

A2.1 Where POS POI terminals (and the SSL/TLS termination points to
which they connect) use SSL and/or early TLS, the entity must either:

TpeboBaHWe HENPUMEHUMO.

KnneHT oTBeYaeT 3a BbINOAHEHNE
TpebosaHuit PCI DSS B yactu
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e Confirm the devices are not susceptible to any known exploits for
those protocols.

Or:

Have a formal Risk Mitigation and Migration Plan in place.

A2.2 Entities with existing implementations (other than as allowed in
A.2.1) that use SSL and/or early TLS must have a formal Risk Mitigation
and Migration Plan in place.

A2.3 Additional Requirement for Service Providers Only: All service
providers must provide a secure service offering by June 30, 2016.

Mnatdopma Yandex.Cloud He
ncnonb3yet POS/POI-TepmuHansi.

MCNONb30BaHMA 6€30MacHbIX BEpCUit
Ncnob3yemblix NPoToKoaos TLS.
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